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Dianne E. Ray, CPA
State Auditor

February 14, 2012

Members of the Legislative Audit Committee:

Included herein is the report of the Statewide Single Audit of the State of Colorado for the fiscal
year ended June 30, 2011. The audit was conducted under the authority of Section 2-3-103, C.R.S.,
which authorizes the State Auditor to conduct audits of all state departments, institutions, and agencies.

The purpose of this report is to present the results of the Statewide Single Audit for the year ended
June 30, 2011. The report includes our reports on compliance and other matters and internal control
over financial reporting in accordance with Government Auditing Standards and requirements related to
the federal Office of Management and Budget’s Circular A-133, Audits of States, Local Governments,
and Non-Profit Organizations, and our audit opinion on the Schedule of Expenditures of Federal
Awards. This report also contains our findings, conclusions, and recommendations, and the responses
of the respective state agencies and institutions. Our opinion on the State’s financial statements is
presented in the State’s Comprehensive Annual Financial Report for Fiscal Year 2011, which is
available under separate cover.

This report may not include all of the findings and recommendations related to audits performed of
state institutions and agencies. Some findings and recommendations are issued under separate report
covers. However, in accordance with the federal Single Audit Act, this report includes all findings and
questioned costs related to federal awards that came to our attention through either the Statewide Single
Audit or other audits.

The report is intended solely for the use of management and the Legislative Audit Committee and

should not be used for any other purpose. This restriction is not intended to limit distribution of the
report, which, upon release by the Legislative Audit Committee, is a matter of public record.

: (I;A&@g

We Set the Standard for Good Government

Legislative Services Building * 200 East 14% Avenue * Denver, Colorado 80203-2211
Ph. 303.869.2800 ¢ Fax: 303.869.3060
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Report Summary

Dianne E. Ray, CPA
State Auditor

STATEWIDE SINGLE AUDIT
FISCAL YEAR ENDED JUNE 30, 2011

We Set the Standard for Good Government

State of Colorado

AUTHORITY, PURPOSE, AND SCOPE

This audit was conducted under the
authority of Section 2-3-103, C.R.S,,
which authorizes the State Auditor to
conduct audits of all departments,
institutions, and agencies of state
government. The audit was conducted in
accordance with auditing standards
generally accepted in the United States of
America and with Government Auditing
Standards issued by the Comptroller
General of the United States. We
performed our audit work during the
period from February through December
2011.

The purpose of this audit was to:

e Express an opinion on the State’s
financial statements for the Fiscal
Year Ended June 30, 2011.

e Express an opinion on the State’s
Schedule of Expenditures of Federal
Awards for the Fiscal Year Ended
June 30, 2011.

e Review internal accounting and
administrative control procedures, as
required by generally accepted
auditing standards and Government
Auditing Standards.

e Evaluate compliance with applicable
state and federal laws, rules, and
regulations.

e Evaluate progress in implementing
prior years’ audit recommendations.

OVERVIEW OF FINDINGS AND AUDITOR’S OPINIONS

This report presents our financial and compliance audit of the
State of Colorado for Fiscal Year 2011. The report may not
include all findings and recommendations from separately
issued reports on audits of state departments, institutions, and
agencies. However, in accordance with the federal Single Audit
Act, this report includes all findings and questioned costs related
to federal awards that came to our attention through our audit.

We made 65 recommendations to state agencies and higher
education institutions.

FINANCIAL STATEMENT FINDINGS

e The State’s financial statements covered $28.1 billion in total
assets and $25.2 billion in total expenditures.

e We have issued an unqualified opinion on the State’s
financial statements for the Fiscal Year Ended June 30, 2011.
That means the State’s financial statements presented fairly,
in all material respects, the State’s financial position, results
of all financial operations, and cash flows in conformance
with generally accepted accounting principles.

e We identified 19 internal control weaknesses related to
compliance with internal control over financial reporting and
other matters.

FEDERAL PROGRAM FINDINGS
The State expended approximately $11.7 billion in federal funds
in Fiscal Year 2011. The four largest federal programs were:

e Medicaid: $2.6 billion
e Unemployment Insurance: $2.1 billion
e Supplemental Nutrition Assistance Program:
$801 million
e Temporary Assistance for Needy Families: $190 million

e We identified 46 internal control issues related to the State’s
compliance with requirements applicable to major federal
programs.

e We identified $23.3 million in questioned costs related to
federal awards granted to the State.

For further information about this report, contact the Office of the State Auditor
303.869.2800 - www.state.co.us/auditor
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FINANCIAL STATEMENT FINDINGS

This section summarizes our report on the State’s compliance with internal control over financial reporting and
on compliance and other matters based on an audit of financial statements performed in accordance with
Government Auditing Standards. These standards and Statement on Auditing Standards No. 115 issued by the
American Institute of Certified Public Accountants require that we communicate matters related to the State’s
internal control over financial reporting identified during our audit of the State’s financial statements.

Internal Controls Over Financial Activity and Financial Reporting

State agencies are responsible for having adequate internal controls in place to ensure compliance with laws
and regulations and with management’s objectives. We tested controls over the processing of transactions and
accounting for financial activity and identified the need for improvements in the following areas:

e Capital Assets: The Department of Personnel & Administration did not conduct timely reconciliations
of vehicular capital assets, and the Department of Transportation improperly expensed more than
$32 million in capital asset expenditures.

e Medical Insurance Premiums: The Department of Personnel & Administration lacked adequate
controls to ensure the accurate and consistent calculation of monthly employee- and State-paid
premiums for medical insurance.

State agencies are responsible for reporting financial
activity accurately, timely, and completely. The Office
of the State Controller establishes standard policies and
procedures that must be followed by state agencies and
institutions. As part of our audit, we reviewed the
agencies’ and institutions’ control processes, policies,
and procedures related to financial reporting and tested
a sample of financial transactions to ensure that

Professional standards define the following three levels
of internal control weaknesses that must be reported.
Prior to each recommendation in this report, we have
indicated the classification of the finding.

A material weakness is the most serious level of
internal control weakness. A material weakness is a
deficiency, or combination of deficiencies, such that

controls were adequate and financial activity was
reported properly. We identified notable issues at the
following departments:

e Department of Public Health and
Environment: The Department had several
problems with its financial reporting processes,
including inaccurate calculation of construction
in progress and Pollution Remediation
Obligations liability, resulting in errors of
$17.4 million and $23 million, respectively.
Both were corrected later.

e Department of Revenue: The Department
lacked adequate controls to ensure that the State
identifies and collects severance taxes from all
individuals and entities that owe them.
Severance taxes are special excise taxes
imposed on income derived from the extraction
of nonrenewable natural resources.

there is a reasonable possibility that a material
misstatement of the entity’s financial statements will
not be prevented, or detected and corrected, on a timely
basis.

A significant deficiency is a moderate level of internal
control weakness. A significant deficiency is a
deficiency, or combination of deficiencies, in internal
control that is less severe than a material weakness, yet
important enough to merit attention by those charged
with governance.

A deficiency in internal control is the least serious
level of internal control weakness. A deficiency in
internal control exists when the design or operation of a
control does not allow management or employees, in
the normal course of performing their assigned
functions, to prevent, or detect and correct,
misstatements on a timely basis. Deficiencies in
internal control generally are reported to agencies in
separate management letters and, therefore, would not
be included in this report.




e Office of the Governor: The Governor’s Energy Office did not properly account for revolving loan
fund and loan loss reserve transactions involving grant monies from the U.S. Department of Energy. As
a result, the agency understated cash and deferred revenue by $7.7 million, understated loans receivable
by $5.3 million, overstated federal revenue by $7.7 million, and overstated expenditures by
$13 million.

Our opinion on the financial statements is presented in the State’s Comprehensive Annual Financial Report for
Fiscal Year 2011, which is available electronically from the Office of the State Controller’s website at
http://www.colorado.gov/dpa/dfp/sco/CAFR/cafrl1/cafrll.pdf.

FEDERAL PROGRAM FINDINGS

This section summarizes our report on the State’s compliance with requirements applicable to major federal
programs and internal control over compliance in accordance with the federal Office of Management and
Budget’s (OMB) Circular A-133, Audits of States, Local Governments, and Non-Profit Organizations. We
planned and performed the audit to obtain reasonable assurance over compliance requirements that could have
a direct and material effect on a major federal program occurred. As part of our audit, we determined
compliance with federal regulations and grant requirements, such as activities allowed or unallowed, allowable
costs, cash management, eligibility, reporting, and subrecipient monitoring. Our testing included nearly
$2 billion expended under the federal American Recovery and Reinvestment Act of 2009 (Recovery Act).

As with matters identified during our audit of the State’s internal control over financial reporting, we are
required to communicate three levels of internal control issues related to each of the major federal programs.

Internal Controls Over Federal Programs

The following table shows the breakout of types of internal control weaknesses over compliance with federal
requirements that we identified during Fiscal Year 2011. Prior to each recommendation in this report, we have
indicated the classification of the finding.

A material weakness is the most serious level of internal
control weakness. A material weakness is a deficiency, or
combination of deficiencies, in internal control over
compliance, such that there is a reasonable possibility that
material noncompliance with a compliance requirement of
a federal program will not be prevented, or detected and
corrected, on a timely basis.

Federal Compliance
Internal Control Weaknesses
Fiscal Year 2011

1 finding
2% 12 findings

O Deficiency in
Internal Control

33 findings
72%

A significant deficiency is a moderate level of internal

26%
B Material control weakness. A significant deficiency is a deficiency,
Weakness or a combination of deficiencies, in internal control over
I compliance with a compliance requirement of a federal
@ Significant . - .
Deficiency program that is less severe than a material weakness in

internal control over compliance, yet important enough to
merit attention by those charged with governance.

A deficiency in internal control is the least serious level of
internal control weakness. A deficiency in an entity’s
internal control over compliance exists when the design or
operation of a control does not allow management or
employees, in the normal course of performing their
assigned functions, to prevent, or detect and correct,
noncompliance with a compliance requirement of a
federal program on a timely basis.
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Compliance With Federal Program Requirements and Federal Reporting

Two state departments—the Department of Health Care Policy and Financing and the Department of Human
Services—administer a number of federal programs in the state. We identified problems with those
departments’ compliance with federal program requirements.

Department of Health Care Policy and Financing: The Department has not met federally required
processing time frames for Medicaid and the Children’s Basic Health Plan program. From July 2010 to
July 2011, unprocessed cases exceeding the required processing time frame increased by 101 percent.

o Children’s Basic Health Plan (CBHP): The Department of Health Care Policy and Financing
lacked adequate controls over eligibility determination for CBHP recipients and timely termination
of benefits for individuals who were no longer eligible for CBHP.

0 Medicaid: We found significant problems with the management of the Medicaid program. For
example, the Department of Health Care Policy and Financing lacked adequate controls over
determination of Medicaid provider eligibility, determination of individuals’ Medicaid eligibility,
and timely termination of benefits for individuals who were no longer eligible for Medicaid.

o Data Entry in the Colorado Benefits Management System (CBMS): The Department uses
CBMS to determine individuals’ eligibility for Medicaid and CBHP benefits. We found that the
Department did not monitor county departments of human/social services to identify data entry
errors in CBMS related to both Medicaid and CBHP eligibility.

Department of Human Services: The Department was not in compliance with documentation
requirements of the federal Office of Management and Budget’s Circular A-87, Cost Principles for
State, Local, and Indian Tribal Governments related to personnel costs associated with administering
six different federal grant programs.

o0 Child Care and Development Fund Program Cluster: The Department of Human Services did
not address a Fiscal Year 2010 recommendation to implement a plan for monitoring the county
departments of human/social services that administer this program.

o0 Child Support Enforcement Program: The Department of Human Services did not provide
federally required services, or it did not provide those services within required time frames.

We also identified the following issues related to compliance with requirements for other federal programs
administered by the State:

State Energy Program: The Governor’s Energy Office improperly charged nearly $1.1 million in
employee personnel costs for this program. In addition, the agency did not comply with federal
requirements related to subrecipient monitoring; verification that vendors or grant subrecipients were
not suspended, debarred, or otherwise excluded from receiving federal funds; and maintenance of
documentation to demonstrate compliance with the program’s spending requirements.

Unemployment Insurance Program: The Department of Labor and Employment did not comply
with federal eligibility requirements related to verifying that recipients of unemployment insurance
were U.S. citizens or permanent legal residents. The Department also did not ensure that
unemployment insurance benefits were terminated for individuals who obtained new employment.



e Weatherization Assistance Program: The Governor’s Energy Office improperly charged nearly
$1.1 million in employee personnel costs for this program.

In addition, we identified the following issues related to reporting requirements for federal programs
administered by the State.

e Immunization Cluster Grant Program: The Department of Public Health and Environment
understated its federally funded vaccines by $50 million.

e Weatherization Assistance Program: In its required Recovery Act reporting under Section 1512, the
Governor’s Energy Office understated award amounts for this program by a total of $825,000.

Summary of Progress in Implementing Prior Recommendations

This report includes an assessment of the disposition of prior audit recommendations reported in the previous
Statewide Single Audit Reports. Prior years’ recommendations that were implemented in Fiscal Year 2010 or
earlier are not included.

Outstanding Statewide Single Audit Report Recommendations
by Fiscal Year

Total 2010 2009 | 2008 | 2007 2006

Implemented 84 52 20 8 3

Partially
Implemented 67 35 20

Not Implemented 10 7 3
Deferred 15 12 3
Not Applicable 3 3 -

Total




Summary of Auditor’s Results

Financial Statements

Type of auditor’s report issued: Unqualified
Internal control over financial reporting:

e Material weaknesses identified? Yes X No

e Significant deficiencies identified
that are not considered to be
material weaknesses? X Yes No

Noncompliance material to financial
statements noted? Yes X _No

Federal Awards

Internal control over major programs:

e Material weaknesses identified? X Yes No

e Significant deficiencies identified
that are not considered to be
material weaknesses? X Yes No

Type of auditor’s report issued on compliance for major programs:

Unqualified for all major programs except for the Fish and Wildlife Cluster, Unemployment
Insurance, State Energy Program, Weatherization Assistance for Low-Income Persons,
Children’s Health Insurance Program, and Medicaid Cluster, which were qualified.

Any audit findings disclosed that are
required to be reported in accordance with
Section 510(a) of OMB Circular A-133? X Yes No




1-8 State of Colorado Statewide Single Audit - Fiscal Year Ended June 2011
Identification of major programs:

CFDA Number Name of Federal Program or Cluster

10.551, 10.561 Supplemental Nutrition Assistance Program Cluster
10.558, 10.555, 10.556, 10.559 Child Nutrition Cluster

10.558 Child and Adult Care Food Program

10.665 Secure Payments for States and Counties Containing
Federal Lands

14.228, 14.255 Community Development Block Grants/State’s Program

15.605, 15.611 Fish & Wildlife Cluster

17.225, 17.UKNOWN Unemployment Insurance

17.258, 17.259, 17.260 Workforce Investment Act Cluster

20.205, 20.219 Highway Planning and Construction (Federal-Aid Highway
Program)

20.509 Formula Grants for Other Than Urbanized Areas

81.041 State Energy Program

81.042 Weatherization Assistance for Low-Income Persons

84.010, 84.389 Title I Part A Cluster

84.027, 84.173, 84.391, 84.392 Special Education (IDEA) Cluster

84.126, 84.390 Rehabilitation Services Vocational Rehabilitation Grants
to States and Rehabilitation Services-Vocational
Rehabilitation Grants to States, Recovery Act

84.394, 84.397 State Fiscal Stabilization Cluster

84.410 Education Jobs Fund

93.069 Public Health Emergency Preparedness
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93.268, 93.712 Immunization Cluster

93.558, 93.714, 93.716 Temporary Assistance for Needy Families, ARRA
Emergency Contingency Fund for Temporary Assistance
for Needy Families State Programs, and ARRA Temporary
Assistance for Needy Families Supplemental Grants

93.563 Child Support Enforcement
93.568 Low-Income Home Energy Assistance Program
93.575, 93.596, 93.713 Child Care and Development Block Grant, Child Care

Mandatory and Matching Funds of the Child Care and
Development Fund, and American Recovery and
Reinvestment Act Child Care and Development Block

Grant.
93.658 Foster Care Title IV-E
93.659 Adoption Assistance
93.667 Social Services Block Grant

93.720, 93.775, 93.777, 93.778 Medicaid Cluster

93.767 Children’s Health Insurance Program

96.001 Disability Insurance/SSI

97.067 Homeland Security

Various Research and Development Cluster

Various Student Financial Aid Cluster (including CFDA No. 84.032

Federal Family Education Loans-Lenders)

Dollar threshold used to distinguish
between type A and B programs: $27.3 million

Auditee qualified as low-risk auditee? Yes X _No



Classification of Findings

State of Colorado

Statewide Single Audit, Fiscal Year Ended June 30, 2011

MATERIAL WEAKNESS

SIGNIFICANT DEFICIENCY

DEFICIENCY IN INTERNAL

(Most Serious) (Moderately Serious) (Ii Ss,;l;?rgbs)
FEDERAL FEDERAL FEDERAL
somortve | [LSER | froown | fRATRG | froomw | Rloems | froew | forAs
COMPLIANCE COMPLIANCE COMPLIANCE

AGRICULTURE - - - - - - 0
CORRECTIONS - - - - - - 0
EDUCATION - - - - - - 0
OFFICE OF THE GOVERNOR - - 3 5 - - 8
EliAAIT\ITCTr\%ARE PoLICY AND ) 7 4 8 i 1 20
HIGHER EDUCATION - - - 4 - - 4
HUMAN SERVICES - - 4 6 - - 10
JuDICIAL DEPARTMENT - - - - - - 0
LABOR AND EMPLOYMENT - 1 - 4 - - 5
LAaw - - - - - - 0
LOCAL AFFAIRS - - - 2 - - 2
NATURAL RESOURCES - 1 - - - - 1
PERSONNEL & _ ) 3 ) i i 3
ADMINISTRATION

EnviRoENT : ? 3 3 : : :
PUBLIC SAFETY - - - - - - 0
REGULATORY AGENCIES - - - - - - 0
REVENUE - - 1 - - - 1
STATE - - - - - - 0
OFFICE OF THE STATE

TREASURER ) ) ) 1 ) ) 1
TRANSPORTATION - - 1 1 - - 2
GRAND TOTALS 0 11 19 34 0 1 65

Note: Findings may be classified as both financial reporting and federal program compliance internal control weaknesses. Therefore, the total number of findings reported in this

table may not equal the total number of recommendations in the report.
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RECOMMENDATION LOCATOR

Rec. Page Recommendation Agency Implementation
No. No. Summary Response Date
Financial Statement Findings
1 -4 The Governor’s Energy Office (GEO) should ensure it properly accounts for Agree July 2012
significant and unusual transactions, such as those for its revolving loan fund
and loan loss reserve. The GEO should implement policies, procedures and
management review to ensure transactions are accurately recorded. In addition,
the GEO should consult with the State Controller’s Office on proper accounting
for significant and unusual transactions.
2 -7 The Governor’s Office of Information Technology should work with the Agree June 2012

Department of Revenue (the Department) to improve the Revenue Accounting
System’s (RAS) general computer controls by (a) immediately removing
terminated administrative users and, on an ongoing basis, regularly reviewing
listing of administrative users to ensure that access is commensurate with job
responsibilities and that terminated users are removed in a timely manner;
(b) recording, retaining, and reviewing system logs and other anomalous system
activities to identify and investigate inappropriate access attempts to the system;
(c) obtaining and enforcing the backup requirements, as defined by the RAS
business owner (i.e., the Department of Revenue), and seeking the business
owner’s feedback regarding disaster recovery testing decisions; and
(d) enforcing the documented change management procedures currently in place
to ensure that changes implemented are appropriate, approved by authorized
personnel, and tested thoroughly.
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RECOMMENDATION LOCATOR

Rec.

No.

Page
No.

Recommendation
Summary

Agency Implementation
Response Date

3

In-12

The Governor’s Office of Information Technology (OIT) should work with the
Department of Personnel & Administration (the Department) to improve
KRONOS general computer controls by (a) implementing strong password
policies that comply with password requirements listed within Colorado Cyber
Security Policies; (b) modifying KRONOS security configurations to lock users
out of the system after three failed login attempts and lock the users’ sessions
after 15 minutes of inactivity; (c) generating, reviewing, and retaining critical
operating system level and application activity logs (i.e., audit logs) to identify
and investigate anomalous activity and successful and unsuccessful login
attempts; (d) generating and implementing a login banner for KRONOS;
(e) reviewing the current user listing to immediately remove terminated users
and, on an ongoing basis, implementing regular reviews of user access to ensure
that user access is appropriate and needed and that terminated users are removed
in a timely manner; (f) ensuring each KRONOS ID is associated with an
identified and documented owner and that IDs are not shared; (g) ensuring that
users submit user access request forms that are authorized by the appropriate
supervisor and retaining those forms, as required by policy; (h) hardening
system configuration settings for KRONOS, as recommended under separate
cover; (i) ensuring that all critical components of the KRONOS systems are
backed up according to Colorado Cyber Security Policies and industry best
practices; (j) documenting and testing a disaster recovery plan that incorporates
all components listed in Colorado Cyber Security Policies; and (k) providing
direction to non-OIT administrators at user departments to ensure awareness of
and compliance with Colorado Cyber Security Policies.

Agree a.—Cc. June 2012
d. March 2012

e. July 2012

f. June 2012

g. August 2012
h. December 2012
i. April 2012

j. October 2012
k. July 2012

4

I1-20

The Department of Health Care Policy and Financing should improve its
controls over the preparation and submission of fiscal year-end exhibits to the
Office of the State Controller by (a) instituting an effective supervisory review
of exhibits that includes in-depth, detailed reviews of all supporting
documentation used to prepare the exhibits and (b) ensuring exhibits are
submitted within specified due dates to meet financial reporting time frames.

Agree August 2012

1-12



RECOMMENDATION LOCATOR

Rec.
No.

Page
No.

Recommendation
Summary

Agency
Response

Implementation
Date

5

I-22

The Department of Health Care Policy and Financing (the Department) should
improve its controls over the collection and recording of nursing facility
provider fees by (a) ensuring that accounts receivables for nursing facility
provider fees are established by the end of each fiscal year for all fees that are
outstanding; (b) establishing a timeline for completing each fiscal year’s nursing
facility provider fee rate schedule to ensure that fee amounts are finalized prior
to the end of each fiscal year; (c) completing and documenting an annual
reconciliation of revenues recorded as received in COFRS and the nursing
facility provider fee amounts established for each fiscal year, as required in
Department rules; (d) ensuring that amounts invoiced to and paid by nursing
facility providers agree to the approved nursing facility provider fee rate
schedule; and (e) working with providers to establish a repayment plan for any
recoveries due from nursing facility providers.

Agree

August 2011

6

I-22

The Department of Health Care Policy and Financing should improve its
controls over the calculation of the Medicaid Incurred But Not Reported (IBNR)
expenditure estimate by (a) updating the procedure document for the Medicaid
IBNR calculation for any changes in the calculation methodology and
documenting reasons for changes to the methodology; (b) ensuring an effective
supervisory review of the calculation by including specific information on the
type of information to be reviewed and how the review should be documented in
the procedure document; and (c) using complete and accurate data to perform
the annual evaluation of the calculation methodology and modifying it, if
necessary, to ensure a more accurate estimate.

Agree

August 2011
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RECOMMENDATION LOCATOR

Rec.
No.

Page
No.

Recommendation
Summary

Agency
Response

Implementation
Date

7

I-22

The Department of Health Care Policy and Financing should improve controls
over the recognition of revenues by (a) establishing and implementing policies
and procedures for recording, investigating, and refunding, if appropriate, excess
amounts repaid by providers; (b) performing a review of transactions recorded
as miscellaneous revenue and ensuring that the transactions are properly
recognized as TABOR revenue, if applicable; and (c) complying with State
Fiscal Rules in recognizing revenues and expenditures for refund and recovery
transactions.

Agree

October 2011

8

Il -26

The Department of Human Services should improve its purchasing card audit
function by (a) creating detailed written procedures for its purchasing card audit
process and (b) ensuring through training and supervisory review that the
detailed procedures created in part (a) are implemented and followed
appropriately.

Agree

a. February 2012
b. June 2012

9

In-29

The Department of Human Services should ensure that the financial data in
COFRS related to counties’ administration of public assistance programs are
accurate and complete by (a) reconciling approximately $1.7 million
discrepancy between the County Financial Management System (CFMS) and
COFRS for amounts due the counties as of the end of Fiscal Year 2010,
(b) developing a procedure by which to reconcile CFMS and COFRS data each
month, and (c) assigning responsibility to specific employees for conducting the
monthly reconciliation process and the supervisory review of the process.

Agree

June 2012

1-14
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No. No. Summary Response Date
10 I-29 The Department of Human Services should work with the Governor’s Office of a.— 1. Agree a. Implemented

Information Technology to improve the general IT controls over AVATAR by  m. Partially Agree b. January 2012
(@) promptly reviewing and implementing procedures regarding the use of group  n.—r. Agree c. July 2011
accounts for the Lab and Pharmacy modules and ensuring that mechanisms are d. February 2012
in place either to prevent the use of group accounts or identify the individual e. February 2012
using the group accounts; (b) implementing strong password parameters at the f. December 2011
application and operating system levels that comply with State Cyber Security g. August 2011
Policies; (c) generating, reviewing, and retaining activity logs to identify and h. July 2011
investigate anomalous activity, including successful and unsuccessful log-in i. January 2012
attempts, and controlling access to activity logs to ensure that logs cannot be j. Implemented
altered; (d) requiring supervisors to periodically verify the accuracy and k. December 2011
relevance of user access for the employees they supervise; () implementing a I. October 2011
procedure to ensure that all users are authorized based on roles and evidence of m. July 2011
role-based authorization is retained prior to their gaining access to the system; n. July 2011
(f) generating and implementing log-in banners for AVATAR, including Health 0. August 2011
Insurance Portability and Accountability Act (HIPAA) banners where required; p. September 2011
(g9) reviewing and updating user access management and desktop management g. June 2013
policies and procedures; (h) ensuring that a system security assessment is r. June 2011

performed on a periodic basis and identified security gaps are mitigated;
(i) hardening system configuration settings for AVATAR, as recommended
under separate cover; (j) implementing malware detection and prevention tools
on the Unix server; (k) conducting a review of all data transmissions related to
AVATAR and ensuring that sensitive data are encrypted during transmission;
() performing network scans on a periodic basis to identify and mitigate
vulnerabilities; (m) ensuring that all desktop computers are vendor supported
and have a firewall in place; (n) updating the AVATAR disaster recovery plan
and business continuity plan that incorporate all components listed in State
Cyber Security Policies; (0) ensuring that the disaster recovery plan is tested and
the required infrastructure components to restore the system are in place;
(p) ensuring that application, system, and data backups are performed in
accordance with an established schedule that complies with State Cyber Security
Policies, and off-site backup tapes are labeled and stored in a fireproof cabinet;
(g) revising existing contracts to ensure that vendors must comply with State
Cyber Security Policies; and (r) monitoring vendors to ensure that service-level
agreements are met. 1-15
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11 11-30 The Department of Human Services should work with the Governor’s Office of a.—I. Agree a. August 2011
Information Technology to improve the County Financial Management m. Partially Agree b. August 2011
System’s (CFMS) general computer controls by (a) promptly reviewing and n.—r. Agree c. August 2011
implementing procedures to ensure that access to the “root” or “super-user” d. August 2011
account can be traced to an individual user and user access to the “root” account e. October 2011
is monitored on a regular basis for appropriateness; (b) implementing strong f. August 2011
password parameters at the application, database, and operating system levels g. August 2011
that comply with State Cyber Security Policies; (c) reviewing the existing audit h. October 2011
log rules to ascertain if current logging is sufficient; (d) requiring supervisors to i. August 2011
periodically verify the accuracy and relevance of user access for the employees j- August 2011
they supervise; (e) implementing a procedure to ensure that all users are k. August 2011
authorized, evidence of authorization (system access request forms) is retained, I. October 2011
and a signed statement of compliance is available prior to gaining access to the m. July 2011
system; (f) generating and implementing a log-in banner for the CFMS n. September 2011
application; (g) reviewing and updating user access management and desktop 0. October 2011
management policies and procedures; (h) ensuring that a system security p. Implemented
assessment is performed on a periodic basis and the security gaps identified are g. August 2011
mitigated; (i) hardening system configuration settings for CFMS, as r. August 2011

recommended under separate cover; (j) implementing malware detection and
prevention tools on the CFMS server and a patch management process for the
operating system, database, and application to ensure that software patches are
reviewed, implemented, and kept current; (K) encrypting sensitive data
transmitted between CFMS and other systems and computers, including user
credentials; (I) performing network scans on a periodic basis to identify and
mitigate vulnerabilities; (m) ensuring that all desktop computers are vendor
supported and have a firewall in place; (n) updating complete disaster recovery
and business continuity plans for CFMS; (0) ensuring that the disaster recovery
plan is tested and the required infrastructure components needed to restore the
system are in place; (p) ensuring that off-site backup tapes are labeled and stored
in a fireproof cabinet; (q) updating existing contracts with CFMS vendors to
ensure that the contracts require compliance with State Cyber Security Policies;
and (r) monitoring vendors to ensure that service-level agreements are being
met.
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12 I1-34 The Department of Personnel & Administration should strengthen internal Agree a. January 2012
controls and procedures over the calculation and payment or adjustment of b. March 2012
insurance premiums by (a) ensuring a knowledgeable staff person reviews c. June 2012
insurance premium transactions by providing cross-training to other accounting
staff on the appropriate calculations, (b) ensuring the procedures for calculating
insurance premium transactions are documented, and (c) considering the
implementation of a fully automated process for calculating insurance premium
transactions to prevent miscalculations and overexpenditures.

13 I-37 The Department of Personnel & Administration should improve its internal . Partially a. Implemented
controls over capital assets by (a) investigating and resolving differences Agree and Ongoing
identified during the reconciliation process to ensure that Colorado Automotive . Agree b. June 2012
Reporting System (CARS) and Colorado Financial Reporting System (COFRS)
data are accurate and that necessary adjustments are made prior to fiscal year-
end close and (b) performing a reconciliation of CARS and COFRS on a
quarterly basis.

14 I1-40 The Department of Personnel & Administration (the Department) should . Agree a. December 2012
improve payroll controls by (a) working with the Department’s Central Payroll . Partially b. December 2012
division and the Governor’s Office of Information Technology, to determine if Agree c. June 2012
changes can be made to the Colorado Personnel and Payroll System (CPPS) to . Agree

ensure the methods used by CPPS to calculate payroll adjustments are consistent
with State Personnel Rules; (b) if changes cannot be made to CPPS, based on the
results of part (a), calculating future unpaid leave adjustments in accordance with State
Personnel Rule 5-21 using the annualized hourly rate.; and (c) developing and
documenting procedures to ensure Human Resources Unit staff identify and
enter unpaid leave hours on a timely basis.
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15

Il - 46

The Department of Public Health and Environment (the Department) should
evaluate its internal control and compliance policies and procedures, including
its organizational structure. The Department should make appropriate changes,
as necessary, to ensure that the Department’s financial information is accurate
and complete, and that compliance with federal regulations is maintained. The
Department should document the updated policies and procedures.

Agree

July 2012

16

I1-48

The Department of Public Health and Environment (the Department) should
improve its controls over significant estimates, such as Pollution Remediation
Obligations liabilities, by ensuring that adequate supervisory review procedures
are performed prior to entry into the Colorado Financial Reporting System, the
State’s accounting system, and prior to reporting the amounts to the Office of
the State Controller. Additionally, the Department should develop procedures to
improve communication between accounting functions, including between those
responsible for recording the Pollution Remediation Obligations liability and
those responsible for recording Construction in Progress assets, to ensure that
amounts reported as Construction in Progress are accurate.

Agree

July 2012

17

I1-51

The Department of Public Health and Environment should implement alternative
control procedures over accounting entries, including review of and sign-off on
the hard copy journal voucher document, and should ensure that it maintains
adequate supporting documentation for each journal entry.

Agree

April 2012

18

I1-62

The Department of Revenue should improve its identification of first-time
severance taxpayers by accessing and using oil and gas production and
permitting data available through the Department of Natural Resources to verify
that those subject to severance taxation have filed a tax.

Agree

December 2012

19

Il -65

The Department of Transportation should implement procedures to ensure that
all applicable expenditures for capital construction projects are properly
recorded in the Construction In Progress account.

Agree

September 2011
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Federal Findings

20

-3

The Governor’s Energy Office (GEO) should develop and implement policies
and procedures to ensure that personnel costs charged to federal grants are
adequately supported by documentation such as required certifications,
personnel activity reports, or other equivalent documentation. GEO should at
least quarterly have employees, or someone with direct knowledge of employee
activity, certify that actual time spent on the grant agrees to the percentage that
was budgeted and charged to the grant. In addition, GEO should perform and
document an evaluation of personnel costs charged to federal grants for Fiscal
Year 2011 and make adjustments, as appropriate.

Agree

April 2012

21

-6

The Governor’s Energy Office should adhere to subrecipient monitoring
requirements for the federal State Energy grant. This should specifically include
(a) testing a sample of rebates granted at least annually to ensure residents were
eligible and the proper amount was paid and (b) revising its subaward grant
agreement form to include all required information.

Agree

June 2012

22

-8

The Governor’s Energy Office (GEO) should improve controls over the federal
State Energy (Energy) Program to ensure it complies with federal suspension
and debarment requirements under the Energy program. These controls should
include updating subrecipient agreements to include language related to
suspension and debarment requirements and keep a schedule indicating that
GEO staff has checked its vendors and subrecipients against the Excluded
Parties List System.

Agree

January 2012

23

11 -10

The Governor’s Energy Office should develop and implement internal controls
over Section 1512 reporting for the Weatherization Assistance Program to
ensure the reports are accurately prepared. These internal controls should
include instituting a supervisory review process over the reports.

Agree

March 2012
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24

I -12

The Governor’s Energy Office should improve internal controls over its
administration of the federal State Energy Program to demonstrate compliance
with the grant’s earmarking requirements. This should include implementing
procedures to prepare and maintain documentation to evidence compliance with
grant spending requirements.

Agree

June 2012

25

11 -20

The Department of Health Care Policy and Financing (the Department) should
ensure that county departments of human/social services and Medical Assistance
(MA) sites meet program processing time frames requirements for Medicaid and
Children’s Basic Health Plan eligibility by using Colorado Benefits
Management System (CBMS) reports to identify counties that have the highest
number of cases, including long-term care cases, that exceed processing
guidelines, and by focusing the Department’s resources, such as the Application
Overflow Unit, on improving processing time frames at those counties and MA
sites. The Department should use the monthly CBMS reports to measure the
effectiveness of how these mechanisms are working and make adjustments
accordingly.

Agree

Implemented

26

I —-24

The Department of Health Care Policy and Financing (the Department) should
improve its controls over eligibility of Medicaid providers to ensure that it
complies with federal regulations. In addition, it should develop, implement, and
document a process for removing providers from the Medicaid Management
Information System providers who are no longer in compliance with provider
eligibility requirements.

Agree

March 2016

27

I - 28

The Department of Health Care Policy and Financing (the Department) should
ensure that Income, Eligibility, and Verification System (IEVS) data
discrepancies for the Medicaid and Children’s Basic Health Plan programs are
resolved. In addition, the Department should ensure the method of resolving
IEVS data discrepancies is incorporated into the State Plans and Department
rules.

Agree

August 2011 —
January 2012
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28 II1-33  The Department of Health Care Policy and Financing (the Department) should a. Agree a. August 2011 -
ensure the accuracy of eligibility determination for Medicaid and the Children’s b. Partially June 2012
Basic Health Plan (CBHP) programs by (a) programming the Colorado Benefits Agree b. March 2012 —
Management System (CBMS) to meet federal and state Medicaid and CBHP program June 2013
requirements in all instances. Specifically, the Department should ensure that CBMS
appropriately denies eligibility for CBHP if Deficit Reduction Act requirements are not
met, includes an option to note an interface as the source of citizenship verification, does
not allow concurrent med spans to be present for a beneficiary for both Medicaid and
CBHP, and allows eligibility for Medicaid if an individual is receiving social security
benefits; and (b) ensuring that the benefits paid for the individuals identified during the
audit were paid through the correct program and recovering any payments, as
appropriate.

29 I11-37  The Department of Health Care Policy and Financing (the Department) should Agree February 2012-
ensure that requirements for the Children’s Basic Health Plan (CBHP) program 2016
related to determining whether an individual has creditable coverage are met. In
addition, the Department should ensure that the Colorado Benefits Management
System is properly programmed to deny CBHP eligibility for individuals who
are receiving Medicaid or Children’s Health Insurance Program benefits in other
states.

30 II1-42  The Department of Health Care Policy and Financing should ensure that Partially Agree August 2011 -
adequate documentation to support beneficiary eligibility is maintained and November 2011
accessible in Medicaid and Children’s Basic Health Plan case files.

31 I11-47  The Department of Health Care Policy and Financing (the Department) should Agree March 2012

improve controls over Medicaid and Children’s Basic Health Plan program
eligibility determinations and data entry into the Colorado Benefits Management
System. In addition, the Department should ensure the data entry errors
identified during this audit are corrected and reclassify expenditures as
appropriate.
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32

11 -50

The Department of Health Care Policy and Financing should ensure the timely
recovery of unallowable payments when Medicaid and Children’s Basic Health
Plan benefits are terminated when individuals become ineligible, as appropriate.

Partially Agree June 2013

33

I -53

The Department of Health Care Policy and Financing (the Department) should
improve its oversight of surveys and certifications required under the Medicaid
program for nursing facilities, intermediate care facilities for the mentally
retarded (ICF/MRs), and hospitals that provide nursing facility services by
(a) providing appropriate procedural training to staff responsible for monitoring
nursing facilities, ICF/MRs, and hospitals that provide nursing facility services;
(b) ensuring that a supervisory review is in place that verifies staff follow the
Department’s procedures for monitoring nursing facilities, ICF/MRs, and
hospitals that provide nursing facility services; and (c) developing and
implementing procedures to indicate the dates the Department will input into its
database and use for monitoring the required timeframes for surveys conducted
by the Department of Public Health and Environment.

Agree July 2012

34

11 -58

The Department of Health Care Policy and Financing should improve controls
over the manual processing of Medicaid occupational and physical therapy
claims to ensure these claims are processed appropriately.

Agree January 2012

35

I -61

The Department of Health Care Policy and Financing (the Department) should
improve controls over the processing of medical claims for the Medicaid
program by (a) seeking approval from the State Medical Board on State rules on
the establishment of the pricing method for equipment repairs; (b) modifying the
Medicaid State Plan and Department rules, as necessary, to include the
exemptions from Lower of Pricing and submitting the State Plan modifications
to the federal government for approval; and (c) denying claims that are not in
accordance with state regulations on timely filing requirements. In addition,
clarifying provider guidance when claims extend beyond timely filing deadlines.

Agree a. June 2012
b. March 2012
c. March 2012
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36

I - 64

The Department of Health Care Policy and Financing should improve its
oversight of the Children’s Basic Health Plan (CBHP) program by (a) ensuring
that beneficiaries who are no longer eligible for CBHP are properly disenrolled
from the program and (b) ensuring that payments are recovered for the
individuals identified during the audit testing as no longer being eligible for
CBHP.

a. Agree
b. Partially
Agree

a. Not provided
b. June 2013

37

I -68

The Department of Human Services (the Department) should improve
controls to ensure service plan documentation is sufficient to support the
service request and subsequent payments. Specifically, the Department
should work with the Department of Health Care Policy and Financing to
eliminate duplicate data entry of service requests in the Community
Contract and Management System (CCMS) and Benefits Utilization
System (BUS) by automatically populating the service request in CCMS
from the service plan information contained in BUS.

Disagree

Not Applicable

38

11 -70

The Department of Health Care Policy and Financing should improve controls
over payments to laboratory providers for the Medicaid program by
(@) continuing to work to implement the Medicaid Management Information
System (MMIS) edits necessary for accepting complete certification information
from providers and verifying that the edits are working as intended to ensure
compliance with the Clinical Laboratory Improvement Amendment (CLIA)
requirements; (b) continuing to implement its alternative method to verify that
only providers with CLIA certification are receiving payments through the
Medicaid program until the MMIS edits have been implemented; (c) continuing
to review laboratory payments to identify providers who are not certified and are
receiving payments, including the completion of the review of 2008 through
2010 laboratory payments; and (d) identifying and recovering any payments
made to providers that were not CLIA-certified, as appropriate.

Agree

a. July 2011
b. July 2011
c. December 2011
d. December 2011
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39 II1-70  The Department of Health Care Policy and Financing should improve its Agree a. Implemented
controls over the calculation and reporting of family planning expenditures b. August 2011
under the Medicaid Managed Care Program by (a) continuing to seek approval c. August 2011
from the federal government for the Department’s methodology for calculating d. Implemented
and reporting family planning program expenditures; (b) developing and e. August 2011
implementing written policies and procedures for the methodology approved by f. August 2011
Centers for Medicare and Medicaid Services; (c) continuing to work to train all g. August 2011
staff involved with the methodology on adopted Department policies and
procedures; (d) maintaining all supporting documentation used for the
calculation of the family planning expenditures; (e) ensuring that supervisors
review the data, the calculations, and the supporting documentation for
compliance with the established methodology prior to submission of reports to
the federal government; (f) ensuring that all data from COFRS are extracted in a
consistent manner and in accordance with policies and procedures; and
(9) ensuring that family planning expenditures are calculated and reimbursed
annually at the highest reimbursement percentage allowed by federal
regulations.

40 II1-70  The Department of Health Care Policy and Financing should improve Agree July 2011
documentation of controls over subrecipient monitoring for Medicaid and the
State Children’s Health Insurance Program by implementing or updating written
policies and procedures for all identified subrecipients, as appropriate.

41 I =74  The University of Colorado Denver should reconcile the Common Origination Agree August 2011

and Disbursement system School Account Statement data files to the
institution’s financial records on a monthly basis. This reconciliation should be
reviewed by someone separate from the preparer.
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42

I -77

The University of Colorado Denver should ensure it meets federal reporting
requirements for the Research and Development (R&D) Cluster by (a)
investigating the feasibility of granting Office of Grants and Contracts (OGC)
staff system access in order to make needed corrections at project close-out so
that OGC staff can ensure financial reports for R&D grants are submitted to the
awarding agency on a timely basis and (b) obtaining an extension to file from
the awarding agency in situations in which a report will need to be submitted
after the deadline due to circumstances outside of OGC’s control.
Documentation of this extension from the awarding agency should be
maintained.

Agree

June 2012

43

I -79

Adams State College (the College) should ensure that it complies with the
monthly Financial Student Aid Direct Loan program requirement to perform
monthly reconciliations of loan disbursements. The College should create a
report in the Banner System that contains disbursements made to students by the
associated award year and compare the report to the School Account Statement
data file to ensure the College’s financial records agree.

Agree

Implemented

44

11 -81

To ensure federal timeframes are met for the return of Federal Student Aid
(FSA) Program funds, Adams State College should ensure their current return of
FSA funds procedure is followed at all times by improving departmental
communications and administrative oversight of the FSA Program, and
automating controls using the Banner System, where appropriate.

Agree

May 2012

45

Il - 86

The Department of Human Services should develop and implement
procedures to ensure personnel costs charged to federal grant programs
are supported with adequate documentation. These procedures should
include requirements to maintain required certifications, personnel
activity reports, quarterly comparisons between estimated and actual
budgets, or other equivalent documentation.

Agree

June 2012
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46

11 -89

The Department of Human Services (the Department) should improve its
controls over the preparation of the Exhibit K submitted to the Office of
the State Controller by (a) continuing to provide training each year to the
staff who prepare the Exhibit K and the staff who prepare the supporting
documentation; (b) ensuring that Department officials verify that the
nature and classification of information reported on the Exhibit K is
correct. If federal guidance seems unclear, the Department should request
clarification from the relevant federal agency; and (c) improving its
reviews of the Exhibit K, including in-depth, detailed reviews of all
supporting documentation used to prepare the exhibit. In the case of
subrecipient expenditures, the Department should implement additional or
alternative methods for verifying this information. These methods could
include a first-level review by the program accountant’s direct supervisor.
In addition, the Department should ensure that the specific errors
identified in prior periods are not repeated.

Agree

September 2012

47

11 -95

The Department of Human Services (the Department) should continue to
strengthen controls over the Child Support Enforcement program by (a)
ensuring that counties enforce medical support obligations when
appropriate, provide all required services, provide services within the
required time frames, and conduct all required communication with
interested parties and (b) incorporating a review of a sample of hard copy
case files as part of the Department’s county monitoring process for the
program.

Agree

a. June 2012
b. September 2012
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48

111 -98

The Department of Human Services should resume routine monitoring of
county departments of human/social services for the Child Care and
Development Fund Program Cluster (Program) to ensure that counties are
correctly determining eligibility in accordance with state rules and the
Code of Federal Regulations.

Agree

January 2012

49

I -102

The Department of Human Services (the Department) should improve
controls over its flexplace program by (a) ensuring the Department
consistently follows the Department of Personnel & Administration’s
(DPA) flexplace policy, including the proper use of DPA flexplace
application and agreement forms and (b) training approving officials at
the division and program levels on their responsibilities for implementing
flexplace policies and monitoring staff who participate in flexplace. The
training should include requirements for approving and signing of
flexplace applications and arrangements, the types of expenses to be
covered, what state property will be used off site, and how protected and
confidential data are to be safeguarded.

Agree

September 2012

50

I - 106

The Department of Human Services should identify and implement
methods for improving cost information used to evaluate county
administrative and case management costs in the child welfare allocation
model.

Disagree

Not Applicable

51

11 -109

The Department of Labor and Employment (the Department) should ensure
timesheets for salaries and wages charged either directly or indirectly to federal
programs are certified in accordance with federal regulations, State Personnel
Rules, and Department policy by requiring time sheets to be certified by both the
employee and supervisor prior to issuing payments.

Agree

January 2012
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52 I11-111  The Department of Labor and Employment should improve controls over federal Agree January 2012
Unemployment Insurance Reporting requirements by instituting a procedure
requiring retention of supporting documentation and a secondary review and
approval process to ensure amounts recorded on reports to the U.S. Department
of Labor are accurately reported and supported by source documentation.
53 I11-113  The Department of Labor and Employment should Ensure that unemployment Agree December 2011
insurance claimants attest to their lawful presence in the United States prior to the
disbursement of benefits.
54 11 -120  The Department of Labor and Employment should ensure that unemployment a. Agree December 2011
insurance claimants meet the requirements of House Bill 06S-1023 and federal b. Agree
law for attesting to their lawful presence in the United States by (a) changing the c. Partially
language in the Unemployment Insurance Program application form so that Agree

claimants are clearly affirming through the application that they are legally
present in the United States, (b) requiring all applicants to affirm legal presence
before receiving benefits, and (c) eliminating the use of the current paper
affidavit form for affirming legal presence.
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55

I -123

The Department of Labor and Employment (the Department) should ensure that
unemployment insurance (UIl) claimants meet the requirements of House Bill
06S-1023 and federal law for affirming their lawful presence in the United
States by (a) requiring all claimants to provide the number of their valid
Colorado driver’s license or Colorado identification card, or a copy of other
documents acceptable under House Bill 06S-1023, before paying benefits. In
addition, the Department should establish a process to collect acceptable forms
of identification other than a Colorado driver’s license or identification card and
provide claimants with instructions on the application for submitting this
documentation; and (b) establishing procedures to verify that the person
applying for Ul benefits is the same person depicted by the identification
number or document that the person provides on his or her application. These
procedures could include verifying all Colorado driver’s license and
identification numbers provided by claimants using Department of Revenue
records. If necessary, the Department should seek legal counsel from the Office
of the Attorney General to clarify the procedures that the Unemployment
Insurance Program must follow to satisfy House Bill 06S-1023 while complying
with federal requirements.

Agree

December 2012

56

I -127

The Department of Local Affairs should implement policies and procedures to
ensure that staff perform a detailed review of all required reports for the
Community Development Block Grants program prior to submission to the U.S.
Department of Housing and Urban Development. This review should include
ensuring all numbers and amounts reported agree to supporting documentation.
The review should be performed by someone other than the report preparer and
by an individual with the necessary competencies to identify discrepancies in the
reports.

Agree

June 2012
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57

I -129

The Department of Local Affairs should implement policies and procedures to
ensure that subrecipient audit reports are obtained within 9 months of the
subrecipients’ year-end and that management decisions are documented within
the grant file within 6 months of the receipt of the audit report. These policies
and procedures should include a requirement to provide necessary training to all
staff and divisions to ensure all compliance requirements relating to subrecipient
monitoring are known and understood.

Agree

June 2012

58

I -133

The Department of Natural Resources’ Division of Wildlife should improve
controls over the federal Fish and Wildlife Cluster Program to ensure
compliance with federal suspension and debarment requirements by
(a) verifying all counterparties from which goods or services are purchased
against the Excluded Parties List System when federal funding is being utilized,
and (b) maintaining documentation to support that verification procedures were
performed to ensure proper monitoring.

Agree

June 2012

59

I -139

The Department of Public Health and Environment (the Department) should
develop and implement policies and procedures to support personnel costs
charged to federal grants, including procedures for required certifications,
personnel activity reports, quarterly comparisons between time budgets and
actual, or other equivalent documentation. The Department should also perform
and document an evaluation of personnel costs charged to federal grants for
Fiscal Year 2011 and make adjustments in the current fiscal year or return the
funds to the granting agencies, if needed.

Agree

July 2012
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60

I - 141

The Department of Public Health and Environment (the Department) should
improve its controls over preparation and review of the Schedule of Federal
Assistance (Exhibit K) by ensuring it monitors changes in program requirements
and performs an effective review over the Exhibit K before it is submitted. The
Department should also inform the Department of Health and Human Services
(HHS) that it did not report the value of federally funded vaccines in Fiscal
Years 2008 through 2010 and work with HHS to determine additional corrective
action, if necessary.

Agree

June 2012

61

I -144

The Department of Public Health and Environment should ensure that it
complies with monitoring requirements over vaccinating providers under the
federal Immunization Cluster program. This should include implementing
policies and procedures requiring the retention of adequate documentation of
staff’s review of vaccinating providers’ inventory, medical, and immunization
records during onsite visits.

Agree

April 2012

62

I - 146

The Department of Public Health and Environment should strengthen its
controls over federal cash draws for the Child and Adult Care Food Program,
Public Health and Emergency Preparedness program, and Immunization Cluster
programs by developing and implementing a formal policy for the reconciliation
of cash draws on a regular basis, such as quarterly, including a requirement to
maintain adequate supporting documentation for the preparation and review of
the reconciliations performed.

Agree

April 2012

63

I - 148

The Department of Public Health and Environment should ensure it complies
with federal Child and Adult Care Feeding Program (CACFP) requirements by
developing and implementing a supervisory review process over federally-
required financial reports for the Child and Adult Care Food Program to ensure
that reports are accurately prepared.

Agree

Implemented
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64

11 - 153

The Department of Transportation should implement procedures to ensure all
American Recovery and Reinvestment Act funding being remitted to
subrecipients under the Highway Planning and Construction program is
identified to the subrecipients at the time of disbursement as required by the
federal Office of Management and Budget’s Circular A-133, Audits of States, Local
Governments, and Non-Profit Organizations..

Agree

January 2012

65

I - 158

The Office of the State Treasurer should establish and implement monitoring
procedures to ensure that counties receiving Title | and Title 111 funds from the
Secure Payments for States and Counties Containing Federal Lands grant
program are expending the funds as required by the federal government.

Agree

January 2012

1-32



-1

Office of the Governor

Introduction

The Office of the Governor (the Office) is responsible for carrying out the
directives of the Governor of the State of Colorado. The Office comprises 12
offices, including the following:

Office of Economic Development and International Trade
Office of State Planning and Budgeting

Office of Homeland Security

Office of Information Technology

Governor’s Energy Office

In Fiscal Year 2011, the Office was appropriated a total of approximately
$183.7 million in federal and state funds and 1,046 full-time-equivalent (FTE)
staff positions. The following charts show the Office’s Fiscal Year 2011
appropriations by funding source and FTE:

Office of the Governor
Fiscal Year 2011 Appropriations by Funding Source
(In Millions)

Cash Funds,
$23.6

General Fund, ______ '
$11.2

Federal Funds, _/\\ Reappropriated
$23.8 Funds, $125.1

Source: Joint budget Committee Appropriations Report: Fiscal Year 2011-12.
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Office of the Governor
Full-Time-Equivalent Staff Positions
Fiscal Year 2011

Office of the
Governor, 76.1

Office of the
Lieutenant
. . Governor, 6.0
Governor's

Office of Office of State
Information ) Planning and
Technology, Budget_ing.

895.9 19.5

Office of
Economic
Development,
48.5

Source: Joint budget Committee Appropriations Report: Fiscal Year 2011-12.

We identified eight overall areas in which the Office could make improvements to
its operations—three related to financial controls and five related to federal
awards. Our findings and recommendations related to federal awards appear in the
Offices’s chapter in Section I11. Federal Awards Findings.

The following financial comment was prepared by the public accounting firm of
KPMG, LLP, which performed Fiscal Year 2011 audit work at the Office. The
following information technology control comments were prepared by the Office
of the State Auditor, which performed Fiscal Year 2011 audit work at the Office.

Accounting for Significant and Unusual
Transactions
The Governor’s Energy Office (GEO) was awarded a $49 million grant from the

U.S. Department of Energy. The objective of this grant is to work with the states
to increase the use of energy efficiency and renewable energy across all sectors of
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the economy nationwide. States use federal State Energy Program (Energy) funds
to design and implement statewide energy plans and programs that best meet their
individual energy needs. The Energy program also provides a wide range of
technical assistance and support to the states to increase key skills and enhance
their ability to design and carry out effective programs.

GEO used its Energy funds to establish a revolving loan fund in the amount of
$12 million and a loan loss reserve totaling $1 million. The revolving loan fund
was established for the purpose of making loans to finance projects that promote
energy efficiency or renewable energy in Colorado. GEO established the loan loss
reserve to guarantee 15 percent of the loan balance issued under the revolving
loan program in the event of default.

GEO contracted with the Colorado Housing and Finance Authority (CHFA) to
underwrite and service the loans. GEO determined that CHFA was a vendor to
GEO rather than a subrecipient. As a result, GEO did not inform CHFA of
required compliance requirements for the Energy program and hold CHFA
responsible for the requirements under a subrecipient agreement. GEO assumed
ultimate responsibility for loan decisions, including determining who was eligible
for the loans.

What was the purpose of the audit work?

The purpose of the audit work was to determine whether GEO properly accounted
for the revolving loan fund and loan loss reserve that were set up in Fiscal Year
2011,

What audit work was performed and how were results measured?

We reviewed GEO’s procedures related to the accounting for the revolving loan
fund and loan loss reserve and reviewed the contract between GEO and CHFA as
it relates to the loan program.

What problem did the audit work identify?

GEO did not properly account for revolving loan fund and loan loss reserve
transactions during Fiscal Year 2011. GEO requested and received, or “drew
down,” approximately $13 million from the federal Department of Energy for the
Energy program during Fiscal Year 2011. GEO advanced the entire amount to
CHFA—$12 million for the revolving loan program and $1 million for the loan
loss reserve. CHFA executed loans totaling $5.3 million during Fiscal Year 2011
and, as a result, held $7.7 million on behalf of GEO as of June 30, 2011. GEO
recorded the federal draw as federal revenue and the equivalent amount advanced
to CHFA as expenditures. GEO did not record loans receivable for the amount of
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the loans made by CHFA during Fiscal Year 2011. Given that the agreement
between GEO and CHFA is a vendor relationship, and the ultimate responsibility
for loan determination and compliance resides with GEO, that agency should have
recorded loans receivable of $5.3 million in the Colorado Financial Reporting
System (COFRS), the State’s accounting system. In addition, GEO should have
recorded the $7.7 million in cash held by CHFA on behalf of GEO at fiscal year-
end as cash and deferred revenue, rather than federal revenue and expenditures.

Why did the problem occur?

GEO did not have policies, procedures, or adequate management review to ensure
that it properly accounted for new activities related to the revolving loan fund and
loan loss reserve. In addition, GEO staff did not consult with the Office of the
State Controller on proper accounting for the transactions.

Why does this problem matter?

Financial information in COFRS was misstated. Specifically, cash and deferred
revenue were understated by $7.7 million, loans receivable was understated by
$5.3 million, federal revenue was overstated by $7.7 million, and expenditures
were overstated by $13 million.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 1:

The Governor’s Energy Office (GEO) should ensure that it properly accounts for
significant and unusual transactions, such as those for its revolving loan fund and
loan loss reserve. GEO should implement policies, procedures, and management
review to ensure that transactions are accurately recorded. In addition, GEO
should consult with the Office of the State Controller on proper accounting for
significant and unusual transactions.

Office of the Governor Response:
Agree. Implementation date: July 2012.

Effective immediately, GEO will work with the vendor and the Office of
the State Controller to reconcile and record appropriate accounting of the
revolving loan fund. GEO expects to make one original transaction to
record activity through the end of June 2011 and reconcile and account
accurately for new activity on a quarterly basis.
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Revenue Accounting System

The Revenue Accounting System (RAS) is the primary information system used
by the Department of Revenue to record, post, and report on sales and use taxes,
licenses, and fees collected for the State, counties, cities, and special jurisdictions.
The system also processes alternative fuel taxes, cigarette taxes, and liquor taxes.
RAS has been in use since 1992, and the authority to manage the system is
currently shared between the Department of Revenue and the Governor’s Office
of Information Technology (OIT). During Fiscal Year 2011, approximately
$3.3 billion in tax revenue was processed through RAS.

What was the purpose of the audit work?

Our audit work was designed to determine whether the information technology
(IT) control activities related to RAS, individually or in combination with others,
were properly designed, in place, and operating effectively to prevent, or detect
and correct, material misstatements in financial transactions, account balances, or
disclosures relevant to the Department of Revenue’s tax collection and reporting
activities.

What audit work was performed?

We reviewed and tested the relevant general computer controls related to RAS.
General computer controls include controls related to user access management,
application development, change management, system and data backups, physical
security, and computer operations.

Our test procedures included interviewing relevant staff, reviewing policies and
procedures, and analyzing system configuration files. In addition, we tested
samples pertaining to user access management, system security configurations,
and relevant aspects of computer operations such as backups and disaster
recovery.

We used Colorado Cyber Security Policies and industry best practices to assess
the sufficiency of the IT control activities related to RAS.

What problem did the audit work identify and what do standards
require?

OIT failed to implement adequate controls related to user access management,
backups and disaster recovery, and change management. We identified the
following specific problems and the related Colorado Cyber Security Policy that
applies (in italics):
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Access Management

Twenty users had inappropriate administrative level access, and 18
terminated users retained active access to RAS. All agencies should ensure
that user access is based on the “least privilege” methodology and that
the access of terminated and transferred staff is promptly removed (P-
CCSP-008).

Access reviews of administrative users are not being periodically
performed to ensure that administrative users’ access to RAS is
commensurate with their job responsibilities. All user access should be
periodically audited, and accounts that no longer require access should be
removed. All user access should be based on the “least privilege”
methodology (P-CCSP-008).

RAS is not configured to record unauthorized attempts to access the
system and other anomalous system activities. All systems must record
successful and failed access attempts and retain an audit trail history. An
audit history typically covers a period of at least 1 year, with a minimum
of 3 months, and should remain available online for the period retained.
All agencies shall, at a minimum, monitor anomalous system activity. All
suspicious activities are to be reported to the agency Information Security
Officer and handled as a security event (P-CCSP-008, P-CCSP-007, and
Colorado Incident Response Plan).

Backups and Disaster Recovery

The RAS business owner was not consulted or asked by IT staff employed
by OIT to approve the time line for the backup schedule for ensuring
business continuity. Industry best practices require collaboration between
business owners and IT personnel to establish the content of backup
storage. The frequency of information system backups and the transfer
rate of backup information to alternate storage sites (if so designated) are
to be consistent with the public agency’s recovery time objectives (P-
CCSP-004, CoBIT: DS4.9).

RAS was not tested as part of the disaster recovery test conducted in
September 2010. Further, the prior year’s disaster recovery test of RAS
was only partially successful. Problems such as backup tapes not being
available, users not having system access, and no or slow response to
high-priority emails indicate that RAS should have been tested again in
the fall of 2010. According to the Department of Revenue, it was not
consulted by OIT about conducting a disaster recovery test in Fiscal Year
2011 and had assumed that the test had been performed. IT disaster
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recovery plans are to be tested on a regular basis to ensure that IT
systems can be effectively recovered and shortcomings can be addressed
(P-CCSP-004).

Change Management

e Application change management controls are not adequately enforced.
Specifically, of the four changes sampled, none of the changes were
approved by authorized personnel, periodically reviewed for accuracy and
appropriateness by management, or tested through user acceptance testing.
All agencies should implement documented change control processes that,
at a minimum, require that all system changes are documented and
approved in advance by a change control authority, as designated by the
Executive Director, and that system changes are applied only by
authorized personnel. Further, all agencies shall, at a minimum, ensure
that all changes are logged and the logs are reviewed on a regular basis
(P-CCSP-007, P-CCSP-008, P-CCSP-009, Colorado Incident Response
Plan).

Why did the problem occur?

OIT failed to design and implement the IT control activities required by Colorado
Cyber Security Policies and necessary to prevent, or detect and correct, material
misstatements in financial transactions, account balances, or disclosures relevant
to the Department of Revenue’s tax collection and reporting activities.

Why does this problem matter?

In combination, these deficiencies increase the risk of system compromise and
threaten the confidentiality, integrity, and availability of RAS and the data it
contains and processes.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 2:

The Governor’s Office of Information Technology (OIT) should work with the
Department of Revenue to improve the Revenue Accounting System’s (RAS)
general computer controls by:

a. Immediately removing terminated administrative users and, on an ongoing
basis, regularly reviewing a listing of administrative users to ensure that
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access is commensurate with job responsibilities and that terminated users
are removed in a timely manner.

Recording, retaining, and reviewing system logs and other anomalous
system activities to identify and investigate inappropriate access attempts
to the system.

Obtaining and enforcing the backup requirements, as defined by the RAS
business owner (i.e., the Department of Revenue), and seeking the
business owner’s feedback regarding disaster recovery testing decisions.

Enforcing the documented change management procedures currently in
place to ensure that changes implemented are appropriate, approved by
authorized personnel, and tested thoroughly.

Governor’s Office of Information Technology
Response:

Agree. Implementation date: June 2012.

OIT agrees with all findings and will implement the recommendations as
follows:

a. OIT will immediately ensure that access for all terminated
administrative users has been removed. Additionally, a process will be
created to review the access of administrative users on a regular basis.
Administrative access that is no longer commensurate with job
responsibilities will be removed. Administrative access for terminated
employees will be removed upon their departure.

b. OIT will fully implement procedures for recording, retaining, and
reviewing system logs and other anomalous system activities to
identify and investigate inappropriate access attempts to the system.

c. OIT will fully implement procedures for obtaining and enforcing the
backup requirements, as defined by the RAS business owner (i.e. the
Department of Revenue), and seeking the business owner’s feedback
regarding disaster recovery testing decisions.

d. OIT will immediately ensure that the documented change management
procedures are fully implemented and followed consistently.
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KRONOS Information System

KRONOS is a third-party timekeeping and leave tracking Web-based system that
can be accessed over the Internet. KRONOS is critical to ensuring that employees
are paid correctly and timely and that personnel costs are accurately allocated to
federal grants. The State has used KRONOS since 2001. The authority to manage
the system is currently shared between the Department of Personnel &
Administration and the Governor’s Office of Information Technology (OIT),
although OIT primarily operates and manages the system centrally. The State uses
two licensed copies of KRONOS. One of these copies supports six departments,
including the Department of Personnel & Administration, OIT, the Department of
Labor and Employment, the Department of Natural Resources, the Department of
Public Health and Environment, and the Department of State. The second copy of
KRONQOS, used by the Department of Human Services, is operated and
maintained by a third-party vendor. Our review focused on the license supporting
the six state departments that includes more than 5,600 user identifications (IDs).

What was the purpose of the audit work?

Our audit work was designed to determine whether the IT control activities
related to KRONOS, individually or in combination with others, were properly
designed, in place, and operating effectively to prevent, or detect and correct,
errors relevant to the Department of Personnel & Administration’s employee
timekeeping and leave tracking records.

What audit work was performed?

We reviewed and tested the relevant general computer controls for KRONOS.
General computer controls include controls related to access management,
application development, change management, system and data backups, physical
security, and computer operations. Our test procedures included interviewing
relevant staff, reviewing policies and procedures, and analyzing system
configuration files. In addition, we tested samples pertaining to user access
management, system security configurations, and relevant aspects of computer
operations such as backups and disaster recovery.

What problem did the audit work identify and what do standards
require?

OIT failed to implement adequate controls related to access management, system
hardening, and disaster recovery. We identified the following specific problems
and the related Colorado Cyber Security Policy or industry best practice that
applies (in italics):
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Access Management

e Current password parameters at the application level do not comply with
Colorado Cyber Security Policies. First, the application does not require a
majority of users (93 percent) to have a password of a certain length.
These users can even choose to not have a password. Second, password
complexity is not enabled. Third, password history is not maintained.
Fourth, the password expiration period is set to more than the required
maximum of 60 days. All users must have strong passwords that have
eight characters, be enabled for complexity (i.e., include capital letters,
special characters, numbers, etc.), expire every 60 days, and not be reused
for at least six password change periods (P-CCSP-008).

e Current security configurations both within the KRONQOS application and
the operating system hosting the application do not lock out users after
three failed login attempts, and the session-locking mechanism is set to 25
minutes. All systems should be set to automatically lock user accounts for
a period of time after three failed login attempts, and session-locking
mechanisms should be configured to lock users after 15 minutes of
inactivity (P-CCSP-007).

e KRONOS is not configured to log unsuccessful access attempts at the
operating system level. All systems must record successful and failed
access attempts. System and application logs for critical systems are to be
maintained for a period of at least 1 year for forensics purposes (P-CCSP-
007, P-CCSP-008).

e System and security audit logs are not reviewed and monitored to identify
and respond to anomalous system activity. All agencies shall, at a
minimum, monitor anomalous system activity. All suspicious activities are
to be reported to the agency Information Security Officer and handled as a
security event (P-CCSP-007).

e A login banner has not been established for the KRONOS application. All
systems should have a login banner. A login banner is a displayed
message reminding each system user of his or her responsibilities while
accessing state systems (P-CCSP-007).

e Approximately 172 (3 percent) terminated users retained active access to
KRONOS. These 172 IDs were active an average of 62 calendar days after
the owners’ termination dates. All agencies should develop procedures to
ensure that all access credentials are revoked, retrieved, or changed,
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or otherwise become inaccessible to the terminated staff member (P-
CCSP-008).

Three KRONOS user IDs are generic, meaning the accounts cannot be
linked to a specific individual. These IDs have escalated privileges and
were originally set up by two user departments for testing purposes. All
systems require implementation of unique user names for authentication
(P-CCSP-007).

Seventeen system administrators access the KRONOS servers at both the
operating system and database levels through 10 shared 1Ds. Shared IDs
do not allow a user’s activities to be traced and, hence, prevent
accountability. Users must not share passwords, and in the event
passwords need to be shared, appropriate logging mechanisms—also
called audit logging—should be in place to provide traceability of users
who access the system (P-CCSP-008).

User access forms have not been retained, which prevented us from
verifying that user access has been approved by management and
statements of compliance have been signed. Specifically, of 27 users
sampled, user access forms were not available for 16 (59 percent) users.
All users must have a written record of IT system access requests,
changes, terminations, and transfers, which should be maintained for 1
year after the term of employment. In addition, all users must
acknowledge the Department of Personnel & Administration’s relevant
policies by signing a statement of compliance prior to gaining access to
the systems (P-CCSP-007, P-CCSP-008).

Periodic user access reviews are not being performed to ensure that users’
access to KRONOS continues to be needed. All user access should be
periodically audited, and accounts that no longer require access should be
removed. All user access should be based on the “least privilege”
methodology (P-CCSP-008).

System Hardening

The KRONOS operating system has not been properly hardened. Given
the sensitive nature of these weaknesses, we have provided the specific
deficiencies identified to the Department of Personnel & Administration and
OIT under separate cover. System hardening is the process of minimizing
security vulnerabilities by configuring the system in such a manner as to
reduce the possibility of unauthorized access or other malicious activity.
System hardening should be implemented according to standards
consistent with best practices, as recommended by vendors and industry
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sources such as the National Institute for Standards and Technology or
the National Security Agency (P-CCSP-007).

Disaster Recovery

e Backup procedures are not adequate to provide the necessary data for
recovery while minimizing data loss. Specifically, KRONOS databases are
only backed up and rotated off site once a month. Agencies shall, at a
minimum, ensure daily incremental backups of all critical systems, weekly
full backups of all critical systems, and off-site premise rotation (P-CCSP-
004).

o A disaster recovery plan has not been developed for KRONOS, which the
Department of Personnel & Administration considers a mission critical
system. A disaster recovery plan should be documented, distributed,
tested, and maintained, and all stakeholders should be trained on their
roles and responsibilities and procedures they should follow in the event
of a disaster (P-CCSP-004).

Why did the problem occur?

OIT and the Department of Personnel & Administration failed to enforce IT
control activities required by Colorado Cyber Security Policies. Additionally,
some key system administration tasks related to user access management and
password controls are managed by non-OIT administrators at the user
departments. These administrators are not entirely familiar with Colorado Cyber
Security Policy requirements or security best practices.

Why does this problem matter?

In combination, these deficiencies increase the risk of system compromise and
threaten the confidentiality, integrity, and availability of KRONOS and the data it
contains and processes.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 3:

The Governor’s Office of Information Technology (OIT) should work with the
Department of Personnel & Administration to improve KRONOS’s general
computer controls by:
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a.

Implementing strong password policies that comply with password
requirements listed within Colorado Cyber Security Policies.

Modifying KRONOS security configurations to lock users out of the
system after three failed login attempts and lock the users’ sessions after
15 minutes of inactivity.

Generating, reviewing, and retaining critical operating system level and
application activity logs (i.e., audit logs) to identify and investigate
anomalous activity and successful and unsuccessful login attempts.

Generating and implementing a login banner for KRONOS.

Reviewing the current user listing to immediately remove terminated users
and, on an ongoing basis, implementing regular reviews of user access to
ensure that user access is appropriate and needed and that terminated users
are removed in a timely manner.

Ensuring each KRONOS user identification (ID) is associated with an
identified and documented owner and that IDs are not shared.

Ensuring that users submit user access request forms that are authorized
by the appropriate supervisor and retaining those forms, as required by

policy.

Hardening system configuration settings for KRONOS, as recommended
under separate cover.

Ensuring that all critical components of the KRONOS systems are backed
up according to Colorado Cyber Security Policies and industry best
practices.

Documenting and testing a disaster recovery plan that incorporates all
components listed in Colorado Cyber Security Policies.

Providing direction to non-OIT administrators at user departments to
ensure awareness of and compliance with Colorado Cyber Security
Policies.



I-14 State of Colorado Statewide Single Audit - Fiscal Year Ended June 30, 2011

Governor’s Office of Information Technology
Response:

a. Agree. Implementation date: June 2012.

System configuration changes have been made to require the eight-
character passwords as well as the expiration date of 60 days. These
are forced by the system on a go-forward basis. Complex passwords
can be used by the system. However, the KRONOS product does not
have the feature to force the use of complex passwords. That
configuration feature is expected in a future version. We will work
with the Department of Personnel & Administration, the Office of
Information Security, and OIT Service Operations to modify and/or
create an Acceptable Use Policy agreement that specifies the password
requirements. The process will include the need for agencies to require
all users to initially change their password, which will force the use of
a password. The system will then require a reset every 60 days.

b. Agree. Implementation date: June 2012.

System configuration changes have been made to require the lock out
of users after three failed login attempts and to lock the user’s sessions
after 15 minutes of inactivity. These are forced on a go-forward basis.
We will work with the Department of Personnel & Administration, the
Office of Information Security, and OIT Service Operations to modify
and/or create an Acceptable Use Policy agreement that specifies the
lockout requirements. The process will include the need for agencies
to force the users to initially change their passwords. The system will
then enforce the lockouts on a go-forward basis.

c. Agree. Implementation date: June 2012.

OIT will configure all KRONOS production servers to log
unsuccessful logon attempts at the operating system level. OIT will
also work together with the Department of Personnel &
Administration to identify, document, and implement requirements
related to the regular reviews and archiving of system and security
audit logs.

d. Agree. Implementation date: March 2012.

OIT has adopted a standard login banner. This banner will be adopted
and implemented within KRONOS.
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e.

Agree. Implementation date: July 1, 2012.

OIT will work with user agencies to remove all IDs currently
belonging to ex-employees from KRONOS by February 29, 2012.

Additionally, OIT will work together with the Department of
Personnel & Administration to document procedures to be followed by
administrators that will ensure that user access is removed
immediately following employee terminations or transfers. Regular
reviews of user access that ensure user access is appropriate and
needed will also be implemented.

Agree. Implementation date: June 2012.

OIT will work with the Department of Personnel & Administration
and user agencies to review all existing IDs and verify that users,
including administrators, are not sharing IDs and that all current and
future IDs have an identified and documented owner.

Agree. Implementation date: August 2012.

OIT will work with the Department of Personnel & Administration
and user agencies to review all existing IDs and ensure that all IDs
have a current and corresponding management-approved user access
request and statement of compliance form. These forms will be
retained, as required by Colorado Cyber Security Policies.

Agree. Implementation date: December 2012.

OIT has adopted the Center for Internet Security hardening standards
for system and application hardening. KRONQOS systems will be
evaluated to the standards, and all hardening gaps will be remediated.

Agree. Implementation date: April 2012.

OIT will review current backup processes and verify that all critical
production components related to KRONOS are being backed up and
stored according to Colorado Cyber Security Policy requirements. OIT
will formally document backup creation, retention, and storage
requirements.

Agree. Implementation date: October 2012.

OIT will create a disaster recovery plan and test it in accordance with
Colorado Cyber Security Policy requirements.
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k. Agree. Implementation date: July 2012.

OIT will work with the Department of Personnel & Administration to
ensure that non-OIT administrators at user agencies are aware of and
are complying with Colorado Cyber Security Policy requirements.
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Department of Health Care Policy and
Financing

Introduction

The Department of Health Care Policy and Financing (the Department) is the state
agency responsible for developing financing plans and policy for publicly funded
health care programs. The principal programs that the Department administers are
the Medicaid program, which provides health services to eligible needy persons,
and the Children’s Basic Health Plan (CBHP), which furnishes subsidized health
insurance for children aged 18 years or younger who are from low-income
families and are not eligible for Medicaid. CBHP also subsidizes health insurance
for low-income prenatal women who are not eligible for Medicaid. The Medicaid
program—the largest federal grant program administered by the State—is funded
by about 50 percent federal funds and 50 percent state general funds. Beginning
October 1, 2008, the Department obtained federal funding through the American
Recovery and Reinvestment Act of 2009 (Recovery Act) for the Medicaid
program, receiving an additional 6.88 percent to 11.59 percent of federal funds for
Medicaid expenditures. In Fiscal Year 2011, federal funding through the
Recovery Act was 11.59 percent for the first and second quarters, 8.77 percent for
the third quarter, and 6.88 percent for the fourth quarter. Funding for CBHP
(marketed in Colorado as “Child Health Plan Plus” or “CHP+”) consists of
approximately two-thirds federal funds and one-third state funds.

In Fiscal Year 2011, the Department was appropriated approximately $4.8 billion
(in federal and state funds) and 294.8 full-time-equivalent (FTE) staff positions.
The following chart shows the Department’s Fiscal Year 2011 appropriations by
funding source.
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Department of Health Care Policy and Financing
Fiscal Year 2011 Appropriations by Funding Source
(In Millions)

General Funds,
$1,266.8

Reappropriated Funds,
$18.5

Cash Funds,
$753.6

Federal Funds,
$2,810.8

Source: Joint Budget Committee Appropriations Report: Fiscal Year 2011-12.

We identified 14 areas in which the Department could improve its operations. Of
these areas, one is related to financial controls, and 13 are related to federal
awards. The following section describes our finding and recommendation related
to financial controls. Our findings and recommendations related to federal awards
appear in the Department’s chapter in Section Il1. Federal Award Findings.

Controls Over Financial Reporting

The Department’s accounting section is responsible for all financial reporting for
the Department, including the accurate and timely entry and approval of financial
transactions into the Colorado Financial Reporting System (COFRS), the State’s
accounting system. The Department is also responsible for reporting year-end
accounting information to the Office of the State Controller (OSC) for inclusion
in the statewide financial statements.

The Department is required to submit uniform reports, called exhibits, to OSC at
the end of each fiscal year. These exhibits are submitted by all state agencies and
contain financial and related information that aids OSC in preparing the State’s
financial statements in accordance with generally accepted accounting principles.
The accuracy and timely submission of the exhibits are important because the
information they contain is reported in the State’s financial statements.
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What was the purpose of the audit work?

The purpose of the audit work was to determine if the Department provided
accurate information on exhibits to OSC for inclusion in the statewide financial
statements for Fiscal Year 2011.

What audit work was performed and how were results measured?

We reviewed the exhibits the Department prepared and submitted to OSC for
Fiscal Year 2011 to ensure they were completed accurately and submitted within
the required deadlines.

What problem did the audit work identify?

We noted problems with two of the Department’s submitted exhibits. The
Department was required to revise these exhibits to correct the errors we
identified. Specifically, we found problems with the following exhibits.

e Schedule of Federal Assistance (Exhibit K): This exhibit lists federal
assistance by grant number and reports the total funds received and
expended by the Department during the fiscal year. The exhibit is required
to be submitted by September 16 each year. We identified three errors
related to the exhibit:

0 The Department misclassified more than $11 million in funds related
to American Recovery and Reinvestment Act monies.

0 The Department submitted the Exhibit K 11 days past the OSC due
date.

0 The Department reported one federal grant under the incorrect Catalog
of Federal Domestic Assistance number.

e Changes in Taxpayer’s Bill of Rights (TABOR) Revenue or Base
Fiscal Year Spending (Exhibit Al): The Exhibit Al shows an
adjustment in recorded TABOR revenue for a prior period. This exhibit is
due to OSC by August 17 each year, because Section 24-77-106.5, C.R.S.,
requires the State Controller to certify TABOR revenue by September 1
each year. We identified two problems related to this exhibit:

0 The Department submitted three Exhibit Als during Fiscal Year 2011.
Two of these exhibits were submitted after the August 17 due date.
The first Exhibit A1 was submitted on September 1 and impacted
about $196,000 of the Department’s TABOR revenue reported in
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Fiscal Year 2009 and Fiscal Year 2010. The second Exhibit Al was
submitted on November 15 and impacted about $488,000 of the
Department’s TABOR revenue reported for Fiscal Year 2010.

0 One Exhibit A1 was misstated by about $18,000 and had to be
resubmitted. This revised exhibit was submitted to OSC on
September 1.

Why did the problem occur?

The Department has internal controls in place to prepare and review the exhibits.
The review process appears to be a reasonable control; however, it does not
appear to include an in-depth, detailed review of supporting documentation to
ensure the exhibits’ accuracy. In addition, the Department does not have adequate
internal controls in place to ensure the timely submission of the exhibits, as
evidenced by the errors noted above.

Why does this problem matter?

All agency financial data are aggregated on the State’s financial statements at
fiscal year-end. The information contained in exhibits associated with TABOR
revenue is incorporated by OSC into the Schedule of TABOR Revenues certified
by the State Controller on September 1. Therefore, it is important that adjustments
are reported timely to ensure that the amounts certified on September 1 are
accurate. The error corrections we noted in the Department’s TABOR exhibits
were not included in the State Controller’s certified TABOR revenue total.
Additionally, it is an inefficient use of Department and OSC staff time to revise,
resubmit, and review exhibits.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 4:

The Department of Health Care Policy and Financing (the Department) should
improve its controls over the preparation and submission of fiscal year-end
exhibits to the Office of the State Controller by:

a. Instituting an effective supervisory review of exhibits that includes in-
depth, detailed reviews of all supporting documentation used to prepare
the exhibits.

b. Ensuring that exhibits are submitted within specified due dates to meet
financial reporting time frames.
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Department of Health Care Policy and Financing
Response:

Agree. Implementation date: August 31, 2012.

a. The Department will review and update, where necessary, its current
process for creating, reviewing, and submitting year-end exhibits in
order to ensure that an in-depth, detailed review of all supporting
documentation used to prepare the exhibits is included in the current
process.

b. The Department will ensure that all staff involved with creating the
fiscal year-end exhibits are aware of the exhibits’ due dates, and that
the creation and review of these exhibits are scheduled accordingly to
ensure the exhibits are submitted by the specified due dates in order to
meet financial reporting time frames.
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Department of Health Care Policy and Financing

Prior Recommendations
Significant Deficiencies
Not Remediated by the Department
As of June 30, 2011

The following recommendations relating to deficiencies in internal control classified as
significant deficiencies were communicated to the Department in the previous year and have not
yet been remediated as of June 30, 2011, because the implementation dates were in a subsequent
fiscal year. These recommendations can be found in the original report and Section IV. Prior
Recommendations of this report.

Current Prior Report Recommendation/ Implementation Date
Rec. No. and Rec. No. Classification Provided by Department
2011 Single Audit 2010 Single Audit  Nursing Facility August 31, 2011
Rec. No. 5 Rec. No. 5 Provider Fees and

Other Recoveries
Significant Deficiency

2011 Single Audit 2010 Single Audit ~ Medicaid Incurred But  August 31, 2011
Rec. No. 6 Rec. No. 7 Not Reported Liability
Significant Deficiency

2011 Single Audit 2010 Single Audit ~ Miscellaneous October 31, 2011
Rec. No. 7 Rec. No. 8 Revenue Recognition
Significant Deficiency
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Department of Human Services

The Department of Human Services (the Department) is solely responsible, by
statute, for administering, managing, and overseeing the delivery of the State’s
public assistance and welfare programs throughout Colorado. Most of these
programs are administered through local county or district departments of
human/social services. The Department also manages and directly administers
programs in the areas of developmental disabilities, mental health, nursing homes,
and youth corrections. In Fiscal Year 2011, the Department was appropriated
approximately $2.1 billion and nearly 5,200 full-time-equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE by
major areas within the Department for Fiscal Year 2011.

Department of Human Services
Fiscal Year 2011 Appropriations by Funding Source
(In Millions)

Cash Funds,
$341.4
Federal Funds,
$704.7

General Funds,
$623.2

Reappropriated
Funds, $470.0

Source: Joint Budget Committee Appropriations Report: Fiscal Year 2011-12.
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Department of Human Services
Fiscal Year 2011 Full-Time-Equivalent Staff by Major Areas

Division of
Youth
Corrections, 986

Mental Health
and Alcohol and
Drug Abuse
Services, 1,211

Office of
Operations, 442

Other, 292
Services for

Office of Self i
fic People with
Sufficiency, 246 Disabilities,
1,694

Source: Joint Budget Committee Appropriations Report: Fiscal Year 2011-12.

We identified seven overall areas in which the Department could make
improvements to its operations—one related to financial controls and six related
to federal awards. Our findings and recommendations related to federal awards
appear in the Department’s chapter in Section I11. Federal Awards Findings.

Purchasing Cards

The Department adopted the State’s purchasing card program to facilitate
purchases of less than $5,000. The goal of the program is to facilitate state
employees’ ability to acquire goods and services required for state business while
providing timely payments to merchants and reducing the number of small-dollar
payments issued by the State’s vouchering system. During Fiscal Year 2011, the
Department spent almost $9.8 million through purchasing card usage.

What was the purpose of the audit work?

The purpose of the audit work was to test the Department’s internal controls over
expenditures made with purchasing cards.
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What audit work was performed and how were results measured?

We discussed with Department staff the Department’s procedures for ensuring
compliance with State Fiscal Rules and its own purchasing card policy. We
selected the Department’s internal purchasing card audit procedures for further
review. As part of our testwork, we reviewed a sample of eight internal
purchasing card audits conducted during Fiscal Year 2011.

State Fiscal Rules (Procurement Card, Chapter 2-10) and Department policies and
procedures lay out requirements for the Department’s purchasing card program.
According to Department procedures, purchasing card coordinators and
accounting staff in the Department’s three districts are to review a sample of each
cardholder’s purchasing card statements, supporting documentation, and account
coding at least every 2 years. Those staff should verify whether purchases were
appropriate, supported by documentation, and in accordance with spending limits
and procurement rules. In addition, they should determine whether purchasing
card statements were appropriately signed by the cardholders and approving
officials. Purchasing card coordinators are to communicate the audit results to the
cardholder, approving official, and upper management. If errors are identified, the
approving official must respond within 10 working days explaining measures that
he or she is implementing to correct and prevent such errors.

What problem did the audit work identify?

We reviewed the Department’s purchasing card audit function and noted the
following issues:

e The Department’s written procedures for its purchasing card audit process
do not include sufficient detail to ensure consistency among the
procedures performed in the Department’s three districts around the state.

e In six of the eight audits we reviewed, the Department was unable to
provide evidence that the purchasing card coordinator communicated the
audit results to the cardholder’s approving official, as required.

e The Department did not ensure that approving officials informed
purchasing card administrators about measures taken in response to errors
identified in the audits. In four of the eight audits we reviewed, the
approving officials were required to respond to the purchasing card
coordinators because the purchasing card coordinators identified errors
through audits of the purchasing card documentation of cardholders under
the approving official. For three of these four audits, we were not able to
determine whether the approving officials responded, as required, and
whether the purchasing card coordinators followed up with the approving
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officials and upper management, if needed. According to Department
estimates, purchasing card coordinators did not follow up with the
approving officials and upper management in about 25 percent to
30 percent of the purchasing card audits conducted by the Department
during Fiscal Year 2011 without approving official responses.

Why did the problem occur?

The Department has written information addressing various components of the
audit function, but it does not have a comprehensive, detailed, up-to-date manual
for purchasing card coordinators to follow. For example, the Department does not
have written procedures requiring that purchasing card coordinators keep
documentation of communications with approving officials. It also does not have
specific written instructions to address cases in which approving officials do not
respond to the errors identified in the audits. Therefore, the Department has not
included such instructions in training of purchasing card administrators and in
supervisory review over the purchasing card audits.

Why does the problem matter?

During Fiscal Year 2011, 750 Department employees, or 14 percent of its
approximately 5,200 employees, had been issued purchasing cards. Adequate
controls over purchasing cards, which are widely used at the Department, are
important because card use is at risk for fraud and abuse. In addition, the State,
not the cardholder, is liable for purchasing card transactions.

Without adequate written procedures for the purchasing card audits, the
Department cannot ensure that these audits are carried out and resolved in a
complete and consistent way. Due to the lack of evidence for communications
with approving officials and upper management, Department supervisors and
external auditors cannot determine whether all requirements were met. Since the
Department does not adequately enforce the requirement that approving officials
respond to audit results, it cannot ensure that errors will be consistently corrected
and prevented.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 8:

The Department of Human Services (the Department) should improve its
purchasing card audit function by:
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a. Creating detailed written procedures for its purchasing card audit process.
These procedures should include a requirement that purchasing card
coordinators maintain documentation of all communications with
approving officials and upper management. In addition, the written
procedures should require purchasing card coordinators to consistently
follow up with approving officials and upper management for cases in
which approving officials do not respond.

b. Ensuring through training and supervisory review that the detailed
procedures created in part a are implemented and followed appropriately.

Department of Human Services Response:
a. Agree. Implementation date: February 2012.

Procurement card audit procedures from 2005 have been updated by
the Procurement and Accounting Divisions, and have resulted in a
revised Policy VIII — 2.1, dated January 24, 2012, to be presented to
the Department’s Executive Director in the near future. This policy,
which is much more detailed than the 2005 version, will be distributed
to all cardholders and approving officials as soon as the Executive
Director adds his final approval. The procurement card administrators
have been instructed, in @ memo dated January 23, 2012, from the
Procurement Director, to follow up to ensure that responses are
received on all noted violations and exceptions. They are also now
required to maintain hard copy files for cardholder audits, including
the approving officials’ responses. These files will be maintained
according to the file retention policy for the Department, which
requires files to be saved for the current fiscal year and the 3 years
prior. The Procurement Card Manual has been updated and posted on
the Procurement Division’s website. A button has been added to the
website called “Audit Procedures” that provides information
addressing the seriousness of the audits and requiring mandatory
follow-up responses to noted violations and exceptions.

b. Agree. Implementation date: June 2012.

Updates and training of procurement card auditors will be
accomplished through taking time prior to beginning audits to go
through the detailed audit procedures, and asking and answering
questions within the group. Each auditor will participate in this review
of the policy at least once prior to June 30, 2012. The review will be
repeated for all new auditors on their first audit and as needed
thereafter. In addition, the procurement card administrators will
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provide the Procurement Director with periodic reports detailing the
audits performed, exceptions noted, and follow-up action taken.
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Department of Human Services

Prior Recommendation
Significant Deficiency
Not Remediated by the Department
As of June 30, 2011

The following recommendation relating to a deficiency in internal control classified as a
significant deficiency was communicated to the Department in the previous year and has not yet
been remediated as of June 30, 2011, because the implementation date was in a subsequent fiscal
year. This recommendation can be found in the original report and Section IV. Prior
Recommendations of this Report.

Current Prior Report Recommendation/ Implementation Date
Rec. No. and Rec. No. Classification Provided by Department
2011 Single Audit 2010 Single Audit  Reconciliation of June 2012
Rec. No. 9 Rec. No. 13 Administrative Costs

Owed to Counties.
Significant Deficiency

2011 Single Audit 2010 Single Audit AVATAR Information
Rec. No. 10 Rec. No. 22 System.
Significant Deficiency

[1]
January 2012
July 2011
February 2012
February 2012
December 2011
August 2011
July 2011
January 2012
[1]
December 2011
October 2011

. July 2011
July 2011
August 2011
September 2011
June 2013
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2011 Single Audit 2010 Single Audit  County Financial
Rec. No. 11 Rec. No. 23 Management System
Significant Deficiency

August 2011
August 2011
August 2011
August 2011
October 2011
August 2011
August 2011
October 2011
August 2011
August 2011
August 2011
October 2011
. July 2011
September 2011
October 2011
[1]
August 2011
August 2011
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MThis part of the recommendation has been implemented, partially implemented, or is not
applicable. See Section IV. Prior Recommendations of this report.
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Department of Personnel &
Administration

Introduction

The primary function of the Department of Personnel & Administration (the
Department) is to support the business needs of the Executive Branch of state
government. The Department administers the classified personnel system, which
includes approximately 30,600 full-time employees across state government
(excluding the Department of Higher Education), and provides general support for
state agencies. The Department includes the following divisions:

Executive Director’s Office

Division of Human Resources
Constitutionally Independent Entities
Central Services

Division of Accounts and Control
Administrative Courts

The Department was appropriated total funds of approximately $160.7 million
and 391.3 full-time-equivalent staff for Fiscal Year 2011. Approximately
3.2 percent of the funding is from general funds, 5.7 percent is from cash funds,
and 91.1 percent is from reappropriated funds. Reappropriated funds are provided
by sources including, but not limited to, vehicle and building rentals; copying,
printing, graphic design, and mail services; and user fees from state agencies for
the administration of the State’s selection, classification, and compensation
programs. The chart on the following page shows the operating budget by major
areas for Fiscal Year 2011.
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Department of Personnel & Administration
Fiscal Year 2011 Appropriations by Division
(In Millions)

S Constitutionally
Administrative Independent Entities,
Division of Accounts ___ Courts, $3.6 $0.5

and Control, $8.4

Executive Director's
Office, $14.5

Central Services,
$72.7

Division of Human
Resources, $60.9

Source: Joint Budget Committee Appropriations Report: Fiscal Year 2011-12.

Medical Insurance Premium Calculation and
Transaction Processing

The Department processes monthly payments to a medical insurance provider for
insurance premiums for all state employees enrolled in its health plans. The
Department calculates employee- and State-paid premium costs each month by
utilizing reports from Benefitsolver, an online, Web-based utility used to enter
and maintain employee benefit enrollment information. Segments of this
calculation are performed manually by Department accounting staff, and the
resulting transactions are entered in the Colorado Financial Reporting System
(COFRS), the State’s accounting system. In Fiscal Year 2011, the Department
paid approximately $129.8 million for these employee- and State-paid health
insurance premiums.

What was the purpose of the audit work?

The purpose of the audit work was to determine whether the Department followed
documented internal controls for calculating medical insurance premiums during
Fiscal Year 2011 and to verify the accuracy of payments and adjustments
processed based on the calculation.
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What audit work was performed and how were results measured?

We observed Department personnel to determine compliance with documented
internal controls and to gain an understanding of the Department’s procedures for
calculating particular insurance premium transactions. Additionally, we
recalculated a sample of eight insurance premium-related transactions, both
expenditures and adjusting entries, using the Department’s procedures to verify
the accuracy and consistency of the Department’s calculations.

The Department’s policies require the segregation of duties with regard to
entering and approving insurance premium transactions in COFRS. In order to
ensure state resources are accounted for properly, premium-related calculations
should be accurate and consistent. Therefore, the approver of the transactions
should review the amounts entered into COFRS and his or her calculations for
reasonableness and appropriateness before granting approval.

What problem did the audit work identify?

The Department did not calculate insurance premium-related transactions
accurately or consistently during Fiscal Year 2011. Five (63 percent) of the eight
sampled transactions contained calculation errors. In four of the five incorrect
transactions, the calculation resulted in either an overstatement or understatement
of the same amount to both the State’s and employees’ portion, totaling
approximately $600,000. The remaining sample transaction resulted in an
overpayment to the insurance company of about $540.

Additionally, the Department lacks adequate internal controls to ensure complete
segregation of duties. Specifically, we observed that the accounting staff person
who approved the transactions in COFRS also calculated the amounts to be
entered and provided them to another staff person to enter into COFRS for seven
(88 percent) of the eight sampled transactions.

Why did the problem occur?
The problem occurred for the following reasons:

e The transactions tested were not reviewed by an accounting staff person
who had sufficient knowledge of the insurance premium process. If a
knowledgeable staff person would have reviewed the transactions, the
errors identified may have been corrected prior to the end of Fiscal Year
2011.

e The procedures for calculating insurance premium transactions are not
well documented.
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e The calculation is not fully automated, which may increase the possibility
of errors.

e According to Department staff, prior to Fiscal Year 2011, insurance
premium calculations contained fewer variables and were less complex.

Why does this problem matter?

The Department is solely responsible for calculating and directing payments to
medical insurance providers for insurance premiums on behalf of enrolled
employees of the State. The lack of adequate internal controls and the inaccurate
and inconsistent calculations of insurance premium transactions increase the risk
of overexpending or misallocating state resources.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 12:

The Department of Personnel & Administration (the Department) should
strengthen internal controls and procedures over the calculation and payment or
adjustment of insurance premiums by:

a. Ensuring a knowledgeable staff person reviews insurance premium
transactions by providing cross-training to other accounting staff on the
appropriate calculations.

b. Ensuring the procedures for calculating insurance premium transactions
are documented.

c. Considering the implementation of a fully automated process for
calculating insurance premium transactions to prevent miscalculations and
overexpenditures.

Department of Personnel & Administration
Response:

a. Agree. Implementation date: January 2012.

The Department will revise its procedures and internal policy for
transaction approvals to ensure that transactions are properly reviewed
and approved by knowledgeable staff who did not perform the
calculations.
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b. Agree. Implementation date: March 2012.

The Department will ensure that documented procedures are
implemented for calculating and recording insurance premium
calculations.

c. Agree. Implementation date: June 2012.

The Department will work with the Employee Benefits Unit and online
benefit system vendor to evaluate the feasibility of implementing
additional programming in the system to eliminate the need for manual
calculations.

Capital Assets

The Department accounts for its vehicle fleet of more than 7,500 vehicles and
vehicle attachments, such as trailers and police lights, in the Colorado Automotive
Reporting System (CARS). Selected information contained in the CARS database
is uploaded to COFRS on a monthly basis. The Department reported in prior
audits that for vehicles entered into CARS prior to Fiscal Year 2005, Department
staff used each vehicle’s lease term as the basis for the vehicle’s useful life.
During Fiscal Year 2006, federal Division of Cost Allocation auditors determined
that the Department was still using some vehicles that had been fully depreciated
in CARS and that the Department had accelerated its depreciation of those
vehicles up to that point. In response to those findings, the Department agreed to
change its methodology and perform annual calculations to determine the
depreciation expenses that should be applied for vehicles entered into CARS prior
to Fiscal Year 2005. The Department agreed to continue this process until the
vehicles were fully depreciated under the new methodology. The revised useful
life was based on an average of the useful lives of all Department vehicles, with
Colorado State Patrol vehicles being calculated separately. Therefore, at each
fiscal year-end, Department staff recalculate depreciation expense, perform a
reconciliation of CARS and COFRS, and perform an adjusting entry in COFRS to
ensure that the information in COFRS is complete and accurate.

We again recommended, as a result of our Fiscal Years 2009 and 2010 audits, that
the Department continue to improve internal controls over capital assets. In
response to our recommendations, the Department indicated that it would ensure
that vehicle sale losses and depreciation expense are accurately recorded in
COFRS. Additionally, the Department stated that a routine reconciliation of the
balances between CARS and COFRS is performed and that the Department
actively investigates and resolves identified discrepancies.
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What was the purpose of the audit work?

The purpose of this audit work was to determine whether the Department applied
accurate useful lives when calculating and recording the accumulated depreciation
and accounting gain or loss on the disposal of vehicles for Fiscal Year 2011.
Additionally, the audit work sought to verify that the Department investigated and
resolved differences identified during its CARS to COFRS reconciliation process
and made necessary adjustments within the time frame prescribed by statute.

What audit work was performed and how were results measured?

We tested a sample of 10 of the Department’s fleet vehicles that were sold during
a monthly auction in Fiscal Year 2011 to determine if the Department applied
accurate useful lives to the sales in COFRS.

Additionally, we tested the Department’s annual reconciliation of CARS to
COFRS and the adjusting entry to COFRS to ensure its accuracy. Section 24-30-
204, C.R.S,, states that the official books of the State shall be closed no later than
35 days after the end of the fiscal year. In addition, financial information for the
fiscal year shall be submitted by the Department to the Office of the State
Controller no later than August 25 so that the Office of the State Controller can
submit the State’s basic financial statements to the Governor no later than
September 20 of each year.

What problem did the audit work identify?

The Department did not complete an annual reconciliation of CARS to COFRS
until November 2011, which is more than 4 months after the end of Fiscal Year
2011. This untimely reconciliation caused the accumulated depreciation for the
Department’s vehicular capital assets to be understated by more than $5.8 million
on the State’s basic financial statements.

Why did the problem occur?

The untimely reconciliation of CARS and COFRS is attributed to the
Department’s performing only an annual reconciliation of CARS and COFRS,
which can be time-consuming, instead of more frequent reconciliations
throughout the fiscal year.
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Why does this problem matter?

If the CARS to COFRS reconciliation is not performed timely, the Department’s
adjusting entry to correct accumulated depreciation and gains or losses cannot be
accurately accounted for in the State’s basic financial statements that are
presented to the Governor.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 13:

The Department of Personnel & Administration (the Department) should improve
its internal controls over capital assets by:

a.

Investigating and resolving differences identified during the reconciliation
process to ensure that Colorado Automotive Reporting System (CARS)
and Colorado Financial Reporting System (COFRS) data are accurate and
that necessary adjustments are made prior to fiscal year-end close.

Performing a reconciliation of CARS and COFRS on a quarterly basis.

Department of Personnel & Administration
Response:

a. Partially agree. Implementation date: Implemented and Ongoing.

The Department makes every effort possible to investigate and resolve
differences between CARS and COFRS. To the extent possible, the
Department identifies and makes adjustments prior to fiscal year-end
close. For circumstances when it is not possible to make entries prior
to fiscal year-end, the Department submits the proper post-closing
entries, as required in the fiscal procedures. For Fiscal Year 2011, the
post-closing entry was not submitted prior to the completion of the
unaudited financial statements. However, the entry was submitted and
posted prior to completion of the Comprehensive Annual Financial
Report. The Department intends to submit future post-closing
adjustments as soon as possible after the end of the fiscal year.

. Agree. Implementation date: June 2012.

The Department will continue performing regular reconciliations
between CARS and COFRS and will ensure these are done quarterly.
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Unpaid Leave Calculations

During Fiscal Year 2011, the Department spent approximately $20 million on
salaries and wages for approximately 390 full-time-equivalent staff. Department
employees are paid on either a monthly or biweekly basis, and the standard work
week is 40 hours. When employees are unable to work a full week, they either use
paid leave or choose not to be paid for the missed hours, which is termed “leave
taken without pay,” or unpaid leave.

Staff within the Department’s Human Resources Unit are responsible for entering
an employee’s unpaid leave related to the Family and Medical Leave Act or a
workers’ compensation claim into the Department’s timekeeping system,
KRONOS, as well as adjusting paid leave or holiday balances. If an employee has
unpaid leave in any given month, it may reduce the employee’s earned leave or
holiday hours for that same month. Payroll staff are responsible for entering
unpaid leave payroll adjustments into the Colorado Personnel Payroll System
(CPPS) based on the information reported from KRONOS. Department
employees are responsible for entering unpaid leave associated with work weeks
that are less than 40 hours in KRONOS, and supervisors are responsible for
approving the unpaid leave.

What was the purpose of the audit work?

The purpose of the audit work was to determine whether payroll adjustments were
appropriate and whether controls over the Department’s payroll process were
functioning properly.

What audit work was performed and how were results measured?

During our Fiscal Year 2011 audit, we reviewed a total of 42 payroll adjustments
for employees who are paid on either a monthly or biweekly basis. We
recalculated the adjustments to determine their accuracy and whether the
adjustments were reasonable based on the supporting documentation.

According to State Personnel Rule 5-21, unpaid leave is to be calculated based on
the annualized hourly rate. The annualized hourly rate would be calculated by
dividing the salary by the total number of full-time work hours in a year, or 2,080
hours. For example, if an employee’s annual salary is $50,000, the annualized
hourly rate would be $24.04 ($50,000/2,080).

As a good business practice, information necessary to ensure that Department
employees are accurately paid, such as hours not worked, should be entered into
the timekeeping and payroll systems in a timely manner. This practice also helps
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ensure that the adjustments are made as close as possible to the period in which
the time was charged.

What problem did the audit work identify?

We found that 14 (35 percent) of the 42 payroll adjustments tested were for
unpaid leave, and all 14 (100 percent) were not calculated in accordance with the
established State Personnel Rule. Specifically, we found the Department
calculated unpaid leave using a monthly hourly rate, as opposed to the required
annualized hourly rate. A monthly hourly rate is calculated differently, because it
is based on the number of hours in the month, which varies month by month, and
therefore varies the overall calculation of unpaid leave when used. This
calculation difference resulted in amounts ranging from between less than a dollar
to more than $87.

In addition to the incorrect calculation of unpaid leave, we found that in seven of
the 14 adjustments, the Human Resources Unit did not identify and enter hours
into KRONOS timely. Specifically, we noted that the holiday unpaid leave
adjustments for July, September, and October 2010 were not deducted from the
specific employees’ pay until February 2011, or 4 to 7 months after the unpaid
leave was originally taken.

Why did the problem occur?

Department staff did not follow State Personnel Rules for calculating unpaid
leave. According to these staff, they continue to use the monthly hourly rate
because the State Personnel Rule conflicts with how CPPS is programmed to
automatically calculate other adjustments that cause payroll changes during the
pay period, such as promotions effective during the month.

The Department also did not have procedures in place to ensure that unpaid
holiday leave adjustments were calculated timely. Department staff stated that
they discovered late in the fiscal year that the holiday unpaid leave adjustments
had not been made for the year, and at that point, they made the necessary
adjustments to employees’ pay.

Why does this problem matter?

State Personnel Rules are in place to provide consistency with payroll processing
of unpaid leave throughout the state. By not following the required procedures,
the Department is at risk of inconsistently paying employees.

(Classification of Finding: Significant Deficiency.)
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Recommendation No. 14:

The Department of Personnel & Administration (the Department) should improve
payroll controls by:

a. Working with the Department’s Central Payroll division and the
Governor’s Office of Information Technology to determine if changes can
be made to the Colorado Personnel Payroll System (CPPS) to ensure the
methods used by CPPS to calculate payroll adjustments are consistent with
State Personnel Rules.

b. If changes cannot be made to CPPS, based on the results of part a,
calculating future unpaid leave adjustments in accordance with State
Personnel Rule 5-21 using the annualized hourly rate.

c. Developing and documenting procedures to ensure Human Resources Unit
staff identify and enter unpaid leave hours on a timely basis.

Department of Personnel & Administration
Response:

a. Agree. Implementation date: December 2012.

The Department will work with the Central Payroll office and the
Governor’s Office of Information Technology to determine if it is feasible
to make changes to the Colorado Personnel Payroll System to comport
with State Personnel Rules.

b. Partially agree. Implementation date: December 2012.

The Colorado Payroll Personnel System (CPPS) does not
automatically calculate all unpaid leave consistently with the State
Personnel Rules. Some CPPS transactions automatically calculate a
monthly hourly rate for pay adjustments within a particular month, and
using an annualized hourly rate requires manual calculations. As a
result, the Department’s payroll office determined that it was more
equitable and accurate to ensure that all partial-month payments were
calculated in the same manner, using the monthly hourly rate. While
the Department does agree that the State Personnel Rules should be
followed, the Department will calculate partial month pay in a
consistent manner while researching all options of aligning CPPS and
the State Personnel Rules. If a determination is made that changes
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cannot be made to the system, then the Department will evaluate and
consider alternatives to align the system and the rules.

c. Agree. Implementation date: June 2012.

The Department’s Human Resources Unit has implemented deadlines
for monthly adjustments of leave time related to Family Medical
Leave and workers’ compensation, holiday leave, and leave accruals.
Additionally, the Department will develop and document additional
policies emphasizing employee and supervisor responsibilities for
accuracy and timely entry into KRONOS.
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Department of Public Health and
Environment

Introduction

The Department of Public Health and Environment’s (the Department) mission is
to protect and preserve the health and environment of the people of Colorado. The
Department is organized into 11 divisions that fall under three broad groupings:
health programs, environmental programs, and administration.

In Fiscal Year 2011, the Department was appropriated a total of $442.4 million in
federal and state funds and 1,260.9 full-time-equivalent staff positions. The
following chart shows the Department’s Fiscal Year 2011 appropriations by
funding source.

Department of Public Health
and Environment
Fiscal Year 2011 Appropriations by Funding Source
(In Millions)

General Fund,

. / $27.5

Cash Funds,
$121.6

Federal Funds,
$267.1
Reappropriated
Funds, $26.2

Source: Joint Budget Committee Appropriations Report: Fiscal Year 2011-12.

We identified eight overall areas in which the Department could make
improvements to its operations—three related to financial controls and five
related to federal awards. Our findings and recommendations related to federal
awards appear in the Department’s chapter in Section Ill. Federal Awards
Findings.
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The following comments were prepared by the public accounting firm of KPMG,
LLP, which performed Fiscal Year 2011 audit work at the Department.

Department Accounting, Financial Reporting, and
Compliance

What was the purpose of the audit work?

The purpose of the audit work was to assess the Department’s internal controls
over and the accuracy of its account balances as of June 30, 2011. Tests were also
performed of the Department’s internal control and compliance over the Child
and Adult Food Care Program, the Public Health and Emergency Preparedness
grants, and the Immunization Cluster.

What audit work was performed and how were results measured?

We evaluated internal controls over revenue, disbursements, payroll, and other
accounts; assessed the accuracy of account balances; and tested compliance with
federal grant regulations for the Child and Adult Food Care Program, the Public
Health and Emergency Preparedness grants, and Immunization Cluster grants.

In accordance with statute (Section 24-17-102, C.R.S.), management is
responsible for developing and maintaining effective internal control. Effective
internal control provides assurance that significant weaknesses or misstatements
that could adversely affect the agency’s ability to meet its objectives and ensure
compliance with federal requirements would be prevented or detected in a timely
manner. Management is responsible for internal controls related to both financial
statement information and federal grant requirements.

What problem did the audit work identify?

Our audit revealed several weaknesses in the Department’s internal control and
compliance processes, which are discussed in more detail later in this chapter and
in Section I11. Federal Award Findings.

e The Department did not properly record and report its Construction in
Progress assets and its Pollution Remediation Obligation liability.

e Three of the 24 journal entries we tested were not approved by someone
other than the preparer, including two journal entries that were prepared
by a Deputy Controller. In addition, we noted that several journal
vouchers did not have adequate supporting documentation attached.
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e The Department did not include the value of vaccines received, including
those funded through the American Recovery and Reinvestment Act of
2009, on its Schedule of Federal Assistance from Fiscal Year 2007
through Fiscal Year 2011.

e For the three federal programs we audited, a grant accountant processed
the cash draws daily. However, the Department does not have a process in
place for reconciling the cash draws.

e Department staff did not perform a review of federal financial reports (SF-
425 reports) for the Child and Adult Food Care program prior to
submission to the U.S. Department of Agriculture.

e The Department inappropriately charged employee personnel costs to the
Public Health and Emergency Preparedness grant, Immunization grant,
and other federal programs based on predetermined time budgets instead
of charging the programs based on the actual activity of each employee.

e The Department did not provide adequate documentation for a sample of
25 onsite visits of vaccinating providers that Department staff indicated
they conducted during Fiscal Year 2011.

These weaknesses reveal a deficiency in the Department’s overall internal control
environment and compliance processes.

Why did the problem occur?

The Department has documented neither internal control and compliance
procedures nor Department-specific policies. Additionally, the organizational
structure of the Department is decentralized, which means that each program is
responsible for implementing its own policies and procedures for compliance with
federal grant requirements. Certain policies and procedures are not in accordance
with federal regulations, and the Department does not have sufficient oversight of
program operations to ensure that internal controls are properly implemented and
compliance is maintained for each of the grant programs.

Why does this problem matter?

Lack of adequate controls increases the risk of misappropriation of assets,
financial errors, noncompliance with federal grant requirements, and the risk of
potential federal sanctions.

(Classification of Finding: Significant Deficiency.)
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Recommendation No. 15:

The Department of Public Health and Environment (the Department) should
evaluate its internal control and compliance policies and procedures, including its
organizational structure. The Department should make appropriate changes, as
necessary, to ensure that the Department’s financial information is accurate and
complete, and that compliance with federal regulations is maintained. The
Department should document the updated policies and procedures.

Department of Public Health and Environment
Response:

Agree. Implementation date: July 2012.

The Department recognizes that a decentralized organizational structure
may impact our ability to enforce uniform compliance with policies and
procedures. Therefore, the Department is conducting a comprehensive
review of our existing business model and is developing a new
organizational reporting structure that we believe will produce greater
internal controls. In addition, we are in the process of evaluating and
developing documented uniform policies and procedures to ensure that the
Department’s financial information is accurate and complete, and that we
comply with our federal requirements.

Pollution Remediation Obligations and
Construction in Progress

What was the purpose of the audit work?

The purpose of the audit work was to assess the accuracy of the amounts reported
by the Department in the Colorado Financial Reporting System (COFRS), the
State’s accounting system, for its Pollution Remediation Obligations liability and
Construction in Progress assets as of June 30, 2011. The Pollution Remediation
Obligations liability reported by the Department represents the estimated costs
associated with the Department’s future responsibility to clean up pollution or
contamination, such as for a Superfund site. The Construction in Progress asset
reported by the Department represents buildings or structures that are under
construction and are not yet completed. The Department reported estimated future
Pollution Remediation Obligations of approximately $148 million and
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Construction in Progress assets of approximately $17.7 million as of June 30,
2011.

What audit work was performed and how were results measured?

We reviewed the Department’s procedures over and supporting documentation for
the June 30, 2011, Pollution Remediation Obligations liability calculation. We
also agreed the Department’s Pollution Remediation Obligations amounts to the
amounts reported to the Office of the State Controller on the Changes in Long-
Term Liabilities and Major Pollution Remediation Obligations reports, or
“Exhibits.” We also evaluated the historical accuracy of the Department’s Fiscal
Year 2010 Pollution Remediation Obligations liability estimate by investigating
significant changes between the Fiscal Year 2010 and Fiscal Year 2011 Pollution
Remediation Obligations estimates.

In relation to the Department’s Construction in Progress balance as of June 30,
2011, we reviewed supporting documentation for significant expenditures
included in the Construction in Progress balance.

Governmental Accounting Standards Board (GASB) Statement No. 49,
Accounting and Financial Reporting for Pollution Remediation Obligations,
states that, generally, pollution remediation outlays for property, plant, and
equipment should be reported as an expense when a liability is recognized rather
than an asset. Therefore, outlays included in the Department’s Pollution
Remediation Obligations balance should not also be recorded in Construction in
Progress.

In accordance with statute (Section 24-17-102, C.R.S.), the Department is
required to maintain systems of internal control that will provide effective
accounting control over state liabilities, such as Pollution Remediation
Obligations. These internal control processes may include a requirement that an
individual other than the preparer review the Pollution Remediation Obligations
estimate for accuracy. Additionally, individuals within the accounting department,
specifically those responsible for recording the Pollution Remediation Obligations
liability and those responsible for recording Construction in Progress expenditures
as assets, should communicate to ensure that transactions are properly recorded.

What problem did the audit identify?

The Department did not properly record and report Pollution Remediation
Obligations and Construction in Progress as of June 30, 2011. We found that,
because the Department inappropriately recorded Pollution Remediation
Obligations-related expenditures during Fiscal Year 2011 and Fiscal Year 2010,
the Department’s Construction in Progress balance as of June 30, 2011, should
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have been reported as approximately $300,000 rather than approximately
$17.7 million. We also found that the Department’s Pollution Remediation
Obligations liability as of June 30, 2010, was understated by approximately
$23 million. The Department adjusted the Construction in Progress asset and
Pollution Remediation Obligations liability balances during Fiscal Year 2011 to
correct these misstatements.

Why did the problem occur?

The Department does not have adequate internal control procedures in place
related to the review of its Pollution Remediation Obligations expenditures and
liability. Specifically, the Department did not have adequate review of the
spreadsheet used to calculate the Pollution Remediation Obligations liability,
including review of the split between the state and federal share of the Pollution
Remediation Obligations. Additionally, there is a lack of communication within
the Department between those responsible for recording the Pollution
Remediation Obligations liability and those responsible for recording assets in
Construction in Progress.

Why does this problem matter?

By not having adequate internal controls in place related to the review of
liabilities, such as Pollution Remediation Obligations, and by lacking
communication between accounting functions, the Department increases the risk
that amounts will be misstated in COFRS and on the State’s financial statements.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 16:

The Department of Public Health and Environment (the Department) should
improve its controls over significant estimates, such as Pollution Remediation
Obligations liabilities, by ensuring that adequate supervisory review procedures
are performed prior to entry into the Colorado Financial Reporting System, the
State’s accounting system, and prior to reporting the amounts to the Office of the
State Controller. Additionally, the Department should develop procedures to
improve communication between accounting functions, including between those
responsible for recording the Pollution Remediation Obligations liability and
those responsible for recording Construction in Progress assets, to ensure that
amounts reported as Construction in Progress are accurate.
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Department of Public Health and Environment
Response:

Agree. Implementation date: July 2012.

The Department acknowledges that it did not properly record and report
the Pollution Remediation Obligations liability and Construction in
Progress expenditures. The Department will enact control procedures that
will enable us to make necessary journal entries on a regular basis to
reclassify the Construction in Progress expenditures to non-capitalized
object codes. These controls include adequate supervisory review
procedures as well as communication procedures between those
responsible for recording the Pollution Remediation Obligations liability
and those responsible for recording assets in Construction in Progress. The
Department has corrected the Construction in Progress asset and Pollution
Remediation Obligations liability balances for Fiscal Year 2011, and it
will ensure that these balances are correct as of June 30, 2012.

Journal Entries

The Department uses COFRS to record accounting transactions. During Fiscal
Year 2011, COFRS processed $1.2 billion through journal entries for the
Department. Journal entries are a type of accounting entry that is typically used to
record adjustments to accounting records that are necessary to properly reflect the
financial results of the Department.

What was the purpose of the audit work?

The purpose of the audit work was to evaluate the Department’s compliance with
the Office of the State Controller’s Statewide Security Policy for Access to the
Financial System (Policy) and to determine whether journal entries posted by
Department personnel were reasonable and supported by adequate documentation.

What audit work was performed and how were results measured?

We obtained the security profiles for Department personnel with access to post
transactions in COFRS to evaluate whether the Department had adopted proper
segregation of duties. In addition, we reviewed a sample of 24 journal entries and
met with Department officials to evaluate whether the journal entries were
reasonable and adequately supported by documentation.
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The Policy states that for journal entries and certain other transactions, the user
profile should follow the recommended profiles for transaction entry and approval
in the COFRS Security Manual. This means that a user should not have authority
to enter or correct and also approve such transactions. However, state agency
security administrators may allow deviation from these user profile requirements
if a demonstrated management need exists and evidence of alternative control
procedures exists. An example of an alternative control procedure could be a
supervisory review of the hard copy journal voucher document, for which an
individual other than the individual who entered or approved the transaction
reviews the entry and supporting documentation for accuracy and documents this
review.

What problem did the audit work identify?

The Department has 10 individuals, including the Controller and Deputy
Controllers, who have user access profiles that enable them to enter or correct and
also approve journal vouchers. The Department informed us that these profiles are
necessary for individuals to perform another person’s duties as part of training
and to ensure that the Controller and Deputy Controllers have the ability to
complete their work on time.

Our audit work revealed that three of the 24 tested journal entries were not
approved by someone other than the preparer, including two by one of the Deputy
Controllers. In addition, we noted that for most journal voucher documents we
tested, the Department did not attach supporting documentation that would allow
a reviewer to adequately evaluate the purpose and accuracy of the journal
voucher. The Department included COFRS screen prints as supporting
documentation, but in many cases did not include other necessary support for the
adjustments made. These journal vouchers recorded accruals, adjustments to
amounts, coding of revenue and expenses, and other adjustments necessary to
properly reflect the financial results of the Department.

Why did the problem occur?

The Department has not implemented alternative control procedures over
accounting entries for those individuals with the authority to enter or correct and
also approve COFRS transactions, as required by the Policy. In addition, the
Department does not ensure that adequate supporting documentation is included
with the journal voucher documents.

Why does this problem matter?

Lack of adequate controls over accounting entries increases the risk of
misappropriation of assets and errors in financial information. Errors in financial
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information result in management and other users of the financial information not
having accurate information on which to base decisions. Without adequate
supporting documentation, a reviewer might not be able to understand the nature
of the entry and cannot determine whether the entry was properly supported.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 17:

The Department of Public Health and Environment (the Department) should
implement alternative control procedures over accounting entries, including
review of and sign off on the hard copy journal voucher document, and should
ensure that it maintains adequate supporting documentation for each journal entry.

Department of Public Health and Environment
Response:

Agree. Implementation date: April 2012.

While no errors in the audited journal entries were found, the Department
acknowledges that review and sign-off procedures will be a valuable
control to ensure the accuracy and appropriateness of journal entries. The
Department will develop a policy/procedure that requires review,
approval, and sign off by a second person for accounting entries. With
respect to documentation, a policy will be developed describing the
documentation that is required. Also, additional training will be provided
explaining the type of documentation needed to satisfy support
requirements.
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Introduction

The Department of Public Safety (the Department) is responsible for providing a
safe environment for the citizens of Colorado. The Department operates under the
authority of Section 24-1-128.6, C.R.S., and is composed of an Executive
Director’s Office and the following four divisions:

Colorado State Patrol

Colorado Bureau of Investigation

Division of Criminal Justice

Office of Preparedness, Security, and Fire Safety

The Department was appropriated approximately $258.3 million and 1,349 full-
time-equivalent staff for Fiscal Year 2011. The following graph shows the
Department’s operating budget by division for Fiscal Year 2011.

Department of Public Safety
Fiscal Year 2011 Operating Budget by Division
(In Millions)

Colorado

Office of Bureau of
Preparedness, Investingation, _

Security, and $28.1

Fire Safety, ™~ Colorado State
$3.5 . Patrol, $117.2

Executive _—3

Director's
Office, $27

Division of
Criminal
Justice, $82.5

Source: Joint Budget Committee Appropriations Report: Fiscal Year 2011-12.
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Colorado Automobile Theft Prevention Cash Fund

The Colorado Automobile Theft Prevention Cash Fund (Fund) was created in
Fiscal Year 2003 by Section 42-5-112(4)(a), C.R.S., within the Department to
provide grants to law enforcement agencies or other qualified applicants to
support automobile theft prevention and related programs. From Fiscal Year 2004
through Fiscal Year 2008, the Fund was funded by insurance company donations.
As of July 1, 2008, the Fund is primarily funded by fees required by Section 10-4-
617, C.R.S. Specifically, each insurer that issues a Colorado automobile insurance
policy is required to pay $1 annually to the Fund for each vehicle insured. From
Fiscal Years 2009 through 2011, the Fund has received approximately $12.9
million in revenue ($2.4 million in Fiscal Year 2009, $5.5 million in Fiscal Year
2010, and $5 million in Fiscal Year 2011).

Grant Application and Award Process

The Fund is administered by the Automobile Theft Prevention Board (Board),
which is composed of the executive directors, or their designees, of the
Department of Public Safety and the Department of Revenue as well as nine other
members appointed by the Governor. The Board solicits and reviews applications
for grants and may award grants to qualified applicants for 1 to 3 years, subject to
the monies available in the Fund. A qualified applicant is a Colorado law
enforcement agency, state agency, local unit of government, independent school
district, nonprofit organization, or for-profit organization that can demonstrate
that its proposed program addresses some aspect of motor vehicle theft
prevention. Each qualified applicant shall, at a minimum, specifically describe the
proposed program (e.g., motor vehicle theft prevention, enforcement, prosecution,
or offender rehabilitation program). The Board annually announces the
availability of grant funds and the start of the application process. The
Department is given the authority to employ staff members to assist the Board by
collecting applications and notifying grant applicants of award decisions.

The Board reviews each application based upon guidelines that include:

e Whether the application addresses an auto theft problem that is clearly
identified, measurable, and supported by relevant statistical evidence.

e Whether the application minimizes duplicative or overlapping existing
programs.

e Whether the application demonstrates a cost structure that is realistic when
compared to the program’s goals.
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e Whether the application includes a proposed evaluation design that
provides relevant data to measure the effectiveness of the project and a
plan for performing such evaluation.

The Board scores each application based on the program criteria, giving priority
to applications that represent multijurisdictional programs, and approves or denies
the application. For each approved application, the Board determines the grant
award amount based on criteria including the amount of funds available for the
current grant cycle; the applicant’s experience, qualifications, and past
performance; and the applicant’s plan for auto theft crime prevention, education,
and training.

Program Results

According to the Colorado Automobile Theft Prevention Authority (Authority)
website, the Board reported that the Authority has approximately $4 million per
year to assist with motor vehicle theft training, prevention, investigation,
enforcement, and prosecution. Since the inception of the Fund, grant funding has
been awarded to numerous successful auto theft prevention operations that have
been developed throughout the state in local governments, law enforcement
agencies, school districts, nonprofits, and 14 different task forces. The 14 task
forces include two full-time, eight overtime, and four statewide multiagency task
forces.

Since the inception of the Authority in Fiscal Year 2003, statistical data and
evidence indicate a reduction in automobile thefts in Colorado. In 2003, according
to the Federal Bureau of Investigation, Colorado was ranked 11th highest in the
nation for vehicle thefts. In 2010, Colorado had dropped to 20th highest. The
following chart shows automobile thefts per 100,000 residents in Colorado during
Calendar Years 2003 through 2010, as reported by the Federal Bureau of
Investigation.
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State of Colorado
Automobhile Thefts per 100,000 Residents
Calendar Years 2003 through 2010

2005 2006 2007 2008 200¢

Source: Federal Bureau of Investigation, Uniform Crime Reports.

Expenditure Reimbursement Process and
Monitoring

Grant funds are provided to grantees on a reimbursement basis. To receive grant
funds, a grantee must submit a reimbursement request invoice to Authority staff
and provide documentation for the expenditures. The grantee is reimbursed only
for expenditures for which actual work was performed for the grant and for which
the expenditures correspond to the approved budget for the grant. For example,
payroll expenditures for automobile theft investigations are eligible for
reimbursement because the expenditures contribute to achieving the grant’s
objectives. In addition, grant recipients are required to submit quarterly financial
and progress reports to the Board, as well as a final report at the end of the grant
period that summarizes the overall project accomplishments. The Board reviews
the reports to monitor grant implementation and achievement of objectives based
on identified Authority goals and objectives before providing feedback to grant
recipients, if necessary.

In addition to the reporting requirements, the Board has implemented monitoring
procedures for grantee activities. These monitoring procedures include holding
quarterly Project Director Meetings, at which grantees are provided an overview
of the Authority’s grant performance requirements, reimbursement procedure
training, opportunities for questions, and communication with other grantees.
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Authority staff members also perform onsite monitoring, which includes reviews
of financial records, payroll documents, and equipment purchases. In addition to
onsite monitoring, Authority staff members perform invoice monitoring, which
includes review of invoice submissions or reimbursement requests made by
grantees to ensure that all documentation is correct.

Audit Testwork

Section 42-5-113, C.R.S., requires the State Auditor to perform an audit of the
Fund beginning in Fiscal Year 2009 and every 2 years thereafter. The audit is
required to include a test of grant distributions and expenditures from the Fund for
compliance with program requirements and guidelines. Accordingly, as part of
our Fiscal Year 2011 audit, we tested a sample of grant distributions and
expenditures for compliance with program requirements and guidelines. The
results of our tests are discussed below.

What was the purpose of the audit work?

The purpose of the audit work was to test a sample of grant distributions and
expenditures for compliance with program requirements and guidelines, as
required by Section 42-5-113, C.R.S.

What audit work was performed and how were results measured?

We tested a sample of 45 expenditure transactions that included administrative
expenditures made by the Department and grant reimbursement expenditures paid
to grant recipients during Fiscal Year 2011. As part of testing the grant
reimbursement expenditures, we also tested the grantees’ related reimbursement
requests. The Authority’s Grant Invoice Instructions, which were created by
Department staff, require that grantees submit complete itemized receipts and
invoices and payroll timesheets or payroll registers as supporting documentation
with each reimbursement request. Grantees are required by the instructions to
“double check” all calculations and verify that the dollar amounts on grant
reimbursement requests are correct and correspond to each invoice or receipt.
Authority guidelines state that reimbursement requests that are incomplete will
not be approved and that grantee expenses will be paid when incurred after grant
approval. Of the 45 expenditures tested, we found three insignificant irregularities
that we have provided to the Department.

No recommendation is made in this area.
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Introduction

The Department of Revenue (the Department) is responsible for managing the
State’s tax system. Tax collections totaled about $11 billion in Fiscal Year 2011.
Of this amount, about $8.7 billion represents collections for the General Fund; the
remainder represents collections made on behalf of other government entities,
such as local governments and the Highway Users Tax Fund (HUTF). In addition,
the Department is responsible for performing various other functions, including:

Administering the State Lottery, which grossed more than $518 million in
ticket sales in Fiscal Year 2011. Of this amount, about $113 million was
available for conservation as well as for wildlife, parks, open space, and
outdoor recreation projects, including projects funded through Great
Outdoors Colorado.

Acting as a collection agent for city, county, Regional Transportation
District (RTD), and special district taxes. The Department collected
approximately $1.2 billion in taxes and fees on behalf of entities such as
these.

Collecting taxes and fees for HUTF, which is primarily for the benefit of
highway maintenance projects in the state. In Fiscal Year 2011, amounts
collected for HUTF totaled approximately $1.1 billion.

Regulating the limited stakes gaming activities in Cripple Creek, Black
Hawk, and Central City. Adjusted gross proceeds during Fiscal Year 2011
totaled about $754 million, on which the Division of Limited Gaming
collected about $105 million in gaming taxes.

Enforcing tax, cigarette and tobacco, medical marijuana, alcoholic
beverage, motor vehicle, and emissions inspection laws.

Operating the State’s 20 ports of entry, including 10 mobile ports and 10
fixed ports.

The following chart shows the Department’s collections by tax for Fiscal Year

2011.
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Department of Revenue
General Fund Revenue Collections
Fiscal Year Ended June 30, 2011

(In Millions)

State Sales Tax,
$2,021
23%

Other,
$823

Corporate
Income Tax,
$520
6%

Individual
Income,
$5,360

62%

Source: Department of Revenue, Fiscal Year 2011 Collections Report.

In Fiscal Year 2011, the Department was appropriated total funds of $727 million
and 1,522 full-time-equivalent staff. Approximately 9.7 percent of the funding is
from general funds, 90.2 percent is from cash funds, and 0.1 percent is from
federal funds.

Controls Over Severance Tax Returns

As part of its overall responsibility for administering and enforcing the State’s tax
laws, the Department of Revenue (the Department) oversees the collection of
severance taxes. Severance taxes are special excise taxes imposed on income
derived from the extraction of nonrenewable natural resources. Five natural
resources are subject to severance taxes in Colorado: oil and gas, coal, metallic
minerals, molybdenum ore, and oil shale. In Fiscal Year 2011, oil and gas
severance tax revenue totaled about $165.6 million—95 percent of the
Department’s total severance tax revenue of about $174.7 million.
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Two agencies organizationally located within the Department of Natural
Resources —the Colorado Oil and Gas Conservation Commission and the
Division of Minerals and Geology —regulate the mineral industries operating in
Colorado. Both agencies issue permits for the extraction of the minerals they
respectively regulate to ensure that mineral operations are identified and,
therefore, taxed by the State. The permits provide the names of the individuals or
companies who would be responsible for the severance taxes.

Oil and gas severance taxes are calculated on the gross income received from oil
and gas production, less certain deductions. Individual taxpayers who own an
interest in oil or gas wells or fields, also known as royalty owners, are liable for
paying severance taxes on the income they receive from companies that produce
oil and gas. Anyone who receives taxable income from oil and gas produced in
Colorado must file a tax return.

The Department maintains a database of taxpayers who have paid severance taxes
in prior years. The Department identifies taxpayers who have previously filed
severance tax returns but who were delinquent in paying severance taxes for the
current year and sends notices, called “Non-Filer Notices,” to those taxpayers
requesting that they file a severance tax return and submit payment for any taxes
owed.

What was the purpose of the audit work?
The purpose of the audit work was to review the Department’s procedures for
identifying individuals who have not submitted severance tax returns and ensuring

that those individuals file the tax returns and, when applicable, submit tax
payments.

What audit work was performed and how were results measured?
We interviewed Department staff to determine if there were processes in place to

identify taxpayers who are subject to severance taxes but have not previously filed
severance tax returns and, therefore, are not in the Department’s database.

What problem did the audit work identify?

The Department does not have procedures to identify individuals who are first-
time severance tax filers and are delinquent in submitting their tax returns.

Why did the problem occur?

The Department does not have a process to obtain data from the Department of
Natural Resources on oil and gas production to identify individuals who have
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received permits for extraction of oil and gas and are subject to severance
taxation. The Department needs to create a process to identify all severance
taxpayers and to follow up on discrepancies between the taxpayers who filed a
severance tax return and those individuals who have received permits for
extraction, and thus should have filed a severance tax return.

Why does this problem matter?

By not identifying these taxpayers and ensuring all of the individuals and entities
required to file severance tax returns are doing so, the Department cannot provide
the statutorily mandated assurance that the State is collecting all of the severance
taxes it is due. The State may be losing tax revenue on oil and gas income.

(Classification of the finding: Significant Deficiency)

Recommendation No. 18:

The Department of Revenue (the Department) should improve its identification of
first-time severance taxpayers by accessing and using oil and gas production and
permitting data available through the Department of Natural Resources to verify
that those subject to severance taxation have filed a tax return.

Department of Revenue Response:
Agree. Implementation date: December 2012.

The Department will review the data available through the Department of
Natural Resources to determine the best method to identify all taxpayers
who are required by statute to file a severance tax return because the
existence of a drilling permit does not guarantee a filing requirement
exists. Any taxpayers identified will be added to the Department’s
database and be required to file an annual return as required by law.
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Introduction

The Department of Transportation (the Department) is responsible for programs
throughout the state that impact all modes of transportation. The State
Transportation Commission, composed of 11 members appointed by the Governor
and confirmed by the Senate, governs its operations.

In Fiscal Year 2011, about 67 percent of the Department’s expenditures were
related to construction. Financing for construction and other expenditures comes
from the Federal Highway Administration (FHWA), the Department’s portion of
the State Highway Users Tax Fund (HUTF), local entities, and aviation-related
taxes. The Department also receives other federal monies that it passes through to
local governments and other entities for highway safety and transportation
improvement programs. The Department was appropriated 3,389 full-time-
equivalent staff for Fiscal Year 2011. The Department’s Fiscal Year 2011 revenue
totaled $1,409.3 million, as shown in the following chart.

Department of Transportation
Fiscal Year 2011 Revenue by Source
(In Millions)

Federal,
$690.0

Miscellaneous,

Other Interest,

Local Governments and
Other Entities,
$50.1

Bonds & Certificates of Highway Users Tax Fund,
Participation Interest, $507.3
$3.9

Source: Department of Transportation records.
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We identified two overall areas in which the Department could make
improvements to its operations—one related to financial controls and one related
to federal awards. Our findings and recommendations related to federal awards
appear in the Department’s chapter in Section I11. Federal Awards Findings.

The following comment was prepared by the public accounting firm of Clifton
Gunderson, LLP, which performed Fiscal Year 2011 audit work at the
Department.

Capital Assets Accounting

The Department had capital assets of more than $9.2 billion as of June 30, 2011,
including construction in progress of almost $380 million. The Construction in
Progress account records the costs of capital construction projects that are not yet
completed. The amounts paid to vendors who are under contract with the
Department to complete each project are recorded in the Construction in Progress
account. Upon completion of the project, the items in the Construction in Progress
account are reclassified to the appropriate capital asset account to be capitalized
and depreciated, if applicable.

What was the purpose of the audit work?

The purpose of the audit work was to review the Department’s internal controls
over capital asset expenditures to test the accuracy of its accounting and
completeness of the Construction in Progress account.

What audit work was performed and how were results measured?

We reviewed the Department’s Fiscal Year 2011 transactions and June 30, 2011,
account balances related to its capital construction projects. In order to test the
completeness of the Construction in Progress account, we reviewed selected
project expenditures and compared those transactions to the additions within the
Construction in Progress account.

The Department is responsible for reporting accurate and complete financial

information to the Office of the State Controller for inclusion in the State’s
financial statements.

What problem did the audit work identify?

In total, the Department improperly expensed more than $32 million in capital
asset expenditures in Fiscal Year 2011.
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Our review of the expenditures for one project identified more than $20 million in
project expenditures that were improperly expensed rather than recorded in the
Construction in Progress account so they can be depreciated after the asset is
placed in service.

As a result of the audit review, the Department performed a thorough review of
expenditures of all projects and identified an additional $12 million in capital
asset expenditures that were improperly expensed rather than added to the
Construction in Progress account.

After we identified the errors through our audit, the Department proposed an entry
to correct the error, and the Office of the State Controller adjusted the State’s
Fiscal Year 2011 financial statements accordingly.

Why did the problem occur?

The Department lacks adequate procedures to ensure that all applicable capital
asset expenditures are properly recorded in the Construction in Progress account.

Why does this problem matter?

The result of this misclassification is that the Department would have omitted
about $32 million in assets that should have been capitalized but would have been
recorded as expenses in the current period instead of depreciated over the life of
the asset.

Without adequate procedures over the recording of capital project expenses, the
Department cannot ensure that its financial records will be accurate. The accuracy
of both its Construction in Progress account and the expenditure accounts is
essential, because the Department is responsible for correctly reporting costs
associated with capital asset projects on the State’s financial statements and to the
federal government.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 19:

The Department of Transportation (the Department) should implement procedures
to ensure that all applicable expenditures for capital construction projects are
properly recorded in the Construction in Progress account.
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Department of Transportation Response:
Agree. Implementation date: September 2011.

A process has been developed to identify any phase of a project that is
inadvertently being expensed when it has been determined that the overall
project is to be capitalized. The process in the Department’s Systems,
Applications, and Products (SAP) system looks at the monthly settlement
entries from initiation to current date for all projects to be capitalized to
see if any settlement entries have been expensed. If any such entries are
found, Department staff will record journal entries to move the affected
settlement entries to the Construction in Progress balance sheet account,
and the settlement rules will be changed in SAP so that, going forward, the
project settles correctly.
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Introduction

The Office of the State Treasurer (the Treasury) is established by the State
Constitution. The Treasurer is an elected official who serves a 4-year term. The
Treasury’s primary function is to manage the State’s pooled investments and
implement and monitor the State’s cash management procedures. Other duties and
responsibilities of the Treasury include:

e Receiving, managing, and disbursing the State’s cash.

e Safekeeping the State’s securities and certificates of deposit.

e Managing the State’s Unclaimed Property Program, the School District
Loan Program, and the Elderly Property Tax Deferral Program.

The State’s pooled investments are made up of a variety of securities, as shown in
the following chart.

Colorado Treasury Pool Portfolio Mix
As of June 30, 2011
(In Millions)

Federal Agencies,
$4,134.3

Treasuries,
$786

Commercial Paper, [~/
$80.0 Certificates of
Mortgage Deposit,

S Corporates
Securities, ' 3.8
$222.6 $599.3 Asset Backed,

$186.5

Source: Office of the State Treasurer records.

In Fiscal Year 2011, the Treasury was appropriated approximately $357 million
and 31.5 full-time-equivalent staff. The majority of the Treasury’s funding
(99 percent) was for special purpose programs, and the remaining 1 percent was
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for Treasury operations. The Treasury received approximately 0.7 percent of its
funding from general funds and 99.3 percent from cash funds.

Compliance with Colorado Funds Management
Act and the Tax Anticipation Note Act

The Colorado Funds Management Act (the Funds Management Act) under
Section 24-75-902, C.R.S., allows the State to finance temporary cash flow
deficits caused by fluctuations in revenue and expenditures. Under the Funds
Management Act, the State Treasurer is authorized to sell Tax and Revenue
Anticipation Notes to meet these shortfalls. The Tax Anticipation Note Act under
Section 29-15-112, C.R.S., authorizes the State Treasurer to issue Tax and
Revenue Anticipation Notes for school districts for the purpose of alleviating
temporary cash flow deficits of such districts by making interest-free loans to the
districts. Tax and Revenue Anticipation Notes are short-term notes payable from
anticipated pledged revenue.

Section 24-75-914, C.R.S., requires the Office of the State Auditor to review
information relating to Tax and Revenue Anticipation Notes and report this
information to the General Assembly. The following table and discussion provide
information about the Treasurer’s December 14, 2010, issuance of $500 million in
General Fund Tax and Revenue Anticipation Notes Series 2010 (hereafter
referred to as the General Fund Notes) and the December 10, 2010, issuance of
$325 million (2010B) in Education Loan Program (ELP) Tax and Revenue
Anticipation Notes (hereafter referred to as the ELP Notes).

State of Colorado
Details of General Fund and

Education Loan Program Note Issuances

For the Fiscal Year Ended June 30, 2011

Education Loan
General Fund Notes Program Notes

Series 2010 Series 2010B
Date of Issuance December 14, 2010 December 10, 2010
Issue Amount $500,000,000 $325,000,000
Denominations $5,000 $5,000

Face Interest Rate 2% 2%
Premium on Sale $4,575,000 $3,010,750
Net Interest Cost to the State 0.30% 0.33%

I Source: Office of the State Treasurer records. I
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Terms and Price

The maturity dates of the General Fund Notes and ELP Notes complied with
statutory requirements. Specifically, the General Fund Notes had a maturity date
of June 27, 2011, and the ELP Notes had a maturity date of June 30, 2011.
Neither was subject to redemption prior to maturity. The General Fund Notes
were required to mature at least 3 days prior to the end of the fiscal year. The ELP
Notes were required to mature on or before August 31 of the fiscal year
immediately following the fiscal year in which the notes were issued. In addition,
on or before the final day of the fiscal year in which the ELP Notes were issued,
there was an amount deposited, in one or more special segregated and restricted
accounts and pledged irrevocably to the payment of the ELP Notes, sufficient to
pay the principal and interest related to the ELP Notes on their stated maturity
date.

Notes in each series were issued at different face interest rates. These were the
rates at which interest was paid on the notes. The average net interest cost to the
State differs from the face interest rates because the notes are sold at a premium,
which reduces the net interest cost incurred.

Security and Source of Payment

In accordance with the Funds Management Act, principal and interest on the
General Fund Notes were payable solely from any cash income or other cash
receipts recorded in the General Fund for Fiscal Year 2011. General Fund cash
receipts include those that were subject to appropriation in Fiscal Year 2011 and
any pledged revenue, including:

e Revenue not yet recorded in the General Fund at the date the notes were
issued.

e Any unexpended note proceeds.

e Proceeds of internal borrowing from other state funds recorded in the
General Fund.

The State Treasurer records monies reserved to pay the principal and interest of
the notes in the Note Payment Account in the Colorado Financial Reporting
System (COFRS), the State’s accounting system. The notes were secured by an
exclusive first lien on assets in the account. The State Treasurer held in custody
the assets in the Note Payment Account.

On June 15, 2011, and at maturity on June 27, 2011, the account balance was
sufficient to pay the principal and interest without borrowing from other state
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funds. If the balance in the account on June 15, 2011, had been less than the
principal and interest of the General Fund Notes due at maturity, the State
Treasurer would have been required to deposit into the account all General Fund
revenue available at that time and borrow from other state funds until the balance
met the required level.

According to Section 29-15-112, C.R.S., interest on the ELP Notes is payable
from the General Fund. Principal on the ELP Notes is payable solely from the
receipt of property taxes received by the participating school districts on and after
March 1, 2011, which are required to be deposited to the general fund of each
school district. Statutes required the school districts to transfer funds for the entire
principal on the ELP Notes into the State Treasury by June 30, 2011. The State
Treasurer used these funds to repay the principal on the ELP Notes. The school
districts completed these transfers by June 27, 2011, and the State Treasurer used
these funds to repay the principal on the ELP Notes.

If, on June 27, 2011, the balance in the ELP Notes Repayment Account was less
than the principal of the ELP Notes at maturity, the State Treasurer would have
been required to deposit funds on hand that were eligible for investment into the
ELP Notes Repayment Account to cover the shortfall.

The amount due at maturity for the General Fund Notes was $505,361,111
consisting of principal of $500,000,000 and interest of $5,361,111. The amount
due at maturity for the 2010B ELP Notes was $328,611,111 consisting of
principal of $325,000,000 and interest of $3,611,111. To ensure the payment of
the General Fund Notes and ELP Notes, the State Treasurer agreed to deposit
pledged revenue into both the General Fund Notes and ELP Notes Repayment
Accounts so that the balance on June 15, 2011, and June 27, 2011, respectively,
would be no less than the amounts to be repaid. The note agreements also
provided remedies for holders of the notes in the event of default.

Legal Opinion

Sherman & Howard LLC and Kutak Rock LLP, bond counsels, have stated that,
in their opinion:

e The State had the power to issue the notes and carry out the provisions of
the note agreements.

e The General Fund Notes and ELP Notes were legal, binding, and secured
obligations of the State.

e Interest on the notes was exempt from taxation by the U.S. government
and by the State of Colorado.
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Investments

The Funds Management Act, the Tax Anticipation Note Act, and the General
Fund Notes and ELP Notes agreements allowed the State Treasurer to invest
funds in the General Fund Notes and ELP Notes Repayment Accounts in eligible
investments until they were needed for note repayment. Interest amounts earned
on the investments were credited back to the General Fund, since the General
Fund paid interest at closing. The State Treasurer is authorized to invest funds in a
variety of long-term and short-term securities, according to Section 24-36-113,
C.R.S. Further, Section 24-75-910, C.R.S., of the Funds Management Act and
Section 29-15-112(4)(b), C.R.S., of the Tax Anticipation Note Act state that the
State Treasurer may:

e Invest the proceeds of the notes in any securities that are legal investments
for the fund from which the notes are payable.

¢ Deposit the proceeds in any eligible public depository.

Purpose of the Issue and Use of Proceeds

The General Fund Notes were issued to fund the State’s anticipated General Fund
cash flow shortfall during Fiscal Year 2011. The State Treasurer deposited the
proceeds of the sale of the General Fund Notes in the State’s General Fund. Note
proceeds were used to alleviate a temporary cash flow shortfall and to finance the
State’s daily operations in anticipation of taxes and other revenue to be received
later in Fiscal Year 2011.

The ELP Notes were issued to fund a portion of the anticipated cash flow shortfall
of the school districts during Fiscal Year 2011. The net proceeds of the sale of the
notes were used to make interest-free loans to the school districts in anticipation
of the receipt of property tax revenue by the individual districts on and after
March 1, 2011, and up to and including June 27, 2011.

Additional Information

The General Fund Notes and ELP Notes were issued through competitive sales. A
competitive sale involves a bid process in which notes are sold to bidders offering
the lowest interest rate.

The issuance of both types of notes is subject to the Internal Revenue Service’s
(IRS) arbitrage requirements. In general, arbitrage is defined as the difference
between the interest earned by investing the note proceeds and the interest paid on
the borrowing. In addition, if the State meets the IRS safe harbor rules, the State is
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allowed to earn and keep this arbitrage amount. In Fiscal Year 2011, the State met
the IRS safe harbor rules. However, the interest earned by investing note proceeds
was less than the interest paid on the borrowing, and thus no arbitrage was earned
or kept. The Treasury is responsible for monitoring compliance with the arbitrage
requirements to ensure that the State will not be liable for an arbitrage rebate.

State Expenses

The State incurred expenses as a result of the issuance and redemption of the
General Fund Notes and ELP Notes. These expenses totaled approximately
$344,230 and included:

e Bond legal counsel fees and reimbursement of related expenses incurred
by the bond counsel.

e Disclosure counsel fees and expenses.
e Fees paid to rating agencies for services.

e Costs of printing and distributing preliminary and final offering statements
and the actual notes.

e Travel costs of state employees associated with note issuance and
selection of a financial advisor.

e Redemption costs, consisting of fees and costs paid to agents to destroy
the redeemed securities.

Subsequent Events

On July 19, 2011, the State issued $500 million in General Fund Notes with a
maturity date of June 27, 2012. The notes carry a coupon rate of 2 percent and
were issued with a premium of $8.6 million. The total due at maturity includes
$500 million in principal and $9.4 million in interest.

On July 14, 2011, the State issued $100 million in ELP Notes with a maturity date
of June 29, 2012. The notes carry a coupon rate of 2 percent and were issued with
a premium of $1.7 million. The total due at maturity includes $100 million in
principal and $1.9 million in interest.

No recommendation is made in this area.
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Public School Fund

The Public School Fund, created under Section 22-41-101, C.R.S., is used for the
deposit and investment of proceeds from the sale of land granted to the State by
the federal government for educational purposes, as well as for other monies as
provided by law. Interest and income earned on the Public School Fund are to be
distributed to and expended by the State’s school districts for the maintenance of
the State’s schools. In accordance with state statutes, the State Treasurer has the
authority to “effect exchanges or sales” of investments in the Public School Fund
whenever the exchanges or sales will not result in the loss of the Public School
Fund’s principal.

Section 2-3-103, C.R.S., requires the Office of the State Auditor to annually
evaluate the Public School Fund’s investments and to report to the Legislative
Audit Committee any loss of the Public School Fund’s principal. During our
Fiscal Year 2011 audit, we obtained confirmations from JPMorgan Chase Bank
on the fair value of all investments held in the Public School Fund. We compared
the total fair value of the Public School Fund’s investments to the cost of the
investments, as recorded in COFRS, and noted that the fair value of the
investments exceeds the cost by approximately $32.9 million. We did not identify
any loss of principal to the Public School Fund during Fiscal Year 2011. We also
tested a sample of transactions recorded to the Public School Fund during the
fiscal year. We agreed the transactions to third-party source documentation and
determined that the balance of the investments in COFRS was accurate at fiscal
year-end. We noted no exceptions through our testwork.

No recommendation is made in this area.
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Office of the Governor

Introduction

During Fiscal Year 2011, the Office of the Governor (the Office) spent
approximately $335 million in federal funds, including approximately
$305 million in American Recovery and Reinvestment Act of 2009 funds. Please
refer to the introduction in the Office of the Governor chapter within Section 1.
Financial Statement Findings for additional background information.

As part of our Fiscal Year 2011 audit, we tested the Office’s compliance with
federal grant requirements for the following programs:

Weatherization Assistance Program
State Energy Program

State Fiscal Stabilization Fund
Education Jobs Fund

Homeland Security Grant Program

Our Fiscal Year 2011 audit identified five significant deficiencies in internal
control for two of the major programs tested, the Weatherization Assistance
Program and the State Energy Program. The internal control and compliance
matters identified and the audit recommendations for these programs are
described in the following section of this chapter.

Weatherization Assistance Program

The Weatherization Assistance Program (Weatherization) is a program that is
designed to increase the energy efficiency of dwellings owned or occupied by
low-income persons, reduce their total expenditures on energy, and improve their
health and safety. During Fiscal Year 2011, the Office spent approximately
$34 million in federal funds for this program.

State Energy Program

The State Energy Program (Energy) is a program that states use to increase the
use of energy efficiency and renewable energy across all sectors of the economy
nationwide. States use funds to design and implement statewide energy plans and
programs that best meet their individual energy needs. During Fiscal Year 2011,
the Office spent approximately $20 million in federal funds for this program.
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The following comments were prepared by the public accounting firm of KPMG,
LLP, which performed Fiscal Year 2011 audit work at the Office.

Personnel Costs

What was the purpose of the audit work?

The purpose of the audit work was to assess the Governor’s Energy Office’s
(GEO) compliance with federal Weatherization and Energy requirements related
to Allowable Costs/Cost Principles for payroll expenditures.

What audit work was performed and how were results measured?

We tested a sample of payroll expenditures charged to the Weatherization grant
for eight employees to assess whether GEO maintained required support for
personnel costs. In addition, we inquired about the policies and procedures for
charging personnel costs to Weatherization and Energy to determine whether they
are consistently charged across GEO.

The federal Office of Management and Budget’s Circular A-87, Cost Principles
for State, Local, and Indian Tribal Governments (Circular A-87) requires that, for
employees who are expected to work solely on a single federal grant program,
charges for the employees’ salaries and wages should be supported by at least
semiannual certifications that the employees worked solely on that program for
the period covered by the certification.

When employees work on multiple grant programs, a distribution of their salaries
or wages should be supported by at least monthly personnel activity reports or
equivalent documentation of actual time spent on the individual grant programs.

Circular A-87 also allows federal grant recipients to use budget estimates or other
distribution percentages determined before the services are performed for interim
accounting purposes, provided that the estimates or percentages are reasonable,
costs charged are adjusted to actual activity at least quarterly, and estimates are
revised to reflect changed circumstances.

What problem did the audit work identify?

GEO inappropriately charged employee personnel costs to the Weatherization and
Energy grants based on predetermined time budgets instead of charging the
programs based on the actual activity of each employee. Because GEO could not
provide documentation for employees’ actual activities, we were unable to
determine the allowability of $1,076,081" in personnel costs charged to the
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Weatherization grant and $1,058,984% in personnel costs charged to the Energy
grant for Fiscal Year 2011.

Our audit revealed that GEO requires neither certifications of actual time spent
nor quarterly comparisons of budgeted and actual time. While the program does
monitor actual time worked, it does not maintain documentation to support actual
time spent on each federal grant, such as personnel activity reports or other
certifications.

Why did the problem occur?

GEO does not have policies and procedures in place to ensure that required
certifications, personnel activity reports, or other equivalent documentation are
maintained to support personnel costs charged to federal grants.

Why does this problem matter?

Lack of adequate controls over personnel costs increases the risk that GEO is not
in compliance with federal grant requirements. This could result in potential
federal sanctions and/or disallowances.

(CFDA Nos. 81.041, 81.042; State Energy Program, Weatherization Assistance
for Low-Income Persons; Activities Allowed or Unallowed, Allowable
Costs/Cost Principles. Classification of Finding: Significant Deficiency.)

'Total known questioned costs:
CFDA No. 81.042: $223,542
CFDA No. 81.042, American Recovery and Reinvestment Act: $852,539

*Total known questioned costs:
CFDA No. 81.041: $1,058,984

Recommendation No. 20:

The Governor’s Energy Office (GEO) should develop and implement policies and
procedures to ensure that personnel costs charged to federal grants are adequately
supported by documentation such as required certifications, personnel activity
reports, or other equivalent documentation. GEO should at least quarterly have
employees, or someone with direct knowledge of employee activity, certify that
actual time spent on the grant agrees to the percentage that was budgeted and
charged to the grant. In addition, GEO should perform and document an
evaluation of personnel costs charged to federal grants for Fiscal Year 2011 and
make adjustments, as appropriate.
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Office of the Governor Response:
Agree. Implementation date: April 2012.

GEO lacks a process to certify payroll. We note that, to date, the amount
of personnel charged to the grant is under the federal Department of
Energy’s approved budget.

Effective April 1, 2012, GEO will revise its employee timesheet and
implement a new timesheet process that will require each GEO employee
to verify his or her personnel percentage allocations on a monthly basis to
ensure that his or her time worked on a grant is appropriate to the
budgeted allocations.

As part of this revised timesheet process, GEO will certify these personnel
costs on a monthly basis and make the necessary accounting adjustments
via a journal entry on a quarterly basis. GEO will make the first cost
allocation adjustment (if needed) during the June 2012 close out and, at a
minimum, every 3 months thereafter.

Subrecipient Monitoring

What was the purpose of the audit work?

The purpose of the audit work was to determine whether GEO complied with the
federal Energy subrecipient monitoring requirements. GEO provided an Energy
grant subaward to a private company to implement its rebate program, which
provides rebates to residents for energy saving upgrades. The private company
operates the program, including the website and call center. The private company
determines residents’ eligibility for a rebate, based on Energy criteria, and
disburses funds to the residents. In addition, GEO provided Energy subawards to
local governments for energy efficiency projects.

What audit work was performed and how were results measured?

The audit work included gaining an understanding of GEQO’s subrecipient
monitoring procedures through a review of policies and procedures and
discussions with staff. The federal Office of Management and Budget’s Circular
A-133, Audits of States, Local Governments, and Non-Profit Organizations
(Circular A-133) requires that pass-through entities monitor subrecipients’ use of
federal awards. This monitoring includes required reporting, site visits, regular
contact, or other means to provide reasonable assurance that the subrecipients
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administer federal awards in compliance with laws, regulations, and provisions of
contracts or grant agreements and that performance goals are achieved.

In addition, at the time of the subaward, pass-through entities are required to
identify to the subrecipient the applicable compliance requirements and the
federal award information (i.e., the Catalog of Federal Domestic Assistance title
and number; the award name and number, if the award is research and
development; and the name of the federal awarding agency). For American
Recovery and Reinvestment Act of 2009 (Recovery Act) subawards, pass-through
entities must also identify to the subrecipient the amount of Recovery Act funds
provided by the subaward and advise the subrecipient of the requirement to
identify Recovery Act funds in the Schedule of Expenditures of Federal Awards
and the Data Collection Form.

What problem did the audit work identify?

GEO did not adequately monitor its subrecipients for the federal Energy grant, as
required. The private company to which GEO made the Energy subaward is
responsible for compliance with Energy requirements, including those related to
allowable costs and eligibility determination for those receiving rebates. To
monitor the company, we noted GEO conducts site visits to the company to
perform walkthroughs of processes to ensure compliance with the contract. In
addition, GEO obtained and reviewed a report on the company’s information
technology controls. However, we noted that GEO did not test a sample of rebates
made by the company to ensure compliance, including determining whether the
company paid the proper rebate amounts. Tests of individual rebate transactions
are necessary to comply with subrecipient monitoring requirements and to ensure
that rebates are made to eligible residents.

In addition, GEO did not include the federal Catalog of Federal Domestic
Assistance title and number in its subaward letters.

Why did the problem occur?

GEO did not have adequate policies and procedures in place to monitor the
company responsible for managing the Energy rebate program. In addition,
GEQ’s subaward grant agreement form does not include all federally required
information.

Why does this problem matter?

GEQ’s failure to perform adequate subrecipient monitoring procedures could
result in GEQ’s subrecipient using Energy funds for unallowable activities under
the grant. In addition, failure to provide award information could result in errors
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in subrecipients’ Schedule of Expenditures of Federal Awards and a lack of
understanding of relevant compliance requirements. Both of these conditions may
expose the State to increased business risk and potential federal disallowances.

(CFDA No. 81.041, sState Energy Program, Subrecipient Monitoring.
Classification of Finding: Significant Deficiency.)

Recommendation No. 21:

The Governor’s Energy Office (GEO) should adhere to subrecipient monitoring
requirements for the federal State Energy Program grant. This should specifically
include:

a. Testing a sample of rebates granted at least annually to ensure that
residents were eligible and the proper amount was paid.

b. Revising its subaward grant agreement form to include all required
information.

Office of the Governor Response:
Agree. Implementation date: June 2012.

a. The GEO rebate program closed December 31, 2011. GEO will work
with the rebate fulfillment vendor to attempt to go back and test
individual rebate transactions to ensure that rebates were made to
eligible residents before the close out of the rebate contract.

b. In Fiscal Year 2011, GEO became aware of the fact that the Catalog of
Federal Domestic Assistance number was missing from GEO contracts
and began adding the Catalog of Federal Domestic Assistance number
to new contracts and purchase orders. GEO did not amend or replace
any existing contracts to include the Catalog of Federal Domestic
Assistance number. GEO will include Catalog of Federal Domestic
Assistance number(s) in all its subaward grant agreements, including
amended purchase orders and contracts.
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Improving Documentation of Compliance with
Suspension and Debarment Requirements of the
State Energy Program

What was the purpose of the audit work?

The purpose of the audit work was to determine GEO’s compliance with federal
suspension and debarment requirements.

What audit work was performed and how were results measured?

The audit work included reviewing evidence that the Energy program verified that
vendors and subrecipients receiving federal funds were not suspended, debarred,
or otherwise excluded from receiving federal funds.

Federal regulations prohibit states from contracting with or making subawards
using federal funds to parties that are suspended or debarred from receiving
federal funds or whose principals are debarred or suspended from receiving
federal funds. States are allowed to use one of the following three methods to
ensure that contractors are not debarred or suspended: (1) checking the federal
Excluded Parties List System maintained by the General Services Administration;
(2) collecting a certification from the contractor that the contractor is not debarred
or suspended; or (3) adding a clause or condition to the contract or award
document stating that the contractor certifies, by admission of the contract, that
neither it nor its principals are presently debarred, suspended, proposed for
debarment, declared ineligible, or voluntarily excluded from participation in the
transaction by any federal department or agency. When GEO enters into a
covered transaction in excess of $25,000 with an entity, GEO must verify that the
entity is not suspended or debarred or otherwise excluded.

What problem did the audit work identify?

For the vendors or subrecipients with which GEO had transactions in excess of
$25,000 during Fiscal Year 2011, GEO could not provide evidence that it verified
the vendors or subrecipients were not suspended, debarred, or otherwise excluded.
Specifically, GEO did not provide evidence showing that it checked the Excluded
Parties List System, collected a certification from the vendors or subrecipients, or
added a clause or condition to the contract or award document related to the
covered transaction with the vendors or subrecipients.
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Why did the problem occur?

GEO did not understand federal regulations related to suspension and debarment.
As a result, GEO did not have sufficient wording in its grant agreement with its
subrecipients to ensure that the entities were not suspended or debarred, nor did it
collect a certification from its subrecipients that they were not debarred or
suspended. Also, GEO did not check the Excluded Parties List System to ensure
that the entities were not suspended or debarred.

Why does this problem matter?

Failure to perform procedures to ensure a vendor or subrecipient is not suspended
or debarred could result in GEO giving federal Energy funds to an entity that is
disallowed from receiving such funds, thereby exposing the State to increased
business risk and potential federal disallowances.

(CFDA No. 81.041; State Energy Program; Procurement, Suspension, and
Debarment; Classification of Finding: Significant Deficiency.)

Recommendation No. 22:

The Governor’s Energy Office (GEO) should improve controls over the federal
State Energy Program (Energy) to ensure it complies with federal suspension and
debarment requirements under the Energy program. These controls should include
updating subrecipient agreements to include language related to suspension and
debarment requirements and keeping a schedule indicating that GEO staff have
checked the vendors and subrecipients against the Excluded Parties List System.

Office of the Governor Response:
Agree. Implementation date: January 2012.

Effective January 1, 2012, GEO has implemented a process to document
the information in the Excluded Parties List System website. GEO was
aware of the Excluded Parties List System requirement and has been
checking www.epls.gov based on the guidance provided in the FAQ
section of the Excluded Parties List System website. However, GEO did
not print certificates from the Excluded Parties List System to document
that GEO conducted this review. GEO has not entered into contracts with
federally excluded or debarred entities.
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Weatherization Assistance Program Reporting

The Recovery Act requires grantees to submit quarterly Section 1512 reports
including specific award information. Because the Section 1512 reports are
submitted to the federal government by the Office of the State Controller, each
department within the state receiving Recovery Act funds is required to prepare
and review the information included in reports related to its awards and submit
that information to the Office of the State Controller for inclusion in the statewide
submission.

What was the purpose of the audit work?

The purpose of the audit work was to determine whether GEO has adequate
internal controls in place over federal reporting requirements for Weatherization
and to determine whether GEO is in compliance with federal reporting
requirements.

What audit work was performed and how were results measured?

We discussed GEO’s procedures related to federal reporting for the
Weatherization program with GEO staff, assessed the adequacy of the internal
controls GEO has in place over federal reporting, and determined GEOQO’s
compliance with the requirements during Fiscal Year 2011. We specifically
reviewed two of four quarterly Recovery Act Section 1512 reports prepared and
submitted to the federal government by GEO for the Weatherization program
during Fiscal Year 2011. Section 1512 requires that recipients of Recovery Act
funding report on use of the funding no later than the 10th day after the end of
each calendar quarter. The reporting is aimed at providing transparency regarding
the use of Recovery Act funds. The recipient reports are required to include the
total amount of funds received and, of that amount, how much has been spent on
projects and activities; a list of those projects and activities funded by name; and
details on subawards and other payments.

In accordance with Circular A-133, “The auditee shall maintain internal control
over federal programs that provides reasonable assurance that the auditee is
managing federal awards in compliance with laws, regulations, and the provisions
of contracts or grant agreements that could have a material effect on each of its
federal programs.” An example of a typical internal control over federal reporting
is a supervisory review of the report by an individual other than the preparer prior
to submission.
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What problem did the audit work identify?

We determined that GEO incorrectly reported the key data element of the award
amount for the Weatherization program on its third and fourth quarter Fiscal Year
2011 Section 1512 reports. In our sample of two of four quarterly Section 1512
Reports for Weatherization, the award amount for one subaward was understated
on the 3rd and 4th quarter reports by approximately $261,000 and $564,000,
respectively.

Why did the problem occur?

GEO does not have adequate internal controls, including supervisory review, in
place over Section 1512 reporting for the Weatherization program to ensure that
accurate information is provided to the Office of the State Controller for inclusion
in the statewide submission of the Section 1512 reports.

Why does this problem matter?

A lack of adequately designed internal controls over reporting increases the risk
that GEO will submit inaccurate reports and that, as a result, GEO may not be in
compliance with federal grant requirements for this program. Noncompliance
with federal reporting requirements could result in federal sanctions.

(CFDA No. 81.042; Weatherization Assistance Program for Low-Income
Persons; Reporting. Classification of Finding: Significant Deficiency.)

Recommendation No. 23:

The Governor’s Energy Office (GEO) should develop and implement internal
controls over Section 1512 reporting for the Weatherization Assistance Program
to ensure that the reports are accurately prepared. These internal controls should
include instituting a supervisory review process over the reports.

Office of the Governor Response:
Agree. Implementation date: March 31, 2012.

For the quarter ending March 31, 2012, GEO will develop and implement
a process to ensure appropriate review and oversight of Section 1512
reporting for the Weatherization Assistance Program and ensure that the
information is accurately reported.
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Earmarking Requirements of the State Energy
Program

What was the purpose of the audit work?

The purpose of the audit work was to determine whether GEO complied with the
federal Energy program’s earmarking, or spending, requirements.

What audit work was performed and how were results measured?

The audit work included determining whether GEO evaluated its compliance with
earmarking requirements, which are outlined in federal regulations [State Energy
Program, 10 C.F.R., pt. 420.18(b)]. These regulations require that GEO spend no
more than 10 percent of its Recovery Act Energy grant for administrative
expenses; no more than 50 percent for the purchase and installation of equipment
and materials for energy efficiency and renewable energy; and no more than 20
percent for the purchase of office supplies, library materials, or other types of
equipment purchases allowable under the grant.

What problem did the audit work identify?

GEO did not prepare and maintain documentation supporting its compliance with
the Energy program’s earmarking requirements. Although we, as part of our audit
procedures, confirmed that GEO did not spend more than the maximum
percentages for administrative expenses, equipment and materials, and office
supplies, GEO did not monitor its spending against the earmarking requirements
of the grant to ensure that it complied with federal requirements.

Why did the problem occur?

GEO does not have internal control procedures in place to ensure that it meets
federal Energy program earmarking requirements. GEO should have procedures
in place to ensure that it verifies that amounts recorded in the financial records
meet the grant requirements, as listed above.

Why does this problem matter?

Failure to evaluate earmarking requirements could result in GEO using federal
funds in excess of what is allowed, thereby exposing the State to federal
disallowances.

(CFDA No. 81.041; State Energy Program; Matching, Level of Effort,
Earmarking. Classification of Finding: Significant Deficiency.)
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Recommendation No. 24:

The Governor’s Energy Office (GEO) should improve internal controls over its
administration of the federal State Energy Program to demonstrate compliance
with the grant’s earmarking requirements. This should include implementing
procedures to prepare and maintain documentation to demonstrate compliance
with grant spending requirements.

Office of the Governor Response:
Agree. Implementation date: June 2012.

GEO submitted its budget to the U.S. Department of Energy (DOE) based
on the Funding Opportunity Announcement. The budget submitted to
DOE included very detailed budget information, which was approved.
GEO uses the grant module in the Colorado Financial Reporting System,
the State’s accounting system, which is set up based on the budget
submitted to DOE. In addition to the above, GEO will implement a
process to review on a quarterly basis its expenditures verifying and
demonstrating compliance with the grant’s earmarking requirements.
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Department of Health Care Policy and
Financing

Introduction

The Department of Health Care Policy and Financing (the Department) is the state
agency responsible for developing financing plans and policy for publicly funded
health care programs. The principal programs administered by the Department are
the Medicaid program, which provides health services to eligible needy persons,
and the federal Children’s Health Insurance Program (CHIP), which is known in
Colorado as the Children’s Basic Health Plan (CBHP). CBHP furnishes subsidized
health insurance for low-income children aged 18 years or younger who are not
eligible for Medicaid. CBHP also subsidizes health insurance for low-income
prenatal women who are not eligible for Medicaid. Please refer to the introduction
in the Department of Health Care Policy and Financing chapter within Section II.
Financial Statement Findings for additional background information.

As part of our Fiscal Year 2011 audit, we tested the Department’s compliance with
federal grant requirements for the following programs:

e Medicaid
e Children’s Health Insurance Program

The results of our Fiscal Year 2011 audit identified errors resulting in
recommendations for both of the programs tested. We identified and reported in
this chapter a total of five material weaknesses, seven significant deficiencies, and
one deficiency in internal control related to federal awards. The errors identified
and audit recommendations for these programs are described in this chapter.

Medicaid and Children’s Basic Health Plan Sample
Testing Results

In Fiscal Year 2011, the Department provided eligible individuals with
approximately $4.9 billion in Medicaid benefits (CFDA Nos. 93.777 and 93.778),
of which $2.6 billion was federal funds and $2.3 billion was state funds. Total
federal expenditures included approximately $396.2 million in American Recovery
and Reinvestment Act funds for the Medicaid program. For the CBHP program
(CFDA No. 93.767), the Department paid about $195.5 million to providers on
behalf of eligible beneficiaries, of which $133.7 million was federal funds and
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$61.8 million was state funds. In Fiscal Year 2011, the average monthly caseload
for Medicaid and CBHP increased by about 11 percent from Fiscal Year 2010. The
table below summarizes the average monthly caseload over the past 3 fiscal years
for each program.

Department of Health Care Policy and Financing
Average Monthly Caseload
Fiscal Years 2009 Through 2011
Average Medicaid Monthly Average Children’s Basic
Caseload Health Plan Monthly Caseload

Fiscal Year

2009 436,812 63,247
2010 498,189 70,286

2011 560,722 68,997

Source: Department of Health Care Policy and Financing reports to the Joint Budget Committee on
medical services premiums expenditures and Medicaid caseloads for each fiscal year indicated
above.

The Department is responsible for ensuring that all expenditures under the
Medicaid and CBHP programs are appropriate and that the State complies with
federal and state program requirements. In Colorado, the responsibility for
determining recipient eligibility for medical program benefits (i.e., eligibility for
Medicaid and CBHP program benefits) is shared between local county and
designated Medical Assistance (MA) eligibility sites and the State. For the
Medicaid and CBHP programs, individuals and families apply for benefits at their
local county departments of human/social services or at designated MA sites. The
eligibility sites are responsible for administering the benefits application process,
entering the required data for eligibility determination into the Colorado Benefits
Management System (CBMS), and approving the eligibility determinations. The
Department is responsible for supervising and monitoring the eligibility sites’
administration of the Medicaid and CBHP programs. The Department is also
responsible for ensuring that only eligible providers receive reimbursement for
their costs of providing allowable services on behalf of eligible individuals.

The Department continued to implement several initiatives during Fiscal Year
2011 to help with administering and monitoring the Medicaid and CBHP
programs. These initiatives include the Medical Eligibility Quality Improvement
Plan, Intelligent Data Entry (CBMS Web), Colorado Program Eligibility and
Application Kit, Colorado Eligibility Process Improvement Collaborative, and
application overflow processing. The initiatives are described below.

e Medical Eligibility Quality Improvement Plan (MEQIP): The
Department’s Monitoring and Quality Unit is directly responsible for the
oversight of MEQIP. The plan provides the framework to communicate the
Department’s vision, objectives, and strategies; to collaborate with the
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Department’s partners; and to establish and provide a methodology to
measure ongoing initiatives that improve access to Colorado’s public health
care insurance programs. MEQIP is designed to provide a formal ongoing
process by which the counties and MA sites utilize objective measures to
monitor and evaluate the quality of administrative eligibility activities.
Currently, MEQIP is focused on supervisory reviews at counties and MA
sites of data entry, case file documentation, and timely processing of
applications. The results of these reviews are analyzed by the Department
in order to provide training in these areas.

e Intelligent Data Entry (CBMS Web): This initiative was launched in
April 2011 to simplify data entry for caseworkers by removing unnecessary
fields and screens and only requiring entry of necessary information for the
specific program applied for at a given time.

e Colorado Program Eligibility and Application Kit (PEAK): PEAK is a
Web-based portal designed to provide individuals and community partners
with a modern and easily accessible tool to apply for public assistance
benefits. Applicants can apply for benefits online, and existing
beneficiaries are able to report changes.

e Colorado Eligibility Process Improvement Collaborative: The
Department was awarded a grant in order to contract with the Southern
Institute on Children and Families Process Improvement Center (SICF) to
lead eligibility processes and learning collaboratives. SICF began work
with county teams to assist 15 counties in improving the efficiency,
effectiveness, and quality of processes with a focus on eligibility services.
SICF teaches executive leaders and front-line workers process
improvement principles and guides them in the application of these
principles for improving the timely processing of applications for medical
programs.

e Application Overflow Processing: The Department offers additional
resources to assist counties and MA sites with the increased number of
applications submitted. This assistance is for counties and MA sites that
request the assistance in processing applications. This process is only for
applications that have not yet been worked or entered into CBMS, and is
currently contracted out by the Department.

As part of the financial and compliance audit of the State, the Medicaid program is
tested annually, and the CBHP program has been tested annually since Fiscal Year
2006. The table below summarizes our identified rates of internal control errors
during the most current 5-year period from Fiscal Years 2007 through 2011, along
with our assessment of the level of internal control weaknesses related to eligibility
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determinations for the Medicaid and CBHP programs. Our eligibility sample
testing conducted during the Fiscal Year 2011 audit is described later in this
section.

Department of Health Care Policy and Financing
Medicaid and Children’s Basic Health Plan (CBHP) Programs
Assessed Levels® of Internal Control Weakness and Associated Internal Control Error Rates
Fiscal Years 2007 Through 2011

Fiscal Year

Internal Control Weakness?

Internal Control Error

Rate

Medicaid

CBHP

Medicaid

CBHP

2007

Material Weakness

Material Weakness

37%

10%

2008

Material Weakness

Material Weakness

48%

43%

2009

Material Weakness

Material Weakness

60%

45%

2010

Material Weakness

Material Weakness

43%

43%

2011

Material Weakness

Material Weakness

28%

7%

Source: Office of the State Auditor’s analysis, as reported in the State of Colorado Statewide Single Audit
Reports for Fiscal Years 2007 through 2011.
1 Assessments determined and reported by the Office of the State Auditor as part of the audit of the Medicaid and
CBHP programs.
2 Severity of the level of control weakness includes (1) deficiency in internal control—least severe, (2) significant
deficiency—more severe, and (3) material weakness—most severe.

As indicated in the table above, the internal control error rate over the past 5 years
for Medicaid has ranged from 28 percent to a high of 60 percent, and for CBHP
has ranged from 10 percent to a high of 77 percent. Both programs have been
deemed material weaknesses due to the high number of internal control exceptions
identified during our audit.

During the Fiscal Year 2011 eligibility sample testing, we identified known
questioned costs for the Medicaid program totaling $44,446 and for the CBHP
program totaling $85,469.

Timely Processing of Medicaid and Children’s
Basic Health Plan Applications

To receive medical assistance in Colorado, including assistance provided through
the Medicaid and CBHP programs, individuals and families may apply for benefits
at their local county department of human/social services or at an MA site. An MA
site is an eligibility determination site, other than a county, where individuals are
able to apply for benefits. These counties and MA sites process eligibility by
inputting the individual’s and family’s information into CBMS, which records the
information, including the application submission date and the application
processing date, and then shows the results of the eligibility determination.
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According to federal and state regulations, the Department, which administers the
Medicaid and CBHP programs, is required to ensure that the counties and MA
sites process benefits applications for these programs within specific time frames.
The Department also oversees the benefits redetermination process, which is a
process counties and MA sites use to redetermine eligibility annually after the
initial application period has expired.

As previously discussed in the introduction section of this chapter, the Department
has continued to implement several initiatives and has provided training and
technical assistance that specifically address issues with timely processing of
applications.

What was the purpose of the audit work?

The purpose of the audit work was to test the Department’s controls over counties’
and MA sites’ determination of eligibility for the Medicaid and CBHP programs
and to assess the Department’s compliance with federal regulations for processing
time frames.

What audit work was performed and how were results measured?

We reviewed a sample of 60 Medicaid payments made between July 1, 2010, and
June 30, 2011, and the associated case files, as well as case files for 60 CBHP
beneficiaries who received benefits between July 1, 2010, and June 30, 2011, to
determine whether the applications and redeterminations for benefits were
processed timely and within federal guidelines. As part of reviewing the samples
of case files, we reviewed 13 Medicaid and 40 CBHP applications, as well as 33
Medicaid and 21 CBHP redeterminations. Federal regulations (Timely
Determination of Eligibility, 42 C.F.R., pt. 435.911) require that most Medicaid
and CBHP applications be processed within 45 days. Long-term care disability
Medicaid applications are to be processed within 90 days. Federal regulations
(Periodic Redeterminations of Medicaid Eligibility, 42 C.F.R., pt. 435.916) also
require the Department to redetermine an individual’s eligibility at least every 12
months.

In addition, we reviewed the Department’s Exceeding Processing Guidelines
report, which is generated from CBMS and lists pending applications, but not
redeterminations, that have not been processed and exceed the required federal
processing time frames. We also reviewed the Department’s Timely Processing of
Medical Applicant Determinations and Redeterminations Summary Report. The
Department began generating and using this report in Fiscal Year 2011. The report
shows a summary of the total number of Medicaid and CBHP applications and
redeterminations that were processed both within and in excess of federally
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required time frames; this report does not show any unprocessed applications or
redeterminations.

Our review also included determining the Department’s progress in implementing
our Fiscal Years 2008 through 2010 recommendations related to timely processing
of applications for the Medicaid and CBHP programs.

What problem did the audit work identify?

The Department has continued to not meet the federally required processing time
frames for Medicaid and CBHP cases. The table below provides a summary of the
Department’s Medicaid and CBHP pending applications that have not been
processed and exceed the processing time frames as of July 2009, July 2010, and
July 2011.

Department of Health Care Policy and Financing
Medicaid and Children’s Basic Health Plan Program
Cases Exceeding 45-Day and 90-Day Processing Guidelines
As of July 2009, 2010, and 2011"

Program

2009 2010

Children’s Basic Health Plan (CBHP) 3,273 6,649

Medicaid?

1,289 2,620

Total CBHP and Medicaid Cases Exceeding 45-Day Processing

Guidelines

4,562 9,269

edicaid Long-Term Care Cases Exceeding 90-Day Processing

Guidelines

353 557

Source: Office of the State Auditor’s analysis of the Department of Health Care Policy and Financing’s Exceeding
Processing Guidelines report generated from the Colorado Benefits Management System.
!'Reports from the Colorado Benefits Management System provided by the Department of Health Care Policy and
Financing dated July 6, 2009; July 5, 2010; and July 4, 2011.
*Medicaid long-term care cases are not represented in this total.

As shown in the table, total Medicaid and CBHP unprocessed cases exceeding the
45-day processing time frame increased by 9,317 (101 percent) from July 2010 to
July 2011. Medicaid long-term care cases exceeding the 90-day processing time
frame decreased by 224 (40 percent) cases during the same time period.

During Fiscal Year 2011, as discussed previously, the Department began using the
Timely Processing of Medical Applicant Determinations and Redeterminations
Summary Report that shows the monthly number of applications and
redeterminations that were processed timely and untimely. The table below shows
the details from this report for Fiscal Year 2011.
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Department of Health Care Policy and Financing
Medicaid and Children’s Basic Health Plan Program

Timely Processing of Medical Applicant Determination and Redetermination

For the Fiscal Year Ended June 30, 2011*

Exceeding
Processing
Guidelines | Total Processed | Percentage

Applications

111,437 396,592 28%

Redeterminations 358,670 742,222

Total Number of Applications and Redeterminations 470,107 1,138,814

Source: Office of the State Auditor’s analysis of the Department of Health Care Policy and Financing’s|
Timely Processing of Medical Applicant Determinations and Redeterminations Summary Report
generated from the Colorado Benefits Management System.

'Report from the Colorado Benefits Management System provided by the Department of Health Care Policy and

Financing.

Our sample testing in this area identified four (10 percent) out of the 40 CBHP
applications tested in our sample that were processed 9 to 146 days beyond the 45-
day requirement. In addition, we found three (14 percent) out of the 21 CBHP
redeterminations tested in our sample that were processed 6 to 51 days beyond the
ending date of the beneficiaries’ prior eligibility periods. All of the Medicaid
applications and redeterminations in our sample were processed within the
required time frames.

We found that while the Department continues to work toward implementing its
planned approach to improving timely application processing, it has not fully
implemented our prior audit recommendation related to timely processing.

Why did the problem occur?

The Department reports that it continues to see an increase in case load for the
Medicaid and CBHP programs due to the economic downturn. As noted in the
introduction section, in Fiscal Year 2010, the caseload increased by about
14 percent compared to Fiscal Year 2009. In Fiscal Year 2011, the caseload
increased by about 11 percent compared to Fiscal Year 2010. Although the
Department continued to utilize its Application Overflow Unit, which processes
Medicaid and/or CBHP eligibility applications for counties that request this
assistance, during Fiscal Year 2011, the Department reported that this solution had
not been sufficient to address the timely processing problems because the counties
were not fully utilizing this assistance. The Application Overflow Unit is currently
being utilized by the Department to process applications that have already
exceeded the required time frames at the counties.

During Fiscal Year 2011, the Department continued working with 15 counties to
identify changes in those counties’ work processes and reported that this effort
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would be completed in October 2011. The Department has also begun to utilize
data from the Medical Eligibility Quality Improvement Project to identify the
counties and MA sites at which training needs to be conducted and determine what
training needs to be performed. However, the Department has not yet held these
trainings.

Why does this problem matter?

Processing delays can prevent program applicants from receiving needed medical
assistance for which they are eligible or, when redetermining eligibility is delayed,
can cause a beneficiary to continue receiving benefits from Medicaid or CBHP that
he or she is no longer eligible to receive.

(CFDA Nos. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Eligibility, Subrecipient Monitoring. Classification of Finding:
Material Weakness.)

Recommendation No. 25:

The Department of Health Care Policy and Financing (the Department) should
ensure that county departments of human/social services and Medical Assistance
(MA) sites meet program processing time requirements for Medicaid and
Children’s Basic Health Plan (CBHP) eligibility by using Colorado Benefits
Management System (CBMS) reports to identify counties that have the highest
number of cases, including long-term care cases, that exceed processing
guidelines, and by focusing the Department’s resources, such as the Application
Overflow Unit, on improving processing time frames at those counties and MA
sites. The Department should use the monthly CBMS reports to measure the
effectiveness of how these mechanisms are working and make adjustments
accordingly.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: Implemented.

In January 2011, the Department began utilizing a timely processing report
for new applications and redeterminations that is provided to eligibility
sites. Additionally, the Department provides another report containing
cases that have not yet been processed or exceed processing time frames
and that reflects cases that are pending. Through these reports, the
Department identifies eligibility sites that have a high percentage of
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untimely processing and refers these sites to the Application Overflow Unit
or offers temporary staff assistance, as needed.

The Department implemented the Application Overflow Unit in Fiscal
Year 2009 to assist eligibility sites with application processing and
continues to offer this resource. For Fiscal Year 2011, the Application
Overflow Unit received and processed 6,323 medical applications. In
addition to this, the project assisted with processing eligibility for Eligible
Needy Newborns. In the current Fiscal Year 2012, the Application
Overflow Unit also started accepting and processing redeterminations. The
Department plans to extend this project after the current fiscal year, but this
is contingent upon funding.

The Department implemented improved controls over eligibility sites
through the Medical Eligibility Quality Improvement Project in Fiscal Year
2009 and through the Colorado Eligibility Process Improvement
Collaborative in Fiscal Year 2010, in compliance with the Office of the
State Auditor’s recommendations from all prior fiscal year reviews.

Provider Eligibility

The Department is responsible for ensuring that it manages federal programs in
compliance with laws, regulations, and the provisions of contracts or grant
agreements that could have a material effect on each of its federal programs. For
the Medicaid program, the Department should have controls in place to ensure that
only eligible providers who meet applicable federal and state regulations
participate in and receive funding through the program. For example, the
Department should ensure that certain types of providers, such as doctors, nurses,
hospitals, and nursing facilities, are currently licensed through the Department of
Regulatory Agencies (DORA) or the Department of Public Health and
Environment (DPHE), as appropriate. Providers are required to submit an
application to the Department in order to apply for enrollment into the Medicaid
program. The Department enters provider information into the Medicaid
Management Information System (MMIS), which is the system that also processes
payments for these providers.

What was the purpose of the audit work?

The purpose of our audit work was to determine whether the Department ensured
that all providers enrolled in the Medicaid program during Fiscal Year 2011 were
eligible to receive Medicaid payments.
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What audit work was performed and how were results measured?

During our Fiscal Year 2011 audit, we reviewed a sample of 60 Medicaid
providers and the Department’s associated files for these providers to determine
whether each provider was appropriately licensed through DORA or DPHE; each
provider file contained current licensing information and provider participation
documentation; and the appropriate and most current licensing information
appeared in MMIS, including National Provider Identification (NPI) numbers. In
addition, we reviewed each provider’s application for Medicaid enrollment to
ensure that the provider appropriately disclosed ownership and control, as well as
criminal history, if appropriate.

According to the federal Office of Management and Budget’s Circular A-133,
Audits of States, Local Governments, and Non-Profit Organizations (Circular A-
133), the Department is responsible for maintaining internal control over federal
programs that provides reasonable assurance that the Department is managing
federal awards in compliance with laws, regulations, and the provisions of
contracts. This includes having controls in place to ensure that only eligible
providers participate in and receive funding through the Colorado Medicaid
program.

We also performed testing to determine the implementation status of our Fiscal
Year 2010 audit recommendation that the Department improve its controls over
eligibility of Medicaid providers. The Department partially agreed with our
recommendation and stated that after a revision of federal rules was complete, it
would develop a plan addressing issues related to provider licensure, NPl numbers,
and provider participation agreements. The Department stated that it planned to
implement this recommendation 3 months after the new federal rules were
approved and had anticipated this occurring in March 2011. During Fiscal Year
2011, the Department provided a progress update and stated that it would
implement our recommendation by September 2011.

What problem did the audit work identify?

During our Fiscal Year 2011 audit, we again identified problems related to the
Department’s internal controls over the determination of Medicaid provider
eligibility. Specifically, we identified the following four errors:

e Provider Licensing: Current licensing information was not updated or
included in MMIS for six (10 percent) of the providers we reviewed. We
were, however, able to confirm through additional testing that all of these
providers were licensed. In addition, we identified another two providers
whose license information included in MMIS did not match information
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provided on the DORA website. Only licensed providers should be
receiving payments from the Department.

e Provider Disclosures: Twenty-five (42 percent) provider files were
missing the required disclosures, did not have disclosures completed on the
provider application, or did not contain the application with the disclosures.
Federal regulations (Disclosure by Providers: Information on Person
Convicted of Crimes, 42 C.F.R., pt. 455.106) require that a provider
disclose the identity of any person who has an ownership or control interest
in the provider or is an agent or managing employee of the provider, and
complete a statement indicating whether any of the owners have been
convicted of a criminal offense.

e Provider Participation Agreements: Three (5 percent) provider files did
not contain the required provider participation agreement. Federal
regulations (Required Provider Agreement, 42 C.F.R., pt. 431.107) require
all providers to sign provider participation agreements before they are
enrolled in the Medicaid program. The provider participation agreement
requires compliance with state and federal regulations for the program and
specifies the responsibilities of the Department and the provider. The
agreement also allows for the billing of services and the payment of those
services by the Department.

e Providers No Longer Receiving Payment: Six (10 percent) providers
had at least one of the errors previously mentioned but did not receive
payment during Fiscal Year 2011. Medicaid providers who are not in
compliance with any regulations and are not eligible to receive payments
should not be included in MMIS.

Why did the problem occur?

The Department indicated that some of the Medicaid providers’ paperwork, such
as provider participation agreements and applications, is missing due to the fact
that the current fiscal agent for the Department was never provided with some
paperwork by the prior fiscal agent. Furthermore, there is no process to identify
and remove from MMIS those providers who are no longer eligible to receive
claims because they are no longer in compliance with regulations.

Why does this problem matter?

By not instituting appropriate internal controls over the eligibility of Medicaid
providers, the Department cannot ensure that Medicaid beneficiaries are receiving
adequate care. In addition, the State could lose Medicaid funding by allowing
unlicensed providers to bill and be paid for services under the Medicaid program.
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(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Allowable Costs/Cost Principles,
Activities Allowed or Unallowed, Allowable Costs, Special Tests and Provisions.
Classification of Finding: Material Weakness.)

Recommendation No. 26:

The Department of Health Care Policy and Financing (the Department) should
improve its controls over eligibility of Medicaid providers to ensure that it
complies with federal regulations. In addition, it should develop, implement, and
document a process for removing providers from the Medicaid Management
Information System providers who are no longer in compliance with provider
eligibility requirements.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: March 2016.

The Department is agreeing with the audit finding, as the Department needs
to change provider enrollment and verification processes according to new
federal regulations.

The Department agrees that verifying and maintaining current licenses,
required disclosures on ownership, and signed provider agreements are
important. The Department will make system and process changes to
address these findings as part of its implementation of the Patient
Protection and Affordable Care Act Provider Screening Rules and online
provider enrollment capability. Based on the federal regulations, the
Department must complete the revalidations process of all provider types
by March 24, 2016.

Changes required by the federal regulations are extensive, and the Centers
for Medicare & Medicaid Services (CMS) is providing guidance on
implementation. The Department is reassessing its plan for implementation
in light of recent clarifications from CMS (Center for Medicaid & CHIP
Services Informational Bulletin of December 23, 2011) and the
Department’s reprocurement of the Medicaid Management Information
System and fiscal agent services.
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Income, Eligibility, and Verification System
Compliance for the Medicaid Program and the
Children’s Basic Health Plan

The Income, Eligibility, and Verification System (IEVS) is the system that verifies
earned and unearned income information used for eligibility determinations for
Colorado medical assistance programs, such as Medicaid and CBHP. IEVS
provides the State with applicants’ income information from the Social Security
Administration, the Internal Revenue Service, and the Colorado Department of
Labor and Employment (DOLE). Through IEVS, these agencies’ records are
matched with the social security numbers of individuals applying for medical
assistance programs. The purpose of the match is to verify earned and unearned
income, as well as to identify instances in which applicants have potentially
misstated their earned and unearned income. If any of the income-related data
reported by an individual do not match the data in CBMS, the Department’s
information system that determines Medicaid and CBHP eligibility, an “IEVS hit”
will be produced via a CBMS system alert. The alert is then returned to the county
department of human/social services or MA site caseworker for research and
resolution of the income discrepancy. The Department is responsible for ensuring
that caseworkers follow federal regulations for the Medicaid program and state
regulations for the CBHP program.

What was the purpose of the audit work?

The purpose of the audit work was to determine whether IEVS hits were
researched and resolved by county or MA site caseworkers, as required by federal
regulations for Medicaid and state regulations for CBHP.

What audit work was performed and how were results measured?

The audit work included reviewing a sample of 60 Medicaid payments made
between July 1, 2010, and June 30, 2011, and the associated beneficiaries’ case
files and a sample of 60 CBHP beneficiaries who received benefits between July 1,
2010, and June 30, 2011, and the associated case files to determine whether IEVS
hits were researched and resolved in CBMS.

Requirements for the Medicaid and CBHP programs are as follows:

e Medicaid Program: According to federal regulations (Use of
Information, 42 C.F.R., pt. 435.952), within 45 days of receiving an IEVS
hit, the Department must determine whether the information affects
eligibility or the amount of Medicaid payments. In addition, the
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Department’s State Plan filed with the federal government states that the
Department will “follow up” and reconcile IEVS hits.

e CBHP Program: Statute [Sections 25.5-8-109(4.5)(a)(1) and (I1), C.R.S.]
requires that caseworkers verify IEVS information annually or at the time
of a beneficiary’s application or reenrollment in the CBHP program.

In addition to performing the testwork noted above, we reviewed the Department’s
actions taken to implement our Fiscal Year 2010 recommendation related to
researching and resolving IEVS data discrepancies for Medicaid and CBHP. This
has been a recommendation since the Fiscal Year 2007 audit. Specifically, the
recommendations included the following:

e Medicaid Program: We recommended that the Department ensure that all
counties and MA sites address IEVS hits and resolve any discrepancies
within 45 days, as required by federal regulations.

e CBHP Program: We recommended that all counties and MA sites have
access to the IEVS data and research and resolve any discrepancies, as
required by statute for the CBHP program.

In its response to our Fiscal Year 2010 recommendation, the Department agreed
with the recommendation and stated that it planned to implement CBMS changes
for IEVS that will permit county departments of human/social services and MA
sites to verify income through IEVS as well as research and resolve any
discrepancies, as required by federal regulations and statute.

What problem did the audit work identify?

We found that caseworkers continue to not address all IEVS hits for the Medicaid
and CBHP programs. We specifically noted the following:

e Medicaid Program: In six (10 percent) of the 60 Medicaid case files in
our sample, we found IEVS hits related to beneficiaries’ earned income
information from DOLE for which there was no evidence of appropriate
follow up. For all six of these files, neither the case file nor CBMS
contained any evidence that the county caseworker had researched and
resolved the IEVS hits. These IEVS hits had no impact on eligibility
determination.

In addition, we found three cases in our CBHP sample in which IEVS hits
that impacted Medicaid eligibility had not been addressed. Although these
hits were identified during our testing of CBHP case files, they affected
Medicaid eligibility for the beneficiary for a period when either he or she
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was receiving Medicaid benefits or other household members within the
sampled case file were receiving Medicaid benefits. The hits on these case
files resulted in known questioned costs totaling approximately $25,125
for the Medicaid program.

e CBHP Program: In 30 (50 percent) of the 60 CBHP case files in our
sample, we found IEVS hits related to beneficiaries’ earned and unearned
income information from DOLE and the Social Security Administration,
respectively, for which there was no evidence of appropriate follow up. For
all 30 of these case files, neither the case file nor CBMS contained any
evidence that the county caseworker had researched and resolved the IEVS
hits. In four cases, we determined that the differences affected the
beneficiaries’ eligibility for CBHP benefits, which resulted in known
questioned costs totaling approximately $45,2317 for the CBHP program.

Why did the problem occur?

The Department has not implemented our prior year audit recommendations.
During Fiscal Year 2011, the Department worked on system changes to CBMS to
allow it to process all IEVS data discrepancies with no caseworker involvement;
the Department reports that these system changes will be completed in Fiscal Year
2012. Further, the Department did not incorporate statutory IEVS requirements for
the CBHP program into the CBHP State Plan or Department rules.

Why does this problem matter?

IEVS is designed to verify income as well as detect instances in which Medicaid
and CBHP beneficiaries misreport earnings and receive medical assistance on the
basis of incorrect or incomplete income information. If timely action is not taken
on all IEVS hits, the Department increases its risk of providing benefits to
ineligible individuals, paying incorrect benefits, and/or having payments
disallowed by the federal government.

(CFDA Nos. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, Eligibility, Subrecipient Monitoring. Classification of Finding:
Material Weakness.)

! Total known Medicaid questioned costs of $25,125: $0 identified in the 60
payments selected; $25,125 identified in payments outside of the 60.

2 Total known CBHP questioned costs of $45,231: $5,446 identified in four of
60 cases reviewed; $39,785 identified in other beneficiaries associated with
the 60.
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Recommendation No. 27:

The Department of Health Care Policy and Financing (the Department) should
ensure that Income, Eligibility, and Verification System (IEVS) data discrepancies
for the Medicaid and Children’s Basic Health Plan (CBHP) programs are resolved.
In addition, the Department should ensure that the method of resolving IEVS data
discrepancies is incorporated into the State Plans and Department rules.

Department of Health Care Policy and Financing
Response:

Agree. Implementation dates: IEVS requirements in Department rules,
Implemented; IEVS system change, August 2011; IEVS statutory
implementation for CBHP: January 2012.

The Department agrees that IEVS data discrepancies weren’t resolved
during Fiscal Year 2011. The Department designed IEVS system changes
during Fiscal Year 2011, and the actual system changes were implemented
in August 2011.

The Department incorporated IEVS requirements within its Department
rules, under Section 130.1.A.5, in April 2009. The Department is on
schedule to submit this regulation to the federal Centers for Medicare &
Medicaid Services (CMS) by January 2012 to incorporate IEVS
requirements in the State Plan. The submission of this regulation to CMS
does not necessarily mean that the regulations will be incorporated in the
State Plan as of January 2012. This is contingent upon CMS review and
approval.

Controls Over Eligibility Determinations

The Department is responsible for ensuring that Medicaid and CBHP payments are
made only on behalf of eligible individuals. At the counties and MA sites,
caseworkers enter applicant data into CBMS; these data are used to determine
applicants’ eligibility for program benefits. The eligibility data in CBMS feeds into
MMIS, which pays providers for the services that beneficiaries receive.
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What was the purpose of the audit work?

The purpose of the audit work was to test the Department’s controls over the data
in CBMS used to determine eligibility for the Medicaid and CBHP programs.

What audit work was performed and how were results measured?

We reviewed a sample of Medicaid payments made between July 1, 2010, and
June 30, 2011, and the associated beneficiary case files, as well as 60 CBHP case
files for beneficiaries who were enrolled in the program between July 1, 2010, and
June 30, 2011, to determine whether eligibility was accurately determined for both
programs.

Eligibility requirements for the Medicaid and CBHP programs are specified in
federal regulations and Department rules. County and MA site caseworkers
determine an applicant’s eligibility for both programs based on the applicant’s
information input into CBMS, which processes that information. The Department
is responsible for programming CBMS to ensure that it appropriately processes the
data input by program caseworkers in accordance with federal and state Medicaid
and CBHP requirements.

Our review also included determining the Department’s progress in implementing
our Fiscal Year 2010 recommendation related to the federal Deficit Reduction Act
of 2005 (DRA) as it relates to the CBHP program. DRA requires that individuals
who declare U.S. citizenship provide evidence of U.S. citizenship and identity
when applying for medical assistance programs.

What problem did the audit work identify?

We identified several instances in which eligibility information was not processed
appropriately by CBMS and in which information shown in CBMS did not appear
to agree with Department rules, case file information, federal regulations, or other
Department guidance. These instances are grouped within five overall areas and
are discussed in more detail below.

e Enrollment Fees: We identified four CBHP beneficiaries for whom the
required enrollment fee was not paid prior to the beneficiaries’ enrollment
in the CBHP program. Department rules require certain CBHP
beneficiaries to pay an enrollment fee prior to enrollment in CBHP, and
then annually once they are enrolled. If the required enrollment fee is not
received with the application, the Department or its designee shall notify
the applicant, and the application shall be denied if payment is not received
by the enrollment date. The Department reported that the caseworker
entered the eligibility data correctly into CBMS for these individuals, but
CBMS appears to have a programming issue that did not show an



I -30

State of Colorado Statewide Single Audit - Fiscal Year Ended June 30, 2011

enrollment fee as having been required for these beneficiaries. The
Department is investigating the cause of this issue. Since these individuals
did not pay the enrollment fees, they were not eligible to receive CBHP
benefits. This error resulted in known CBHP questioned costs of $3,136%.

Citizenship: We noted five beneficiaries in our Medicaid sample whose
citizenship status was verified through a computer interface, such as the
Social Security Administration, but each beneficiary’s CBMS file indicated
that citizenship was verified with either a birth certificate or legal
document. The Department stated that when CBMS interfaces with another
system to verify citizenship, there is not an option in CBMS to select an
interface as the source. The source of information used to verify
beneficiaries’ citizenship should be correctly stated in CBMS. Because all
of these individuals were eligible for the Medicaid program, no known
questioned costs were identified.

In addition, we noted one CBHP beneficiary who was denied Medicaid but
then was improperly enrolled in CBHP even though DRA requirements
were not met. An applicant is not eligible for either program if he or she
does not meet DRA requirements. In another CBHP case, CBMS stated
that citizenship was verified by a client statement, which is not an
allowable method of verifying citizenship. These two errors resulted in
$3,415" in known CBHP questioned costs. The DRA errors noted in two

(3 percent) of the 60 CBHP beneficiary cases reviewed indicate that the
Department has not fully implemented our Fiscal Year 2010 audit
recommendation to comply with DRA requirements by ensuring that
applicants submit the required DRA documentation and maintain it in the
case files.

Income Guidelines: We noted two issues related to the income
information provided to counties and MA sites in the Department’s annual
agency letter and the information that is programmed to display within
CBMS.

o Intwo Medicaid cases, the federal poverty threshold used to determine
eligibility for Medicaid that was programmed in CBMS did not match
the levels noted in the Department’s agency letter for Fiscal Year 2011.
The Department is investigating the cause of these issues.

0 In seven CBHP cases, the beneficiaries’ required copayment amounts
noted in CBMS did not match the amounts noted for the related
eligibility category in the Department’s agency letter. The Department
reported that these errors occurred because CBMS appears to have a
programming issue with the wrong copayment amounts for CBHP.
Additionally, the Department stated that although the copayment
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amounts in CBMS are incorrect, the CBHP providers do not use the
copayment information from CBMS when CBHP beneficiaries are
receiving services and paying the providers the copayments, if
necessary.

No known questioned costs were identified with these issues.

e Med Spans: We noted one CBHP case in which the beneficiaries in the
case had eligibility periods, or “med spans,” for both CBHP and Medicaid
for the same time period. The med span in CBMS provides eligibility
information to MMIS, which accepts claims on behalf of the beneficiaries
for services received during this eligibility period. According to federal
regulations [Targeted Low-Income Child, 42 C.F.R., pt. 457.310(2)(i)], a
targeted low-income child must not be found eligible or potentially eligible
for Medicaid under policies of the State Plan. A beneficiary should not
have a med span indicating eligibility for both Medicaid and CBHP at the
same time. According to Department staff, CBMS determined the
beneficiary to be eligible for both programs but only enrolled him or her
into CBHP. Department staff also reported that this appears to be a CBMS
programming issue, but staff are further researching the cause of this error.
This error resulted in a total of $1,070" in known CBHP questioned costs.

e Other System Issues: We noted four additional issues during our sample
testing for CBHP, as described below:

o0 An individual was incorrectly enrolled in the CBHP program when he
or she was eligible for Medicaid. The individual was incorrectly denied
eligibility for the Supplemental Security Income (SSI) Medicaid
program. The individual should have been eligible, because the case
file showed the individual was currently receiving Social Security SSI
benefits and, therefore, was eligible for SSI Medicaid benefits.
Department rules [Section 8.100.6.C(1), 10 C.C.R., 2505-3] state that
Medicaid benefits must be provided to individuals who are eligible for
Social Security SSI benefits. According to the Department, CBMS is
not programmed to identify an individual as eligible for the SSI
Medicaid program if the individual is eligible for and receiving Social
Security SSI benefits. This error resulted in $8,796" in known CBHP
questioned costs.

0 One individual who was denied Medicaid for not providing a social
security number was incorrectly enrolled in the CBHP program.
According to federal regulations [Application For and Enrollment in a
Separate Child Health Program, 42 C.F.R., pt. 457.340(b)], the
Department may require a social security number for CBHP applicants.
According to the Department, CBMS incorrectly enrolls beneficiaries
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into the CBHP program when they are denied Medicaid as a result of
not providing social security numbers. This error resulted in $2,049" in
known CBHP questioned costs.

o0 For one CBHP case, the CBMS eligibility determination screen showed
$0 for net income but should have shown $3,334, which was the
amount reflected on the beneficiary’s income documentation and
entered by the caseworker into CBMS. Department staff reported that
this appears to be a problem with the programming in CBMS, but staff
are further investigating the cause of this issue. This error resulted in
$1,031* in known CBHP questioned costs.

o For one CBHP beneficiary, CBHP capitation payments were not made
to providers on behalf of this individual during Fiscal Year 2011.
Department staff reported that this appears to be a problem with the
system, but they are further investigating the cause of this issue.

Why did the problem occur?

The Department has not ensured that, in all instances, CBMS is programmed to
process eligibility data appropriately and in accordance with federal and state
regulations. Specifically, CBMS is not programmed to automatically deny CBHP
eligibility when Medicaid is denied due to an applicant’s failure to meet DRA
requirements, to allow for the source of verification of citizenship to display as a
computer interface, to ensure that those eligible for Social Security SSI benefits are
correctly enrolled in the SSI Medicaid program, or to deny eligibility for CBHP if
a social security number is not provided.

why does this problem matter?

Inaccurate processing of eligibility can result in caseworkers improperly denying
or granting Medicaid or CBHP eligibility, which can cause payments on behalf of
these individuals to be made in error. The federal government can disallow
program expenditures that do not adhere to regulations, and the State would be
required to bear the cost of these errors.

(CFDA Nos. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Activities Allowed or Unallowed; Allowable Costs/Cost
Principles; Eligibility; Subrecipient Monitoring. Classification of Finding:
Material Weakness.)

Total known CHIP questioned costs of $19,497: $17,959 identified in nine
of 60 beneficiaries selected; $1,538 identified in other beneficiaries
associated with the 60.
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Recommendation No. 28:

The Department of Health Care Policy and Financing (the Department) should
ensure the accuracy of eligibility determination for the Medicaid and Children’s
Basic Health Plan (CBHP) programs by:

a. Programming the Colorado Benefits Management System (CBMS) to meet
federal and state Medicaid and CBHP program requirements in all
instances. Specifically, the Department should ensure that CBMS
appropriately denies eligibility for CBHP if Deficit Reduction Act
requirements are not met, includes an option to note an interface as the
source of citizenship verification, does not allow concurrent med spans to
be present for a beneficiary for both Medicaid and CBHP, and allows
eligibility for Medicaid if an individual is receiving Social Security
benefits.

b. Ensuring that the benefits paid for the individuals identified during the
audit were paid through the correct program and recovering any payments,
as appropriate.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: Social Security Administration and
Income, Eligibility, and Verification System (IEVS) interfaces, August
2011; Identify cause of system errors, June 2012.

The Department agrees to program CBMS to meet federal and state
Medicaid and CBHP requirements and is researching the cause of these
errors. The Department plans to have this completed by the end of June
2012. Once causes are identified, system changes will be implemented
as needed by the Department’s eligibility system contractor, Deloitte
Consulting, LLP.

In August 2011, the Department implemented the Social Security
Administration and IEVS interfaces within CBMS. With this interface
implementation and any future ones, CBMS was programmed to note
that verification was through an interface.

b. Partially agree. Implementation date: Reclassify expenditures, March
2012; Reconciliation of capitation payments, June 2013.
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The Department partially agrees with this recommendation. The
Department has determined that only $8,796 in claims will need to be
reclassified. Reclassification of these expenditures into the correct
accounting codes will be completed by the end of March 2012. The
Department disagrees that recoveries of claims from services are
appropriate in the instances in which the clients were found eligible as a
result of a system failure and due to no fault of the client. The
Department will not recover any claims from services associated with
the findings in this component of the audit.

For any incorrect capitation payments made that were identified in this
component of the audit, the Department’s managed care contracts allow
for recoupment of these payments from the managed care entity
through a manual reconciliation process. These processes are conducted
annually for Medicaid and monthly for CBHP and are typically
complete within 6 to 24 months following the original eligibility period,
depending on the program and Department resources. Capitation
payments will be recovered through this process.

Other Health Insurance and the Children’s Basic
Health Plan Program

Individuals who apply for CBHP benefits at county departments of human/social
services or MA sites are required to self-declare whether they carry any other
health insurance, which includes whether they are receiving Medicaid or CBHP
benefits in other states. If an individual reports having other insurance, the
Department is required to oversee a process to determine whether the other
insurance is considered “creditable coverage” under federal CBHP regulations and
whether the individual is eligible to receive CBHP benefits. As part of this process,
the county or MA site caseworker assesses whether the individual’s insurance is
creditable coverage, copies the individual’s insurance card for the case file, and
enters into CBMS the health insurance information. CBMS is programmed to deny
CBHP eligibility when health insurance information is entered into the system. If
an individual is determined eligible for CBHP and did not report health insurance
coverage at the time of eligibility, and it comes to the attention of the Department,
then the Department refers the case to the CBHP eligibility and enrollment vendor.
For example, this can occur when the Health Maintenance Organizations that
provide benefits to beneficiaries in CBHP ask the beneficiaries if they have other
health insurance each time they receive services. The Department has contracted
with a CBHP eligibility and enrollment vendor to research any information later
reported to the Department, such as through the Health Maintenance
Organizations, indicating that a beneficiary has other insurance coverage. If the
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vendor confirms that the beneficiary has other health insurance, it enters the
insurance information into CBMS, which will then deny eligibility, as appropriate.

What was the purpose of the audit work?

The purpose of the audit work was to assess the Department’s monitoring of counties and
MA sites to ensure that CBHP beneficiaries meet federal requirements related to creditable
coverage.

What audit work was performed and how were results measured?

We reviewed a sample of 60 CBHP case files for beneficiaries who were enrolled
in the program between July 1, 2010, and June 30, 2011, to determine whether the
beneficiaries had reported creditable coverage and, if so, whether they had been
appropriately denied CBHP benefits.

Under federal regulations (Targeted Low-Income Child, 42 C.F.R., pt. 457.310),
individuals who have other health insurance are generally not eligible to receive
health care benefits under CBHP. According to the Department’s CBHP State
Plan, “If the family reports creditable coverage (most group health plans and health
insurance coverage), the child will be found ineligible.” Therefore, if an individual
reports other insurance coverage, the Department must oversee the process to
determine whether the insurance is creditable under these requirements.

We also determined the implementation status of our prior audit recommendation
to the Department related to creditable coverage. In our Fiscal Year 2009 audit, we
recommended that the Department investigate and resolve all reports of other
health insurance, deny benefits to or disenroll individuals found to have other
creditable coverage, and recover any unallowable payments. The Department
agreed with our recommendation and provided implementation dates ranging from
January 2010 to January 2011. The Department stated at that time that it
formalized the process for the CBHP eligibility and enrollment vendor to research
other insurance reported to the Department, terminate CBHP benefits as
appropriate, and document these steps in CBMS. The Department also stated that it
would develop a listing of options to operationalize any recoveries of payments
made to ineligible beneficiaries.

What problem did the audit work identify?

Eight beneficiaries—four (7 percent) beneficiaries in our sample, and four
additional CBHP beneficiaries who were related to the individuals in our sample—
had reported other health insurance but still received CBHP benefits during Fiscal
Year 2011. The Department confirmed that the health insurance for three
beneficiaries met the definition of creditable coverage and that, therefore, the
beneficiaries were ineligible for CBHP benefits. In addition, we found that the
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remaining five beneficiaries were improperly enrolled in CBHP when they were
receiving Medicaid or CHIP benefits in other states. The errors associated with
these eight beneficiaries resulted in total known questioned costs of about $5,127".

Based on the results of our audit testwork, we determined that the Department has
not fully implemented our prior audit recommendation in this area.

Why did the problem occur?
We identified the following three reasons these errors occurred:

e For five beneficiaries in our sample who reported that they were receiving
out-of-state Medicaid or CHIP benefits, CBMS incorrectly approved CBHP
benefits. CBMS is not currently programmed to deny CBHP eligibility if
an individual reports having Medicaid or CHIP in another state.

e For two beneficiaries, the caseworkers had not input applicant-provided
insurance information into CBMS; therefore, CBMS did not deny these
individuals’ eligibility for CBHP.

e For one beneficiary in our CBHP sample, the caseworker input applicant-
provided insurance information into CBMS, but CBMS still allowed the
beneficiary to be enrolled into CBHP. The Department is still investigating
the cause for why CBMS did not deny CBHP eligibility for this individual.

Why does this problem matter?

Since state and federal funds for CBHP are limited, it is crucial for the Department
to monitor eligibility-determination practices at eligibility sites to ensure that
monies are spent appropriately for only those uninsured children and pregnant
women who are eligible for services.

(CFDA No. 93.767; Children’s Health Insurance Program; Activities Allowed or
Unallowed, Allowable Costs/Cost Principles, Eligibility, Subrecipient Monitoring.
Classification of Finding: Material Weakness.)

Total known CHIP questioned costs of $5,127: $1,728 identified in four
of 60 cases reviewed; $3,399 identified for other beneficiaries associated
with the 60.
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Recommendation No. 29:

The Department of Health Care Policy and Financing (the Department) should
ensure that requirements are met for the Children’s Basic Health Plan (CBHP)
program related to determining whether an individual has creditable coverage.
In addition, the Department should ensure that the Colorado Benefits
Management System (CBMS) is properly programmed to deny CBHP
eligibility for individuals who are receiving Medicaid or Children’s Health
Insurance Program benefits in other states.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: Correction and disenrollment of one individual from
CBHP, February 2012; Public Assistance Reporting Information System (PARIS)
Implementation, Fiscal Year 2016, contingent upon funding and prioritization by
the CBMS Executive Steering Committee.

The Department agrees with this recommendation. For the two errors that resulted
from the lack of other health insurance information input into CBMS, these have
been corrected and entered in accordingly. Eligibility was not affected in either
instance.

For the one error that incorrectly enrolled an individual in the CBHP program, this
is an isolated incident, and the Department does not feel that system changes are
needed. The Department will correct this by disenrolling the individual
accordingly. This will be corrected by the end of February 2012.

The Department agrees to deny CBHP eligibility for those receiving benefits in
other states and plans to implement PARIS in CBMS as an automated process to
meet this recommendation. The Department plans to implement this in Fiscal Year
2016, but system changes are contingent upon funding and prioritization by the
CBMS Executive Steering Committee.

Medicaid and Children’s Basic Health Plan Case
File Documentation

The Department’s responsibilities include ensuring the adequacy of internal
controls over case file documentation and monitoring these controls at the county
departments of human/social services and MA sites. The Department ensures that
the counties and MA sites are obtaining and maintaining sufficient supporting
documentation to demonstrate that Medicaid and CBHP eligibility determinations
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are appropriate and that medical assistance payments are made only on behalf of
eligible individuals.

As previously discussed in the introduction section of this chapter, the Department
continues to implement several initiatives and work on training, technical
assistance, and supervisory reviews that specifically address issues with case file
documentation.

What was the purpose of the audit work?

The purpose of the audit work was to assess the adequacy of the Department’s
monitoring of counties’ and MA sites’ controls over case file documentation
maintained to support Medicaid and CBHP eligibility, and to determine the
implementation status of our Fiscal Year 2010 recommendations.

What audit work was performed and how were results measured?

We reviewed a sample of 60 Medicaid payments made between July 1, 2010, and
June 30, 2011, and the associated beneficiary case files, as well as 60 CBHP case
files for beneficiaries who were enrolled in the program between July 1, 2010, and
June 30, 2011, to determine whether the case files contained adequate information
to support the beneficiaries’ eligibility. We also reviewed eligibility determination
information recorded in CBMS, because information in CBMS should be
supported by documentation included in the case files.

According to federal regulations (Case Documentation, 42 C.F.R., pt. 435.913),
the Department must obtain and maintain documentation to support a beneficiary’s
Medicaid eligibility determination. The Department delegates the responsibility for
maintenance of the case file documentation to counties and MA sites and then
monitors the counties and MA sites to ensure that they do so. Additionally, federal
regulations (Documentation, 42 C.F.R., pt. 457.965) require case files for the
CBHP program to contain “facts to support the State’s determination of the
applicant’s eligibility.” A case file contains eligibility information for each
household. Therefore, Medicaid beneficiaries may be included in a case file with
CBHP beneficiaries. For example, a child eligible for the CBHP program may
have parents or siblings who receive Medicaid benefits. While performing our
CBHP testwork, if we identified an error related to CBHP, we also determined
whether Medicaid eligibility was affected. If so, we also identified a Medicaid
eligibility error related to the CBHP sample.

In addition to performing the case file review, we also reviewed the Department’s
implementation status of our Fiscal Year 2010 recommendation related to case file
documentation for both Medicaid and CBHP.
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Specifically, we recommended that the Department improve controls over
documentation in Medicaid and CBHP case files to support eligibility by
monitoring counties and MA sites, requiring counties’ and MA sites’ reviews of
case files to ensure consistency of information between the case files and CBMS,
providing training to counties and MA sites, and enforcing supervisory reviews at
counties and MA sites.

In its response, the Department agreed with the Fiscal Year 2010 recommendation
and provided various implementation dates ranging from December 2010 to 2013.
The Department indicated that it would implement a monitoring plan that would
include the Medical Eligibility Quality Improvement Plan, which would play a
major role in the Department’s monitoring of counties and MA sites. By 2013, the
Department plans to implement new interfaces in CBMS.

What problem did the audit work identify?

Our Fiscal Year 2011 audit revealed that the Department is not adequately
monitoring counties and MA sites to ensure that case file documentation is
obtained and maintained to support a beneficiary’s Medicaid and CBHP eligibility
determination.

Of the 60 Medicaid case files we reviewed during Fiscal Year 2011, three
(5 percent) had at least one error in case file documentation. These errors resulted
in a total of $16,511" in known questioned costs. Additionally, insufficient
documentation affected the eligibility of Medicaid beneficiaries within five
associated CBHP case files. These errors resulted in a total of $2,549" in known
questioned costs.

Of the 60 CBHP case files we reviewed during Fiscal Year 2011, 10 (17 percent)
contained at least one error in case file documentation. These errors resulted in a
total of $11,4437 in known questioned costs.

Overall, we identified the following seven types of documentation errors related to
the Medicaid and CBHP programs:

e Missing and Partial Case Files: The Department did not provide one
CBHP case file selected for testing and provided only partial case files for
another three cases. These errors resulted in a total of $2,051" in Medicaid
known questioned costs and $9,899% in CBHP known questioned costs.

e Proof of Identity and Citizenship: DRA requires that individuals who
declare U.S. citizenship provide evidence of U.S. citizenship and identity
when applying for the Medicaid and CBHP programs. One Medicaid case
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file lacked the birth certificate required for DRA compliance. Known
Medicaid questioned costs associated with this error totaled $4,947*.

Proof of Income: Department rules [Section 130.1(A)(1), 10 C.C.R,,
2505-3] require verification of earned income for the family of CBHP
beneficiaries, including current wage stubs. One CBHP case file did not
contain documentation for income, even though CBMS indicated that
check stubs for the household were received. Known CBHP questioned
costs associated with these documentation errors totaled $7222.

Application/Redetermination: One CBHP case file did not contain the
required original application form that beneficiaries must complete in order
to receive benefits. Additionally, two redetermination forms either did not
have a signature or the signature pages were missing; therefore, we were
unable to verify the beneficiaries’ eligibility. Department rules [Section
8.100.3.A(2), 10 C.C.R., 2505-10] require persons applying for medical
assistance to complete an application. Department rules [Section 110.1(E),
10 C.C.R. 2505-3] state that failure to complete an application, including a
signature, for CBHP will result in the denial of eligibility. Known
questioned costs associated with these documentation errors totaled $1,320,
including $822% in CBHP costs and $498" in Medicaid costs.

One Medicaid case file did not contain the redetermination documentation
that is required for a beneficiary to continue to be eligible for Medicaid.
This beneficiary was in the Old Age Pension program for Medicaid, and
the Department stated that it relied on the redetermination completed by the
Old Age Pension Financial program; however the case file did not include
any documentation to show that the Department staff reviewed that
redetermination information, as required by Department rules. For
redetermining eligibility, Department rules [Section 8.100.3.Q(3), 10
C.C.R. 2505-10] state current eligibility requirements can be verified by
reviewing information from another assistance program, verification
system, and/or CBMS. As a result, we were unable to verify the
beneficiaries’ eligibility, and we identified $11,564" in known Medicaid
questioned costs.

Benefits in Other States: In one CBHP case file for two individuals
receiving Colorado Medicaid benefits during Fiscal Year 2011, CBMS
indicated that beneficiaries in the household had been, but no longer were,
receiving Medicaid and CBHP benefits in another state. However, there
was no documentation in the case file that the individuals had ever received
Medicaid and/or CBHP benefits from the other state.
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e Social Security Denial Letter: One Medicaid case file did not contain the
required Social Security Income denial letter, which is required for
eligibility when applying for the Children’s Home and Community-Based
Services Medicaid Waiver Program. The Department subsequently
provided the letter. Therefore, we did not identify known questioned costs
related to this documentation error.

e Other Documentation: One CBHP case file did not contain the doctor
statement needed to verify pregnancy. The Department subsequently
provided the statement, so we did not identify known questioned costs
associated with this documentation error.

We have identified issues with the Department’s monitoring of case file
documentation at the counties and MA sites for several years. The table below
shows case file documentation error rates and known questioned costs for both
Medicaid and CBHP that we identified in our current and prior two years’ audits.

Department of Health Care Policy and Financing
Medicaid and Children’s Basic Health Plan Programs
Case File Documentation Error Rates and Questioned Costs
Fiscal Years 2009 through 2011
2009 2010 2011
Known Known Known

Federal Error Questioned Error Questioned Error | Questioned
Program Rate Costs Rate Costs Rate Costs

Medicaid 44% $370,100 14% $9,648 5% $19,060

CBHP 18% $16,651 8% $13,287 17% $11,443
Source: Fiscal Years 2009-2010 Statewide Single Audit Reports and Office of the State Auditor audit
work completed at the Department for Fiscal Year 2011.

Why did the problem occur?

Based on the results of our Fiscal Year 2011 audit, we determined that while the
Department continues to work toward fully implementing our prior year audit
recommendations related to its monitoring of counties’ and MA sites’ compliance
with Medicaid and CBHP case file documentation requirements, it has not fully
implemented its plans to do so.

Additionally, the Department stated that during Fiscal Year 2011 when the
Department transitioned from its old CBHP eligibility and enrollment vendor to
the new vendor, numerous case files were packed into boxes and stored at an
offsite location. According to the Department, the four missing and partial case
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files requested, and discussed previously, were at this offsite location. Because the
boxes were not organized, the Department could not locate the requested files.

Why does this problem matter?

According to the Department, the Medicaid and CBHP programs have Fiscal Year
2011 expenditures totaling $4.9 billion and $195.5 million, respectively. Case file
documentation errors can increase the risk that Medicaid and CBHP eligibility
determinations are inaccurate or that individuals who are not eligible for Medicaid
and/or CBHP receive benefits. Benefits should be paid only to those individuals
who can provide documentation supporting eligibility for the Medicaid or CBHP
programs.

(CFDA Nos. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, Eligibility, Subrecipient Monitoring. Classification of Finding:
Significant Deficiency.)

'Total known Medicaid questioned costs of $19,060: $3,139 identified in
two of 60 payments selected; $15,921 identified in payments outside of
the 60.

’Total known CHIP questioned costs of $11,443: $4,089 identified in eight
of 60 cases reviewed; $7,354 identified in other recipients associated with
the 60.

Recommendation No. 30:

The Department of Health Care Policy and Financing (the Department) should
ensure that adequate documentation to support beneficiary eligibility is maintained
and accessible in Medicaid and Children’s Basic Health Plan (CBHP) case files.

Department of Health Care Policy and Financing
Response:

Partially agree. Implementation date: MEQIP: Implemented, CEPIC:
Implemented, Trainings: Implemented, SSA and IEVS Interfaces: August
2011, EDMS request: November 2011.

The Department disagrees with the finding for Medicaid noted under
“Application/Redetermination.” This individual was receiving the Old Age
Pension (OAP) Financial program; therefore, all OAP Financial rules
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(Section 3.130.11) are followed for OAP Medical eligibility. A
redetermination may be completed on a biannual (every 2 years) basis and
may be conducted by interface. Since the redetermination was performed
by interface verification, documentation is not required in the case file.
This financial rule is in line with Medicaid redetermination rules requiring
a redetermination once every 12 months and in accordance with Section
8.100.3.Q(3), 10 C.C.R. 2505-10.

The Department partially agrees with the remaining recommendation and
has made tremendous improvements to maintain case file documentation
and implement the Office of the State Auditor’s recommendations. The
Department implemented improved controls over eligibility sites through
MEQIP in 2009, CEPIC in 2010, and ongoing annual trainings. The
Department implemented the SSA and IEVS interfaces in August 2011
eliminating the need for case file documentation. The Department
submitted in its November 1, 2011, budget request a request to fund an
Electronic Document Management System.

Auditor’s Addendum:

Department rules [Section 8.100.3.Q(3), 10 C.C.R. 2505-10] state current
eligibility requirements can be verified by reviewing information from another
assistance program, verifications system, and/or CBMS. For the beneficiary that
was on the Old Age Pension program for Medicaid, the case file did not include
any documentation to show that caseworkers reviewed the redetermination
information from the Old Age Pension Financial program to redetermine the
Medicaid eligibility, as required by Department rules.

Controls Over Data Input for Medicaid and
Children’s Basic Health Plan

Caseworkers at the counties and MA sites enter applicant-provided data into
CBMS, and these data are used in making eligibility determinations. As previously
discussed in the introduction section of this chapter, the Department continues to
implement several initiatives and work on training, technical assistance, and
supervisory reviews that specifically address issues with data input.

What was the purpose of the audit work?

The purpose of the audit work was to assess the adequacy of the Department’s
monitoring of eligibility sites’ controls over data used to determine Medicaid and
CBHP eligibility that are input into CBMS.
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What audit work was performed and how were results measured?

The Department is responsible for ensuring the effectiveness of controls over the
Medicaid and CBHP eligibility data in CBMS. Eligibility information contained in
Medicaid and CBHP case files should be consistent with the information entered
into CBMS.

We reviewed a sample of 60 Medicaid payments made between July 1, 2010, and
June 30, 2011, and the associated beneficiary case files, as well as 60 CBHP case
files for beneficiaries who were enrolled in the program between July 1, 2010, and
June 30, 2011. Our review sought to determine whether the data supporting the
beneficiaries’ eligibility had been accurately entered into CBMS.

We also determined whether the Department implemented our Fiscal Year 2010
recommendation regarding controls over Medicaid data input and our Fiscal Year
2009 recommendation regarding controls over CBHP data input.

During our Fiscal Year 2010 audit, we recommended that the Department improve
controls over Medicaid program eligibility determinations and data entry into
CBMS by ensuring that counties and MA sites have in place effective supervisory
reviews of CBMS data entry. The Department’s controls should include ensuring
that staff at eligibility sites compare case file data with CBMS data as part of the
eligibility determination process; reviewing counties’ and MA sites’ data input and
monitoring their supervisory reviews; and continuing to expand the Medicaid
training and technical assistance provided to counties and MA sites, with an
emphasis on improving data entry accuracy. In Fiscal Year 2009, we made the
same recommendation to the Department regarding improving its controls over
CBHP data entry.

The Department agreed with both the Fiscal Years 2009 and 2010
recommendations and provided various implementation dates ranging from
December 2010 to 2013.

The Department’s MEQIP plays a major role in its monitoring of counties and MA
sites, because it is a tool for the Department to use in implementation of quality
improvement for the State’s medical eligibility processing. The Department’s
MEQIP specifically states that it will guide the Department in supplying the
appropriate resources to trainings, tools, and communication, as demonstrated in
the quarterly reports and information supplied by the counties and MA sites.
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What problem did the audit work identify?

The Department continues to need to improve its monitoring of county
departments of human/social services’ and MA sites’ data entry into CBMS for
both the Medicaid and CBHP programs.

Of the 60 Medicaid case files reviewed during Fiscal Year 2011, four (7 percent)
had at least one data entry error. No known questioned costs were identified during
our review of Medicaid files.

Of the 60 CBHP case files reviewed during Fiscal Year 2011, five (8 percent)
contained at least one data entry error. These errors resulted in a total of $10,660"
in known questioned costs.

Overall, we identified the following six types of data entry errors related to the
Medicaid and CBHP programs:

e Employment: In one case, the caseworker did not enter the last day of
employment for a beneficiary when this information was originally
received. This caused the beneficiary to be improperly enrolled into the
CBHP program when this individual should have been enrolled in the
Medicaid program. We found that the caseworker input the ending date of
employment a month after the information was received. This error resulted
in $10,053" of known CBHP questioned costs.

e Health Insurance: In two Medicaid cases, applicant-provided health
insurance information that was included in the case file was not input into
CBMS by the caseworker.

e Citizenship: In one Medicaid case, citizenship information was not
consistent between CBMS and the case file. CBMS stated that citizenship
was verified through “BIA Alaska Native Roll,” an allowable citizenship
document under federal regulations, but this document was not included in
the case file. The case file contained a birth certificate; however, this
information had not been entered into CBMS. Additionally, in one CBHP
case, the beneficiary’s eligibility determination based on citizenship was
incorrectly entered into CBMS, which resulted in the beneficiary being
incorrectly enrolled into CBHP instead of Medicaid. This error resulted in
$607* of known CBHP questioned costs. We did not identify any cases in
which the beneficiary was not a U.S. citizen.

e Income: Intwo Medicaid and two CBHP cases, income was not entered or
input correctly into CBMS. Eligibility was not affected for the Medicaid
beneficiaries. However, CBHP eligibility was affected in one case (four
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beneficiaries in the same household), although the error did not result in
known questioned costs.

e Date of Birth: In one Medicaid case, the caseworker incorrectly entered
the date of birth for the beneficiary’s father. Eligibility was not affected
with this error.

e Application Date: In one CBHP case, the caseworker incorrectly entered
the application date. Eligibility was not affected by this data entry error.

Based on the deficiencies noted in our Fiscal Year 2011 audit, we determined that
the Department did not fully implement our prior year audit recommendations
related to its monitoring of eligibility sites’ data entry of Medicaid and CBHP
information into CBMS. Specifically, we found that while the Department
continues to work toward fully implementing these recommendations, it has not
fully implemented its plans to do so. Specifically, the Department has performed
some training; however, it needs to improve its monitoring of supervisory reviews
and accuracy of data entry at the counties and MA sites.

Why did the problem occur?

The Department has not fully implemented its monitoring plan, MEQIP.
Specifically, the Department has not ensured that the counties and MA sites are
correctly entering eligibility information into CBMS for Medicaid and CBHP
eligibility and ensuring consistency between CBMS and the case files. In its
monitoring plan, the Department requires counties and MA sites to perform
eligibility reviews and report findings to the Department. Because the Department
has not enforced its requirement for the counties and MA sites to consistently
report these findings, as noted earlier, not all of the reports for Fiscal Year 2011
have been received. Specifically, 10 counties did not submit at least one of the
required quarterly reports. Department staff report that they are still improving this
process and stated they are working on enforcement methods to ensure the
counties or MA sites submit the missing reports to the Department.

While the Department has provided training for staff at counties and MA sites,
data entry errors continue to indicate a need for supervisory review and focused
training related to data entry and eligibility requirements.

Why does this problem matter?

Data entry errors can increase the risk that eligibility determinations are inaccurate
or that individuals who are not eligible receive benefits. Further, the federal
government can disallow Medicaid and CBHP expenditures that do not adhere to
program regulations and, as a result, the State would be required to bear the cost of
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these errors. It should also be noted that CBHP has a reimbursement rate of
65 percent from the federal government, while the Medicaid program has
reimbursement rates ranging from 56.88 to 61.59 percent for Fiscal Year 2011. In
two of the cases discussed previously, we determined that the beneficiaries were
enrolled in CBHP and, in both instances, they should have been enrolled in
Medicaid. Therefore, the Department received a higher reimbursement from the
federal government than it was entitled to for services provided to these
individuals. In general, data entry errors compromise the integrity of the data in
CBMS.

(CFDA Nos. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, Eligibility, Subrecipient Monitoring. Classification of Finding:
Significant Deficiency.)

Total known CHIP questioned costs of $10,660: $10,660 identified in two
of 60 cases reviewed.

Recommendation No. 31:

The Department of Health Care Policy and Financing (the Department) should
improve controls over Medicaid and Children’s Basic Health Plan program
eligibility determinations and data entry into the Colorado Benefits Management
System. In addition, the Department should ensure that the data entry errors
identified during this audit are corrected and reclassify expenditures, as
appropriate.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: March 2012.

The data entry errors identified during this audit have been corrected. The
Department has determined that only $10,053 in claims will need to be
reclassified. Reclassification of these expenditures into the correct
accounting codes will be completed by the end of March 2012.

The Department implemented improved controls over eligibility sites
through the Medical Eligibility Quality Improvement Plan in 2009 and the
Colorado Eligibility Process Improvement Collaborative in 2010, in
compliance with the Office of the State Auditor’s recommendations from
all prior fiscal year reviews.
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Errors will always exist in a process that requires manual and human
intervention. This is true regardless of whether the errors impact eligibility
or not. It is difficult for the Department to ensure 100 percent accuracy,
especially when there are 73 different eligibility sites and more than 4,275
individual users of the Colorado Benefits Management System statewide.

Medicaid and Children’s Basic Health Plan
Termination of Benefits and Recovery of Payments

Caseworkers enter applicant data into CBMS, a system that was designed to
improve the accuracy and timeliness of eligibility determinations and eligibility
terminations. These data are used to determine applicants’ eligibility for program
benefits. The Department requires caseworkers to input all information that can
impact eligibility, including information that can impact a beneficiary’s past
eligibility, into CBMS. For the Medicaid and CBHP programs, the eligibility data
in CBMS feeds into MMIS, which pays providers for the services that
beneficiaries receive.

What was the purpose of the audit work?

The purpose of the audit work was to verify the accuracy of Medicaid and CBHP
program eligibility determinations and, when applicable, to verify that
beneficiaries’ ineligibility was determined timely and benefits were discontinued.

What audit work was performed and how were results measured?

We reviewed a sample of 60 Medicaid payments made between July 1, 2010, and
June 30, 2011, and the associated beneficiary case files, as well as 60 CBHP case
files for beneficiaries who were enrolled in the program between July 1, 2010, and
June 30, 2011. We determined through our review whether beneficiaries were
eligible and, if the individual became ineligible for the programs, whether the
payment of benefits was discontinued in a timely manner after the eligibility
period ended. Medicaid and CBHP benefits payments are allowed to be made to
providers only for periods when individuals are eligible for the programs.

Federal regulations (Conditions Relating to Cost Sharing, 42 C.F.R., pts. 447.59
and 457.224) state that federal funding is not available for providers when the
Department pays providers for services on behalf of individuals who are not
eligible for the program.
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What problem did the audit work identify?

We identified beneficiaries who were properly recorded in CBMS as being no
longer eligible for benefits, but whose benefit payments continued to be paid
through MMIS after the eligibility end date. Specifically, we identified three
Medicaid beneficiaries and four CBHP beneficiaries whose eligibility had ended,
but MMIS continued to pay claims on behalf of those beneficiaries. These errors
resulted in a total of $94" in Medicaid known questioned costs and $2,1967 in
CBHP known questioned costs.

Why did the problem occur?

According to the Department, there is a lag of up to 3 business days between the
termination of a beneficiary’s eligibility in CBMS and the transfer of the
termination notice to MMIS. Therefore, even though beneficiaries are deemed
ineligible for benefits in CBMS, MMIS will continue to pay providers for claims
submitted on behalf of those individuals until MMIS receives the updated
eligibility information. This issue caused the payments to be made inappropriately
on behalf of the three Medicaid beneficiaries in our sample whose eligibility had
ended.

For the four CBHP beneficiaries, we found that caseworkers retroactively entered
income and other eligibility information into CBMS as part of the eligibility
process to determine whether those individuals met eligibility requirements for the
previous eligibility periods that applied to this information. Using this new
information, CBMS determined that the beneficiaries had not actually been eligible
for benefits that had already been paid. Specifically, MMIS processed provider
payments for—in one case—up to 252 days after the beneficiaries’ actual
eligibility end dates.

Why does this problem matter?

By not ensuring timely termination of program benefits, the Department is paying
providers on behalf of Medicaid and CBHP beneficiaries who are ineligible for
benefits.

When benefits are inappropriately paid to Medicaid and CBHP beneficiaries who
are ineligible, the Department is required to recover these payments and repay the
federal government for the federal portion of these inappropriate payments. By not
recovering these funds from the providers, the federal government could require
the Department to repay these funds. This would result in the State’s General Fund
paying the federal portion of these payments.
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(CFDA Nos. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, Eligibility, Subrecipient Monitoring. Classification of Finding:
Significant Deficiency.)

Total known Medicaid questioned costs of $94: $94 identified in payments
outside of the 60 payments selected.

?Total known CHIP questioned costs of $2,196: $139 identified in one of
60 cases reviewed:; $2,057 identified for other beneficiaries associated with
the 60.

Recommendation No. 32:

The Department of Health Care Policy and Financing (the Department) should
ensure the timely recovery of unallowable payments when Medicaid and
Children’s Basic Health Plan (CBHP) benefits are terminated when individuals
become ineligible, as appropriate.

Department of Health Care Policy and Financing
Response:

Partially agree. Implementation date: June 2013.

The Department partially agrees with this recommendation. Claims were
paid during a period when the clients were found eligible for a medical
program. When eligibility information was later provided by a client and/or
the worker updated the information in Colorado Benefits Management
System late, these changes and updates retrospectively corrected the
information, and clients became ineligible as initially established. The
Department disagrees that recoveries of claims from services are
appropriate in these instances. If these errors were a result of client or
provider fraud, then recoveries would be valid and the established recovery
process would take place. Since none of these errors resulted from client or
provider fraud, the Department will not recover any claims from services
payments identified in this finding.

For any incorrect capitation payments made that were identified in this
component of the audit, the Department’s managed care contracts allow for
recoupment of these payments from the managed care entity through a
manual reconciliation process. These processes are conducted annually for
Medicaid and monthly for CBHP, and are typically complete within 6 to 24
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months following the original eligibility period, depending on the program
and Department resources.

Monitoring of Health and Safety Surveys and
Certifications

The Department has overall responsibility for ensuring that all medical providers
receiving Medicaid funding comply with regulatory health and safety standards.
The Department has an interagency agreement with DPHE to conduct health and
safety inspections, or surveys, and to recommend certifications for all nursing
facilities, intermediate care facilities for the mentally retarded (ICF/MRs), and
hospitals providing nursing facility services.

What was the purpose of the audit work?

The purpose of the audit work was to assess the Department’s monitoring of
DPHE’s health and safety surveys for nursing facilities, ICF/MRs, and hospitals
that provide nursing facility services that receive Medicaid reimbursement.

What audit work was performed and how were results measured?

The audit work included reviewing the Department’s procedures for monitoring
the health and safety surveys conducted by DPHE. We also reviewed provider files
maintained by the Department for a sample of 40 facilities—35 nursing facilities,
two ICF/MRs, and three hospitals—to determine whether the Department
maintained documentation to show it was monitoring whether the facilities have
been surveyed within prescribed time frames and recommended for certification by
DPHE. We also reviewed the Department’s database to ensure these survey dates
were maintained in the database and reviewed as required by the Department’s
procedures.

The prescribed time frames for conducting the surveys are described in federal
regulations as follows:

e Nursing facilities must be surveyed every 15 months (Survey Frequency,
42 C.F.R., pt. 488.308).

e [ICF/MRs must be surveyed every 12 months (Certification Period for
ICF/MR: General Provisions, 42 C.F.R., pt. 442.109).

In addition, for hospitals providing nursing facility services, the prescribed time
frames for conducting surveys are every 18 to 36 months, as described in the Joint
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Commission’s Accreditation Guide for Critical Access Hospitals. The Joint
Commission is the national accreditation organization approved by the federal
Centers for Medicare & Medicaid Services (CMS) to conduct certification surveys.
According to CMS’s State Operations Manual, hospitals providing nursing facility
services should be recertified by DPHE on a schedule consistent with the Joint
Commission’s accreditation intervals.

The Department’s procedures indicate that the survey dates will be maintained in
the Department’s database and reviewed quarterly to identify any facilities that
DPHE has not surveyed within the required time frames. If any facility has not
been surveyed within the required time frame, the Department will follow up with
DPHE to verify that a survey is underway for the facility and to determine the
status of the survey.

We also reviewed the Department’s actions taken to fully implement our Fiscal
Year 2008 audit recommendation related to the Department’s oversight of
certifications required for nursing facilities and ICF/MRs. In its response, the
Department agreed with the recommendation to improve its oversight of
certifications for facilities by maintaining documentation from DPHE on the
certifications for these facilities. In addition, the Department stated that in early
Fiscal Year 2009, it had added to its existing database a field showing the date of
the most recent DPHE survey and certification recommendation. During our
follow up on this recommendation in our Fiscal Year 2010 audit, we found the
Department had only partially implemented this recommendation because the
Department’s database had not been fully updated with dates for all facilities, and
it had not obtained the documentation from DPHE for all facilities.

What problem did the audit work identify?

Based on our Fiscal Year 2011 audit testwork, we determined that the Department
is not consistently following its procedures to monitor survey and certification
requirements under the Medicaid program. First, we identified four (10 percent) of
40 facilities for which the Department did not provide copies of documentation
from DPHE showing the survey and certification dates for the facilities; however,
we confirmed through review of documentation subsequently provided by the
Department or through DPHE’s website that all facilities had a current survey
completed. Second, we found that for 12 (30 percent) of 40 facilities, the
Department either did not add or did not update the survey and certification dates
in its database.

During our review of the Department’s database, we also noted that the dates input
by Department staff into the database are the dates DPHE recommends the facility
for certification rather than the date of the survey. In order for the Department to
monitor DPHE’s compliance with conducting surveys within prescribed time
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frames, the Department should ensure that the date input into the database is the
survey date itself.

The results of our Fiscal Year 2011 audit indicate that the Department has not fully
addressed our prior year recommendation in this area.

Why did the problem occur?

During Fiscal Year 2011, the Department experienced staff turnover in the position
that is responsible for monitoring nursing facilities, ICF/MRs, and hospitals that
provide nursing facility services. The Department has not provided instruction or
training to the new staff in this position on how the staff is to monitor Medicaid
survey and certification requirements for all of these facilities. Additionally, there
was no supervisory review in place to ensure that staff followed the Department’s
procedures for monitoring.

In addition, the Department does not have procedures established to indicate the
date that must be input into the database that will be used to monitor compliance
with Medicaid survey and certification requirements for nursing facilities,
ICF/MRs, and hospitals.

Why does this problem matter?

The Department cannot ensure that Medicaid nursing facilities, ICF/MRs, and
hospitals that provide nursing facility services continue to meet required health and
safety standards for providing care to Medicaid beneficiaries. The Department also
increases its risk of providing Medicaid funding to ineligible facilities.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Special Tests and Provisions.
Classification of Finding: Significant Deficiency.)

Recommendation No. 33:

The Department of Health Care Policy and Financing (the Department) should
improve its oversight of surveys and certifications required under the Medicaid
program for nursing facilities, intermediate care facilities for the mentally retarded
(ICF/MRs), and hospitals that provide nursing facility services by:

a. Providing appropriate procedural training to staff responsible for
monitoring nursing facilities, ICF/MRs, and hospitals that provide nursing
facility services.
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b. Ensuring that a supervisory review is in place that verifies staff follow the
Department’s procedures for monitoring nursing facilities, ICF/MRs, and
hospitals that provide nursing facility services.

c. Developing and implementing procedures to indicate the dates the
Department will input into its database and use for monitoring the required
time frames for surveys conducted by the Department of Public Health and
Environment.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: July 2012.

a. During Fiscal Year 2010, the Operations Manager for the Long-Term
Care Benefits Division (LTCBD) created a procedure for the
monitoring of long-term care institutional facility licensure and
certification. The procedure provides staff operational guidance to
ensure that survey time frames have been met, requirements for
licensure and certification (according to the Colorado Department of
Public Health and Environment rules and regulations) have been
fulfilled, and Medicaid provider enrollment certification requirements
have been met.

In Fiscal Year 2011, the LTCBD Director began meeting regularly with
staff to discuss training needs and ongoing issues related to the
licensure and certification monitoring process. As a result of the
meetings, a cross-team process was created, devoting three employees
to monitoring the licensure and certification of long-term facilities.
Each cross-team member receives training on individual operational
tasks and serves to ensure that all operational tasks related to the
licensure and certification processes are completed timely and adhere to
federal and state policies. For Fiscal Year 2012, the Department plans
on improving its monitoring process for licensure and certification and
will establish procedural staff training to reflect the improved
processes.

b. The Department’s LTCBD Director regularly reviews and verifies that
proper operational procedures for nursing facilities, ICF/MRs, and
hospitals providing nursing facility services have been followed. In
Fiscal Year 2011, the LTCBD Director began weekly meetings with
staff to discuss ongoing long-term care issues, including tasks related to
the monitoring of licensure and certification for long-term care
facilities. The meetings address staff training needs, job duties that
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C.

require completion, resources needed to complete job duties, and
verification of completed tasks.

In Fiscal Year 2012, the Department intends to hire a manager to
oversee the operational procedures of the LTCBD, which would
supplement the supervisory oversight currently being implemented.

In Fiscal Year 2009, the Department began developing procedures to
address deficiencies related to the process of monitoring licensure and
certification of long-term care facilities. The Department monitors the
licensure and certification of ICF/MRs by:

1. Maintaining a database that tracks Department of Public Health
and Environment (DPHE) survey certification and transmittals
(C&T).

2. Monitoring and updating the database monthly with survey
dates.

3. Reviewing C&T, once received, to ensure compliance with
policy and procedures.

4. Certifying the facility for Medicaid enrollment.
5. Filing a paper copy of the C&T for recordkeeping.

In Fiscal Year 2012, the Department will improve its monitoring
process by standardizing processes for all long-term care facilities. It
also plans on attending monthly meetings at DPHE to review facilities
in need of surveys (to be tracked by running a query from the C&T
database).

In addition, the Department’s Long-Term Benefits Programs
Operations Manager will review monthly status reports on long-term
care facility licensure and certification to ensure that the monitoring
process is being followed by the Department.

Medicaid Management Information System Edits

MMIS is owned by the Department but is managed and operated by Affiliated
Computer Services, Inc. (ACS), the Department’s fiscal agent. MMIS includes
controls, such as automated claims edits, to help ensure that all claims submitted
by providers represent Medicaid-allowable services and are in compliance with



I -56

State of Colorado Statewide Single Audit - Fiscal Year Ended June 30, 2011

state and federal Medicaid laws and regulations. For example, an edit can be
programmed to match a service code that requires a prior authorization to be
approved by the Department to a claim for service to allow or stop a claim from
being paid. In some cases, system edits place certain types of claims on hold for
manual processing by ACS staff. When processing such claims, staff are required
by the Department to follow the ACS “resolution text,” a step-by-step guide that
contains instructions for either approving or denying a manually processed claim.

What was the purpose of the audit work?

The purpose of our audit work was to determine whether the Department had
implemented our Fiscal Years 2009 and 2010 audit recommendation to improve
controls over Medicaid occupational and physical therapy claim payments
processed through MMIS. Specifically, we recommended that the Department
provide training to employees who manually process claims and that the
Department research and resolve claims containing provider numbers for billing
purposes that do not match the pre-approved provider numbers on the prior
authorization requests.

What audit work was performed and how were results measured?

The Department is responsible for having controls in place to ensure that claim
payments, including those made for occupational and physical therapy services,
are accurately processed through MMIS. We reviewed the Department’s actions
taken to implement our prior year audit recommendation related to occupational
and physical therapy claims. In its response to our Fiscal Year 2010
recommendation, which updated the response associated with the 2009
recommendation, the Department agreed with the recommendation and stated that
it would (1) continue to provide training to claims processing staff, (2) research the
discrepancies noted in the audit and determine appropriate resolutions dependent
upon the severity of the problems and other priorities, and (3) begin recovering all
erroneous payments for occupational and physical therapy services identified
through our audit.

Based on the Department’s response, our testwork included reviewing the
Department’s progress in implementing our prior year recommendation, including
obtaining training information, determining the results of the Department research
and resolutions for occupational and physical therapy claims problems identified in
the audit, and determining if overpayments had been appropriately identified and
recovered.
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What problem did the audit work identify?

Problems have been identified with the adequacy of the Department’s controls to
ensure that claim payments for occupational and physical therapy claims are
processed appropriately through MMIS. We determined that the Department has
not implemented our Fiscal Years 2009 and 2010 audit recommendations.
Specifically, the Department started to recover overpayments from only one
provider during Fiscal Year 2011, did not complete the reviews of other
problematic claims identified in the prior years’ audits, or conduct formal trainings
or maintain documentation of one-on-one trainings or staff meeting trainings.

Why did the problem occur?

The Department has not established adequate controls over Medicaid occupational
and physical therapy claim payments. Specifically:

e The Department has not completed researching discrepancies related to
provider numbers on paid claims that do not match the provider numbers
on prior authorization requests identified through our Fiscal Year 2010
audit that are electronically processed through MMIS. The Department
stated that it plans to complete this research in September 2011.

e The Department started to recover claims from only one provider during
Fiscal Year 2011. The Department recovered $1,250 out of $7,500 that was
identified as total overpayments from this provider. The Department
expects to recover the remaining funds during Fiscal Year 2012. The
Department has not completed its review of other problematic claims
identified in the Fiscal Year 2010 audit and plans to begin this review in
July 2011.

e The Department stated that it conducted one-on-one training and held staff
meetings that included information on claims processing for occupational
and physical therapy services, but it did not document the one-on-one
training or provide formal trainings to staff.

Why does this problem matter?

It is essential that the high volume of claims processed and paid through MMIS
comply with Department policy so that only valid and authorized occupational and
physical therapy claims are paid. In addition, without controls to ensure that the
provider who submits a request for prior authorization is the same provider billing
for the claim, the Department cannot ensure that payments are made to the correct
provider.
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(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost Principles, Eligibility. Classification of Finding: Significant
Deficiency.)

Recommendation No. 34:

The Department of Health Care Policy and Financing (the Department) should
improve controls over the manual processing of Medicaid occupational and
physical therapy claims to ensure that these claims are processed appropriately.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: January 2012.

The Department completed the research of the claims for which the billing
provider number on the claim and on the prior authorization did not match.
As a result, in September 2011 an update was made to the claims
adjudication instructions for these types of claims. In January 2012,
training was provided again to staff regarding occupational and physical
therapy services. Evidence of this training has been submitted.

As a direct result of the Office of the State Auditor’s audit, the Department
launched a targeted look at occupational therapists and identified two
occupational therapists who were submitting claims when they did not have
the required licensure. Those occupational therapists were sent to the
Medicaid Fraud Control Unit for investigation. While further analyzing
occupational therapists’ claims, another occupational therapist was
identified as having billed more than 24 hours of service per day and was
referred to the fraud unit. In addition to the fraud detection, the Department
worked closely with the claims processing staff to ensure that edits were
engaged to prevent an excess of physical, occupational, and speech
therapies limited units from paying.

Medical Claims Processing

The Department reimburses providers, including medical providers and providers
of medical equipment, for claims submitted to the Department for services
provided to beneficiaries determined eligible for one of the programs, such as
Medicaid or CBHP. The Department processes these claims through MMIS, which
is programmed to determine whether claims are allowable for payment based on
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certain requirements specified in federal and state rules and regulations. Some of
these claims can include claims for medical equipment and repairs to this
equipment. In addition, individuals can be eligible for both Medicare and Medicaid
services, and Medicaid will pay for claims for medical services using the Lower of
Pricing methodology that is specified in the State Plan. If a claim meets these
requirements and is deemed allowable for payment, the information from MMIS is
uploaded to the State’s accounting system, the Colorado Financial Reporting
System (COFRS), for payment to the provider.

What was the purpose of the audit work?

The purpose of the audit work was to determine whether the Department had
implemented our Fiscal Year 2010 recommendation to improve controls over the
processing of medical claims for the Medicaid program.

What audit work was performed and how were results measured?

The Department is responsible for having controls in place to ensure that claim
payments are accurately processed through MMIS. Specifically our prior year
audit work looked at the following areas:

Medical Equipment: Federal regulations [Section 447.201(b), 42 C.F.R.] require
states to describe in their State Plans “the policy and the methods to be used in
setting payment methods for each type of service included in the State’s Medicaid
program.” This includes medical equipment repairs.

Lower of Pricing: State law requires the Department to establish rules for the
payment to providers for clients who are eligible for both Medicaid and Medicare.
The Medicaid State Plan that is submitted to the federal government specifies that
a Medicaid claim for an individual who is eligible for both Medicare and Medicaid
shall be paid the lower of two calculations: (1) the Medicaid rate minus the
Medicare payment, which should be paid before Medicaid claims are processed, or
(2) the sum of the Medicare co-insurance and deductible. This requirement is
referred to as Lower of Pricing. The Medicaid State Plan does not identify
exclusions from this payment methodology.

Filing Deadlines: Federal regulations state the Department must require all
Medicaid providers to submit claims to the Department no later than 12 months
from the date of service. Department rules require providers to submit all claims to
the Department within 120 days or 365 days, if delayed by third-party insurers, of
the date the services were provided in order for the claim to be paid by the
Department. Providers are required to submit documentation to the Department to
support the claims being submitted beyond 120 days for payment from the
Department.
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Specifically, we recommended the Department establish a pricing method for
equipment repairs, complete its review of claims that are exempt from Lower of
Pricing and modify and obtain approval for any necessary changes to the State
Plan and Department rules. Based on a claim paid 54 days past the filing deadline,
we also recommended that the Department deny claims that are not filed timely in
accordance with state regulations.

We reviewed the Department’s actions taken to implement our prior year audit
recommendation related to the specific processing of medical claims, as previously
noted. In its response to the Fiscal Year 2010 recommendation, the Department
stated that it would (1) submit an amendment to the Medicaid State Plan to clarify
the pricing method and modify state rules to add the pricing method for both parts
and labor for durable medical equipment modifications and repairs; (2) no longer
allow any exemptions from Lower of Pricing and, therefore, make no changes to
the Medicaid State Plan or state rules; and (3) research the claim noted in the prior
audit recommendation to determine appropriate actions to take and review and
update the process for handling claims submitted outside normal timely filing.

Our Fiscal Year 2011 testwork included reviewing the Department’s progress in
implementing our prior year recommendation, including obtaining any applicable
changes to the State Plan and Department rules, verifying the ending of the listing
of codes that were exempt from Lower of Pricing, and determining the results of
the Department research and resolutions of the claim problem identified in the
audit.

What problem did the audit work identify?

We determined during our Fiscal Year 2011 audit that the Department has not
implemented our Fiscal Year 2010 audit recommendation. Specifically, the
Department has not clarified the pricing method for medical equipment repairs,
continued the exemption for Lower of Pricing, or implemented a process for
handling claims that are not filed within established deadlines.

Why did the problem occur?

Medical Equipment: The Department determined that it was not necessary to
amend the State Plan to clarify the pricing method for durable medical equipment
modifications and repairs; however, the Department has not yet revised state rules
related to this issue.

Lower of Pricing: The Department has identified certain types of procedures as
being exempt from the Lower of Pricing requirements; however, these exemptions
are not documented in the Medicaid State Plan or in Department rules. In addition,
the Department determined that it could not end date the listing of MMIS codes
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that were exempt from Lower of Pricing because of payment issues associated
with the coding. The Department plans to correct this issue in Fiscal Year 2012.

Filing Deadlines: The Department has not completed its review of the
problematic claim noted in the prior audit, so it has not identified a process for
handling claims that are not filed within established deadlines.

Why does this problem matter?

The Department is responsible for having adequate controls in place over medical
claims processing to ensure that claims are paid in accordance with the federally
approved Medicaid State Plan, federal regulations, and Department rules.
Payments that are not made in accordance with these requirements could be
subject to federal disallowances and recoveries from the State.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Allowable Costs/Cost Principles.
Classification of Finding: Significant Deficiency.)

Recommendation No. 35:

The Department of Health Care Policy and Financing (the Department) should
improve controls over the processing of medical claims for the Medicaid program

by:

a. Seeking approval from the State Medical Board on state rules on the
establishment of the pricing method for equipment repairs.

b. Modifying the Medicaid State Plan and Department rules, as necessary, to
include the exemptions from Lower of Pricing and submitting the State
Plan modifications to the federal government for approval.

c. Denying claims that are not in accordance with state regulations on timely

filing requirements. In addition, clarifying provider guidance when claims
extend beyond timely filing deadlines.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: June 2012.

As of January 3, 2012, the Department is in the process of reviewing
rule in Section 8.590, 10 C.C.R., 2505-10 (Durable Medical Equipment
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and Disposable Medical Supplies) in order to determine necessary
changes, and will include the recommendation to implement a pricing
methodology for medical equipment repairs. The changes to the rule
will then be presented to the Medical Services Board by June 2012.

b. Agree. Implementation date: March 2012.

Effective January 15, 2011, the Department end-dated the list of codes
that were exempted from Lower of Pricing logic. Once the codes were
no longer exempt, high volumes of Medicare crossover claims started
suspending and were not paying appropriately. Because the volume of
claims was so high, the Department reinstated the exemption in order to
facilitate claims payment. The Department is still in process of fully
reviewing the list of codes to determine which codes should continue to
be exempted from Lower of Pricing logic. Once this analysis is
completed, the Department will discontinue the exemptions where
necessary and fully document the methodology and justification for any
exemptions determined to be appropriate. In addition, the Department
initiated contact with the federal Centers for Medicare & Medicaid
Services on December 20, 2011, in order to determine what, if any,
changes are necessary to the State Plan regarding any exemption from
Lower of Pricing logic. The new anticipated implementation date for
this finding is March 2012.

c. Agree. Implementation date: March 2012.
The Department will complete its research of the claim in question,

clarify provider guidance regarding timely filing of claims, and deny
claims not in accordance with this guidance.

Child Enrollment in the Children’s Basic Health
Plan

The CBHP program provides health insurance for low-income children and
pregnant women. The CBHP program is broken up into eligibility categories of
N1, N2, and N4. Children less than 19 years of age may be eligible for benefits
through a CBHP program called the “N1 Program.” Women who are pregnant and
over the age of 19 may be eligible for the “N2 Program.” Children who are born to
an eligible woman who is already enrolled in CBHP are automatically enrolled in
the “N4 Program” on the day they are born until they turn 1 year old.
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What was the purpose of the audit work?

The purpose of the audit work was to verify that beneficiaries of the CBHP N1
Program during Fiscal Year 2011 were properly disenrolled from the program once
the beneficiaries no longer met the age requirements for that CBHP program
category.

What audit work was performed and how were results measured?

The audit work included reviewing the CBMS data on about 41,500 individuals for
the N1 Program who were enrolled or redetermined for CBHP eligibility during
Fiscal Year 2011. We specifically reviewed these data to determine all CBHP
beneficiaries on the N1 Program who are over the age of 19 or who have turned 19
and did not have an eligibility ending date. We then reviewed CBMS to determine
whether the beneficiaries who were more than 19 years old were disenrolled. In
addition, we reviewed the benefit payment information for these individuals to
ensure that payments ended when each individual’s eligibility ended.

According to state regulations (Section 110.1.A.1, 10 C.C.R., 2505-3) for the N1
Program, to be eligible for benefits under this program a child must be less than 19
years of age.

What problem did the audit work identify?

We found that a limited number of ineligible beneficiaries were still enrolled in
the N1 Program, resulting in total questioned costs of $26,388. Specifically,
14 (.03 percent) out of the 41,500 beneficiaries reviewed were either no longer
eligible for the program or continued to have claims paid on their behalf when the
individuals were no longer on the program, as noted below.

e We identified questioned costs of $15,079" for three beneficiaries who
turned 19 years old, and CBMS, which maintains the CBHP eligibility
status, had no eligibility end date for these individuals as of the end of the
fiscal year. We identified an additional seven beneficiaries who were more
than 19 years old but were still enrolled in the N1 Program, but did not
have any payments made on their behalf.

e We identified questioned costs of $11,309" on four beneficiaries whose
eligibility period ended on the month they turned 19 years old; however,
claims continued to be paid beyond each individual’s eligibility end date.
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Why did the problem occur?

The Department has not consistently monitored the disenrollment of beneficiaries
no longer eligible for the N1 Program. The issues identified indicate that the
Department has not ensured that caseworkers are appropriately terminating
eligibility in the CBHP program. In addition, the Department reports there is a
system error in MMIS that is continuing to allow payments when individuals’
eligibility ends.

Why does this problem matter?

By not regularly monitoring the population enrolled in the N1 Program and not
timely disenrolling ineligible individuals, the Department is continuing to pay
benefits to ineligible CBHP beneficiaries. In addition, the federal government can
disallow program expenditures that do not adhere to regulations, and the State
would be required to bear the cost of these errors.

(CFDA No. 93.767; Children’s Health Insurance Program, Activities Allowed or
Unallowed, Allowable Costs/Cost Principles, Eligibility. Classification of Finding:
Significant Deficiency.)

Total known questioned costs of $26,388 for six beneficiaries.

Recommendation No. 36:

The Department of Health Care Policy and Financing (the Department) should
improve its oversight of the Children’s Basic Health Plan (CBHP) program by:

a. Ensuring that beneficiaries who are no longer eligible for CBHP are
properly disenrolled from the program.

b. Ensuring that payments are recovered for the individuals identified during
the audit testing as no longer being eligible for CBHP.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: Precaution processes, Implemented;
Colorado Benefits Management System Changes, No implementation
date provided.
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The Department agrees with the findings noted under this component.
Periodic redeterminations are performed to ensure that an individual
remains eligible for the CBHP program. The Colorado Benefits
Management System (CBMS) is programmed and has a trigger that is
set to run eligibility determinations in the month prior to an individual
turning age 19. Due to the flexibility and design of CBMS, it is possible
for an eligibility worker to update and create changes to a case, which
can cause the trigger to be overridden, thus allowing additional
enrollment. The individuals identified in this audit to have incorrectly
continued enrollment in the N1 category of the CBHP program resulted
from changes in CBMS created by eligibility workers. When situations
like this occur, the Department has several precautionary processes
already established to disenroll individuals appropriately.

Aside from these precautions, the Department agrees that CBMS can be
strengthened to prevent reenrollment of ineligible individuals in the
CBHP program despite worker intervention in CBMS. The Department
would like to implement changes in CBMS, but because there have
been consistent ~ challenges  with implementing other
legislative/mandated system changes and competing priorities, the
Department has not been able to prioritize this project. Additionally,
relative to the entire volume of individuals reviewed, the 0.05 percent
error is minimal, which does not reflect all the processes the
Department has in place to elevate this.

b. Partially agree. Implementation date: June 2013.

The Department partially agrees with this recommendation. The
Department disagrees that recoveries of claims from services are
appropriate in these instances in which eligibility continued as a result
of a system failure and/or an eligibility worker error. If errors were a
result of client or provider fraud, then recoveries would be valid, and
the established recovery process would take place. Since all errors
identified in this finding resulted from no fault of the clients or
providers, the Department will not recover any claims from services
associated with these errors.

For any incorrect capitation payments made that were identified in this
component of the audit, the Department’s managed care contracts allow
for recoupment of these payments from the managed care entity
through a manual reconciliation process. These processes are conducted
annually for Medicaid and monthly for CBHP and are typically
complete within 6 to 24 months following the original eligibility period,
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depending on the program and Department resources. Capitation
payments will be recovered through this process.

During Fiscal Year 2011, the Office of the State Auditor conducted audit work that
resulted in a finding and recommendation addressed jointly to the Department of
Health Care Policy and Financing and the Department of Human Services for the
Developmental Disabilities Medicaid Waiver Program Service Planning. This
finding and recommendation and the responses of both agencies are included at the
end of this section.

Developmental Disabilities Medicaid Waiver
Program Service Planning

The purpose of the Medicaid Home and Community-Based Services
Developmental Disabilities (HCBS-DD) waiver program is to provide a range of
publicly funded long-term care services to eligible people with developmental
disabilities primarily through 20 locally operated Community Centered Boards
(CCBs). The program is administered by the Department of Human Services’
(DHS) Division for Developmental Disabilities (the Division) through an
interagency agreement with the Department of Health Care Policy and Financing
(the Department), the Medicaid single state agency that is ultimately responsible
for all of Colorado’s Medicaid programs. DHS reports that in Fiscal Year 2011, the
Division spent $296 million on waiver program services to provide long-term care
to about 4,500 individuals.

To ensure that waiver program funds are used efficiently and appropriately, service
planning and authorization are first conducted before any services are provided. To
develop a service plan, CCB case managers are required to first perform initial
screening and intake duties and conduct functionality assessments to determine
each individual’s eligibility and level-of-care needs. For each eligible client, the
CCB case manager uses these assessments and works with the client, members of
the client’s family or the client’s advocate, and service providers to identify the
specific types and frequency of services to be requested for the client through the
HCBS-DD waiver. The CCB case manager documents the client’s service needs
and goals in a final service plan in the automated Benefits Utilization System
(BUS). BUS is maintained by the Department and used by CCBs and other case
management agencies to manage client case files. The CCB case manager then
submits a service request to the Division for review and approval of services based
on that service plan.
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What was the purpose of the audit work?

The purpose of the audit work was to determine whether adequate controls exist to
ensure that the Division’s service planning and authorization processes document
client needs and support spending based on those needs.

What audit work was performed and how were results measured?

During our Controls Over Payments, Medicaid Community-Based Services for
People With Developmental Disabilities Performance Audit (June 2009), we
reviewed a nonstatistical sample of service plans that were developed or amended
between April 2008 and June 2008 for 50 of the 1,800 clients served during this
period. The 50 service plans we reviewed were for clients served by five of the 20
CCBs. We reviewed all 305 individual service lines that were potentially available
for these 50 clients. On average, each client’s plan included about six different
lines of service. We reviewed the service lines to determine whether the service
types and frequency requested by CCBs and approved by the Division were
accurately and sufficiently documented.

In Fiscal Year 2011, we performed limited procedures to determine whether DHS
has implemented a recommendation related to service plan documentation from
our Fiscal Year 2009 performance audit. Specifically, we recommended that the
Division improve controls to ensure service plan documentation is sufficient to
support the service request and subsequent payments by (a) developing
standardized guidelines for documenting service plans to support service requests
and payments, (b) implementing additional edits in BUS and automating the
calculation of total service units approved, and (c) working with the Department to
eliminate duplicate data entry of service requests in the Community Contract and
Management System (CCMS) and BUS by automatically populating the service
request in CCMS from the service plan information contained in BUS.

What problem did the audit work identify?

As of our Fiscal Year 2011 audit, DHS had not implemented part of our Fiscal
Year 2009 performance audit recommendation. In 2009, we found that CCB case
managers are required to enter service plan information manually into the two
separate information systems. CCBs are required to enter service plan information
into BUS and then duplicate that data entry for the service request into CCMS, a
second statewide client data and billing system. DHS uses CCMS to document
client service authorization requests. We found that DHS has not worked with the
Department to eliminate the duplicate data entry.
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Why did the problem occur?

The CCBs have been required to duplicate service plan data entry because the
Division has not, to date, worked with the Department to link CCMS and BUS.
DHS states that it no longer plans to link the two systems because within the next
few years, BUS will be overhauled and a new data storage system will be
implemented.

Why does this problem matter?

Duplicate data entry in two unlinked software systems is an inefficient use of staff
resources and increases the risk of errors. The Division could reduce this risk and
improve efficiency by linking BUS information to CCMS so that CCB case
managers enter service plan and request information only one time.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster, Activities Allowed or Unallowed.
Classification of Finding: Deficiency in Internal Control.)

Recommendation No. 37:

The Department of Human Services should improve controls to ensure that service
plan documentation is sufficient to support the service request and subsequent
payments. Specifically, the Department should work with the Department of
Health Care Policy and Financing to eliminate duplicate data entry of service
requests in the Community Contract and Management System (CCMS) and
Benefits Utilization System (BUS) by automatically populating the service request
in CCMS from the service plan information contained in BUS.

Department of Health Care Policy and Financing
and Department of Human Services Response:

Disagree. Implementation date: Not Applicable.

In 2009, as part of the Controls Over Payments, Medicaid Community-
Based Services for People With Developmental Disabilities Performance
Audit (June 2009), the Department of Human Services agreed to the
recommendation to work with the Department of Health Care Policy and
Financing to determine the feasibility of linking CCMS and BUS in order
to eliminate the duplication of data entry into the two systems. A few years
have passed, and the method to link the two systems as outlined in the
recommendation is no longer the most efficient method. To date, the two
systems have not been linked due to funding and staffing shortages in both
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departments, as well as to work recently begun at the Department of Health
Care Policy and Financing to reprocure BUS, CCMS, and the Medicaid
Management Information System in 2012. The reprocurement effort is
intended to purchase a new system that will replace CCMS and BUS and
will eliminate the need for duplicate data entry. The Department of Human
Services will implement the intent of the original recommendation by
December 31, 2015, through a single statewide system that will have the
same outcome as linking CCMS and BUS, as the Office of the State
Auditor recommended.
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Department of Health Care Policy and Financing

Prior Recommendation
Significant Deficiency
Not Remediated by the Department
As of June 30, 2011

The following recommendations relating to deficiencies in internal control classified as
significant deficiencies were communicated to the Department in the previous year and have not
yet been remediated as of June 30, 2011, because the implementation dates were in a subsequent
fiscal year. These recommendations can be found in the original report and Section IV. Prior
Recommendations of this report.

Current Prior Report Recommendation/ Implementation Date
Rec. No. and Rec. No. Classification Provided by Department
2011 Single Audit 2010 Single Audit  Certifications for a. July 2011
Rec. No. 38 Rec. No. 57 Laboratory Providers b. July 2011
Material Weakness c. December 2011
d. December 2011
2011 Single Audit 2010 Single Audit  Family Planning a. [1]
Rec. No. 39 Rec. No. 61 Expenditures b. August 2011
Material Weakness c. August 2011
d. [1]
e. August 2011
f. August 2011
g. August 2011
2011 Single Audit 2010 Single Audit  Subrecipient July 2011

Rec. No. 40 Rec. No. 62 Monitoring
Significant Deficiency

M This part of the recommendation has been implemented, partially implemented, or is not applicable. See
IV. Prior Recommendations Section of this Report.
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Department of Higher Education

Introduction

The Department of Higher Education was established under Section 24-1-114,
C.R.S., and includes all public higher education institutions in the state. It also
includes the Auraria Higher Education Center, the Colorado Commission on
Higher Education, the Colorado Student Loan Program dba College Assist,
Collegelnvest, the Colorado Historical Society, and the Division of Private
Occupational Schools.

State public institutions of higher education are governed by 10 different boards.
The governing boards and the schools they oversee are as follows:

Board of Regents of the University of Colorado
University of Colorado Boulder

University of Colorado Denver | Anschutz Medical Campus
University of Colorado | Colorado Springs

Board of Governors of the Colorado State University System
Colorado State University

Colorado State University — Pueblo

Colorado State University — Global Campus

Trustees of the University of Northern Colorado
University of Northern Colorado

Trustees of the Colorado School of Mines
Colorado School of Mines

State Board for Community Colleges and Occupational Education
13 community colleges

Trustees of Adams State College
Adams State College

Trustees of Fort Lewis College
Fort Lewis College
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e Trustees of Mesa State College
Mesa State College

e Trustees of Metropolitan State College of Denver
Metropolitan State College of Denver

e Trustees of Western State College
Western State College

Board of Regents of the University of Colorado

Organization and Administration

The University of Colorado (the University) was established on November 7,
1861, by Act of the Territorial Government. Upon the admission of Colorado into
the Union in 1876, the University was declared an institution of the State of
Colorado, and the Board of Regents was established under the State Constitution
as its governing authority.

The University consists of the system office and the following three accredited
campuses:

e University of Colorado Boulder
e University of Colorado Denver | Anschutz Medical Campus
e University of Colorado | Colorado Springs

The three campuses comprise 28 schools and colleges, which offer more than
135 fields of study at the undergraduate level and 215 fields at the graduate level.
The campuses offer 280 bachelor’s and master’s degrees, along with 110
doctorates.

The Board of Regents is constitutionally charged with the general supervision of
the University and the exclusive control and direction of all funds of and
appropriations to the University, unless otherwise provided by law. The Board of
Regents consists of nine members serving staggered 6-year terms, including one
elected from each of the State’s seven congressional districts and two elected
from the State at large.

The Board of Regents appoints the President of the University. The President is
the chief executive officer of the University. The President is responsible for the
administration of the University and for compliance of all University matters with
applicable regent laws and policies and state and federal constitutions, laws, and
regulations. The President is also the chief academic officer of the University,
responsible for providing academic leadership for the University in meeting the
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needs of the State, as well as maintaining and advancing the University’s
academic policies. The President is also the chief spokesperson for the University
and interpreter of University policy. He or she represents and interprets the roles,
goals, and needs of the University throughout the state and elsewhere, as
appropriate. The chancellors are the chief academic and administrative officers at
the campus level and are accountable to the President for the conduct of the
affairs of their respective campuses in accordance with the policies of the Board
of Regents.

Federal Awards

We performed procedures required by the federal Office of Management and
Budget’s Circular A-133, Audits of States, Local Governments, and Non-Profit
Organizations (Circular A-133) and the Circular A-133 Compliance Supplement
for the following programs:

e Student Financial Aid Cluster
e Research and Development Cluster

For Fiscal Year 2011, the University of Colorado (the University) expended
approximately $593 million and $463 million of federal financial assistance for
the two programs, respectively. The two findings and recommendations below
result from this work.

The following comments were prepared by the public accounting firm of Clifton
Gunderson, LLP, which performed the Fiscal Year 2011 audit work at the
University of Colorado.

Student Financial Aid Cluster

Special Tests — Borrower Data Transmission and Reconciliation

The purpose of Federal Student Financial Aid Programs is to provide assistance to
eligible students attending institutions of postsecondary education. One form of
such assistance is provided through the Federal Direct Student Loans Program
(Direct Loan Program). Many compliance requirements are applicable to
postsecondary educational institutions that administer the Direct Loan Program.
One of those requirements is that institutions must report all loan disbursements
and submit required records to the Direct Loan Servicing System via the Common
Origination and Disbursement (COD) system within 30 days of disbursement.
Each month, COD provides institutions with a School Account Statement data file
that consists of cash summary, cash detail, and loan detail records. The
institutions are required to reconcile these files to their financial records monthly.
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What was the purpose of the audit work?

As required by Circular A-133, we performed testing of the University’s
reconciliations of School Account Statement data files to the University’s records
to determine whether the reconciliations were being performed as required.

What audit work was performed and how were results measured?

We selected a sample of six monthly reconciliations to test—three from the
University of Colorado Denver (UCD) campus and three from the University of
Colorado Boulder (UCB) campus. Our testing procedures included ensuring that
(1) the reconciliations were properly performed and reviewed, (2) underlying data
supported amounts within the reconciliation, and (3) reconciling items (if any)
were appropriately investigated and resolved. In addition, our testing procedures
included testing controls over the reconciliation process, as performed by UCD
and UCB, to ensure that controls were operating effectively.

What problem did the audit work identify?
We were unable to test UCD’s reconciliation of the School Account Statement

records to its financial records because UCD staff were not performing the
reconciliations.

Why did the problem occur?

UCD staff indicated that they were unaware of the compliance requirement.

Why does this problem matter?

Failure to perform reconciliations for the Direct Loan Program on a timely basis
results in the University being out of compliance with the program regulations.

(See Appendix A, University of Colorado, for a listing of applicable CFDA Nos.;
Student Financial Aid Cluster. Classification of Finding: Significant Deficiency.)

Recommendation No. 41:

The University of Colorado Denver should reconcile the Common Origination
and Disbursement (COD) system School Account Statement data files to the
institution’s financial records on a monthly basis. This reconciliation should be
reviewed by someone separate from the preparer.
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University of Colorado Response:
Agree. Implementation date: August 2011.

Our previous process had been to make periodic reconciliations between
loans accepted/disbursed as recorded on the COD system to our internal
records of loan dollars disbursed to students. If discrepancies arose, we
would then investigate to clear the discrepancies and do a final
reconciliation at fiscal year-end close. For Academic Year 2011-2012, we
have implemented a complete monthly student-by-student reconciliation
of our Direct Loan disbursements to the School Account Statement report.

Research and Development Cluster
Reporting

The federal government sponsors Research and Development (R&D) activities
under a variety of funding agreements—most commonly grants, cooperative
agreements, and contracts—to achieve objectives agreed upon between the
sponsoring agency and the institution. The types of R&D activities conducted
under these agreements vary widely. The objective of individual projects is
explained in each federal award document. The University is awarded R&D
contracts on the basis of applications/proposals submitted to federal agencies or
pass-through entities. An agreement is then negotiated that specifies the purpose
of the project, the amount of the award, and the terms of administration.

The University is responsible for providing reports to each awarding federal
agency in accordance with the grant agreement and for ensuring that these reports
are accurate, complete, and submitted timely.

What was the purpose of the audit work?

The purpose of the audit work was to determine compliance with federal reporting
requirements for the R&D Cluster. As part of the audit work, we performed
testing on the timeliness of the University’s submission of required reports.

What audit work was performed and how were results measured?

As required by Circular A-133, we performed testing of the University’s financial
reporting for R&D projects. Testing included ascertaining whether the financial
reports were complete and accurate, prepared in accordance with the required
accounting basis, and submitted timely to the awarding agency. We selected a
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sample of 20 R&D projects on which to perform a test of controls and
compliance. We tested all 20 reports required to be submitted for these projects
during the Fiscal Year Ended June 30, 2011. We obtained copies of these reports
to determine that information included on the reports was properly supported, that
the reports were properly approved, and that the reports were submitted on a
timely basis in accordance with grant agreements.

What problem did the audit work identify?

We noted that one report out of the 20 reports tested was submitted 80 days after
the due date.

Why did the problem occur?

The report in question was for a project at the UCD campus. According to the
Office of Grants and Contracts at UCD, the report was late because the Office of
Grants and Contracts was unable to remove unallowable expenses for the project
in time to submit the report accurately. Originally, the Office of Grants and
Contracts at UCD began working with the respective Departmental Grants
Manager at UCD to remove unallowable expenses from the report. This type of
follow up is consistent with the Office of Grants and Contracts’ contracts close-
out process in which a financial review is completed by the office and any
questionable items are communicated to the respective department fiscal
personnel for correction. In this instance, the corrections were not completed by
departmental fiscal personnel at UCD until after the reporting deadline had
passed. The Office of Grants and Contracts at UCD did not have system access to
make these corrections. As such, the Office of Grants and Contracts was not able
to submit the report timely based upon the outstanding questions with department
personnel.

While UCD’s processes provide for assurance that financial reports are not
submitted with any unallowable expenses, the report identified in the sample was
submitted after the reporting deadline. Based on discussion with the Office of
Grants and Contracts, this untimely submission of the report could have been
avoided if the office had the capabilities to make the needed corrections at project
close-out by reclassifying unallowable costs to an alternative funding source. This
would have helped ensure that reports were both accurate and timely upon
submission.

Why does this problem matter?

Failure to submit reports timely results in the University’s being out of
compliance with the reporting requirements within the grant agreement.
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(See Appendix A, University of Colorado, for a listing of applicable CFDA Nos.;
Research and Development Cluster. Classification of Finding:  Significant
Deficiency.)

Recommendation No. 42:

The University of Colorado Denver (UCD) should ensure that it meets federal
reporting requirements for the Research and Development Cluster by:

a. Investigating the feasibility of granting Office of Grants and Contracts
staff system access in order to make needed corrections at project close-
out so that those staff can ensure that financial reports for R&D grants are
submitted to the awarding agency on a timely basis. If UCD determines
that this is a workable option, appropriate funding sources will need to be
identified for reallocation of unallowable project costs to alternative
funding sources.

b. Obtaining an extension to file from the awarding agency in situations in
which a report will need to be submitted after the deadline due to
circumstances outside of the Office of Grants and Contracts’ control.
Documentation of this extension from the awarding agency should be
maintained.

University of Colorado Response:
Agree. Implementation date: June 30, 2012.

The University will grant Office of Grants and Contracts staff system
access and authority to move unallowable sponsored project costs to
departmental funding sources. In those circumstances in which a report
will be submitted after the due date because of circumstances outside of
the control of the Office of Grants and Contracts, an extension will be
requested from the awarding agency.

Trustees for Adams State College

Adams State College

House Bill 03-1093 authorized independent governance for Adams State College
(the College) effective July 1, 2003, and a new Board of Trustees was appointed
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to govern the College. The College is a liberal arts college with graduate
programs in teacher education, counseling, and art.

The following comment was prepared by the public accounting firm of Dalby,
Wendland & Co, P.C., which performed Fiscal Year 2011 audit work at the
College.

Monthly Reconciliation Required Under the Federal Direct
Student Loans Program

The College participates in various Federal Student Aid (FSA) programs,
including the Direct Loan Program. The objective of the various programs under
the FSA program is to provide financial assistance to eligible students attending
institutions of postsecondary education. Institutions of postsecondary education,
such as the College, have certain responsibilities in relation to FSA programs,
such as preparing monthly reconciliations of program disbursements that the
College made to students. Such reconciliations also assist the College in
determining whether FSA funds were drawn from the correct award year. This
can occur when a student is awarded FSA funds for the current award year, which
must be drawn from FSA funds for the current award year, but for a variety of
possible circumstances the disbursement of the FSA funds is not made to the
student until the subsequent award year.

What was the purpose of the audit work?

The purpose of the audit work was to perform tests of the College’s internal
control related to required reconciliations of loan disbursements from the Direct
Loan Servicing System to the College’s financial records. This requirement is in
accordance with the Single Audit Act Amendments of 1996 and Circular A-133.

What audit work was performed and how were results measured?

Each month, the College is required to reconcile the loan disbursements from the
Direct Loan Servicing System to the College’s financial records. As part of the
Direct Loan Program, the College receives the School Account Statement
monthly from the Direct Loan Servicing System via the COD system. The School
Account Statement provides FSA program disbursement information containing
amounts that the College disbursed to students. We requested for review a sample
of the College’s required monthly reconciliations between the School Account
Statement and its cash draws.
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What problem did the audit work identify?

Our testing found that monthly reconciliations of loan disbursements were not
performed in Fiscal Year 2011.

Why did the problem occur?

Staff were unable to perform monthly reconciliations of loan disbursements to the
College’s financial records because the College’s accounting and financial aid
software program, the Banner System, does not currently have a report showing
disbursements of FSA funds made to students by the associated award year.

Since the College is unable to perform the reconciliation, there are no known
questioned costs.

Why does this problem matter?

The College is in violation of the Direct Loan Program requirement regarding the
monthly reconciliation. When the College draws FSA funds, the funds could
potentially be drawn down from the wrong award year.

(CFDA No. 84.268, Federal Direct Student Loans, Special Tests and Provisions.
Classification of Finding: Significant Deficiency.)

Recommendation No. 43:

Adams State College (the College) should ensure that it complies with the
monthly Financial Student Aid Direct Student Loans Program (Direct Loan
Program) requirement to perform monthly reconciliations of loan disbursements.
The College should create a report in the Banner System that contains
disbursements made to students by the associated award year and compare the
report to the School Account Statement data file to ensure the College’s financial
records agree.

Adams State College Response:
Agree. Implementation date: Implemented.

The College has developed an internal (Banner) report, RWRFIND, to
determine Direct Loan Program disbursement data by award year for use
in comparing Common Origination and Disbursement system School
Account Statement data for monthly reconciliation of all Direct Loans
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made. In addition, the Office of Student Financial Aid has installed and is
currently utilizing the U.S. Department of Education’s Direct Loan (DL)
Tools software as an additional reconciliation and cash management tool.
All future monthly Direct Loan reconciliations and year-end closing
documentation will be maintained within the Office of Student Financial
Aid by the Director or his designee.

The current Banner report, RWRFIND, has been developed and is
currently in use by the Office of Student Financial Aid. In addition, the
U.S. Department of Education’s DL Tools software has been installed and
is currently in use for monthly reconciliation of all Direct Loan data.

Late Return of Federal Student Aid Funds

As a participant in various FSA programs, the College has certain responsibilities
in the administration of these programs, including determining student eligibility,
verifying student data, calculating the amount of financial aid a student can
receive, and returning FSA funds to the U.S. Department of Education (DOE)
when students withdraw or do not attend classes.

The College uses a database system, Banner, to track student eligibility for federal
FSA programs. The system tracks eligibility information, including whether
students withdrew or never attended any classes during a payment period; FSA
disbursement information, such as when and how much FSA funds were
disbursed to students; and when and how much FSA funds were returned to DOE
on behalf of the students.

What was the purpose of the audit work?

The purpose of the audit work was to perform tests of the College’s internal
control related to FSA programs and to perform tests of the College’s compliance
with laws and regulations that could have a direct and material effect on those
programs in accordance with the Single Audit Act Amendments of 1996 and
Circular A-133.

What audit work was performed and how were results measured?

We reviewed a sample of 25 students who received FSA funds during Fiscal Year
2011. We reviewed information maintained by the College to support the
students’ eligibility, award calculations, and whether or not any students withdrew
from classes or never attended any classes during any payment period. For any
student who withdrew from classes or did not attend classes during any payment
period during the fiscal year, we determined whether the College returned the
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correct amount of FSA funds to DOE within 45 days from the date the College
became aware of the student’s ineligibility, as required by the FSA program.

What problem did the audit work identify?

We tested a sample of 25 students and found one student for whom FSA funds
were not returned to DOE within the 45-day limit, as required.

Why did the problem occur?

As part of the College’s return of FSA funds process, the College’s Student
Affairs Office notifies all staff involved in the return process when a student
withdraws from all classes. The amount of FSA funds to be returned to DOE is
calculated by the Financial Aid Office. The Business Office is required to provide
the tuition and fee charge information to the Financial Aid Office to complete the
calculation. In this instance, the Business Office did not provide the necessary
information to the Financial Aid Office for completion of the calculation of the
FSA funds within the 45-day requirement.

Why does this problem matter?

The College’s failure to return the FSA funds to DOE within the 45-day limit is a
violation of FSA program regulations. The potential risk to the College is that the
College could be required to submit to DOE an irrevocable letter of credit
acceptable and payable to the Secretary of DOE. The amount of the letter of credit
would be 25 percent of the total amount of unearned Higher Education Act Title
IV program funds that the College was required to return.

Since the correct amount of funds was returned by the College prior to the end of
Fiscal Year 2011, there are no questioned costs.

(CFDA Nos. 84.063, 84.268; Federal Pell Grant Program, Federal Direct Student
Loans Program; Special Tests and Provisions. Classification of Finding:
Significant Deficiency.)

Recommendation No. 44:

To ensure that federal time frames are met for the return of Federal Student Aid
(FSA) Program funds, Adams State College should ensure that its current return
of FSA funds procedure is followed at all times by improving departmental
communications and administrative oversight of the FSA Program, and by
automating controls using the Banner System, where appropriate.
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Adams State College Response:
Agree. Implementation date: May 31, 2012.

The College will reevaluate its current policies and procedures to
determine whether and where potential weaknesses may occur in
departmental communications and administrative oversight. In addition,
the institution has developed and will incorporate the use of current
available technology within the Banner System to ensure all elements of
institutional administrative capabilities are enhanced and all Return of
Title IV determinations and calculations are performed in an accurate and
timely manner according to all federal regulations.

Review of current policies and procedures is currently under way, and
implementation or updates of any changes will be immediate. The
projected implementation of the Banner WorkFlow for Return of Title 1V
funds will be May 31, 2012.
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Department of Human Services

Introduction

The Department of Human Services (the Department) is solely responsible, by
statute, for managing and overseeing the delivery of the State’s public assistance
and welfare programs throughout Colorado. Most of these programs are
administered through local county or district departments of human/social
services. The Department also manages and directly administers programs in the
areas of developmental disabilities, mental health, nursing homes, and youth
corrections. Please refer to the introduction in the Department of Human Services
chapter within Section II. Financial Statement Findings for additional background
information.

As part of our Fiscal Year 2011 audit, we tested the Department’s compliance
with federal grant requirements for the following programs:

e Temporary Assistance for Needy Families (TANF)/Colorado Works
Program

Supplemental Nutrition Assistance Program (SNAP)/Food Assistance
Child Support Enforcement

Low-Income Energy Assistance Program (LEAP)

Title XX Social Services Block Grant

Title I\VV-E Foster Care

Child Care and Development Program Cluster

Adoption Assistance Title IV-E

Vocational Rehabilitation

Disability Determination Services

The results of our Fiscal Year 2011 audit identified errors resulting in
recommendations for eight of the programs tested. We identified a total of seven
significant deficiencies related to federal awards. The errors identified and audit
recommendations for these programs are described in the following sections of
this chapter.

Personnel Costs for Federal Grant Programs

The federal Office of Management and Budget’s Circular A-87, Cost Principles
for State, Local, and Indian Tribal Governments (Circular A-87) establishes
principles and standards for determining costs for federal awards carried out
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through grants, cost reimbursement contracts, and other agreements with states.
The Department of Human Services (the Department) is required to meet the
criteria established by Circular A-87 in determining costs for the federal programs
it administers.

What was the purpose of the audit work?

The purpose of the audit work was to assess the Department’s controls over
personnel costs associated with administering federal grants and compliance with
the federal requirements under Circular A-87 for payroll expenditures.

What audit work was performed and how were results measured?

We inquired whether procedures for charging personnel costs to federal grants
were in place and consistent across the Department for the following nine federal
programs administered by the Department: (1) Title IV-E Foster Care (CFDA No.
93.658), (2) Adoption Assistance (CFDA No. 93.659), (3) Child Care (CFDA
Nos. 93.575 and 93.593), (4) Child Support Enforcement (CFDA No. 93.563), (5)
Disability Determination Services (CFDA Nos. 96.001 and 96.006), (6)
Vocational Rehabilitation (CFDA Nos. 84.126 and 84.390), (7) Supplemental
Nutrition Assistance Program (CFDA Nos. 10.551 and 10.561), (8) Low-Income
Energy Assistance Program (CFDA No. 93.568), and (9) Temporary Assistance
for Needy Families (CFDA Nos. 93.558, 93.714, and 93.716).

Circular A-87 requires that for employees who are expected to work solely on a
single federal grant program, charges for their salaries and wages should be
supported by at least semiannual certifications that the employees worked solely
on that program for the period covered by the certification.

For cases in which an employee works on multiple federal grant programs, a
distribution of the employee’s salaries or wages should be supported by at least
monthly personnel activity reports or equivalent documentation of actual time
spent on the individual grant programs.

Circular A-87 also allows for budget estimates or other distribution percentages
determined before the services are performed to be used for interim accounting
purposes. These amounts must be based on reasonable estimates, costs charged
must be adjusted to actual activity at least quarterly, and estimates must be revised
to reflect changed circumstances.

What problem did the audit work identify?

For six (67 percent) of the nine programs we reviewed, the Department requires
neither certifications of actual employee time spent on the programs for
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employees who worked solely on one program, nor quarterly comparisons of
budgeted and actual time for Department staff who worked on more than one
program. Specifically, staff for the Child Care program, Child Support
Enforcement program, Disability Determination Services program, Supplemental
Nutrition Assistance Program, Low-Income Energy Assistance Program, and
Temporary Assistance for Needy Families program noted that while they monitor
actual time spent, they do not maintain documentation, such as personnel activity
reports or other certifications, to support actual time spent on each federal grant
program.

While the Department did not meet the federal requirement that payroll costs for
employees who work solely on one program must be supported by at least
semiannual certifications, we did not note questioned costs for such employees
because it is likely that each employee only worked on the one grant program. We
noted questioned costs of $18,271 related to the Low-Income Energy Assistance
Program for one employee whose time is split between the Low-Income Energy
Assistance Program and another program. The Department neither properly
tracked the time that this employee spent on each grant, nor performed a quarterly
comparison of budgeted and actual personnel costs for each program for this
employee.

Why did the problem occur?

The Department does not have procedures in place to ensure that required
certifications, personnel activity reports, or other equivalent documentation are
maintained to support personnel costs charged to federal grant programs. The
Department’s program staff reported that they were either unaware of the
requirements or were relying on documents that do not meet the requirements of
Circular A-87.

Why does this problem matter?

Lack of adequate internal controls over personnel costs increases the risk that the
Department is not in compliance with federal grant requirements, which could
result in potential federal sanctions.

(CFDA Nos. 10.551, 10.561, 84.126, 84.390, 93.558, 93.563, 93.568, 93.575,
93.596, 93.713, 93.714, 93.716, 96.001; Supplemental Nutrition Assistance
Program, State Administrative Matching Grants for the Supplemental Nutrition
Assistance Program, Rehabilitation Services Vocational Rehabilitation Grants to
States, Vocational Rehabilitation Grant to States, Recovery Act/Basic Support,
Temporary Assistance for Needy Families Cluster, Child Support Enforcement,
Low-Income Home Energy Assistance, Child Care and Development Block
Grant, Child Care Mandatory and Matching Funds of the Child Care and
Development Fund, ARRA - Child Care and Development Block Grant, ARRA -
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Emergency Contingency Fund for Temporary Assistance for Needy Families
(TANF) State Program, ARRA — Temporary Assistance for Needy Families
(TANF) Supplemental Grants, Social Security Disability Insurance ; Allowable
Costs/Cost Principles. Classification of Finding: Significant Deficiency.)

'Total known questioned costs of $18,271 assigned to Low-Income
Energy Assistance Program.

Recommendation No. 45:

The Department of Human Services (the Department) should develop and
implement procedures to ensure that personnel costs charged to federal grant
programs are supported with adequate documentation. These procedures should
include requirements to maintain required certifications, personnel activity
reports, quarterly comparisons between estimated and actual budgets, or other
equivalent documentation.

Department of Human Services Response:
Agree. Implementation date: June 2012.

The Department program and cost accountants will work with the various
program staff administering federal grants to develop procedures to
properly document state personnel costs charged to all grants in
accordance with the federal Office of Management and Budget’s Circular
A-87, Cost Principles for State, Local, and Indian Tribal Governments
requirements. This documentation will be compared to amounts charged to
the respective grants, and the grant amounts will subsequently be adjusted
to the documented amounts at least quarterly.

Exhibit K — Schedule of Federal Assistance

The Department is required to submit a Schedule of Federal Assistance (Exhibit
K) to the Office of the State Controller (OSC) at the end of each fiscal year. This
exhibit is submitted by all state agencies that receive federal funds. It reports total
federal assistance funds received and expended by grant number during the fiscal
year. This information aids OSC in preparing the State’s Schedule of
Expenditures of Federal Awards (SEFA), which is included in our annual
Statewide Single Audit report. In Fiscal Year 2011, the Department reported
approximately $1.5 billion in federal expenditures, which makes up
approximately 13 percent of the expenditures reported on SEFA.
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What was the purpose of the audit work?

The purpose of the audit work was to test the Department’s internal controls over
the preparation of the Exhibit K and determine if the Department complied with
federal requirements related to SEFA reporting.

We also tested the Department’s progress in implementing our Fiscal Year 2010
audit recommendation related to controls over the preparation of several exhibits,
including the Exhibit K. In relation to the Exhibit K, based on our Fiscal Year
2010 audit testwork, we identified errors in three areas: classification of
expenditures, beginning balances, and grant identification numbers. We
recommended that the Department provide adequate training to staff who prepare
the exhibit and supporting documentation. We also recommended that the
Department continue to conduct secondary review of exhibits, including in-depth,
detailed reviews of all supporting documentation. The Department agreed to
continue to provide enhanced training, to continue its supervisory reviews, and to
institute more detailed reviews if time is allowed. We have issued
recommendations to the Department concerning Exhibit K preparation for 4 of the
past 5 years.

What audit work was performed and how were results measured?

We met with Department accounting staff to discuss the procedures in place for
preparing the Exhibit K. We also reviewed the Exhibit K the Department
submitted to OSC for Fiscal Year 2011 to assess the Exhibit’s completeness,
accuracy, timeliness, and agreement with supporting documentation.

What problem did the audit work identify?

We found seven errors on the Department’s Exhibit K related to the classification
of expenditures and reporting of beginning balances. These errors are described
below.

The Department made six errors that resulted in misclassifying approximately
$740.4 million in federal expenditures for four grants: (1) Supplemental Nutrition
Assistance Program, (2) Temporary Assistance for Needy Families, (3) Low-
Income Energy Assistance Program, and (4) American Recovery and
Reinvestment Act (Recovery Act) funds for the Title I\V-E Foster Care program.
The Department classified certain expenditures for these federal grants as
expenditures incurred by subrecipient governmental and nonprofit organizations.
However, according to federal guidance, these funds should have been reported as
expenditures incurred by the Department. In the case of the LEAP and Title IV-E
Foster Care Recovery Act grants, the Department continued to incorrectly report
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the expenditures in Fiscal Year 2011, even though we had identified and reported
the same issue during the Fiscal Year 2010 audit.

The misclassification amounts by federal grant are detailed in the table below.

Misclassifications of Subrecipient Expenditures

for Federal Grants
Department of Human Services
Fiscal Year 2011
Total Error Amounts
Federal Grant | Number | Effect on Subrecipient (rounded to the
Program of Errors | Expenditures Reported nearest $100,000)

Supplemental
Nutrition
Assistance
Program Overstatement $754.4 million
Temporary
Assistance for
Needy Families Understatement $15.1 million
Low-Income
Energy
Assistance
Program Overstatement $1 million
Title IV-E
Foster Care
(Recovery Act) 1 Overstatement $100,000

Source: Office of the State Auditor’s analysis of Fiscal Year 2011 audit work on the
Exhibit K.

The Department also made a seventh error that resulted in understating the July 1,
2010, balance for the TANF grant by approximately $2.6 million.

The Department revised the Exhibit K to correct these errors. The Department
also corrected account coding on the Colorado Financial Reporting System
(COFRS), the State’s accounting system, related to the SNAP error.

Why did the problem occur?

Since our Fiscal Year 2010 audit, the Department has improved training for staff
and expanded its review process for the Exhibit K and supporting documentation.
However, these procedures do not appear to be sufficient, as evidenced by the
continued errors in expenditures classification and beginning balances. The
Department successfully eliminated errors related to grant identification numbers,
the third area identified in our Fiscal Year 2010 audit.
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For the SNAP grant, the Department did not follow federal guidance for the
definition of subrecipient expenditures. The Department indicated that the
guidance was not clear but did not initially request clarification from the federal
Department of Agriculture. While researching this issue, the Department also
changed its interpretation of federal guidance for certain expenditures funded
through the TANF grant.

The remaining problems were due to a clerical error and accountants
inappropriately including or excluding certain amounts. These errors were not
identified through the Department’s review process. For subrecipient expenditures
reporting, the Department relies fully on the program accountants and has not
found an effective method to review the amounts reported. In addition, the
Department did not ensure that the errors identified in prior periods were not
repeated.

Why does this problem matter?

The accuracy of the Department’s Exhibit K is essential because the Exhibit K
data from all state agencies are aggregated on the State’s SEFA at fiscal year-end,
and the Department accounts for approximately 13 percent of the State’s federal
expenditures. Additionally, revising and resubmitting exhibits is an inefficient use
of Department staff time.

CFDA Nos. 10.551, 10.561, 93.558, 93.658, 93.714, 93.716; Supplemental
Nutrition Assistance Program, State Administrative Matching Grants for the
Supplemental Nutrition Assistance Program, Temporary Assistance for Needy
Families Cluster, Foster Care Title IV-E, ARRA — Emergency Contingency Fund
for Temporary Assistance for Needy Families (TANF) State Program, ARRA -
Temporary Assistance for Needy Families (TANF) Supplemental Grants;
Reporting. Classification of Finding: Significant Deficiency.

Recommendation No. 46:

The Department of Human Services (the Department) should improve its controls
over the preparation of the Exhibit K submitted to the Office of the State
Controller by:

a. Continuing to provide training each year to the staff who prepare the
Exhibit K and the staff who prepare the supporting documentation.

b. Ensuring that Department officials verify that the nature and classification
of information reported on the Exhibit K are correct. If federal guidance
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seems unclear, the Department should request clarification from the
relevant federal agency.

Improving its reviews of the Exhibit K, including in-depth, detailed
reviews of all supporting documentation used to prepare the exhibit. In the
case of subrecipient expenditures, the Department should implement
additional or alternative methods for verifying this information. These
methods could include a first-level review by the program accountant’s
direct supervisor. In addition, the Department should ensure that the
specific errors identified in prior periods are not repeated.

Department of Human Services Response:
Agree. Implementation date: September 2012.

a. The Department will continue to provide training to all staff
involved in preparing the Exhibit K and all supporting
documentation.

b. The Department agrees that it is vital that the information on the
Exhibit K be correctly classified. The Department has changed its
classification of the Food Assistance expenditures on the Exhibit K
several times since the program transitioned to Electronic Benefit
Transfers (EBT) from physical food stamps. Guidance on proper
reporting of these expenditures has been lacking and/or confusing
since the transition. Subsequent to audit questions regarding the
reporting of Food Assistance payments, the Department sought and
received definitive guidance from the federal agency involved
concerning the proper reporting of all EBT paid benefits for the
State’s Single Audit Report. Additionally, Food Assistance will
continue to be recorded as subrecipient expenditures during the
year for historical tracking purposes, and those expenditures will
be reclassified at year-end to be properly reflected as direct
expenditures.

c. The Department agrees that an additional review step would be
helpful in preventing future Exhibit K reporting errors. Staff who
made errors in producing the supporting documents used in the
preparation of the exhibit will be provided documentation of their
errors. At fiscal year-end, program accounting supervisors will
review all supporting documentation prior to the preparation of the
Exhibit K and will specifically review any prior year reporting
errors to be certain they are not repeated. The final Exhibit K
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review will be completed by the Program Accounting Supervisor
and will be conducted in greater depth than in the past.

Child Support Enforcement Program

The Child Support Enforcement program (CFDA No. 93.563) was enacted under
Title 1V-D of the federal Social Security Act. The objectives of the program are to
enforce child support obligations owed by noncustodial parents, to locate
noncustodial parents, to establish paternity, and to collect child support. The State
establishes child support orders, collects child support payments through wage
garnishments or other methods, and transfers those funds to the custodial parent.
The State retains child support payments (or a portion of payments) if the
custodial parent has assigned rights to child support to the State as reimbursement
for public assistance provided through the Temporary Assistance for Needy
Families or Foster Care programs.

In Colorado, the Child Support Enforcement program is overseen by the
Department and is administered by the county departments of human/social
services. During Fiscal Year 2011, the Department spent approximately
$75 million on Child Support Enforcement program administration. Of that
amount, more than $57 million was federal funds, nearly $8 million was state
general funds, and approximately $10 million was county funds. Total federal
expenditures included approximately $18 million in American Recovery and
Reinvestment Act funds. As of June 30, 2011, the Colorado Child Support
Enforcement program served more than 145,000 families.

Services Provided By the Child Support
Enforcement Program

What was the purpose of the audit work?
The purpose of the audit work was to assess the Child Support Enforcement

program’s compliance with federal and state requirements for services to be
provided to families as well as the Department’s controls over those services.

What audit work was performed and how were results measured?

We reviewed a sample of 40 case files for clients receiving program services in
Fiscal Year 2011 to verify that clients received the required services.

Federal regulations (Child Support Enforcement—Standards for Program
Operations, 45 C.F.R., pt. 303) specify the services that the Child Support
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Enforcement program must provide and the required time frames for providing
those services. The following requirements apply to the problems we identified.

Enforcement of Financial and Medical Support: The Department and
the counties must attempt to locate noncustodial parents and their
employers. Based on the noncustodial parents’ employment and overall
financial situation, the counties must initiate wage garnishments and other
enforcement actions within specified time frames.

In addition, counties are required to send National Medical Support
Notices to noncustodial parents’ employers, when appropriate. The
National Medical Support Notice requires the employers to enroll the
children participating in the Child Support Enforcement program in the
employers’ health insurance plans. If it is known and documented that the
children are already insured, or that insurance coverage is not available to
the noncustodial parent through the employer, counties are not required to
send the notice. In all cases, counties are required to document the
availability and existence of private medical coverage for the children to
ensure that the children are insured, and that they do not concurrently
receive Medicaid benefits.

Case and Order Establishment: Counties are required to open a case
within 20 calendar days of receiving the client’s application and obtaining
all necessary case information. When the noncustodial parent’s
whereabouts or employment is unknown, the Department and the counties
must attempt to locate the parent within 75 calendar days.

Finally, within 90 calendar days of locating the noncustodial parent,
counties must establish an order to pay child support (also known as a
“support order”). If this is not feasible, counties must at least deliver a
summons to appear to a hearing to the noncustodial parent within these 90
calendar days. After obtaining the noncustodial parent’s signature,
counties must file support orders with the court.

Intergovernmental Services: The counties are required to refer cases to
other governments (i.e., states, tribes, and foreign countries) when a
noncustodial parent is under one of these governments’ jurisdictions.
Federal regulations outline communication requirements that govern the
Department’s and the counties’ communications with parents, employers,
and other governments.

We also reviewed the Department’s progress in implementing our Fiscal Year
2009 and Fiscal Year 2010 audit recommendations for this program. The Fiscal
Year 2009 audit included recommendations that the Department ensure that
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counties maintain all relevant information, including medical support coverage
information, and that the counties conduct referrals to other governments within
federally required time frames. The Department had indicated that it would
implement these two parts of our Fiscal Year 2009 audit recommendation in
Fiscal Year 2011.

In our Fiscal Year 2010 audit recommendation for this program, we
recommended that the Department continue to strengthen controls over the Child
Support Enforcement program to ensure that counties enforce medical support
obligations where appropriate, provide all required services, provide services
within the required time frames, and conduct all required communication with
interested parties. The Department agreed with the recommendation and provided
an implementation date of June 2011.

What problem did the audit work identify?

Thirteen (33 percent) of the 40 cases we reviewed contained at least one error. We
identified issues in the following three areas:

e Enforcement of Financial and Medical Support: Financial or medical
support was not enforced according to federal requirements in the
following six cases, some of which contained more than one error.

o In four cases, counties did not attempt to secure medical insurance
coverage for children in the program. In each of these cases, the
counties did not send the National Medical Support Notice to the
noncustodial parent’s employer.

o0 Intwo cases, the children’s private medical coverage situation was not
documented in the case management system.

0 Inone case, the county did not attempt to locate a noncustodial parent.

0 In one case, the Department did not initiate a wage garnishment for a
noncustodial parent.

e Case and Order Establishment: In four cases, the counties either did
not provide required services, or did not meet timing requirements, for
opening cases, establishing support orders, or delivering a summons to
appear at a hearing to the noncustodial parent.

0 The county opened one case 131 calendar days after the required 20-
calendar-day time frame.
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o In another case, the county did not attempt to locate a noncustodial
parent until 28 calendar days after the required 75-calendar-day time
frame.

o0 In a third case, the county did not deliver a summons to appear at a
hearing to the noncustodial parent after he or she was located.

o In afourth case, the county did not file the support order with the court
even though the noncustodial parent had signed it.

e Intergovernmental Services: In three cases, the counties did not ensure
that required intergovernmental services were provided.

o In two cases, the counties did not refer the cases to other states even
though the noncustodial parents were located in those states.

o0 Inathird case, the county did not respond to another state’s request for
information about a custodial parent participating in Colorado’s Child
Support Enforcement program.

Based on our audit testwork, we determined that the Department partially
implemented each of our Child Support Enforcement program recommendations
from our Fiscal Years 2009 and 2010 audits. Specifically, the Department
provided guidance and training to Department and county staff, conducted county
monitoring, implemented an online case management tool that identifies all cases
requiring an action, and started data matches to identify private health insurance
coverage provided for children participating in the program. However, we still
identified the same types of errors that were addressed in our prior years’ audits.

Why did the problem occur?

The Department’s procedures for the processing of Child Support Enforcement
Cases are not sufficient to prevent the high error rate we identified. For example,
four of the errors we identified were due to county Child Support Enforcement
workers not processing information obtained in hard copy, but Department staff
indicated that they do not review hard copy files as part of their own program
evaluation process. Such a review could provide a mechanism for the Department
to identify problems in counties’ administration of the program.

Why does this problem matter?

Noncompliance with federal regulations regarding Child Support Enforcement
program services could have several negative effects. For example, failure to
provide required services, or failure to provide them in a timely manner, could
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lead to noncollection or delayed collection of child support payments due to the
custodial parent or the State. When errors in medical support enforcement occur,
children may be uninsured, or the State’s Medicaid program could incur
unnecessary expenses when medical insurance coverage could have been
provided through a parent’s private insurance. In addition, noncompliance with
federal grant requirements could lead to federal sanctions.

(CFDA No. 93.563; Child Support Enforcement; Special Tests and Provisions,
Subrecipient Monitoring. Classification of Finding: Significant Deficiency.)

Recommendation No. 47:

The Department of Human Services should continue to strengthen controls over
the Child Support Enforcement (CSE) program by:

a. Ensuring that counties enforce medical support obligations when
appropriate, provide all required services within the required time frames,
and conduct all required communication with interested parties.

b. Incorporating a review of a sample of hard copy case files as part of the
Department’s county monitoring process for the program.

Department of Human Services Response:
a. Agree. Implementation date: June 2012.

The following efforts will be made to strengthen controls over the CSE
program and meet this recommendation, with the intent of reducing
the likelihood of similar errors recurring in the county CSE program
operations:

e Deliver training to CSE workers on the errors identified in the
audit, the consequences of those errors on the ability of CSE to
effectively provide services to families and achieve its goals, and
how to use the resources available to make the necessary
improvements;

e Deliver training to counties on expectations for self-monitoring.
Self-monitoring tools will include ensuring work lists on the
Performance Dashboard and appropriate reports produce by the
Automated Child Support Enforcement System (ACSES) are
properly worked and documented on ACSES;
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e Continue the medical support facilitator (MSF) project, to review
and work cases with no record for current health insurance. CSE
workers are instructed by the vendor when to issue a National
Medical Support Notice (NMSN) when health insurance is
available, or to document when a NMSN should not be sent, and
why. Continue with an insurance data-match with a vendor to
identify health insurance not currently recorded on the ACSES that
results in automatic updates to ACSES; The Department has no
way to track when a county receives or responds to hard copy
correspondence on intergovernmental cases. We will include this
as part of our hard copy case file review process.

b. Agree. Implementation date: September 2012.

The Department will develop and implement a hardcopy case file
review process by September 30, 2012, to test compliance on those
regulations that cannot be tested through a review of ACSES alone,
including hard copy correspondence on intergovernmental cases.

Child Care and Development Fund Program
Cluster Overview

The federal Child Care and Development Fund Program Cluster (Program)
provides financial assistance to states to increase the availability, affordability,
and quality of child care services for low-income families in which the parents are
working or attending training or educational programs. The Program (CFDA Nos.
93.575, 93.596, and 93.713) was enacted under Title I'\VV-A of the Social Security
Act and is administered at the federal level by the U.S. Department of Health and
Human Services.

In Colorado, determinations of families’ eligibility to receive subsidized child
care under the Program are made by the county departments of human/social
services. The Department, through its Division of Child Care, is responsible for
overseeing the administration of the Program at the local level by the county
departments of human/social services. During Fiscal Year 2011, the Department
spent approximately $110.7 million on the Program, of which $81.6 million was
federal funds, $17.9 million was state general funds, and $11.2 million was local
funds. Approximately 11,280 Colorado families received subsidized child care
under the Program in Fiscal Year 2011. The average monthly benefit was $645
per family.
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What was the purpose of the audit work?

The purpose of the audit work was to test the Department’s internal controls over
compliance with state and federal requirements with respect to eligibility
determination and review its progress in implementing our Fiscal Year 2010 audit
recommendations to the Department for the Program.

What audit work was performed and how were results measured?

The audit work included interviewing Department staff to determine what type of
monitoring activities were performed to monitor counties’ eligibility processes
during Fiscal Year 2011.

We recommended during our Fiscal Year 2010 audit that the Department resume
routine monitoring of county departments of human/social services to ensure that
the counties are in compliance with state and federal requirements for the
Program. The Department agreed to implement our recommendation during Fiscal
Year 2011.

Federal regulations (Administration Under Contract and Agreements, 45 C.F.R.,
pt. 98.11) require that primary grant recipients, such as the Department, have
controls in place to ensure that subrecipients, such as the counties, have adequate
controls in place to meet grant requirements. For example, to qualify for a child
care subsidy under the Program, a family must meet certain eligibility
requirements.

What problem did the audit work identify?

In our interviews with Department staff, we noted that the Department has not yet
implemented its plan for monitoring counties on an ongoing basis. The
Department did not perform any onsite reviews of the counties during Fiscal Year
2011. Based on our prior year audit recommendations, onsite reviews of the
counties should include various controls and approaches to meet the specific
monitoring requirements we have identified in those recommendations.

Why did the problem occur?

Department officials reported that the staffing required to upgrade the Child Care
Automated Tracking System during the past year limited the Department’s ability
to conduct county monitoring. The Department developed an updated monitoring
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plan but has not yet implemented it. The Department expects to routinely monitor
counties under this plan beginning in November 2011.

Why does this problem matter?

The lack of an ongoing, consistent county monitoring process means the State
cannot ensure that the counties are complying with federal requirements for the
Program. This could result in the Department being required to repay funds to the
federal government.

(CFDA Nos. 93.575, 93.596, 93.713; Child Care and Development Block Grant,
Child Care Mandatory and Matching Funds of the Child Care and Development
Fund, American Recovery and Reinvestment Act Child Care and Development
Block Grant; Activities Allowed or Unallowed, Allowable Costs/Cost Principles,
Eligibility, Subrecipient Monitoring. Classification of Finding:  Significant
Deficiency.)

Recommendation No. 48:

The Department of Human Services (the Department) should resume routine
monitoring of county departments of human/social services for the Child Care and
Development Fund Program Cluster (Program) to ensure that counties are
correctly determining eligibility in accordance with state rules and the Code of
Federal Regulations. The Department’s monitoring should include:

a. Monitoring manual overrides of the information system controls by county
workers to ensure compliance with federal requirements.

b. Using system reports to follow up on trends and irregularities.

c. Using a risk-based approach to identify case files for review and identify
the cause of errors identified in the case file review.

d. Verifying that counties properly conduct the required reviews of child care
providers’ attendance sheets.

e. Requiring counties to submit corrective action plans to address any
problems identified in the Department’s case file reviews.
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Department of Human Services Response:

Agree. Implementation date: January 2012.

The Department of Human Services agrees to resume routine monitoring
of county departments of human/social services for the Child Care and
Development Fund Program Cluster to ensure that counties are correctly
determining eligibility in accordance with state rules and the Code of
Federal Regulations. The Department’s monitoring will include:

a.

The Department will use monthly exception reports produced in the
Childcare Automated Tracking System (CHATS), targeting counties
identified through these reports for compliance and monitoring in a
given month. The Department will work with counties to reduce
inappropriate overrides. All counties will be included in compliance
and monitoring reviews over the course of a year.

The Department will use system reports to follow up on trends and
irregularities by programming CHATS to produce exception reports on
a monthly basis and targeting counties identified through these reports
for compliance and monitoring in a given month. The Department will
work with counties to reduce overrides when appropriate. All counties
will be included in compliance and monitoring reviews over the course
of a year.

The Department has instructed counties (Agency Letter CC-11-05-P,
County Eligibility File Reviews, effective August 23, 2011) on
processes related to case reviews and the reporting of the results of the
reviews. Each county shall complete a random sample pull, include
risk-based reviews in the sample, and ensure the identified numbers of
reviews are completed and the results are reported to the Department.
The Department has identified the components that must be included
in the reviews to identify the source of errors.

The Department has instructed counties (Agency Letter CC-11-03-P,
County Procedures to Audit Child Care Payments and Provider Fiscal
Agreements, effective August 23, 2011) on processes related to review
of provider payment based on child care attendance, including
instructions on including a verification of attendance through sign-in
and sign-out sheets. The Department now requires counties to submit
the result of the reviews.

The Department, through Agency Letter CC-11-03-P and Agency
Letter CC-11-05-P, effective August 23, 2011, now requires the
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counties to submit correction plans to address problems identified in
county as well as Department case file reviews.

Alternative Work Arrangements

Employees who work for many divisions and programs within the Department
can participate in a benefit called flexplace, which allows employees to work in
alternative locations. The Colorado Department of Personnel & Administration
(DPA) is responsible for providing centralized human resources, information, and
guidance to all state agencies. DPA encourages state agencies to extend flexplace
arrangements to their employees to attract qualified employees, increase job
satisfaction, and reduce commuting costs. The Department’s employees
participating in flexplace are permitted to perform work duties from locations
other than the Department agency offices, usually from home.

What was the purpose of the audit work?

The purpose of the audit work was to test the Department’s internal controls over
its flexplace arrangements and review its progress in implementing our Fiscal
Year 2010 audit recommendation in this area.

What audit work was performed and how were results measured?

The audit work included interviewing Department staff about the flexplace benefit
and reviewing the DPA flexplace policy.

The Department has adopted the DPA flexplace policy, which defines flexplace
requirements and provides for the use of standard flexplace application and
agreement forms. In addition, federal and state laws require safeguarding of
protected and confidential data, including data held outside of the Department’s
offices.

During our Fiscal Year 2010 audit, we determined that staff working a flexplace
arrangement, including those assigned to the Child Care and Foster Care
programs [Child Care Development Block Grant, Child Care Mandatory and
Matching Funds of the Child Care and Development Fund, American Recovery
and Reinvestment Act Child Care and Development Block Grant (CFDA Nos.
93.575, 93.596, 93.713 and the Foster Care Title IV-E program CFDA No.
93.658)], lacked adequate documentation in the agreements between the
Department and employee. We specifically identified $21,100 in total known
questioned costs for these two programs during the Fiscal Year 2010 audit. Our
recommendation was that the Department should designate one division or
manager to centrally track the Department’s flexplace arrangements and costs,
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ensure that it consistently follow the DPA flexplace policy, and train approving
officials at the division and program levels on their responsibilities for
implementing flexplace policies and monitoring staff who participate in flexplace.

The Department partially agreed with our recommendation. Specifically, the
Department did not fully agree to implement the recommendation, because it
didn’t agree that the function of monitoring alternative work arrangements should
be centrally tracked by one division or manager. Instead, the Department agreed
to hold appointing authorities accountable for properly tracking flexplace
agreements and costs, including maintaining copies of all such agreements in both
supervisory and official personnel files. The Department agreed with all other
parts of our recommendation.

What problem did the audit work identify?

The Department has not taken any steps to improve its controls over flexplace
arrangements. In our interviews with Department staff, they were unable to
provide any information on steps taken neither during Fiscal Year 2011, nor
through the end of our fieldwork in mid-December 2011, to implement the Fiscal
Year 2010 recommendation, even though the Department agreed to implement the
recommendation by January 2011.

Why did the problem occur?

Department officials have not adequately communicated the flexplace policy to
division or program managers and have not tracked the program in order to ensure
that it is functioning as intended. The Department also has failed to consistently
implement the DPA policy, including using standard flexplace forms and
conducting ongoing monitoring.

In addition, the Department has not trained approving officials on their
responsibilities with regard to implementing flexplace policies and managing staff
who work offsite.

Why does this problem matter?

The Department’s lack of adequate controls over flexplace arrangements is
problematic for three reasons.

First, 90 percent of the Department staff working a flexplace arrangement are
involved in the delivery of social services, which requires those staff to routinely
collect clients’ personal and confidential information. Because the Department
has not established adequate controls over protected and confidential data in
employees’ home offices, the Department cannot ensure that employees working



I -102

State of Colorado Statewide Single Audit - Fiscal Year Ended June 30, 2011

a flexplace arrangement are properly safeguarding protected information, and
there is a risk that protected information could be compromised.

Second, because the flexplace arrangements were not periodically reviewed
during both Fiscal Years 2010 and 2011, the Department did not adequately
monitor employees’ offsite working arrangements and, thus, it could not ensure
that each arrangement was still appropriate, employee performance expectations
were met, and employees properly safeguarded state equipment at their home
offices.

Third, during both Fiscal Years 2010 and 2011, the Department’s flexplace
program was not executed consistently throughout the Department or in
accordance with policy. Therefore, the Department cannot ensure that its
flexplace arrangements are monitored appropriately and function in the State’s
best interests, that employees working offsite provide state services seamlessly, or
that the State does not incur unnecessary costs. Additionally, the Department
cannot ensure that it is in compliance with federal requirements related to
programs it administers, such as the Child Care program and Foster Care
program, and that costs charged to these programs are allowable.

(CFDA Nos. 93.575, 93.596, 93.713, 93.658; Child Care and Development Block
Grant, Child Care Mandatory and Matching Funds of the Child Care and
Development Fund, American Recovery and Reinvestment Act Child Care and
Development Block Grant, Foster Care Title IV-E; Activities Allowed or
Unallowed, Allowable Costs/Cost Principles. Classification of Finding:
Significant Deficiency.)

Recommendation No. 49:

The Department of Human Services (the Department) should improve controls
over its flexplace program by:

a. Ensuring that the Department consistently follows the Department of
Personnel & Administration’s (DPA) flexplace policy, including the
proper use of the DPA flexplace application and agreement forms.

b. Training approving officials at the division and program levels on their
responsibilities for implementing flexplace policies and monitoring staff
who participate in flexplace. The training should include requirements for
approving and signing flexplace applications and arrangements, the types
of expenses to be covered, what state property will be used offsite, and
how protected and confidential data are to be safeguarded.
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Department of Human Services Response:
Agree. Implementation date: September 1, 2012,

During the second quarter of Fiscal Year 2012, the Department developed
a process for monitoring and documenting flexplace agreements. The
human resource department conducted an audit to secure and document
current Department employees participating in flexplace arrangements.
That effort is now complete with flexplace agreements verified and, where
necessary, updated. Complete and signed copies now reside in respective
employee personnel files, pursuant to policy.

Controls were also added and include the development of a spreadsheet
containing a list of participants, equipment issued, and the respective
appointing authority. The Department will verify annually that the
information on the spreadsheet is accurate.

Training will be ongoing and will include training as to roles and
responsibilities, with training for Calendar Year 2012 expected to be
completed on or before September 1, 2012.

Title IV-E Foster Care Program

The purpose of the federal Foster Care program is to help states provide safe and
stable out-of-home care for children for who have been temporarily removed from
their homes. The federal grant provides funds to assist with the costs of foster care
maintenance for eligible children, with costs directly related to the administration
of the Foster Care program, and with training costs. The Foster Care program
(CFDA No. 93.658) was enacted under Title IV-E of the Social Security Act and
is overseen at the federal level by the U.S. Department of Health and Human
Services. In Colorado, the county departments of human/social services
administer the Foster Care program, such as determining eligibility, and the
Department supervises the counties. During Fiscal Year 2011, the Department
spent about $123.4 million on the Foster Care program, of which $59.4 million
was federal funds and $64 million was state general funds. Total federal
expenditures included about $1.5 million in Recovery Act funds.

County Administrative Spending

Counties use block grant allocations from the Department to fund their child
welfare services, including foster care. The Department uses an allocation model
to determine each county’s allocation. The model relies on eight active cost
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drivers that capture caseload levels and the associated costs of delivering child
welfare services. Cost drivers that measure caseload levels include the rate of
child abuse or neglect referrals and number of foster care placements in the
county. Cost drivers based on county cost data include the county’s average days
per year for foster care placements and program services cost per open
involvement with a family. Foster Care program services include county case
management, administrative costs, and case services. For each driver, the model is
intended to contain child welfare costs at the county level by establishing a
maximum and minimum range of expenditures or services for each county.
Counties that are above the maximum of the range for a driver must pay for these
extra costs or services with funds other than child welfare block grant money.
Counties that are below the low end of the range for a driver are given additional
funding under the presumption that they should be providing a minimum level of
services.

What was the purpose of the audit work?

The purpose of the audit work was to determine whether the Department’s child
welfare allocation model apportions funds in a cost-effective and fair manner
based on county caseloads.

What audit work was performed and how were results measured?

We interviewed staff and reviewed relevant documentation to determine whether
the Department had implemented a recommendation related to child welfare
expenditures from our Foster Care Financial Activities Performance Audit
(September 2007). Specifically, we recommended that the Department work on
identifying and implementing options for improving information to evaluate
county administrative and case management costs in the child welfare allocation
model used in the child welfare system.

What problem did the audit work identify?

During our Fiscal Year 2010 audit, we found that the Department determined that
a county workload study would be the best way to obtain improved information
about county administrative and case management costs but would need funding
for this project. During our Fiscal Year 2011 audit, we found that the Department
has not sought funds for the workload study and does not intend to seek funds for
this study in the future. The Department also stated that it regularly discusses
county administrative costs versus case management costs in its Child Welfare
Allocation Committee (Committee), which includes Department and county
representatives and provides recommendations to the Department on child welfare
allocations made to the counties. During the audit, we reviewed Committee
meeting minutes provided by the Department and did not find evidence that the
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Committee worked on or implemented any alternative methods based on these
discussions for improving the information it collects on county administrative and
case management costs.

Why did the problem occur?

House Bill 98-1137 required the Department to define “administration and
support functions” and to develop a method for identifying these costs, which
would allow the Department to track these expenditures separately from case
management costs. The Department defined administrative and support functions
in an agency letter in September 1998 to include items such as rent, legal services,
and travel but did not include case management costs in this definition. During
our 2007 performance audit, when we first identified this problem, we found that
the Department had not yet developed a method for identifying and tracking
administrative and support costs. We also found that the Department‘s current
systems were not designed to track administrative and case management costs
separately for each county. For example, the Department’s County Financial
Management System (CFMS) captures county-level expenditures but does not
break out certain costs by program (e.g., CFMS does not specifically identify
“foster care administration costs”). The Department indicated during our Fiscal
Year 2011 audit that budget limitations have prevented it from addressing this
issue.

Why does this problem matter?

The Department’s inability to separate out administrative and case management
costs significantly weakens accountability over the funds allocated to the program
services cost driver, which at the time of the 2007 performance audit was
increasing at a disproportionate rate to other cost drivers in the model. Without a
method for separately capturing the administrative and case management costs
that make up program services, the Department cannot determine whether the
increase in program services costs is a result of increased county administrative
costs or of increased case management services provided to families or children.
This distinction is important because case management costs reflect direct
services provided to families or children.

(CFDA No. 93.658; Foster Care Title 1V-E; Allowable Costs/Cost Principles.
Classification of Finding: Significant Deficiency.)
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Recommendation No. 50:

The Department of Human Services (the Department) should identify and
implement methods for improving cost information used to evaluate county
administrative and case management costs in the child welfare allocation model.

Department of Human Services Response:
Disagree. Implementation date: Not Applicable.

The Department does not agree that the allocation formula for child
welfare is an appropriate way to identify these costs. There is no
requirement that the allocation methodology, or formula, take into
consideration either administrative or case management costs, and to
conduct a workload study or incur any significant expense in order to
isolate the two sub-cost centers, while perhaps providing information that
the Department currently does not have, would certainly not need to be
considered by the Child Welfare Allocations Committee.

Since the Department was previously unable to find a proxy methodology
to identify the two sub-cost centers, we are unable to implement this
recommendation.

During Fiscal Year 2011, the Office of the State Auditor conducted audit work
that resulted in findings and recommendations addressed jointly to the
Department of Health Care Policy and Financing and the Department of Human
Services for the Developmental Disabilities Medicaid Waiver Program Service
Planning. This finding and recommendation and the responses of both agencies
are included in the Department of Health Care Policy and Financing chapter
within Section 11l. Federal Award Findings of this report. See Recommendation
No. 37.
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Department of Labor and
Employment

Introduction

The Department of Labor and Employment (the Department) is responsible for
providing services to employers and job seekers and enforcing laws concerning
labor standards, unemployment insurance, workers’ compensation, public safety,
and consumer protection.

As part of our Fiscal Year 2011 audit, we tested the Department’s compliance
with federal grant requirements for the following programs:

e Unemployment Insurance (Ul)
e Workforce Investment Act (WIA) Cluster

The results of our Fiscal Year 2011 audit identified errors resulting in
recommendations for the above programs. We identified a total of five significant
deficiencies in internal control over compliance with requirements applicable to
these programs. The issues identified and audit recommendations are described in
the following sections of this chapter.

The following comments were prepared by the public accounting firm of Clifton
Gunderson LLP, which performed Fiscal Year 2011 audit work at the
Department.

Federal Grants Payroll Timesheets

In Fiscal Year 2011, total payroll costs (wages and benefits) charged to the federal
WIA Cluster (CFDA Nos. 17.258, 17.259, 17.260, and 17.278) grants were
approximately $5.3 million.

The federal Office of Management and Budget’s Circular A-87 — Cost Principles
for State, Local, and Indian Tribal Governments specifies requirements for
documentation of salaries and wages charged to federal programs, including a
requirement that employers sign their personnel activity reports or timesheets.
Further, State Personnel Rules require timesheets to be certified by the employee
and supervisor.
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What was the purpose of the audit work?

The purpose of the audit work was to ensure that the distribution of payroll costs
to federally sponsored projects and the method and timing of the
confirmation/determination were performed in accordance with the applicable
federal and state regulations.

What audit work was performed and how were results measured?

To comply with federal and state regulations, Department policy requires all
employees to certify their timesheets electronically through the Department’s
timekeeping system, KRONOS. We tested a total of 40 payroll transactions
related to WIA by reviewing time cards and ensuring that employee time was
certified/approved by both the employee and the supervisor who had adequate
knowledge of the employee’s time distribution.

What problem did the audit work identify?

Of our testing of 40 payroll transactions totaling $125,000, we noted that one
transaction was not supported in accordance with the requirements outlined
above. Specifically, we noted one payroll transaction totaling $5,100 (4 percent of
the dollar value of transactions tested) that was not certified by the employee’s
supervisor.

Why did the problem occur?

The Department’s current policies involve contacting all supervisors of
employees who have unapproved time cards a total of three times before
processing payroll. If the employee’s time card is still not approved, the
employee’s time card will be approved by the Payroll Supervisor in order to
process payroll. In the instance related to this employee, the employee’s
supervisor was terminated during this time period when this instance occurred.
However, the Department’s policies require that the employee’s next highest level
supervisor should approve the time card if the immediate supervisor is not
available. Such an alternate approval was not obtained by the Department.

Why does this problem matter?

Failure to prepare timesheets in accordance with Department policy and State
Personnel Rules could result in unallowable costs being charged to federal
programs.
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(CFDA Nos. 17.258, 17.259, 17.260, 17.278; WIA Audit Program, WIA Youth
Activities, WIA Dislocated Workers, WIA Dislocated Worker Formula Grants;
Allowable Costs/Cost Principles. Classification of Finding: Significant
Deficiency.)

Recommendation No. 51:

The Department of Labor and Employment (the Department) should ensure that
timesheets for salaries and wages charged either directly or indirectly to federal
programs are certified in accordance with federal regulations, State Personnel
Rules, and Department policy by requiring timesheets to be certified by both the
employee and supervisor prior to issuing payments.

Department of Labor and Employment Response:
Agree. Implementation date: January 1, 2012.

The Department will ensure timesheets for salaries and wages are certified
in accordance with federal regulations, State Personnel Rules, and
Department policy by requiring timesheets to be certified by both the
employee and supervisor prior to the completion of the monthly payroll
issuance. The Department will ensure that the next highest level
supervisor approves the time record if the immediate supervisor is not
available to approve the time record.

Program Management Reporting

In Fiscal Year 2011, the Department spent federal funds for the Ul Program
(CFDA No. 17.225) of approximately $2.1 billion, including $760 million from
the federal Ul Trust Fund and $802 million of American Recovery and
Reinvestment Act funding. The Department is required to prepare and remit to the
federal government numerous financial and performance reports for the Ul
Program. The reporting requirements include standard federal Office of
Management and Budget reports and other reports, as required by the U.S.
Department of Labor.

What was the purpose of the audit work?

The purpose of the audit work was to review the Department’s internal controls
over and compliance with federal reporting requirements for the Ul Program.
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What audit work was performed and how were results measured?

We reviewed a sample of 20 required financial reports submitted quarterly by the
Department for the Ul Program. We assessed each report against a number of
specific compliance requirements outlined by the U.S. Department of Labor,
including the requirement that there be adequate supervisory review of reports
prior to submission and that the information reported agrees with supporting
documentation.

What problem did the audit work identify?

The audit work identified two overall issues with the reports we reviewed:

e Seven reports lacked evidence that a supervisory review was conducted
prior to submission. These seven reports included the “ETA 227
Overpayment and Detection and Recovery Activities Report” (ETA 227)
(two reports), the “ETA 2208A Unemployment Insurance Contingency
Report” (two reports), the “ETA 581 Contributions Operations Report”
(two reports), and the “ETA 563 Trade Adjustment Assistance Activity
Report” (one report).

e The quarterly ETA 227 reports included information that did not contain
any supporting documentation. For example, notations on the ETA 227
report indicate there is no audit trail related to certain adjustments within
the report. Accordingly, such adjustments could not be validated by
supporting documentation.

Why did the problem occur?
The problems identified above occurred for the following reasons:
e The Department has not instituted a supervisory review and approval
process for amounts included on reports submitted to the U.S. Department

of Labor and Employment.

e The Department does not have procedures in place requiring staff to retain
supporting documentation for the ETA 227 reports.
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Why does this problem matter?
The federal oversight agencies depend on accurate reports to measure program
results and State compliance with federal requirements. The Department risks the

loss of federal awards if it does not comply with federal requirements.

(CFDA No. 17.225, Unemployment Insurance, Reporting. Classification of
Finding: Significant Deficiency.)

Recommendation No. 52:

The Department of Labor and Employment (the Department) should improve
controls over federal unemployment insurance reporting requirements by
instituting a procedure requiring retention of supporting documentation and a
secondary review and approval process to ensure that amounts recorded on
reports to the U.S. Department of Labor are accurately reported and supported by
source documentation.

Department of Labor and Employment Response:
Agree. Implementation date: January 31, 2012.

The Department will institute a secondary review and approval procedure
to cover all federal reports outlined in the Circular A-133 Compliance
Supplement for U.S. Department of Labor employment and training
programs. The Department will secure supporting documentation for all
required reports submitted electronically.

Unemployment Insurance Eligibility

The Ul Program provides benefits to unemployed workers for periods of
involuntary unemployment and helps stabilize the economy by maintaining the
spending power of workers while they are between jobs. In Fiscal Year 2011, the
Department expended more than $2.1 billion in unemployment insurance benefits.

What was the purpose of the audit work?

The purpose of the audit work was to ensure that the Department is administering
the Ul Program in accordance with established policies and procedures by paying
benefits to eligible claimants.
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What audit work was performed and how were results measured?

House Bill 06S-1023 requires each state agency providing state or local benefits
to require applicants aged 18 and over to provide proof that they are lawfully
present in the United States prior to receipt of public benefits. This statute also
requires a person applying for benefits to sign an affidavit stating that he or she is
a U.S. citizen or legal permanent resident. To comply with federal and state
regulations, the Department maintains a case file containing all required
documentation for all claimants.

Additionally, the federal Department of Labor’s Benefits Accuracy Management
State Operations Handbook Number 395, 5th Edition outlines an extensive
Benefits Accuracy Management (BAM) review process that is required to be
performed by Department staff on a weekly basis. As part of the BAM review
process, the handbook (page VI-7) requires the Department to utilize the National
Directory of New Hires for all paid sample cases beginning December 31, 2007,
to ensure claimants are not simultaneously employed while receiving benefits
payments.

We tested a sample of 40 Ul Program benefits payments made by the Department
during Fiscal Year 2011. For each of the claimants tested, we ensured that the
case file contained a signed affidavit stating that the claimant is a U.S. citizen or
legal permanent resident. Additionally, we performed a cross-check against the
National Directory of New Hires as of the claim date.

What problem did the audit work identify?

We noted the following problems in our testing of the 40 claim payments in our
sample:

e Case files for two (5 percent) claimants did not contain signed affidavits
verifying that the claimants are U.S. citizens or permanent legal residents.
The total weekly benefits amount paid to these two claimants for the claim
date selected was $508.

e Data contained in the National Directory of New Hires indicated that four
(10 percent) claimants in our sample had a hire date prior to the claim
issuance date, and two (5 percent) of the claimants had a W-4 date prior to
the claim issuance date. The total weekly benefits amount paid to these six
claimants for the claim date selected was $1,976.

Department staff reported that they cross-checked claim payments against the
National Directory of New Hires sporadically from September 2008 through May
2011. However, Department staff indicated that they requested the National
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Directory of New Hires data on a weekly basis during that time period so that the
cross-checks could be performed at a later date. As of June 2011, Department
staff report that they have been performing the National Directory of New Hires
cross-checks on a weekly basis as part of the BAM review process. However,
there is currently a backlog of approximately 2,852 National Directory of New
Hires cross-checks to be performed. Department staff reported that they are
currently performing approximately 75 to 100 National Directory of New Hires
cross-checks per week.

Why did the problem occur?

For claimants who filled out an online application, Department staff reported that
the related case files did not contain the signed affidavits because the support was
never obtained from the claimants.

The Department reported that failure to cross-check claim payments against the
National Directory of New Hires from September 2008 until June 2011 was due
to increased workload as a result of emergency unemployment compensation
payments and decreased staff.

Why does this problem matter?

Failure to ensure that claimants are eligible to receive benefits could result in
potential overpayment of benefits to individuals who are not legally entitled to
receive them and federal disallowances of Ul funds.

(CFDA No. 17.225, Unemployment Insurance, Eligibility. Classification of
Finding: Significant Deficiency.)

Recommendation No. 53:

The Department of Labor and Employment (the Department) should ensure that
unemployment insurance claimants attest to their lawful presence in the United
States prior to the disbursement of benefits through one of the following:

e Obtaining a signed affidavit from each claimant stating that he or she is a
U.S. citizen or legal permanent resident.

e Changing its process to include an option for the claimant to sign a written
statement within the electronic application to affirm that he or she is a
U.S. citizen or legal permanent resident. The Department should ensure
that such option meets the requirements of the Colorado Revised Statutes,
as defined above.
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Further, the Department should continue to perform the National Directory of
New Hires cross-checks on a weekly basis as a required component of the
Benefits Accuracy Management review process.

Department of Labor and Employment Response:
Agree. Implementation date: December 31, 2011.

The Department will ensure that all claimants are eligible to receive
unemployment benefits by performing all eligibility determination
procedures prior to benefits issuance, as prescribed, including securing the
required affidavit to attest U.S. citizenship or legal permanent residency.
Unemployment insurance claimants who file online (primary method) are
required to affirm lawful presence in order to complete the online
application. The Department will tighten/modify the language on the
current online initial claim application. Wording will clearly demonstrate
that claimants not only affirm that they understand the legal requirement,
but also that they attest they are actually legally present. Also, all
unemployment insurance claimants who file over the telephone will attest
to their legal presence, similar to the online method.

During Fiscal Year 2011, the Office of the State Auditor conducted the
Unemployment Insurance Program Performance Audit (November 2011). The
information and comments below were contained in that report.

Lawful Presence Controls

Unemployment Insurance Program (Ul Program) claimants must meet several
requirements to be eligible to receive benefits. In this section, we discuss the
requirement that claimants be lawfully present in the United States. House Bill
06S-1023 (Section 24-76.5-101, et seq., C.R.S.) and federal law prohibit the
payment of public benefits, including unemployment insurance (Ul) benefits, to
individuals who are not lawfully present in the United States. We reviewed the Ul
Program’s controls designed to ensure that only lawfully present individuals
receive Ul benefits and assessed whether these controls are effective and comply
with state and federal laws. Specifically, we observed and interviewed staff
responsible for verifying lawful presence, reviewed program policies and
procedures, evaluated system controls, and analyzed claims data. Overall, we
found that the Ul Program’s application procedures do not always ensure that
claimants comply with state and federal laws designed to verify that individuals
applying for public benefits are lawfully present in the United States.
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Both state and federal laws provide specific procedures that state agencies
providing public benefits must follow to confirm that claimants are lawfully
present. As shown in the table below, not all of House Bill 06S-1023’s provisions
are required by federal law. However, federal laws allow states to develop their
own procedures to affirm lawful presence as long as they do not conflict with
federal law. Therefore, all of the following requirements apply to Colorado’s Ul
Program.

Unemployment Insurance Program
State and Federal Lawful Presence Requirements

State Law
(House Bill | Federal
Requirement 06S-1023) Law

Claimants must provide social security numbers.
Claimants must indicate whether they are U.S. citizens. X
Claimants must attest to being lawfully present. X

State agencies must collect and verify alien registration numbers from X
claimants who indicate that they are not U.S. citizens.

Claimants must provide one of several acceptable forms of
identification, such as a valid Colorado driver’s license or
identification card, military or coast guard identification card, Native
American tribal document, or other documents acceptable under
Department of Revenue rules.

Source: Section 24-76.5-101, et seq., C.R.S., and 8 USC 1611.

In 2006, the Colorado Office of the Attorney General provided all state agencies
with informal guidance to assist agencies in interpreting and implementing the
requirements of House Bill 06S-1023. According to this guidance, agencies are
not required to collect the identification documentation, such as a Colorado
driver’s license, from claimants in person. Instead, agencies may develop
alternate procedures for collecting the identification as long as they have a process
for verifying that the person applying for benefits is the rightful owner of the
identification document used to show lawful presence. To assist agencies in
verifying the validity of Colorado driver’s licenses and identification cards, the
Department of Revenue (DOR) created an online system, available to all state
agencies, that allows agency staff to immediately determine whether an
identification document was issued to the same person applying for benefits, and
whether the identification document is currently valid (i.e., not expired,
suspended, revoked, or cancelled). In addition, the guidance provided by the
Office of the Attorney General indicated that claimants may submit affidavits
affirming legal presence through online application systems as long as the
benefits application requires the claimants to provide an electronic signature.
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Based on our review of House Bill 06S-1023 and guidance provided by the Office
of the Attorney General, because the Ul Program uses an online application form
and does not collect identification documentation in person, it must have
procedures in place to verify that each claimant is the rightful owner of the
identification document he or she uses to show lawful presence.

We reviewed the Ul Program’s procedures to ensure that claimants are legally
present, as required by state and federal laws. Claimants can apply for benefits
online or over the phone. As shown in the flowchart below, when claimants apply
for benefits, the Ul Program’s application process requires that they provide a
social security number and requests their Colorado driver’s license or
identification card number. In addition, the application asks claimants whether
they are U.S. citizens. If the claimants indicate that they are not U.S. citizens, the
application requires that they provide their alien registration number, and a hold is
placed on the claim until Ul staff verify the alien registration number using a
federal database. After the claimants submit the application, the Ul Program mails
the claimants an affidavit to affirm citizenship status and to provide additional
identification information.
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Unemployment Insurance Program
Lawful Presence Application Controls

Claimant Application
begins requires social

Application
requests Colorado

application security
online or by number.
phone.

Application
Application requires claimant to
submitted. (¢ provide his or her
alien registration
number.

driver’s license or
identification
number.

Application asks if
claimantisa U.S.
citizen.

Claimant

answers
“No.”

A 4
Staff verify the alien registration
number with federal database.
Claim paid only after verifying
alien registration.

\ 4

Ul Program mails
claimant affidavit

Claimant
answers
“Yes.”

Application
submitted.

form to attest to
lawful presence.

Source: Office of the State Auditor’s review and observation of Ul Program controls.

During the audit, we identified two control weaknesses that impact the Ul
Program’s ability to ensure that claimants are legally present. Specifically, the Ul
Program does not require applicants to provide an attestation affirming legal
presence, and the Ul Program’s procedures do not ensure that claimants provide

valid identification, as required. We discuss these concerns below.

Attestation Controls

As discussed above, House Bill 06S-1023 and federal law require claimants to
affirm that they are legally present in the United States as a condition of receiving
benefits. The Ul Program has two procedures that are intended to ensure that
claimants attest to being legally present in the United States. First, the Ul Program
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requests that claimants provide a signed affidavit form attesting to their legal
presence in the United States and, second, the program requires that claimants
answer a question regarding their citizenship during the application process.
Overall, we found that most claimants attested to being legally present in
accordance with House Bill 06S-1023 and federal law; however, we found
weaknesses in both of the Ul Program’s procedures that could allow claimants to
receive Ul benefits without affirming their legal presence in the United States.
Further, we found that the procedures are duplicative and that with changes to its
application, the Ul Program could reduce staff workload while still ensuring that
all claimants meet House Bill 06S-1023 and federal requirements.

Affidavit Form. During the audit, we reviewed a sample of 100 claimant files
from claims paid during December 2010 to determine whether each claimant had
submitted the affidavit form attesting to legal presence. We found that 98 of the
100 claimants sampled returned the form. Thus, it appears that most claimants are
meeting the requirements of House Bill 06S-1023 and federal law to affirm their
legal presence in the United States. However, the Ul Program’s controls over the
affidavit process do not ensure that all claimants affirm legal presence.
Historically, the Ul Program did not pay benefits to claimants until they returned
the signed affidavit affirming their legal presence in the United States. If
claimants did not return the affidavit forms, the Ul Program would place a hold
on the claims, and Ul staff would follow up with the claimants to obtain the
affidavits. However, in February 2009, Ul Program management instructed staff
to no longer place holds on claims when claimants do not return the affidavit.
Although the Ul Program has continued to indicate to claimants since February
2009 that the affidavit form is required, claimants can now receive Ul benefits
even if they do not return a signed affidavit. Therefore, the Ul Program cannot
rely on the current procedure to ensure that all claimants affirm legal presence.

Application Citizenship Question. According to informal guidance provided by
the Office of the Attorney General, agencies can comply with House Bill 06S-
1023’s affidavit requirement through online applications as long as the application
requires claimants to affirm their lawful presence and complete an electronic
signature. The Ul Program’s application during the period we reviewed asked
claimants if they were U.S. citizens and included an attestation that was intended
to require claimants to affirm that all the information they provided on the
application, including their citizenship status, was true. However, the Ul
Program’s application did not ensure that claimants affirmed their lawful
presence. Specifically, if claimants indicated that they were not a U.S. citizen,
they were asked to provide an alien verification number but were never required
to positively affirm their legal presence, as required by both House Bill 06S-1023
and federal law. In addition, the attestation language intended to require claimants
to affirm that the information they provided on the application is true contained
ambiguous language. Specifically, the two responses available to applicants
following the attestation language read, “Yes, | want to sign up for
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unemployment” or “No, | do not want to sign up for unemployment.” Thus, it was
not clear that the claimants were actually affirming that all information they
provided was true and not simply stating that they wanted to apply for benefits.

Following our review, the Ul Program changed the language in its application.
However, we found that, as of August 2011, the new language in the application
still does not require the claimants to directly state that they are lawfully present.
Specifically, the application requires claimants to mark a checkbox affirming their
understanding that they “must be a U.S. citizen or legal permanent resident or be
lawfully present in the United States according to federal law (emphasis added).”
Thus, the claimants appear to be affirming that they understand the legal
requirement, but not that they are actually legally present.

Finally, although the Ul Program must have a process in place requiring claimants
to affirm their lawful presence to comply with state and federal laws, we found
that the affidavit and application procedures described above are duplicative.
Specifically, both procedures are intended to collect information from claimants
about their citizenship status and to ensure that claimants affirm their legal
presence in the United States. Therefore, we believe that both procedures are not
necessary, provided that the Ul Program takes steps to address the problems we
discussed above. As a result, the Ul Program has an opportunity to reduce its
current workload. For example, currently Ul Program staff must scan each
affidavit form received from claimants and add the documents to claimants’ files.
By contrast, if claimants were to affirm citizenship online or during a recorded
phone statement when they apply for benefits, the Ul Program would have an
electronic record of the affirmation without having to dedicate staff time to
processing affidavit forms. According to House Bill 06S-1023, agencies may
adopt alternative procedures to collect an affidavit form, as long as the alternative
procedures are no less stringent. Further, as previously mentioned, informal
guidance provided by the Office of the Attorney General indicates that collecting
affidavits electronically would be an acceptable alternative. Thus, if the Ul
Program made changes to the application language to address the problems we
identified above, the Ul Program would no longer need to request that claimants
send in signed affidavits, which could reduce workload.

(CFDA No. 17.225, Unemployment Insurance, Eligibility. Classification of
Finding: Significant Deficiency.)
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Recommendation No. 54:

The Department of Labor and Employment (the Department) should ensure that
unemployment insurance claimants meet the requirements of House Bill 06S-
1023 and federal law for attesting to their lawful presence in the United States by:

a.

Changing the language in the Unemployment Insurance Program
application form so that claimants are clearly affirming through the
application that they are legally present in the United States.

Requiring all applicants to affirm legal presence before receiving benefits.

Eliminating the use of the current paper affidavit form for affirming legal
presence.

Department of Labor and Employment Response:

a. Agree. Implementation date: December 2011.

We will tighten the language on the current online initial claim
application. Wording will clearly demonstrate that claimants not only
affirm that they understand the legal requirement, but also that they
attest that they are actually legally present.

. Agree. Implementation date: December 2011.

Most claimants file online, and they will be required to affirm lawful
presence in order to complete the online application. All claimants
who file over the telephone will attest to their legal presence and those
responses are already being recorded.

Partially agree. Implementation date: December 2011.

The Department will mail the affirmation of legal presence form to
claimants who file a claim over the telephone to ensure the integrity of
the telephone recordings and because recordings are stored for only 10
to 11 months due to capacity issues. The call center script will be
changed to be more specific. We will eliminate sending forms to those
who apply online once our language has been changed.
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Identification Controls

When claimants apply for benefits, the Ul Program requires that they enter a nine-
digit Colorado driver’s license or identification number. To determine whether
claimants provided valid driver’s license or identification numbers, as required by
House Bill 06S-1023, we reviewed the driver’s license numbers on file for a
sample of about 56,000 paid claimants from the last week of December 2010,
which represents about 20 percent of the 277,000 total claimants who received
unemployment benefits in Calendar Year 2010. We found that about 4,800
(9 percent) paid claimants had provided clearly invalid numbers, such as
“000000000.” Our results are consistent with similar testing conducted by the Ul
Program. For example, during Calendar Years 2006 through 2009, the Ul
Program found that about 6 percent of the claimants it sampled did not provide a
valid identification number.

In addition, we selected a statistically valid sample of 213 claimants, drawn from
our original sample of 56,000, to determine how many of these claimants had
provided or could provide acceptable identification under the requirements of
House Bill 06S-1023. We chose a statistically valid sample so that we could
extrapolate our error rate to the entire population of Calendar Year 2010
claimants.

We tested whether the 213 claimants in our sample had complied with House Bill
06S-1023’s identification requirements by first matching the driver’s license or
Colorado identification number they provided on their Ul Program claim
application to DOR records. If DOR did not have a record of the claimants’
having been issued the number they provided to the Ul Program, or if the number
provided to the Ul program was for an invalid license and DOR had no other
record of valid identification, we then requested that the Ul Program follow up
with the claimants. Specifically, the Ul Program asked each of these claimants to
provide a photocopy of one of the forms of identification acceptable under House
Bill 06S-1023. At the completion of this process, we were unable to establish any
record of acceptable identification for 25 of the 213 claimants in our sample.
Because our sample was statistically valid, we were able to extrapolate our
findings to the entire Calendar Year 2010 population. Based on this process, we
estimate that in Calendar Year 2010, as many as 8,900 (3 percent) of the 277,000
total paid claimants did not or could not provide acceptable documentation to
comply with House Bill 06S-1023 requirements. We were also able to estimate
that the Ul Program paid about $60 million, or about 3 percent of the $2.4 billion
in state and extended Ul benefits paid in Calendar Year 2010, to these claimants
who did not or could not meet House Bill 06S-1023’s identification requirements
and, therefore, should not have received benefits.
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It is important to note that we could not conclude whether the claimants who were
unable to fulfill House Bill 06S-1023’s requirements were lawfully present in the
United States. Specifically, the inability to provide the identification documents
required by House Bill 06S-1023 does not, by itself, prove that an individual is in
the United States illegally. Ultimately, lawful presence is determined by federal
law and administrative proceedings.

We identified three weaknesses in the Ul Program’s processes that increase the
risk that claimants will not provide the identification documentation required by
House Bill 06S-1023 before receiving benefits, as described below.

The Ul Program has no mechanism to flag claims when claimants
provide invalid identification numbers. The online application system is
not programmed to flag claims when claimants provide clearly invalid
numbers, such as “000000000,” or other numbers that do not conform
with DOR’s numbering system for Colorado driver’s licenses and
identification cards. Further, Ul Program staff responsible for taking
claims applications over the phone ask for the claimants’ Colorado
driver’s license or identification numbers as part of the benefits
application process. However, if the claimants indicate that they do not
have a Colorado identification number available, Ul Program management
instruct agents to enter *“000000000” or “999999999” into the
identification field and allow claims to move forward without requiring
any identification. These claims are not flagged for later follow up and
review to ensure that the claimants provide acceptable identification.

The Ul Program does not verify that the Colorado identification
numbers provided by claimants correspond with valid identification
documents on file with DOR. As a result, the Ul Program cannot ensure
that claimants do not provide fictitious or invalid numbers or numbers for
identification documents that do not belong to them.

The Ul application does not provide instructions for applicants who
do not have a Colorado driver’s license or identification card.
Although House Bill 065-1023 and DOR regulations allow applicants for
public benefits to provide several forms of identification other than a
Colorado driver’s license or identification card, during our review the
application did not provide a method for applicants to provide these
documents. This is particularly problematic for out-of-state applicants,
who can apply for benefits in Colorado as long as they worked in
Colorado during the base period that determines Ul eligibility. In Calendar
Year 2010, about 6 percent of Colorado’s Ul claimants resided in other
states, but these claimants have not been able to provide out-of-state
identification on the application and may have entered invalid
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identification numbers, such as *“000000000,” on their applications to
move their claims forward. Following our review, the Ul Program
changed its application to allow claimants to indicate that they do not have
a Colorado driver’s license or identification card. However, there is still
no procedure in place to follow up with these applicants to collect and
verify their alternative identification information.

Ul Program management indicated that they do not currently verify identification
provided by claimants and did not deny any claimants benefits based on the
verifications they conducted on samples of claims from Calendar Years 2006
through 2009. According to management, the Ul Program does not conduct
verifications because management do not believe that this procedure is required
by House Bill 06S-1023 and are concerned that doing so would be time
consuming and could place an undue burden on claimants, which would violate
federal law. Further, management are concerned that some of the claimants’
driver’s license numbers may be invalid for reasons not related to lawful presence
(e.g., revoked or suspended license) and that these reasons might not be
appropriate grounds to deny Ul benefits.

We question whether the Ul Program’s current procedures can accomplish the
purpose of House Bill 06S-1023 without verifying that the Colorado identification
numbers provided are valid. As previously mentioned, according to guidance
provided by the Office of the Attorney General, agencies must have procedures to
ensure that the person applying for benefits is the rightful owner of the document
he or she presents to confirm lawful presence. Further, DOR regulations indicate
that any Colorado identification used to confirm lawful presence must be current
(i.e., not invalid). Although Ul Program management’s concerns regarding the
time it would take to verify identification documents are understandable, it is
important that the Ul Program take steps necessary to comply with all
requirements related to the verification of lawful presence. If necessary, the Ul
Program should seek legal guidance to specifically determine what application
controls it should have in place to meet House Bill 06S-1023 requirements.

(CFDA No. 17.225, Unemployment Insurance, Eligibility. Classification of
Finding: Significant Deficiency.)

Recommendation No. 55:

The Department of Labor and Employment (the Department) should ensure that
unemployment insurance (Ul) claimants meet the requirements of House Bill
06S-1023 and federal law for affirming their lawful presence in the United States

by:
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a. Requiring all claimants to provide the number of their valid Colorado

driver’s license or Colorado identification card, or a copy of other
documents acceptable under House Bill 06S-1023, before paying benefits.
In addition, the Department should establish a process to collect
acceptable forms of identification other than a Colorado driver’s license or
identification card and provide claimants with instructions on the
application for submitting this documentation.

Establishing procedures to verify that the person applying for Ul benefits
is the same person depicted by the identification number or document that
the person provides on his or her application. These procedures could
include verifying all Colorado driver’s license and identification numbers
provided by claimants using Department of Revenue records. If necessary,
the Department should seek legal counsel from the Office of the Attorney
General to clarify the procedures that the Unemployment Insurance
Program must follow to satisfy House Bill 06S-1023 while complying
with federal requirements.

Department of Labor and Employment Response:
a. Agree. Implementation date: December 2012.

The Department will require all claimants to provide the number of
their valid Colorado driver’s license or Colorado identification card, or
a copy of other documents acceptable under House Bill 06S-1023,
before paying benefits. The Department will develop a process and an
IT plan that will include mechanisms for flagging claims with invalid
identification numbers for follow up and instructions for applicants
who do not have a Colorado driver’s license or identification card. The
Department is concerned that federal guidelines for first pay
promptness will be negatively impacted for claimants who are legally
present but do not supply the required documentation in a timely
manner.

b. Agree. Implementation date: December 2012.

Working with the Department of Revenue, we will establish
procedures to verify that the person applying for benefits is the same
person depicted by the identification number or document that the
person provides on his or her application. We will work with the
Department of Revenue to develop and/or enhance the automated mass
interface between the two departments’ IT systems.
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Introduction

The Department of Local Affairs is responsible for building community and local
government capacity by providing training and technical and financial assistance
to localities. The Department comprises the following divisions: Executive
Director’s Office, Board of Assessment Appeals, Division of Emergency
Management, Division of Housing, Division of Local Government, and Division
of Property Taxation.

As part of our Fiscal Year 2011 audit, we tested the Department’s compliance
with federal grant requirements for the Community Development Block Grants—
State-Administered Community Development Block Grants Cluster.

The results of our Fiscal Year 2011 audit identified errors resulting in
recommendations for the program tested. We identified two significant
deficiencies. The errors identified and audit recommendations for these programs
are described in the following sections of this chapter.

The following comments were prepared by the public accounting firm of BKD,
LLP, which performed Fiscal Year 2011 audit work at the Department of Local
Affairs.

Reporting for Community Development Block Grants —
State-Administered Community Development Block
Grants Cluster

The primary objective of the federal Community Development Block Grants
(CDBG) program (CFDA Nos. 14.228, 14.255) is to develop viable communities
by providing a suitable living environment and expanded economic opportunities
to persons of low and moderate income. The Department administers the CDBG
program in Colorado. The program is awarded federal funding by the U.S.
Department of Housing and Urban Development (HUD) through a grant
agreement.
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What was the purpose of the audit work?

The purpose of the audit work was to determine whether reports required by the
Department’s grant agreement with HUD for the CDBG program were submitted
timely and accurately to substantiate that CDBG program objectives were met.

What audit work was performed and how were results measured?

We reviewed a sample of both quarterly and annual reports that the Department
submitted to HUD regarding its activity and uses of grant funds during Fiscal
Year 2011. The purpose of our review was to ensure that the Department reported
accurate amounts to HUD. The audit work also involved reviewing supporting
documentation related to the reports.

According to federal regulations [Housing and Urban Development, 21 C.F.R., pt.
135.3(a), 135.90, and 570.607], for each grant awarded to the Department greater
than $200,000 that involves housing rehabilitation, housing construction, or other
public construction, the Department must annually submit to HUD the form HUD
60002, Section 3 Summary Report, Economic Opportunities for Low- and Very
Low-Income Persons (OMB No. 2529-0043). The HUD 60002 report contains a
section for reporting the use of funds for construction activities and a section for
reporting the use of non-construction activities.

What problem did the audit work identify?

The Department incorrectly reported duplicate expenditures of approximately
$900,000 in both the construction and non-construction areas on its Fiscal Year
2011 annual report. The Department subsequently corrected and resubmitted the
report after the audit work identified the duplicate expenditures. No other
reporting errors were noted.

Why did the problem occur?

Based on the results of our testing, there was no indication that Department staff
reviewed and formally approved reports prior to submitting the reports, which
allowed for inaccurate information to be submitted to HUD.

Why does this problem matter?

Complete and accurate reports are important to ensure activity using federal grant
funds is presented in a manner consistent with actual results and that the funding
is utilized for the required purpose. By not reviewing and verifying whether
required reports that are submitted to HUD are complete and accurate, the
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Department may face adverse consequences, such as the loss of funding, as
determined by HUD.

(CFDA Nos. 14.228, 14.255; Community Development Block Grants, State-
Administered CDBG Cluster; Reporting. Classification of Finding: Significant
Deficiency.)

Recommendation No. 56:

The Department of Local Affairs (the Department) should implement policies and
procedures to ensure that staff perform a detailed review of all required reports for
the Community Development Block Grants (CDBG) program prior to submission
to the U.S. Department of Housing and Urban Development (HUD). This review
should include ensuring all numbers and amounts reported agree to supporting
documentation. The review should be performed by someone other than the report
preparer and by an individual with the necessary competencies to identify
discrepancies in the reports.

Department of Local Affairs Response:
Agree. Implementation date: June 30, 2012.

It is the Department’s normal practice to review CDBG regulatory reports
prior to submission to HUD. For this particular submission, however, the
Program Coordinator encountered technical issues, which resulted in
minimal time available for review. The Department will ensure that all
reports prepared by the Program Coordinator are reviewed by the Program
Manager, and that the review is documented in writing prior to submission
of the report to HUD.

Subrecipient Monitoring for Community Development
Block Grants — State-Administered Community
Development Block Grants Cluster

Under the CDBG program, funds received by the Department from HUD are
“passed through” to cities and counties of the State of Colorado. The recipients of
these funds are considered subrecipients of the Department, and subrecipients
expending $500,000 or more must comply with all criteria of the Office of
Management and Budget’s Circular A-133, Audits of States, Local Governments,
and Non-Profit Organizations (Circular A-133). In addition, under Circular A-
133, the Department has the responsibility to monitor its subrecipients to ensure
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funds are expended within the requirements of the program. As part of this
monitoring, the Department should determine that subrecipients subject to the
criteria of Circular A-133 obtain compliance audits (Single Audit), and if any
findings are contained within those audits, adequate corrective actions should be
performed to resolve those findings. The Department should issue a management
decision on the subrecipients’ audit findings within 6 months of receipt of the
subrecipients’ Single Audit reports. Subrecipients subject to the criteria of
Circular A-133 are required to have their audits complete within 9 months of their
year-end.

What was the purpose of the audit work?

The purpose of the audit work was to verify that the Department has adequate
internal controls in place over subrecipient monitoring to ensure that subrecipients
are properly monitored for compliance with applicable laws, regulations, and
provisions of contracts.

What audit work was performed and how were results measured?

The audit work included selecting a sample of 12 out of a population of 118
subrecipients of the Department’s Fiscal Year 2011 subrecipients and determining
whether the Department performed monitoring procedures as required under
Circular A-133. The audit work also involved reviewing the Department’s
subsequent follow up with subrecipients regarding whether findings within the
subrecipients’ Single Audit reports were adequately addressed and resolved.

What problem did the audit work identify?

The Department did not obtain all Single Audits from subrecipients subject to
audit in a timely manner. Furthermore, when the Department did obtain the Single
Audit reports, the Department’s review of the reports was not properly
documented to indicate whether further action was required of the subrecipients
related to the Single Audit findings.

Why did the problem occur?

While the Department does have formal policies for performing monitoring
procedures throughout the year, the Department does not have formal policies and
procedures to annually obtain Single Audit reports from subrecipients subject to
audit. In addition, not all staff and divisions within the Department were aware of
the specific compliance requirements related to subrecipient monitoring due to a
lack of training.
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Why does this problem matter?

By not having adequate policies and procedures for obtaining subrecipients’
Single Audits and, if necessary, reviewing any findings included in the
subrecipients’ Single Audit reports, the Department risks being noncompliant
with the requirements of its grant agreement with HUD. Furthermore, the lack of
adequate procedures in this area may hinder the Department’s ability to ascertain
whether its subrecipients are properly utilizing the grant funds in accordance with
the grant agreement. As a result, the Department may face adverse consequences,
such as the loss of funding, as determined by HUD.

(CFDA Nos. 14.228, 14.255; Community Development Block Grants — State-
Administered CDBG Cluster; Subrecipient Monitoring. Classification of Finding:
Significant Deficiency.)

Recommendation No. 57:

The Department of Local Affairs (the Department) should implement policies and
procedures to ensure that subrecipient audit reports are obtained within 9 months
of the subrecipients’ year-end and that management decisions are documented
within the grant file within 6 months of the receipt of the audit report. These
policies and procedures should include a requirement to provide necessary
training to all staff and divisions to ensure all compliance requirements relating to
subrecipient monitoring are known and understood.

Department of Local Affairs Response:
Agree. Implementation date: June 30, 2012.

To implement its Single Audit policies and procedures, the Department
has formed a Single Audit Users Group, which is in the process of
developing methods to collect Single Audit reports centrally and track
Single Audit report submissions since the impacted divisions often have
common grantees (subrecipients). The group’s goal is to come to
agreement on the audit repository and tracking system by the second
quarter of Calendar Year 2012. In addition, the group provides a forum for
training development and sharing of information. In the interim, to bring
the Community Development Block Grant program into compliance, the
Division of Local Government and the Division of Housing have trained
their program staff in the requirements of the Office of Management and
Budget’s Circular A-133, Audits of States, Local Governments, and Non-
Profit Organizations and have developed processes within their divisions
to obtain and review Single Audit reports and follow up on findings.
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Introduction

The Department of Natural Resources (the Department) is responsible for
developing, protecting, and enhancing Colorado’s natural resources for the use
and enjoyment of the State’s present and future residents and visitors. Resources
include land, wildlife, outdoor recreation, water, energy, and minerals. The
Department comprises the Executive Director’s Office, which is responsible for
the administration and management of the overall Department, and the following
nine divisions, as of June 30, 2011:

Forestry

Geological Survey

Oil and Gas Conservation Commission
Parks and Outdoor Recreation
Reclamation, Mining and Safety

State Board of Land Commissioners
Water Conservation Board

Water Resources

Wildlife

As part of our Fiscal Year 2011 audit, we tested the Department’s compliance
with federal grant requirements for the Fish and Wildlife Cluster Program.

The results of our Fiscal Year 2011 audit identified an issue resulting in a
recommendation for the program tested. This issue was identified as a material
weakness in internal control over compliance with requirements applicable to this
major program.

The following comment was prepared by the public accounting firm of BKD,
LLP, which performed Fiscal Year 2011 audit work at the Department.

Suspension and Debarment

The Division of Wildlife (the Division), within the Department, administers the
federal Fish and Wildlife Cluster Program (Program) funded by the U.S.
Department of the Interior. One purpose of the Program is to restore, conserve,
and enhance sport fish and wildlife populations and to provide for public use and
enjoyment of these resources. In addition, the Program provides training to
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hunters and archers in skills, knowledge, and attitudes necessary to be responsible
hunters and archers. Federal regulation (Government-Wide Debarment and
Suspension, 2 C.F.R., pt. 180) prohibits states from contracting with or making
subawards using federal funds to counterparties that are suspended or debarred
from receiving federal funds or whose principals are debarred or suspended from
receiving federal funds.

What was the purpose of the audit work?

The purpose of the audit work was to determine the Division’s compliance with
the federal Office of Management and Budget’s Circular A-133, Audits of States,
Local Governments, and Non-Profit Organizations procurement, suspension, and
debarment requirements.

What audit work was performed and how were results measured?

The audit work included reviewing evidence that the Division verified that the
counterparties to the Division’s Program were not suspended, debarred, or
otherwise excluded from being the recipients of federal funds. We specifically
reviewed 10 of the Division’s 46 contracts or subawards that were in effect during
Fiscal Year 2011 for the Program for compliance with suspension and debarment
requirements.

States are allowed to use one of the following three methods to ensure that
contractors are not debarred or suspended:

* Checking the federal Excluded Parties List System maintained by the
federal General Services Administration.

* Collecting a certification from the counterparty that the counterparty is not
debarred or suspended.

* Adding a clause or condition to the contract or subaward document stating
that the counterparty certifies, by admission of the contract, that neither it
nor its principals are presently debarred, suspended, proposed for
debarment, declared ineligible, or voluntarily excluded from participation
in the transaction by any federal department or agency.

To ensure compliance with the above federal regulations, the Department has
implemented controls that require Division staff to verify that the counterparty is
not suspended or debarred or otherwise excluded when the Division enters into a
contract or subaward in excess of $25,000.
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What problem did the audit work identify?

In nine (90 percent) of the 10 transactions reviewed, Department personnel did
not verify that the counterparties used for the Program were not suspended,
debarred, or otherwise excluded from receiving federal funds. Specifically, for
these transactions we did not identify evidence showing that Department
personnel verified that the counterparties were not listed as suspended or debarred
parties in the Excluded Parties List System, collected a certification from each
counterparty, or added a clause or condition to the contract or award document
related to this requirement.

Why did the problem occur?

While the Department had created a purchasing checklist that required the
verification of counterparty information in the Excluded Parties List System, this
checklist was not utilized by the Department’s Program purchasing agent, as
required. In addition, monitoring was not performed by the Department to ensure
checklists were up to date, properly utilized, and properly maintained as
supporting documentation.

Why does this problem matter?

Failure to perform required suspension and debarment verification procedures
could result in the Department procuring goods or services for the Program from a
counterparty that has been suspended or debarred, thereby exposing the State to
increased business risk and potential federal disallowances.

(CFDA Nos. 15.605, 15.611; Fish and Wildlife Cluster; Procurement, Suspension
and Debarment. Classification of Finding: Material Weakness.)

Recommendation No. 58:

The Department of Natural Resources’ (the Department) Division of Wildlife (the
Division) should improve controls over the federal Fish and Wildlife Cluster
Program to ensure compliance with federal suspension and debarment
requirements by:

a. Verifying all counterparties from which goods or services are purchased
against the Excluded Parties List System when federal funding is being
utilized.

b. Maintaining documentation to support that verification procedures were
performed to ensure proper monitoring.
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Department of Natural Resources Response:

Agree. Implementation date: June 2012.

Training has been conducted and procedures have been revised so that the
Department is in compliance with the Excluded Parties List System requirement
when encumbering and expending federal funds. These steps include the
following:

Training was conducted with Department contract and purchasing liaisons
at the Contract Action Taskforce meeting. Implementation date:
December 2011.

In August 2011, we revised the Department Purchasing Manual to include
the Excluded Parties List System requirement. Implementation date:
December 2011.

Ensured the Excluded Parties List System requirement was included in the
checklists used by the Division purchasing agents and the Department
Purchasing Office. Implementation date: December 2011.

On a random basis, the Purchasing Director is checking purchase orders
and contracts (presented for her signature), for Excluded Parties List
System compliance. Implementation date: December 2011.

The Department internal audit procedures will include the Excluded
Parties List System requirement as part of the compliance testing.
Implementation date: June 2012.
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Introduction

The Department of Public Health and Environment (the Department) is
responsible for protecting and improving the health of the people of Colorado and
protecting the quality of Colorado’s environment. During Fiscal Year 2011, the
Department spent approximately $306 million in federal funds, including
approximately $19 million in American Recovery and Reinvestment Act of 2009
(Recovery Act) funds. Please refer to the introduction in the Department of Public
Health and Environment chapter within Section Il. Financial Statement Findings
for additional background information.

As part of our Fiscal Year 2011 audit, we tested the Department’s compliance
with federal grant requirements for the following programs:

e Child and Adult Care Food Program
e Public Health and Emergency Preparedness
e Immunization Cluster

Our Fiscal Year 2011 audit identified issues resulting in recommendations for the
programs tested. We identified four significant deficiencies in internal control for
the major programs tested. The issues identified and the audit recommendations
for these programs are described in the following section of this chapter.

The following comments were prepared by the public accounting firm of KPMG,
LLP, which performed Fiscal Year 2011 audit work at the Department.

Child and Adult Care Food Program

The Child and Adult Care Food Program is a program that plays a role in
improving the quality of day care for children and elderly adults by making care
more affordable for many low-income families. During Fiscal Year 2011, the
Department spent approximately $24 million in federal funds for this program.

Public Health and Emergency Preparedness Program

The Public Health and Emergency Preparedness Program provides funds for
activities to assist with the development of emergency-ready public health
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departments. These efforts support the National Response Framework, which
guides how the nation responds to all types of hazards including infectious disease
outbreaks; natural disasters; biological, chemical, and radiological incidents; and
explosions. During Fiscal Year 2011, the Department spent approximately
$11 million in federal funds for this program.

Immunization Cluster

The objective of the immunization grant program is to reduce and ultimately
eliminate vaccine-preventable diseases by increasing and maintaining high
immunization coverage. Emphasis is placed on populations at highest risk for
under-immunization and disease, including children eligible under the Vaccines
for Children program. During Fiscal Year 2011, the Department spent
approximately $56 million in federal Immunization Cluster funds, including
almost $2 million in Recovery Act funds and $50 million of non-cash assistance
representing vaccines distributed to State of Colorado citizens.

Personnel Costs for the Department’s Federal
Grants

What was the purpose of the audit work?

The purpose of the audit work was to assess the Department’s controls over and
compliance with the federal requirements under the federal Office of Management
and Budget’s Circular A-87, Cost Principles for State, Local, and Indian Tribal
Governments (Circular A-87) for payroll expenditures.

What audit work was performed and how were results measured?

We tested a sample of 25 payroll expenditures charged to the federal Public
Health and Emergency Preparedness grants and 40 payroll expenditures charged
to the federal Immunization Cluster to assess whether the Department maintained
required support for personnel costs. In addition, we inquired whether the policies
and procedures for charging personnel costs to federal grants are consistent across
the Department.

Circular A-87 requires that for employees who are expected to work solely on a
single federal grant program, charges for their salaries and wages should be
supported by at least semiannual certifications that the employees worked solely
on that program for the period covered by the certification.
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When employees work on multiple grant programs, a distribution of their salaries
or wages should be supported by at least monthly personnel activity reports or
equivalent documentation of actual time spent on the individual grant programs.

Circular A-87 also allows for budget estimates or other distribution percentages
determined before the services are performed to be used for interim accounting
purposes, provided that they are based on reasonable estimates, costs charged are
adjusted to actual activity at least quarterly, and estimates are revised to reflect
changed circumstances.

What problem did the audit work identify?

The Department inappropriately charged employee personnel costs to the Public
Health and Emergency Preparedness grants, Child and Adult Care Food Program,
Immunization Cluster, and other federal programs based on predetermined time
budgets instead of charging the programs based on the actual activity of each
employee. Because the Department could not provide documentation for
employees’ actual activities related to the Public Health and Emergency
Preparedness grants, Child and Adult Care Food Program, Immunization Cluster,
and other federal programs, we were unable to determine the allowability of about
$21,066,535" in personnel costs charged to various federal grants for Fiscal Year
2011. Our audit revealed that the Department requires neither certifications of
actual time spent nor quarterly comparisons of budgeted and actual time. While
program staff monitor actual time spent, they do not maintain documentation,
such as personnel activity reports or other certifications, to support actual time
spent on each federal grant.

Why did the problem occur?

The Department does not have policies and procedures in place to ensure that
required certifications, personnel activity reports, or other equivalent
documentation are maintained to support personnel costs charged to federal
grants.

Why did the problem occur?

The Department does not have policies and procedures in place to ensure that
required certifications, personnel activity reports, or other equivalent
documentation are maintained to support personnel costs charged to federal
grants.
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Why does this problem matter?

Lack of adequate internal controls over personnel costs increases the risk that the
Department is not in compliance with federal grant requirements, which could
result in potential federal sanctions.

(CFDA Nos. 10.557, 10.558, 10.578, 12.ARMC, 66.458, 66.605, 66.802, 93.069,
93.110, 93.268, 93.283, 93.712, 93.723, 93.889, 93.917, 93.940, and 93.994;
Special Supplemental Nutrition Program for Women, Infants, and Children; Child
and Adult Care Food Program; WIC Grants to States; Pueblo Chemical
Demilitarization; Capitalization Grants for Clean Water State Revolving Funds
American Recovery and Reinvestment Act (ARRA); Performance Partnership
Grants; Superfund State, Political Subdivision, and Indian Tribe Site-Specific
Cooperative Agreements (ARRA); Public Health Emergency Preparedness;
Maternal and Child Health Federal Consolidated Programs; Immunization Grants;
Centers for Disease Control and Prevention — Investigations and Technical
Assistance; (ARRA) Immunization; Prevention and Wellness — State, Territories,
and Pacific Islands; National Bioterrorism Hospital Preparedness Program; HIV
Care Formula Grants; HIV Prevention Activities — Health Department Based,
Maternal and Child Health Services Block Grant to the States; Activities Allowed
or Unallowed, Allowable Costs/Cost Principles. Classification of Finding:
Material Weakness.)

Total Known Questioned Costs:

CFDA No. 10.557: $588,393
CFDA No. 10.558: $213,373
CFDA No. 10.578: $23,436
CFDA No. 12.ARMC: $737,425
CFDA No. 66.458 (ARRA): $3,430,935
CFDA No. 66.605: $4,723,885
CFDA No. 66.802 (ARRA): $1,053,716
CFDA No. 93.069: $640,671
CFDA No. 93.110: $311,608
CFDA No. 93.268: $1,209,394
CFDA No. 93.283: $4,317,491

CFDA No. 93.712 (ARRA):  $206,100
CFDA No. 93.723 (ARRA):  $287,331

CFDA No. 93.889: $44,536
CFDA No. 93.917: $337,855
CFDA No. 93.940: $1,951,951

CFDA No. 93.994: $988,435
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Recommendation No. 59:

The Department of Public Health and Environment (the Department) should
develop and implement policies and procedures to support personnel costs
charged to federal grants, including procedures for required certifications,
personnel activity reports, quarterly comparisons between budgeted and actual
time, or other equivalent documentation. The Department should also perform and
document an evaluation of personnel costs charged to federal grants for Fiscal
Year 2011 and make adjustments in the current fiscal year or return the funds to
the granting agencies, if needed.

Department of Public Health and Environment
Response:

Agree. Implementation date: July 2012.

The Department has formed a Department-wide workgroup to assess and
analyze our current procedures, policies, systems, and documentation to
support personnel costs. As a result, the Department will develop and
implement uniform policies, systems, and oversight mechanisms that
support personnel costs charged to federal grants, including procedures for
required certifications, personnel activity reports, quarterly comparisons
between budgeted and actual time, or other equivalent documentation. In
addition, as part of this systematic review process, the Department will
also perform and document an evaluation of personnel costs charged to
federal grants for Fiscal Year 2011 and make adjustments in the current
fiscal year or return the funds to the granting agencies, if needed.

It is important to note that the Department administers hundreds of
different programs from numerous funding sources under its complex
structure. While some of the programs that are identified within the
questioned costs may not be in full compliance with the “Support of
Salaries and Wages” requirements of the federal Office of Management
and Budget’s Circular A-87, Cost Principles for State, Local, and Indian
Tribal Governments, we believe that they have all met or exceeded their
grant requirements and expected outcomes.

Schedule of Federal Assistance

The Department is required to submit uniform reports, called exhibits, to the
Office of the State Controller (OSC) at the end of each fiscal year. These exhibits
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are submitted by all state agencies and contain financial and related information
that aids OSC in preparing the State’s financial statements in accordance with
generally accepted accounting principles. The accuracy of the exhibits is
important because the information they contain is reported in the State’s financial
statements. Specifically, the Schedule of Federal Assistance (Exhibit K) provides
a listing of all federal assistance by grant number and reports the total funds
received and expended by the Department during the fiscal year. OSC uses the
information reported on the Exhibit K to compile the State’s Schedule of
Expenditures of Federal Awards that is reported to the federal government.

What was the purpose of the audit work?

The purpose of the audit work was to assess the accuracy of the receipts and
expenditures of federal awards reported by the Department on its Exhibit K and to
evaluate the Department’s controls over the preparation and review of the Exhibit
K.

What audit work was performed and how were results measured?

We obtained the Fiscal Year 2011 Exhibit K from the Department and agreed the
expenditures reported on the Exhibit K for a sample of nine grants to the Colorado
Financial Reporting System (COFRS), the State’s accounting system.
Additionally, we sought information from the Department regarding its processes
for preparing and reviewing the Exhibit K.

In accordance with the federal Office of Management and Budget’s Circular A-
133, Audits of States, Local Governments, and Non-Profit Organizations
(Circular A-133), “The auditee shall maintain internal control over federal
programs that provides reasonable assurance that the auditee is managing federal
awards in compliance with laws, regulations, and the provisions of contracts or
grant agreements that could have a material effect on each of its federal
programs.” This includes having adequate internal controls over the preparation
of the Exhibit K and monitoring changes in federal grant requirements. For
example, controls may include that the individual responsible for reviewing the
Exhibit K monitors changes in federal grant requirements and communicates
changes to relevant program individuals within the Department.

Specific to the federal Immunization Cluster program, the Circular A-133
Compliance Supplement requires the Department to report on its Exhibit K the
value of all federally funded vaccines provided through the Immunization Cluster
grants that were distributed by the federal government on behalf of the
Department to vaccinating providers.
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What problem did the audit identify?

The Department did not include the value of federally funded vaccines provided
as part of the Immunization Cluster program, including those funded through the
American Recovery and Reinvestment Act, on its Exhibit K from Fiscal Years
2008 through 2011. As a result of our finding, the Department revised its Fiscal
Year 2011 Exhibit K to include the value of federally funded vaccines provided
on behalf of the Department during Fiscal Year 2011 as part of the Immunization
Cluster, which totaled approximately $50 million. The Department’s revised
Fiscal Year 2011 expenditures for the Immunization Grants program totaled
approximately $56 million. For Fiscal Years 2008, 2009, and 2010, the
Department reports that the federal government provided approximately
$37 million, $38 million, and $38 million of vaccines, respectively, to vaccinating
providers on the Department’s behalf.

Why did the problem occur?

Department staff did not properly monitor changes in the federal Immunization
Cluster program requirements related to how vaccines should be reported on the
State’s Schedule of Expenditures of Federal Awards and the Department’s Exhibit
K and, therefore, did not perform an effective review of the Exhibit K before it
was submitted to OSC.

Why does this problem matter?

By not reporting the value of vaccines provided under the Immunization Cluster
program on the Exhibit K, the Department understated its federal awards by
approximately $50 million in Fiscal Year 2011 and was out of compliance with
federal requirements.

(CFDA Nos. 93.268, 93.712; Immunization Grants, ARRA — Immunizations;
Reporting. Classification of Finding: Material Weakness.)

Recommendation No. 60:

The Department of Public Health and Environment (the Department) should
improve its controls over preparation and review of the Schedule of Federal
Assistance (Exhibit K) by ensuring that it monitors changes in program
requirements and performs an effective review over the Exhibit K before it is
submitted. The Department should also inform the U.S. Department of Health and
Human Services (HHS) that it did not report the value of federally funded
vaccines in Fiscal Years 2008 through 2010 and work with HHS to determine
additional corrective action, if necessary.
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Department of Public Health and Environment
Response:

Agree. Implementation date: June 2012.

This omission occurred because the Department assumed that since the
Centers for Disease Control and Prevention (CDC), within HHS, removed
the Direct Assistance/Vaccines portion from the Notice of Award
document, they no longer needed to be reported in our Exhibit K. The
Department will improve its controls over the preparation and review of
the Exhibit K by ensuring that all employees know our policy that requires
program staff to provide our Accounting Office with all necessary
documents related to their federal grants. At the end of each state fiscal
year, the value of vaccines will be reported to the Accounting Office for
inclusion on the Department’s Exhibit K. In addition, the Department will
also inform HHS that we did not report the value of federally funded
vaccines in the Fiscal Years 2008 through 2010 Schedules of Federal
Assistance. Furthermore, it should be noted that the Department identified
this error and brought it to the attention of the auditors.

Documentation for the Monitoring of Vaccinating
Providers for the Immunization Cluster Program

The Vaccines for Children (VFC) program is a federally funded program within
the Immunization Cluster grant program that provides vaccines at no cost to
children who might not otherwise be vaccinated because of an inability to pay.
Under the VFC program, the Department of Public Health and Environment (the
Department) approves orders from providers for vaccines that are distributed, in
lieu of cash, to various authorized locations within Colorado that will administer
the vaccinations on behalf of the Department. These locations, which include
clinics and doctor’s offices, are considered vaccinating providers and are not
considered subrecipients. The Department performs periodic onsite visits to the
vaccinating providers to monitor the providers’ use of the vaccinations received.
The value of federally funded vaccines that the Department received in Fiscal
Year 2011 was approximately $50 million.

What was the purpose of the audit work?

The purpose of the audit work was to determine whether the Department
complied with monitoring requirements for vaccinating providers under the
federal Immunization Cluster program during Fiscal Year 2011.
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What audit work was performed and how were results measured?

We reviewed the Department’s monitoring procedures over vaccinating providers;
assessed the Department’s internal controls in place over the control,
accountability, and safeguarding of vaccines and records of immunizations; and
determined the Department’s compliance with Immunization Cluster monitoring
requirements during Fiscal Year 2011.

In accordance with part 4 of the federal Office of Management and Budget’s
March 2011 Circular A-133 Compliance Supplement, grantees are required to
provide oversight of vaccinating providers to ensure that effective control and
accountability are maintained for all vaccines, that vaccines are properly
safeguarded and used for authorized purposes, that Vaccines for Children
eligibility screening is conducted, and that the required information for vaccine
recipients has been recorded. In order to ensure that it meets these requirements,
Department staff should inspect a sample of the vaccinating providers’ inventory
records, medical records, and vaccination records to ascertain whether the
providers are complying with the grant requirements.

What problem did the audit work identify?

We noted that the Department was unable to provide adequate documentation for
a sample of 25 onsite visits of vaccinating providers that Department staff
indicated they conducted during Fiscal Year 2011. Specifically, Department staff
did not provide evidence that a sample of the providers’ inventory records,
medical records, and immunization records had been inspected during the site
visits. We noted through discussions with Department staff that the site visit
instructions included a tally sheet to document the review of the samples tested;
however, Department staff only retained the overall conclusions made from each
site visit, rather than the tally sheets for the samples. We did not identify any
known questioned costs.

Why did the problem occur?

The Department does not require in its monitoring policies and procedures that
staff retain sufficient documentation to demonstrate that staff inspected a sample
of inventory records, medical records, and immunization records during each site
visit to vaccinating providers.

Why does this problem matter?

Due to the lack of adequate documentation maintained for site visits of
vaccinating providers that Department staff conducted during Fiscal Year 2011,
the Department was unable to provide evidence that it was in compliance with the
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Immunization Cluster program grant requirements for monitoring

vaccinating providers. This issue could result in potential federal disallowances
for the program.

(CFDA Nos. 93.268, 93.712; Immunization Grants, ARRA — Immunizations;
Special Tests and Provisions. Classification of Finding: Significant Deficiency.)

Recommendation No. 61:

The Department of Public Health and Environment (the Department) should
ensure that it complies with monitoring requirements over vaccinating providers

under

the federal Immunization Cluster program. This should include

implementing policies and procedures requiring the retention of adequate
documentation of staff’s review of vaccinating providers’ inventory, medical, and
immunization records during onsite Visits.

Department of Public Health and Environment
Response:

Agree. Implementation date: April 2012.

The Department will implement new policies and procedures to document
the review of a provider’s vaccine inventory and its medical and
immunization records during onsite visits. Specifically, our Immunization
section will review provider vaccine inventory records distributed in the
previous year and a sample of the inventory records distributed in the
current year. Findings will be recorded in the site visit report given to the
provider. Copies of the vaccine inventory records reviewed will be
retained by the Immunization section. In addition, our Immunization
section will retain tally sheets that will document its review of a sample of
the provider’s medical records for Vaccines for Children eligibility
screening, as well as the immunization records for compliance with
vaccine administration.
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Strengthening Controls Over Cash Management
for the Child and Adult Care Food Program,
Public Health and Emergency Preparedness, and
Immunization Cluster Programs

What was the purpose of the audit work?

The purpose of the audit work was to determine whether the Department has
adequate internal controls in place over cash management for the Child and Adult
Care Food Program, Public Health and Emergency Preparedness Program, and
Immunization Cluster programs, and to determine whether the Department was in
compliance with federal cash management requirements for these programs. One
of the requirements is that the Department must pay for program costs prior to
requesting reimbursement from the federal government and drawing down federal
funds.

What audit work was performed and how were results measured?

We discussed the Department’s procedures related to cash management with
Department staff, assessed the Department’s internal controls over cash
management, and tested a sample of 40 cash draws for each program for
compliance with the federal requirements to ensure that program costs were paid
prior to drawing down federal funds.

In accordance with Circular A-133, “The auditee shall maintain internal control
over federal programs that provides reasonable assurance that the auditee is
managing federal awards in compliance with laws, regulations, and the provisions
of contracts or grant agreements that could have a material effect on each of its
federal programs.”

According to the March 2011 Circular A-133 Compliance Supplement, program
costs for certain grants must be paid for by entity funds before reimbursement by
the federal government can be requested. Typical examples of controls over
federal cash draws are supervisory review and reconciliation procedures.

What problem did the audit work identify?

We noted that for the three programs tested, a Department grant accountant
processed the cash draws daily; however, due to the volume of cash draws
performed, there is no supervisory review of the federal draws. Department staff
indicated that staff performed a reconciliation of cash draws periodically during
Fiscal Year 2011. The reconciliation includes a comparison among program
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expenditure amounts, cash draw amounts in the Department’s records, and cash
draw amounts in the federal agency’s records. However, because the Department
did not maintain adequate supporting documentation, we were unable to re-
perform the reconciliations. In addition, supervisory review of the reconciliation
was not documented.

We did not note any instances of noncompliance in the sample of 40 cash draws
tested for each program. For each sample, program costs were paid before the
drawdown of federal funds.

Why did the problem occur?

The Department does not have a formal policy requiring the reconciliation of cash
draws on a regular basis, such as quarterly, that includes a requirement to
maintain adequate supporting documentation for the reconciliations. Further, the
Department lacks a supervisory review process over cash draw reconciliations.

Why does this problem matter?

Lack of adequate controls over cash management increases the risk that the
Department is not in compliance with grant requirements for these programs,
which could result in potential federal sanctions.

(CFDA Nos. 10.558, 93.069, 93.268 and 93.712; Child and Adult Care Food
Program, Public Health and Emergency Preparedness, Immunization Cluster;
Cash Management. Classification of Finding: Significant Deficiency.)

Recommendation No. 62:

The Department of Public Health and Environment (the Department) should
strengthen its controls over federal cash draws for the Child and Adult Care Food
Program, Public Health and Emergency Preparedness program, and Immunization
Cluster programs by developing and implementing a formal policy for the
reconciliation of cash draws on a regular basis, such as quarterly, including a
requirement to maintain adequate supporting documentation for the preparation
and review of the reconciliations performed.
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Department of Public Health and Environment
Response:

Agree. Implementation date: April 2012.

While no errors or noncompliance were identified during the audit review
of cash draws, the Department acknowledges that strengthened controls
over cash management will ensure continued compliance with federal
grant requirements. The Department will develop a procedure that will
provide adequate supporting documentation demonstrating that
reconciliations of cash draws have been performed on a regular basis. The
Department will also develop a policy/procedure that requires supervisory
review over cash draw reconciliations.

Strengthening Controls Over Federal Financial
Reporting for the Child and Adult Care Food
Program

What was the purpose of the audit work?

The purpose of the audit work was to determine whether the Department has
adequate internal controls in place over and is in compliance with federal
reporting requirements for the Child and Adult Care Food Program.

What audit work was performed and how were results measured?

We discussed with Department staff the Department’s procedures related to
federal reporting for the Child and Adult Care Food Program, assessed the
Department’s internal controls in place over federal reporting requirements for the
Child and Adult Care Food Program, and tested a sample of two reports to
determine compliance with federal requirements.

In accordance with Circular A-133, “The auditee shall maintain internal control
over federal programs that provides reasonable assurance that the auditee is
managing federal awards in compliance with laws, regulations, and the provisions
of contracts or grant agreements that could have a material effect on each of its
federal programs.”

In accordance with the grant agreement, the Department is required to submit
complete and accurate quarterly Financial Status Reports to the U.S. Department
of Agriculture. An example of a typical control over federal reporting is, prior to
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submission, a supervisory review of the report for completeness and accuracy by
an individual other than the preparer.

What problem did the audit work identify?

We noted that Department staff did not review federally required Financial Status
Reports for the Child and Adult Care Food Program prior to submission to the
U.S. Department of Agriculture during Fiscal Year 2011.

Why did the problem occur?

The Department does not have a supervisory review process in place over
federally required financial reports for the Child and Adult Care Food Program.

Why does this problem matter?

Lack of adequately designed internal controls over financial reporting increases
the risk that the Department will submit inaccurate reports to the federal
government and will not be in compliance with federal grant requirements for this
program, which could result in federal sanctions.

(CFDA No. 10.558, Child and Adult Care Food Program; Reporting.
Classification of Finding: Significant Deficiency.)

Recommendation No. 63:

The Department of Public Health and Environment (the Department) should
ensure that it complies with federal Child and Adult Care Food Program
requirements by developing and implementing a supervisory review process over
federally required financial reports for the Child and Adult Care Food Program to
ensure that reports are accurately prepared.

Department of Public Health and Environment
Response:

Agree. Implementation date: Implemented.

While no errors in the audited Child and Adult Care Food Program
Financial Status Reports were found, and the Department has other review
and reconciliation processes in place to minimize the risk of inaccurate
reports, we acknowledge a separate supervisory-type review process as a
valuable additional control to ensure the accuracy of the Financial Status
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Reports. As such, the Department has developed a system that includes a
review and sign off from another appropriate person prior to submission of
the Financial Status Reports.
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Department of Transportation

Introduction

The Department of Transportation (the Department) is responsible for programs
that impact all modes of transportation. The State Transportation Commission has
11 members appointed by the Governor and confirmed by the Senate and governs
the Department’s operations. Please refer to the introduction in the Department of
Transportation chapter within Section Il. Financial Statement Findings for
additional background information.

As part of our Fiscal Year 2011 audit, we tested the Department’s compliance
with federal grant requirements for the following programs:

e Highway Planning and Construction Program
e Formula Grants for Other Than Urbanized Areas

The results of our Fiscal Year 2011 audit identified an error resulting in a
recommendation for one of the two programs tested. We identified a total of one
significant deficiency. The error identified and audit recommendation for this
program are described in the following section of this chapter.

The following comment was prepared by the public accounting firm of Clifton
Gunderson LLP, which performed Fiscal Year 2011 audit work at the
Department.

Highway Planning and Construction

Special Tests — American Recovery and
Reinvestment Act

The Department administers the federal Highway Planning and Construction
program (CFDA No. 20.205), which is funded by the U. S. Department of
Transportation. The purpose of the program is to assist states in the planning and
development of an integrated, interconnected transportation system by
constructing and rehabilitating the National Highway System, providing aid for
the repair of federal-aid highways following disasters, fostering safe highway
design, and replacing or rehabilitating structurally deficient or functionally
obsolete bridges. A portion of the Department’s Highway Planning and
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Construction grant is funded through the American Recovery and Reinvestment
Act of 2009 (Recovery Act).

What was the purpose of the audit work?

The purpose of the audit work was to determine the Department’s compliance
with federal requirements related to notifications to subrecipients of federal
Recovery Act funds. The Department’s Highway Planning and Construction grant
subrecipents include municipalities and other agencies that operate construction
and rehabilitation projects.

What audit work was performed and how were results measured?

The audit work included reviewing 40 of the Department’s subrecipient award
agreements to ensure that the Department reported the required Recovery Act
funding information to its subrecipients.

The Department is responsible for ensuring that it is meeting the federal Office of
Management and Budget’s Circular A-133, Audits of States, Local Governments,
and Non-Profit Organizations (Circular A-133) requirements that a grant
recipient passing grant funds on to a subrecipient separately notify each
subrecipient and document at the time of disbursement of funds the amount of
Recovery Act funds passed through.

What problem did the audit work identify?

Of the 40 subawards reviewed, we noted 16 (40 percent) instances in which the
Department did not notify subrecipients of the amount of Recovery Act funds
remitted at the time of disbursement, as required under Circular A-133.

Why did the problem occur?

The Department lacks procedures to ensure that Circular A-133 requirements are
met when it passes Recovery Act funds through to subrecipients. The Department
was not aware of the compliance requirements to ensure that all subrecipients
were notified, as required, at the time of disbursement of Recovery Act funds.

Why does this problem matter?

The lack of adequate internal controls we identified represents an increased risk
that the Department is not in compliance with federal grant requirements, which
could result in potential federal sanctions. Furthermore, if the Department does
not identify the funding being remitted to its subrecipients as Recovery Act funds,
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the subrecipients may not know they need to comply with Recovery Act
regulations.

(CFDA No. 20.205; Highway Planning and Construction; Special Tests and
Provisions. Classification of Finding: Significant Deficiency.)

Recommendation No. 64:

The Department of Transportation (the Department) should implement procedures
to ensure that all American Recovery and Reinvestment Act of 2009 (Recovery
Act) funding being remitted to subrecipients under the Highway Planning and
Construction program is identified to the subrecipients at the time of
disbursement, as required by the federal Office of Management and Budget’s
Circular A-133, Audits of States, Local Governments, and Non-Profit
Organizations.

Department of Transportation Response:
Agree. Implementation date: January 2012.

The Department, with the receipt of Recovery Act funding, developed a
Systems, Applications, and Products (SAP) systematic reporting
compliance package for full Recovery Act report compliance. At the time
of this programmatic development, a systematic process for identifying
vouchers as Recovery Act-related payments could not be identified. As
such, the Department promulgated a manual solution whereby the regional
accountant who input the Recovery Act-related invoice for processing and
payment would enter the word “ARRA” in the text field of the SAP
invoice document. Unfortunately, this manual process over the period
when Recovery Act projects have been processed for payment was
frequently and inadvertently overlooked. As the Recovery Act program is
winding down, developing an automated solution to this recommendation
is simply not cost-effective. Accordingly, the Department will reiterate to
those project managers and regional accountants that these identifying
remarks must be included on all subrecipients’ Recovery Act-related
payments. Additionally, the Local Agency Accountant in Projects will
review invoices associated with Recovery Act-related projects to ensure
compliance.
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Introduction

The Office of the State Treasurer (the Treasury) is established by the State
Constitution. The State Treasurer is an elected official who serves a 4-year term.
The Treasury’s primary function is to manage the State’s pooled investments and
implement and monitor the State’s cash management procedures. Other duties and
responsibilities of the Treasury include:

e Receiving, managing, and disbursing the State’s cash.
o Safekeeping the State’s securities and certificates of deposit.

e Managing the State’s Unclaimed Property Program, the School District
Loan Program, and the Elderly Property Tax Deferral Program.

As part of our Fiscal Year 2011 audit, we tested the Treasury’s compliance with
federal grant requirements for the following program:

e Secure Payments for States and Counties Containing Federal Lands grant
program

The results of our Fiscal Year 2011 audit identified one significant deficiency in
internal control over compliance with this program that resulted in a
recommendation. The weakness identified and audit recommendation for this
program are described in the following section of this chapter.

Secure Payments for States and Counties
Containing Federal Lands Grant Program

The federal Secure Payments for States and Counties Containing Federal Lands
(Secure Payments) grant program (CFDA No. 10.665) is administered in
Colorado by the Treasury. The objective of this program is to provide states
containing national forests with a share of national forest timber receipts received
by the federal government. States are required to use the funds for the benefit of
public schools and public roads contained in the counties in which the national
forests are situated.
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The U.S. Forest Service, within the U.S. Department of Agriculture (USDA),
calculates each state’s share of Secure Payments program funds and notifies the
affected states of the amounts they will receive. The U.S. Forest Service also
advises affected states of each county’s historic percentage of the state’s payment,
based on the county’s national forest acreage. In Colorado, the Treasury receives
a payment from USDA and distributes the money to the counties identified by
USDA.

The Department of Local Affairs (DOLA) provides technical assistance to the
counties related to the program. DOLA is responsible for building community and
local government capacity by providing technical and financial assistance to
localities.

What was the purpose of the audit work?

The purpose of the audit work was to assess the adequacy of the Treasury’s
controls over monitoring the spending and earmarking requirements and other
applicable program requirements for the Secure Payments grant program.

What audit work was performed and how were results measured?

During our Fiscal Years 2009 and 2010 audits, we determined that the Treasury
did not monitor counties’ compliance with the Secure Payments program’s
spending requirements. As a result, the Treasury could not ensure that the
counties were complying with the program’s spending requirements and,
accordingly, was at risk for federal sanctions. The Treasury agreed to implement
procedures to monitor compliance with the spending requirements.

In Fiscal Year 2011, we reviewed the Treasury’s existing controls over ensuring
that monies received from the federal program are spent in compliance with the
federal spending and earmarking requirements. Federal regulations require the
Treasury to monitor counties for compliance with all program requirements,
including spending and earmarking requirements for how the payments may be
spent.

The distribution to the counties by the Treasury is composed of Title I and Title
111 funds, with each having different spending requirements. Title | funds are to be
used for the benefit of public schools and public roads. Title 111 funds have more
specific requirements. They may be used to (1) carry out activities under the
Firewise Communities Program; (2) reimburse the participating county for search
and rescue and other emergency services, including firefighting, that are
performed on federal land after the date on which the use was approved and paid
for by the participating county; and (3) develop community wildfire protection
plans in coordination with the Secretary of Agriculture.



Report of the Colorado State Auditor Il - 157

The spending and earmarking requirements vary depending on the payment
methodology a county has selected and the amount it receives. Under federal
regulations, counties must select one of two methodologies by which their share
of Secure Payments program funds will be calculated. A county can elect to
receive a “25 percent” payment or a “full” payment.

A county that selects the “25 percent” payment option will receive only Title |
Funds and, thus, must spend the entire payment for the benefit of public schools
and public roads. A county that selects the “full” payment option is subjected to
the same spending restrictions as the 25 percent payment option, if the payment is
less than $100,000. If the payment to the county is more than $100,000, the
county must spend at least 80 percent, but not more than 85 percent, of the funds
on public schools and public roads. The remainder can be spent on Title 111 fund
projects. See Title 111 fund restrictions above.

In response to our Fiscal Years 2009 and 2010 recommendations, in Fiscal Year
2010 the Treasury worked with DOLA and developed a plan that outlines each
Department’s responsibilities to comply with requirements for overseeing and
tracking grant monies awarded through the Secure Payments program. The plan
specifies that the Treasury is responsible for distributing the grant funds to
counties and providing the counties a detail of the distribution to specifically
identify Title | and Title Il amounts. The Treasury is also responsible for
providing evidence to the counties that the transfer of funds occurred and for
providing the counties a copy of the U.S. Forest Service report that details both
the amount of money to which the county is entitled and the amount it received.

What problem did the audit work identify?

Based on the testwork performed, we determined that the Treasury provided
necessary guidance on Title | and Title 11 requirements and the details about the
distribution amounts to the counties, as indicated in their plan described above.
However, the Treasury’s plan does not address the Treasury’s responsibilities and
procedures related to monitoring counties’ compliance with spending and
earmarking requirements for Title I and Title 111 funds.

Why did the problem occur?
The Treasury has not established and documented monitoring procedures that

address counties’ compliance with earmarking and spending requirements for
Title 1 and Title 111 funds for the Secure Payments program.
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Why does this problem matter?

The Treasury cannot ensure that counties are complying with the Secure
Payments program’s earmarking and spending requirements for Title | and Title
I11 funds and, accordingly, is at risk of federal sanctions for noncompliance.

(CFDA No. 10.665; Secure Payments for States and Counties Containing Federal
Lands; Activities Allowed, Matching, Earmarking, and Level of Effort.
Classification of Finding: Significant Deficiency.)

Recommendation No. 65:

The Office of the State Treasurer (the Treasury) should establish and implement
monitoring procedures to ensure that counties receiving Title | and Title 111 funds
from the Secure Payments for States and Counties Containing Federal Lands
grant program are expending the funds as required by the federal government.

Office of the State Treasurer Response:

Agree. Implementation date: January 2012.

The Treasury plans to address the recommendation as follows:

Utilize the data obtained from the annual confirmations to ensure that
counties receiving Title 1 and Title Il funds are expending the funds as

required by the federal government and communicate with the counties as
needed.




Disposition of Prior Audit Recommendations

The following financial and Single Audit recommendations are summarized from the Statewide Audit for Fiscal Years 2006 through 2010 and
include only the recommendations not implemented as of June 30, 2010. The disposition is the implementation status as of June 30, 2011.

The classification of findings described in Section I. Report Summary has been included throughout the dispositions, as needed.

If the

disposition is “Implemented” the classification is not applicable; if the disposition references a current year recommendation, the classification
will be with the current year finding. All findings classified as significant deficiencies with a disposition of “Deferred” will be listed in Section
I1. Financial Statement Findings following the applicable department’s current finding(s).

Report and Recommendation
Rec. No.

Department of Agriculture

2010 Single Audit Strengthen certification of personnel time sheets by developing and
Rec. No. 1 implementing a department-wide policy that establishes (a)
requirements related to the signatures and dates necessary for
certification of time sheets and deadlines for time sheets to be
reviewed and certified by employees and supervisors and (b)
training procedures for employees and supervisors on time sheet

certification responsibilities outlined in the policy.

Disposition

a. Partially implemented. The Department developed and
distributed guidelines that address the proper certification of
timesheets, including signatures and dates necessary for
proper certification and deadlines for timesheets to be
reviewed and certified by both the employee and supervisor.
However, through our audit testwork, we continued to find
exceptions related to timesheets that contained signatures but
lacked the dates necessary for certification. The Department
plans to fully implement this recommendation by January 31,
2012.

b. Partially implemented.  Department staff verbally
communicated that they have incorporated training
procedures for employees and supervisors on timesheet
certification as part of the Department’s new employee
orientation. However, the Department did not provide
documentation of the training to demonstrate that the
procedures were communicated to employees and their
supervisors. The Department plans to fully implement this
recommendation by January 31, 2012.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 2

2010 Single Audit
Rec. No. 3

2009 Single Audit
Rec. No. 52

Recommendation

Department of Education

Improve the process over accruals of construction in progress by (a)
adopting proper policies and procedures surrounding the year-end
cut-off of construction in progress expenditures, (b) reviewing
construction invoices received subsequent to the fiscal year-end to
ensure they are recorded to the proper period based on when the
services were performed, and (c) expanding the training and
technical assistance provided to the Build Excellent Schools Today
program staff to ensure they are aware of the accrual procedures and
requirements.

The Charter School Institute should improve the internal control
structure by (a) adopting formal internal control policies and
procedures focusing on the major transactions cycles at the Institute
to include cash receipts, cash disbursements, payroll, and budgetary
controls; (b) implementing specific controls over the payroll and
human resources functions to ensure proper documentation exists to
support  established salaries and  subsequent  changes;
(c) establishing sound fiscal policies requiring the approval of a
reasonable budget and strict adherence to budget limitations;
(d) ensuring financial statements are adequately reviewed by the
Institute’s personnel prior to their presentation to the Board; and
(e) setting the tone at the top by providing training on the
importance of internal controls to the Institute’s employees.

Ensure compliance with federal grant requirements by
(a) evaluating job descriptions and ensuring that descriptions are
consistent with related job activities and salary allocations
correspond with time worked on grants for employees,
(b) documenting employee time and effort capturing the work
actually performed for grant objectives, and (c) adequately
supporting the allocation of non-payroll expenditures with written
documentation.

Disposition

Implemented and ongoing. The Department has
substantially implemented this recommendation.

a. Implemented.

b. through e. Partially implemented. Although the Charter
School Institute developed formal internal control policies
and procedures over its major transaction cycles, it is still in
the process of formally implementing the specific controls
outlined in parts b through e because staff turnover occurred
in the CFO position again during Fiscal Year 2011. The
Institute plans to fully implement these parts of the
recommendation by January 2012.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.



Report and
Rec. No.

2010 Single Audit
Rec. No. 4

2010 Single Audit
Rec. No. 47

2010 Single Audit
Rec. No. 48

Recommendation

Office of the Governor

Improve internal controls by ensuring that segregation of duties is in
place over all transactions processed in COFRS and that the
preparation and approval process is documented using the standard
journal voucher form.

Ensure that its procurement process for competitive and negotiated
bids complies with federal regulations by making award decisions
with full information and keeping accurate documentation to
support its award decisions. Specifically, the Governor’s Energy
Office should implement procedures to (a) ensure all public
hearings related to awards are held and public comment is
considered prior to the issuance of letters or press releases
announcing the winning bidders; (b) retain documentation of all
discussions and meetings related to the negotiated bid process for at
least six years after the award has been made; (c) ensure that all
evaluations of bids are documented and that all supporting
documentation, including scoring sheets, is accurate and consistent
for decision-making purposes; and (d) properly lock all
spreadsheets used by bidders to prevent changes by bidders and
enable accurate comparisons between the budgets of all bidders.

Ensure that local agencies prioritize weatherization services toward
the neediest clients as defined under federal regulations. Specifically,
the Governor’s Energy Office should (a) require local agencies to
submit a prioritization plan annually that specifies which federally
accepted categories will be prioritized, the order of prioritization, and
the method the agency will use to make certain that those categories
of applicants are served before other categories and (b) confirm that
local agencies are prioritizing service delivery in accordance with
their plans during monitoring and oversight visits.

Implemented.

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2010 Single Audit
Rec. No. 49

2010 Single Audit
Rec. No. 50

2010 Single Audit
Rec. No. 51

Recommendation

Strengthen its monitoring practices to ensure that local agencies
provide high-quality weatherization services.  Specifically, the
Energy Office should establish and implement policies to (a) ensure
appropriate segregation of duties by prohibiting local agencies from
using inspectors to perform inspections on work they have performed
and (b) establish a process for selecting the sample of homes that it
will review during the quality assurance monitoring visits.

Improve controls over advances of Weatherization grant monies to
local agencies by improving its policies and procedures for making
cash advances to local agencies and receiving timely reimbursements.
These policies and procedures should include, but not be limited to,
(a) requiring that local agencies apply for cash advances as needed
and furnish supporting documentation and (b) recouping advance
amounts on a month-to-month basis, including any unspent capital
advances.

Improve controls over the preparation and submission of
Weatherization ~ Program  Financial ~ Status  Reports by
(@) performing reconciliations between COFRS and the
Weatherization Program database at least quarterly to detect and
correct errors before completing quarterly reporting to the federal
government, (b) reviewing all federal guidance and updating
reporting procedures to ensure that reports are completed according
to current federal instructions and monitoring future guidance to
ensure procedures reflect any changes for report preparation in the
future, (c) correcting all errors identified during the audit on reports
submitted for the next quarterly reporting period, (d) maintaining
documentation to support all amounts included in the reports, (e)
properly recording cash advances as receivables, (f) ensuring that an
authorized official approves and submits all reports, (g) strengthening
supervisory review over reports to ensure all errors are identified and
corrected prior to report submission, and (h) training staff on grant
accounting and reporting and on COFRS.

Implemented.

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2010 Single Audit
Rec. No. 52

2010 Single Audit
Rec. No. 53

2010 Single Audit
Rec. No. 54

Recommendation

Promulgate guidance for the Weatherization Program that clearly
defines the costs that should be allocated to administration and the
costs that should be allocated to program operations to ensure that
these costs are recorded consistently and that costs charged to
administration do not exceed the 10 percent limit. Additionally, the
Energy Office should (a) include specific examples of each type of
cost in its guidance and provide the guidance to the local agencies
and (b) review a sample of costs charged to administration for
adherence to the guidelines and consistency among the local agencies
during monitoring visits.

Improve controls over materials expenditures for the Weatherization
Program to ensure reimbursement requests are accurate and
adequately supported with documentation by (a) informing the local
agencies of requirements to charge costs correctly and maintain
adequate supporting documentation; (b) instituting a policy requiring
local agency supervisory review and signoff on reimbursement
requests and supporting documentation to ensure that costs are
charged correctly; and (c) reviewing a sample of expenditures,
supporting documentation, and supervisory signoffs for compliance
with requirements during monitoring visits at local agencies.

Comply with federal regulations by adding the Catalog of Federal
Domestic  Assistance number, program title, and applicable
compliance requirements into all Weatherization Program contracts
with local agencies.

Implemented.

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2008 Single Audit
Rec. No. 4

Recommendation

The Governor’s Office of Information Technology (OIT) should
strengthen its controls over the State mainframe computer by
(a) implementing audit recommendations related to network security
and user access communicated to OIT in 2006 under separate cover,
(b) periodically reviewing Top Secret security parameters to ensure
compliance with best practices and OIT security policies,
(c) ensuring password management controls are in compliance with
State Cyber Security Policies, (d) setting Top Secret security
parameters to ensure user IDs automatically suspend after 60 days of
inactivity, (e) establishing policies and procedures for agency
security administrators to follow when creating generic IDs,
() restricting system administrator-level privileges to those who have
a documented business need for such access, (g) ensuring all
mainframe security administrators are properly trained and
understand their roles and responsibilities, (h) overseeing the
activities of agency security administrators to ensure compliance with
established information system controls and security policies and
procedures, and (i) researching instances identified during this audit
where user IDs for terminated employees were used after the date of
termination and taking action as appropriate.

Disposition

a. Deferred. The Department plans to fully update this part
of the recommendation by July 2011.

b. Partially implemented. The Department has documented a
plan to review Top Secret security parameters and best
practices.  However, the Department has not initiated
periodic reviews. The Department plans to fully implement
this part of the recommendation by September 2011.

c. Implemented.

d. Implemented in Fiscal Year 2010.

e. Implemented.

f. Implemented.

g. Implemented.

h. Partially implemented. The Department has an informal
plan in place to provide oversight of administrators.
However, the Department has not initiated a periodic review
process. The Department plans to fully implement this part
of the recommendation by February 2012.

i. Deferred. The Department plans to fully implement this
part of the recommendation by July 2011.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 5

2010 Single Audit
Rec. No. 6

2010 Single Audit
Rec. No. 7

Recommendation

Department of Health Care Policy and Financing

Improve its controls over the collection and recording of nursing
facility provider fees by (a) ensuring that accounts receivables for
nursing facility provider fees are established by the end of each
fiscal year for all fees that are outstanding; (b) establishing a
timeline for completing each fiscal year’s nursing facility provider
fee rate schedule to ensure that fee amounts are finalized prior to the
end of each fiscal year; (c) completing and documenting an annual
reconciliation of revenues recorded as received in COFRS and the
nursing facility provider fee amounts established for each fiscal
year, as required in Department rules; (d) ensuring that amounts
invoiced to and paid by nursing facility providers agree to the
approved nursing facility provider fee rate schedule, and (e)
working with providers to establish a repayment plan for any
recoveries due from nursing facility providers.

Ensure that unspent hospital provider fees are refunded within five
days of collection, in accordance with state statutes.

Improve its controls over the calculation of the Medicaid Incurred
But Not Reported (IBNR) expenditure estimate by (a) updating the
procedure document for the Medicaid IBNR calculation for any
changes in the calculation methodology and documenting reasons for
changes to the methodology; (b) ensuring an effective supervisory
review of the calculation by including specific information on the
type of information to be reviewed and how the review should be
documented in the procedure document; and (c) using complete and
accurate data to perform the annual evaluation of the calculation
methodology and modifying it, if necessary, to ensure a more
accurate estimate.

Disposition

Deferred. = The Department plans to implement this
recommendation by the August 31, 2011, implementation
date.

(Classification of Finding: Significant Deficiency.)

Not applicable.  The Department disagreed with this
recommendation and did not implement it.

Deferred.  The Department plans to implement this
recommendation by the August 31, 2011, implementation
date.

(Classification of Finding: Significant Deficiency.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 8

2010 Single Audit
Rec. No. 9

2010 Single Audit
Rec. No. 10

2010 Single Audit
Rec. No. 11

2010 Single Audit
Rec. No. 55

Recommendation

Improve controls over the recognition of revenues by
(a) establishing and implementing policies and procedures for
recording, investigating, and refunding, if appropriate, excess
amounts repaid by providers; (b) performing a review of transactions
recorded as miscellaneous revenues and ensuring that the transactions
are properly recognized as TABOR revenue, if applicable; and
(c) complying with State Fiscal Rules in recognizing revenues and
expenditures for refund and recovery transactions.

Review the status of the Center for Improving Value in Health Care
as a potential related party to or component unit of the State and
annually update this review.

Improve internal controls related to cash receipts by
(a) depositing checks in a timely manner, consistent with State Fiscal
Rules and (b) ensuring that all checks are stamped on the day of
receipt.

Strengthen internal controls over financial reporting by (a) cross-
training staff on the preparation and reporting of financial
information and (b) segregating the responsibility for preparing year-
end financial information from the responsibility for reviewing and
approving that information.

Ensure that Medicaid benefits are terminated timely when recipients
become ineligible by (a) correcting the Colorado Benefits
Management System (CBMS) problem related to the Transitional
Medicaid program to ensure prompt termination of eligibility when a
beneficiary does not submit a required Transitional Benefits Report,
(b) establishing the CBMS alert to notify caseworkers who maintain
recipients’ eligibility in the Transitional Medicaid program, and
(c) ensuring that county departments of human/social services and
Medical Assistance sites address all CBMS alerts in a timely manner.

V-8

Disposition

Deferred.  The Department plans to implement this
recommendation by the October 31, 2011, implementation
date.

(Classification of Finding: Significant Deficiency.)

Deferred.  The Department plans to implement this
recommendation by the August 31, 2011, implementation
date.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.

Implemented.

a. Implemented.

b. No longer applicable. An alert specifically for the
Transitional Medicaid Program is no longer necessary
because the Department revised the rules for this program to
require the redetermination of eligibility every 12 months,
which is consistent with other Medicaid programs.

c. Implemented.



Report and
Rec. No.

2010 Single Audit
Rec. No. 56

2010 Single Audit
Rec. No. 57

Recommendation

Ensure the accuracy of eligibility determination for Medicaid and the
Children’s Basic Health Plan (CBHP) by (a) ensuring that any
recipients improperly denied eligibility for the Medicaid 1931
program are re-analyzed for Medicaid eligibility, (b) identifying the
ineligible recipients receiving Medicaid benefits who were eligible
for CBHP and reclassifying the payments to ensure that the correct
federal reimbursement was received, (c) identifying the recipients
approved for CBHP eligibility who were improperly denied Medicaid
eligibility and the medical payments for those recipients and
reclassifying the payments to ensure that the correct federal
reimbursement was received, and (d) continuing to review the med
span and the other system issues identified and make any changes to
the Colorado Benefits Management System (CBMS) that are
determined necessary to correct these issues.

Improve controls over payments to laboratory providers for the
Medicaid program by (a) continuing to work to implement the
Medicaid Management Information System (MMIS) edits necessary
for accepting complete certification information from providers and
verifying that the edits are working as intended to ensure compliance
with the Clinical Laboratory Improvement Amendment (CLIA)
requirements; (b) continuing to implement its alternative method to
verify that only providers with CLIA certification are receiving
payments through the Medicaid program until the MMIS edits have
been implemented; (c) continuing to review laboratory payments to
identify providers who are not certified and are receiving payments,
including the completion of the review of 2008 through 2010
laboratory payments; and (d) identifying and recovering any
payments made to providers that were not CLIA-certified, as
appropriate.

Disposition

a. Implemented.

b. and c. Partially implemented. The Department identified
the ineligible Medicaid and CBHP recipients and enrolled
them in the proper program; however, the Department did
not reclassify the payments to ensure the correct federal
reimbursement was received. The Department did not
provide a new implementation date.

d. Partially implemented. The Department has researched
the med span and other system issues identified and
determined that only the med span issue requires changes to
CBMS. However, the Department has not made the changes
to CBMS and does not have a current implementation date to
make these changes. The Department did not provide a new
implementation date.

(Classification of Finding: Deficiency in Internal Control.)

a. and b. Deferred. The Department plans to implement
these parts of the recommendation by the July 2011
implementation date.
c. and d. Deferred. The Department plans to implement
these parts of the recommendation by the December 2011
implementation date.

(Classification of Finding: Material Weakness.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 58

2010 Single Audit
Rec. No. 59

2010 Single Audit
Rec. No. 60

Recommendation

Improve its controls over eligibility of Medicaid providers by
(a) ensuring that the Medicaid Management Information System
(MMIS) contains current licensing information for all Medicaid
providers that are required to have a license; (b) developing,
implementing, and documenting a process for verifying the current
licensure of all providers that are required to have a license, including
out-of-state providers; (c) ensuring that all providers have valid
current provider participation agreements; and (d) ensuring that all
providers have a National Provider Identification number recorded in
MMIS, if applicable.

Ensure that county departments of human/social services and
Medical Assistance (MA) sites are researching and resolving Income,
Eligibility, and Verification System (IEVS) data discrepancies for the
Medicaid and Children’s Basic Health Plan programs (CBHP) by
(a) ensuring that all county departments of human/social services and
MA sites have access to IEVS data, (b) ensuring county departments
of human/social services and MA sites are researching and resolving
Medicaid IEVS data discrepancies as required by federal regulations
and in accordance with the State Plan filed with the federal
government by implementing CBMS changes that do not adversely
affect other programs, (c) ensuring that all county departments of
human/social services and MA sites research and resolve any
discrepancies as required by state regulations for the CBHP program,
and (d) incorporating IEVS requirements identified in state
regulations within the CBHP program’s State Plan and within the
Department rules for this program.

Improve controls over Medicaid program eligibility determinations
and data entry into Colorado Benefits Management System by
(a) ensuring that county departments of human/social services and
Medical Assistance (MA) sites have in place effective supervisory
reviews of CBMS data entry, including comparisons of case file data
with CBMS data as part of the eligibility determination process;
(b) reviewing counties’ and MA sites’ data input and monitoring their

IV -10

Disposition

a. - ¢. Not implemented. See current year Recommendation
No. 26.
d. Implemented.

Not implemented. See current year Recommendation No.
27.

a. and b. Partially implemented. See current year
Recommendation No. 31.
c. Implemented.



Report and
Rec. No.

2010 Single Audit
Rec. No. 61

2010 Single Audit
Rec. No. 62

Recommendation

supervisory reviews; and (c) continuing to expand the Medicaid
training and technical assistance provided to counties and MA sites,
with an emphasis on improving data entry accuracy.

Improve its controls over the calculation and reporting of family
planning expenditures under the Medicaid Managed Care Program by
(a) continuing to seek approval from the federal government for the
Department’s methodology for calculating and reporting family
planning program expenditures; (b) developing and implementing
written policies and procedures for the methodology approved by
Centers for Medicare and Medicaid Services CMS; (c) continuing to
work to train all staff involved with the methodology on adopted
Department policies and procedures; (d) maintaining all supporting
documentation used for the calculation of the family planning
expenditures; (e) ensuring that supervisors review the data, the
calculations, and the supporting documentation for compliance with
the established methodology prior to submission of reports to the
federal government; (f) ensuring that all data from COFRS are
extracted in a consistent manner and in accordance with policies and
procedures; and (g) ensuring that family planning expenditures are
calculated and reimbursed annually at the highest reimbursement
percentage allowed by federal regulations.

Improve documentation of controls over subrecipient monitoring for
Medicaid and the State Children’s Health Insurance Program by
implementing or updating written policies and procedures for all
identified subrecipients, as appropriate.

vV-11

Disposition

a. Implemented.

b. and c. Deferred. The Department plans to fully implement
this recommendation by the August 31, 2011,
implementation date.

d. Implemented.

e.-g. Deferred. The Department plans to fully implement this
recommendation by the August 31, 2011, implementation
date.

(Classification of Finding: Material Weakness.)

Deferred.  The Department plans to implement this
recommendation by the July 2011 implementation date.

(Classification of Finding: Significant Deficiency.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 63

2010 Single Audit
Rec. No. 64

Recommendation

Improve controls over documentation in Medicaid and Children’s
Basic Health Plan (CBHP) case files to support eligibility by
(a) continuing to work toward monitoring counties and Medical
Assistance (MA) sites to ensure that they are obtaining and
maintaining the required case file documentation to support
eligibility determinations, (b) requiring that counties and MA sites
review case files to ensure consistency of information between the
case file and the Colorado Benefits Management System, (c)
continuing to provide eligibility sites with CBHP training and
technical assistance on eligibility and documentation requirements,
and (d) enforcing supervisory review processes and corrective action
plans by following up on problems identified through the
Department’s monitoring program and this audit.

Ensure that county departments of human/social services and
Medical Assistance (MA) sites meet program processing timeline
requirements for Medicaid and Children’s Basic Health Plan (CBHP)
eligibility by (a) using existing mechanisms, such as CBMS reports
and the Application Overflow Unit, to identify all cases, including
long-term-care cases that exceed processing guidelines and (b)
working with county departments of human/social services and MA
sites to improve the application processing timeliness by offering
technical assistance that focuses on the cause of untimely processing
to ensure that new cases and redeterminations for Medicaid and for
the CBHP program are processed within state and federal guidelines.

V-12

Disposition

Partially implemented. See current year Recommendation
No. 30.

Partially implemented. See current year Recommendation
No. 25.



Report and
Rec. No.

2010 Single Audit
Rec. No. 65

2010 Single Audit
Rec. No. 66

2010 Single Audit
Rec. No. 67

Recommendation

Improve controls over the processing of medical claims for the
Medicaid program by (a) seeking approval from the State Medical
Board on the establishment of the pricing method for equipment
repairs; (b) completing its review of the types of claims for
individuals eligible for both Medicaid and Medicare that are exempt
from Lower of Pricing, modifying the Medicaid State Plan and
Department rules, as necessary, to include these exemptions, and
submitting the State Plan modifications to the federal government for
approval; and (c) denying claims that are not in accordance with state
regulations on timely filing requirements and reviewing the
establishment of Medicaid Management Information System edits
for timely filing.

Improve controls over the manual processing of occupational and
physical therapy claims by (a) providing training to employees who
manually process claims to ensure claims are processed in
accordance with policy requirements, (b) researching and resolving
the issuance of claims where the provider numbers on the claim do
not match the provider numbers on the prior authorization, and
(c) continuing to seek recovery of the erroneous payments identified
in the Fiscal Year 2009 audit and seeking recovery for erroneous
payments identified in the Fiscal Year 2010 audit.

Ensure compliance with the Deficit Reduction Act (DRA), the
Children’s Health Insurance Program Reauthorization Act, and
related federal regulations governing Medicaid and the Children’s
Basic Health Plan (CBHP) programs by (a) ensuring that all
Medicaid applications include the citizenship and identity
documentation required by DRA prior to approval or denial of
eligibility for Medicaid and the CBHP program, (b) obtaining and
maintaining citizenship and identity documentation in all CBHP case
files, and (c) ensuring that citizenship and identity documentation for
all recipients identified in the audit is included in recipients’ case
files or terminating the recipients’ eligibility for the program.

IV -13

Disposition

Not implemented. See current year Recommendation No.
35.

a. and b. Not implemented. See current year
Recommendation No. 34.

c. Partially implemented. See current year Recommendation
No. 34.

Partially implemented. See current year Recommendation
No. 28.



Report and
Rec. No.

2010 Single Audit
Rec. No. 68

2010 Single Audit
Rec. No. 69

2009 Single Audit
Rec. No. 5

2009 Single Audit
Rec. No. 6

Recommendation

Improve its monitoring of the nursing facility rate-setting process by
(d) using the options available under state rules for enforcing
requirements for the submission of cost reports by the nursing
facilities in cases where facilities are delinquent in submitting the
reports and (b) working with the State Medical Services Board to
incorporate into state rules the process for establishing interim rates
for nursing facilities under the Medicaid program to ensure that state
rules align with the practices used by the Department.

Improve its controls over the allocation of expenditures by
(a) correcting the percentages applied to the Medicaid, Children’s
Basic Health Plan (CBHP), and the Old Age Pension (OAP)
programs; (b) strengthening its supervisory review process to ensure
the accuracy of expenditure allocations among Medicaid, CBHP, and
OAP programs; (c) reviewing all CBMS allocation transactions that
were recorded during Fiscal Year 2010 and ensuring that these were
accurately recorded; and (d) requesting reimbursement for the federal
funds identified in the audit and through the Department’s review.

Strengthen internal controls over financial reporting by (a) cross-
training staff on the preparation and reporting of financial
information and (b) segregating the responsibility for preparing
year-end financial information from the responsibility for reviewing
and approving that information.

Improve internal controls over financial reporting process by
(@) creating and documenting the process for communicating
financial adjustments to the accounting section and the Office of the
State Controller and (b) providing training throughout the
Department on this process.

vV -14

Disposition

Deferred.  The Department plans to implement this
recommendation by the September 2011 implementation
date.

(Classification of Finding: Deficiency in Internal Control.)

a.and b. Implemented.

c. Not implemented. The Department has not performed the
reviews of the Fiscal Year 2010 transactions. The
Department plans to fully implement this part of the
recommendation by March 30, 2012.

d. Partially implemented. The Department requested a
portion of the funds identified in Fiscal Year 2009 and has
not requested any additional funds associated with the Fiscal
Year 2010 transactions. The Department plans to fully
implement this part of the recommendation by March 30,
2012.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.

Deferred.  The Department plans to implement this
recommendation by the August 31, 2011, implementation
date.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 8

2009 Single Audit
Rec. No. 53

2009 Single Audit
Rec. No. 57

Recommendation

Follow established policies in completing performance plans and
consider changing policies to be consistent with current practice. If
changes are warranted, a revised policy should be issued and
communicated to staff.

Improve controls over documentation in Medicaid case files to
support eligibility by (a) continuing to monitor counties and
Medical Assistance (MA) sites to ensure that they are obtaining and
maintaining the required case file documentation to support
eligibility determinations, (b) requiring that counties and MA sites
review case files to ensure consistency of information between the
case file and the Colorado Benefits Management System (CBMS),
and (c) working with the Department of Human Services to identify
and implement revisions to policies and procedures for
documenting and monitoring Medicaid eligibility
determination/redetermination for the Title 1\V-E population.

Improve controls over requests for federal funds through the
American Recovery and Reinvestment Act (Recovery Act) by
(a) adequately segregating duties related to preparing and approving
requests for Recovery Act funds, (b) documenting written
procedures and ensuring adequate review of federal draws and
supporting information to ensure their accuracy, (c) submitting an
adjustment on the next quarterly federal report for amounts
excluded in its October 2008 Recovery Act draw, and (d) requesting
reimbursement for those amounts not already corrected that were
identified by this audit.

IV-15

Disposition

Implemented.

a. and b. Partially implemented. Included as part of the
Fiscal Year 2010 Recommendation No. 63.

c. Not implemented. The Department met with the
Department of Human Services to determine the appropriate
level of monitoring and documentation required for the
eligibility determination process for the Title IV-E
population and has established procedures for Medicaid
eligibility determination and redetermination for the Title IV-
E population. The Department plans to implement this part
of the recommendation by December 2011.

(Classification of Finding: Deficiency in Internal Control.)

a. Implemented in Fiscal Year 2010.

b. Partially implemented. As stated in our Fiscal Year 2010
report, the Department prepared procedures but did not
include some information that is critical to the review and
accuracy for recording the Recovery Act transactions. The
Department plans to fully implement this part of the
recommendation by August 31, 2011.

c. and d. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 59

2009 Single Audit
Rec. No. 61

2009 Single Audit
Rec. No. 62

Recommendation

Reduce eligibility determination errors for the Children’s Basic
Health Plan (CBHP) by improving oversight and training of
eligibility sites by (a) continuing to provide eligibility sites with
CBHP training and technical assistance on eligibility and
documentation requirements; (b) enforcing eligibility sites’
supervisory review processes and corrective action plans by
following up on problems identified through the Department’s
monitoring program and this audit; (c) investigating the causes of
the CBMS errors identified in the audit and modify CBMS as
needed to correct them; and (d) recovering payments made after a
beneficiary’s eligibility has ended, as appropriate.

Ensure that requirements related to determining whether an
individual has creditable coverage and is therefore ineligible for the
Children’s Basic Health Plan (CBHP) program are met by
(a) investigating and resolving all reports of other health insurance
coverage for applicants or beneficiaries and documenting the basis
for the determination of whether the coverage precludes an
individual from being eligible for CBHP and (b) denying eligibility
or disenrolling individuals determined to have other creditable
coverage and recovering any unallowable payments, as appropriate.

Improve controls over the Children’s Basic Health Plan (CBHP)
program data entry into CBMS by (a) ensuring that county
departments of human/social services and medical assistance sites
have in place effective supervisory reviews of CBMS data entry,
including comparisons of case file data with CBMS data as part of
the eligibility determination process; (b) reviewing counties’ and
medical assistance sites’ data input and monitoring their supervisory
reviews; and (c) expanding the CBHP training and technical
assistance provided to counties and medical assistance sites to
emphasize the issues identified, such as CBMS income calculations.

IV -16

Disposition

a. and b. Partially implemented. Included as part of Fiscal
Year 2010 Recommendation No. 63.

c. Partially Implemented.  While the Department has
determined the cause of the issues identified, it has not
modified CBMS to correct the issues. The Department plans
to fully implement this part of the recommendation in Fiscal
Year 2013.

d. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)
a. Implemented in Fiscal Year 2010.
b. Not implemented. See current year Recommendation No.

29.

(Classification of Finding: Deficiency in Internal Control.)

Partially implemented. See current year Recommendation
No. 31.



Report and
Rec. No.

2009 Single Audit
Rec. No. 65

2009 Single Audit
Rec. No. 70

Recommendation

Improve controls over the calculation and reporting of family
planning expenditures under the Medicaid Managed Care Program
by (a) completing its review of the methodology used to calculate
and report family planning expenditures and developing and
implementing written policies and procedures for the methodology;
(b) training all staff on the policies and procedures involved with
the methodology; (c) maintaining all supporting documentation
used for the calculation of the family planning expenditures;
(d) ensuring that supervisors review the data used, calculations, and
the supporting documentation for compliance with the established
methodology prior to submission of reports to the federal
government; (e) ensuring all data from COFRS are extracted in a
consistent manner and in accordance with policies and procedures;
and (f) submitting the Department’s methodology for calculating
and reporting Family Planning expenditures to the federal
government for approval, as appropriate.

Improve controls over the Medicare Supplementary Medical
Insurance Benefits (SMIB) program to ensure the accuracy of, and
proper support for, federal reporting and reimbursements by
(@) training all staff involved in the SMIB program on the program
policies and procedures; (b) ensuring that all program staff and their
supervisors are cross-trained in program and accounting areas and
that their supervisors perform adequate reviews; and (c) developing
an automated reporting system for SMIB reporting, including
performing adequate testing of the new system to ensure that it is
operating as intended prior to implementation.

v -17

Disposition

a. Partially implemented. Included as part of Fiscal Year
2010 Recommendation No. 61.

b. Not implemented. The Department did not perform
training on policies and procedures in relation to the CMS-
approved methodology for calculating and reporting family
planning expenditures and plans to perform this training by
August 31, 2011.

c. Implemented.

d. and e. Not implemented. Included as part of Fiscal Year
2010 Recommendation No. 61.

f. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.



Report and
Rec. No.

2009 Single Audit
Rec. No. 73

2009 Single Audit
Rec. No. 74

Recommendation

Improve the Medicaid Management Information System (MMIS)
user access controls by immediately implementing our prior year
recommendation and strengthening MMIS’s operating system,
including (a) evaluating MMIS user access profiles and identifying
those profiles, or combinations of profiles, that are appropriate for
different system users. This information should be shared with the
supervisors of MMIS users; (b) establishing a written procedure that
HCPF IT security staff follow when MMIS access is requested;
(c) ensuring that profiles or profile combinations that provide
escalated system privileges are identified and tightly controlled,
including the establishment of compensating controls;
(d) periodically reviewing MMIS user access levels for
appropriateness and promptly removing access for terminated users,
including comparing active MMIS users to termination information
contained in the Colorado Personnel Payroll System and requiring
business managers to annually verify the accuracy and relevance of
access levels belonging to the MMIS users they supervise; and
(e) strengthening the configuration of the MMIS operating system
by implementing the recommendations made under separate cover.

Ensure that Medicare is the primary payer on claims processed
through the Medicaid Management Information System (MMIS) for
dual-eligible Medicaid clients by (a) reviewing and revising its
policies, as necessary, to require providers to submit a Medicare
explanation of benefits for paper claims after Medicare makes a
payment determination; (b) analyzing the paid claims for all clients
whose eligibility changed from Medicaid-only to dual-eligible,
identifying claims for which recovery should be sought, and
instituting recovery action; (c) instituting a quarterly audit of all
claims paid for dual-eligible clients and identifying claims that may
have been paid incorrectly; and (d) enhancing its effort to educate
providers about the Department’s billing policies and processes for
claims associated with dual-eligible clients.

IV -18

Disposition

a. Not implemented. The Department reports that it
underestimated the time it would take to implement this part
of the recommendation and plans to fully implement it by
June 2012.

b. Not implemented. The Department reports that it
underestimated the time it would take to implement this part
of the recommendation and plans to fully implement it by
September 2011.

¢c. Not implemented. The Department reports that it
underestimated the time it would take to implement this part
of the recommendation and plans to fully implement it by
June 2012.

d. Not implemented. The Department reports that it
underestimated the time it would take to implement this part
of the recommendation and plans to fully implement it by
June 2012.

e. Implemented.

(Classification of Finding: Deficiency in Internal Control.)

a. Deferred. The Department plans to fully implement this
part of the recommendation by the December 2011
implementation date.

b. - d. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 75

2009 Single Audit
Rec. No. 76

2009 Single Audit
Rec. No. 77

Recommendation

Review its policy that excludes certain procedures from the
Medicare lower of pricing logic to assess the appropriateness of
these exclusions, particularly related to cost-control strategies for
the Medicaid Program.

Improve controls to prevent Medicaid payments for services to
deceased individuals by (a) periodically evaluating the effectiveness
of methods used to identify payments made for services provided
after a client’s death and implementing changes to these methods, as
necessary; (b) working with its contractor, Health Management
Systems, to expand data matches and recoveries for claims paid
after a client’s death to include oxygen services and other rental
supplies; (c) continuing to investigate the claims identified by this
audit that were paid for services provided after the date of death
recorded in the Department of Public Health and Environment’s or
the Department’s files for Medicaid clients; and (d) enhancing its
efforts in educating providers on claims payment issues surrounding
clients’ date of death, including proper death notification and billing
for services provided during the month of death.

Improve monitoring of and communication with Medicaid durable
medical equipment and supplies providers by (a) performing
periodic clinical reviews of providers, preferably on-site, to assess
whether claims paid by the Medicaid Program meet medical
necessity, prior authorization, and other clinical requirements.;
(b) developing uniform standards for providers to follow for the
purchase and billing of new and used equipment and related-party
purchases and referrals; (c) regularly updating its provider manual
and bulletins to include detailed information about providers’
responsibilities for maintaining documentation in each client’s
medical record; and (d) strengthening communication with
providers and educating them about the Medicaid Program and
technical assistance available to them from the Department and its
contractors.

IV -19

Disposition

Not Implemented. The Department now plans to implement
this recommendation by March 2012.

(Classification of Finding: Deficiency in Internal Control.)

a. Deferred. The Department now plans to implement this
part of the recommendation by December 2012.

b. Deferred. The Department plans to fully implement this
part of the recommendation by the original July 2011
implementation date.

c. Implemented in Fiscal Year 2010.

d. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.



Report and
Rec. No.

2009 Single Audit
Rec. No. 78

Recommendation

Improve oversight of Medicaid laboratory and radiology providers
by (a) performing periodic clinical reviews, preferably on-site, of
laboratory and radiology providers to assess whether providers
comply with the six criteria established in state regulations related
to laboratory and radiology services; (b) periodically reviewing
laboratory and radiology claims to ensure that it has not double paid
for the technical and professional components of these services; and
(c) developing utilization and cost trend reports; and (d) considering
implementing a prior authorization process for high-cost
procedures.

IV -20

Disposition

a. Partially implemented. As stated in its original response to
the recommendation, the Department does not plan to
conduct onsite clinical reviews of providers due to resource
constraints. However, the Department has identified a list of
high-risk laboratory and radiology providers and expects to
complete reviews of these providers by February 2012.

b. Partially implemented. The Department will commence
claims reviews, which will include checking for instances of
double payments and split billing, for high-risk laboratory
and radiology providers by February 2012.

c. Implemented in Fiscal Year 2010.

d. Deferred. The Department plans to fully implement this
part of the recommendation by the original July 2011
implementation date.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 79

Recommendation

Strengthen contract provisions and its monitoring of contractors
responsible for performing prior authorization reviews of durable
medical equipment and supplies requested for Medicaid clients by
(a) standardizing the requirements in its contracts related to prior
authorization and medical necessity activities for durable medical
equipment and supplies; (b) strengthening the contracts by defining
the qualifications of staff performing prior authorization and
medical necessity functions; (c¢) implementing a formal oversight
program for each of its prior authorization contractors, including
on-site visits; (d) requiring its prior authorization contractors to
standardize how providers submit prior authorization requests,
including the use of electronic processing and interfaces;
(e) assessing whether consolidating prior authorization functions
under one contract would be cost-effective.
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Disposition

a. Not implemented. The Department now plans to
consolidate all prior authorization and medical necessity
activities for durable medical equipment and supplies with a
single vendor under a new contract, which is expected to be
fully executed in August 2011.

b. Not implemented. Once a contract with a new prior
authorization review vendor is in place, the Department will
define staff qualifications through an amended contract and
utilization management plan by March 2012.

c. Not implemented. Once a contract with a new prior
authorization review vendor is in place, the Department will
develop a formal oversight plan, which will include site
visits, by February 2012.

d. Not implemented. The Department now plans to
consolidate all prior authorization and medical necessity
activities for durable medical equipment and supplies,
including requirements to standardize the submission of prior
authorization requests, and develop a Web portal for
electronic submissions with a single vendor under a new
contract, which is expected to be fully executed in August
2011.

e. The Department now plans to consolidate all prior
authorization and medical necessity activities for durable
medical equipment and supplies with a single vendor under a
new contract, which is expected to be fully executed in
August 2011.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 81

Recommendation

Ensure a comprehensive and uniform assessment process for
determining functional eligibility and the services necessary to
address the needs of individuals seeking long-term care services by
(a) improving written guidance to direct Single Entry Point (SEP)
agencies on all aspects of the intake, functional assessment, and
service planning processes, including how case managers should
document information in the Benefits Utilization System;
(b) modifying State Medicaid Rules to more clearly define how to
score functioning when the individual uses an assistive device, and
making appropriate corresponding changes to the Department’s
functional assessment instrument; (c) strengthening its state-
sponsored training by making standard core training courses
available to all SEP agencies; and (d) setting minimum standards
for SEP agencies’ quality assurance and case file review practices.
Standards should include steps for measuring inter-rater reliability
of functional assessment scoring and for systematically compiling,
reporting, and addressing systematically compiling, reporting, and
addressing the results of the case file reviews.

IV -22

Disposition

a. Partially implemented. The Department has provided
written guidance on the intake process and has provided
training on intake, functional assessment, and service
planning processes. However, the Department did not
provide documentation on its implementation of written
guidance sent to Single Entry Points on functional
assessment and service planning processes. We will follow
up on the progress of this recommendation during our Fiscal
Year 2012 audit.

b. Not implemented. The Department is looking into making
clarifications to rules around functional assessment.  In
addition, the Department is considering changes to its
assessment instrument, the ULTC 100.2, as part of the reform
initiatives. The Department plans to implement this part of
the recommendation by June 30, 2013.

c. Implemented.

d. Partially implemented. The Department has received the
Quality Improvement Strategy-Based (QIS) spreadsheet
submitted by Single Entry Point case managers and is
reviewing the information provided in these spreadsheets.
Once the review is complete, the Department will set the
minimum standards for SEP agencies’ quality assurance and
case file review practices. The Department plans to fully
implement this recommendation during Fiscal Year 2012.

(Classification: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 82

2009 Single Audit
Rec. No. 83

Recommendation

Ensure eligible individuals have timely access to Medicaid long-
term care services by developing an integrated approach to monitor
the timeliness of all components of the eligibility determination
process, identify problems, and make improvements by
(a) providing clear and consistent written guidance to Single Entry
Point (SEP) agencies regarding how the timeliness of the functional
assessment and other processes will be measured, (b) making
improvements to the Benefits Utilization System to capture all dates
necessary to evaluate the timeliness of SEP agencies’ intake and
functional assessment processes, (c) providing written guidance to
ensure county Medicaid technicians consistently and accurately
capture the start of the Medicaid application processing timeframe
in CBMS, (d) making changes to weekly reports in CBMS to
identify all pending Medicaid long-term care applications that
exceed required processing time frames and compile summary
statistics on the timely processing of Medicaid applications by
county and statewide, (e) working with the disability determination
contractor and county departments of human/social services to
investigate and address the underlying factors contributing to delays
in transmitting disability applications, (f) capturing and analyzing
data on an ongoing basis to monitor and evaluate how long it takes
eligible individuals to gain access to Medicaid long-term care
services from the time they first enter the system, and
(g) establishing an overall goal or timeframe for determining
whether access to long-term care services is timely.

Ensure that reports submitted to the federal government regarding
the Home and Community Based Services (HCBS) waivers are
accurate and complete by (a) developing procedures to review the
accuracy of CMS-372 reports and the underlying data prior to
submitting the reports to CMS and (b) completing its research on
the discrepancy identified during the audit regarding the Fiscal Year
2007 CMS-372 report for the Elderly, Blind, and Disabled Waiver
and submitting a corrected report to CMS as necessary.
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Disposition

a. Implemented.

b. Partially implemented. The Department has implemented
changes to BUS to capture all dates necessary to evaluate
timeliness of the process. However, the Department has not
completed the case file reviews that are necessary to evaluate
the timeliness of the intake and functional assessment
processes. The Department plans to fully implement this part
of the recommendation by September 2011.

c. Implemented in Fiscal Year 2010.

d. Partially implemented. Included as part of Fiscal Year
2010 Recommendation No. 64.

e. Implemented.

f. Partially implemented. The Department finalized the
changes to BUS to capture all dates relevant to gaining
access to Medicaid long-term care services. However, the
Department has not completed the analysis of the data
captured and shown in the Assessment Timeliness Report.
The Department plans to complete this analysis by July
2011.

g. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.



Report and
Rec. No.

2009 Single Audit
Rec. No. 84

2008 Single Audit
Rec. No. 60

2008 Single Audit
Rec. No. 65

2008 Single Audit
Rec. No. 68

Recommendation

Improve monitoring and oversight of its interagency agreement with
the Division to ensure compliance with agreement provisions, as
well as with federal requirements. The Department should make
monitoring improvements to ensure the Division (a) develops clear,
written fiscal and administrative procedures for the HCBS-DD
waiver program; (b) provides timely training and technical
assistance to the CCBs; and (c) monitors service provision, quality,
and financial accountability.

Improve the Medicaid Eligibility Quality Control (MEQC) system
by (a) ensuring that county departments of human/social services
and Medical Assistance sites respond to findings and that corrective
action plans adequately address deficiencies identified,
(b) performing follow-up and recovery on any improper payments
identified as a result of the MEQC process, and (c) ensuring that
pilot program reporting requirements are met.

Improve its oversight of certifications required for nursing facilities
and intermediate care facilities for the mentally retarded (ICF/MR)
by (a) maintaining written notification of the Department of Public
Health and Environment recommendations to certify or terminate
certifications, to document compliance with the interagency
agreement and (b) developing and implementing a certification
tracking mechanism to monitor and document recommendations for
certifications and terminations of certifications.

Reduce eligibility-determination errors for the Children’s Basic
Health Plan (CBHP) by improving oversight and training of
eligibility sites. Specifically, the Department should (a) expand
efforts to establish a comprehensive program for monitoring the
CBHP eligibility-determination process, (b) expand CBHP training
and technical assistance provided to eligibility sites to target the key
issues identified through the Department’s monitoring program
(c) require eligibility sites to improve their quality/supervisory
review processes to ensure that workers correctly enter data into
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Disposition

Implemented.

Implemented.

Partially implemented. See current year Recommendation

No. 33.

a. Implemented in Fiscal Year 2010.

b. and c. Partially implemented. See current
Recommendations Nos. 30 and 31.

d. Implemented in Fiscal Year 20009.

year



Report and
Rec. No.

2008 Single Audit
Rec. No. 69

Recommendation

CBMS and review and approve CBHP eligibility determinations,
and (d) investigate to determine the causes of the CBMS errors
identified in the audit and modify CBMS as needed to correct the
errors.

Improve its monitoring of application processing for the Children’s
Basic Health Plan (CBHP) by eligibility sites to ensure eligibility
decisions are made timely, in accordance with federal and state
rules and guidelines.  Specifically, the Department should
(a) develop reports in CBMS and compile statistics on program
performance with respect to timely processing of applications;
(b) work with the eligibility sites to investigate the underlying
factors contributing to processing delays, including the reasons
CBHP applications, supporting documentation, or enrollment fees
have not been entered or processed in CBMS; (c) further target
training and technical assistance to address the underlying problems
of late processing; and (d) consider the costs and benefits of
expanding the eligibility and enrollment contract on either a
permanent or temporary basis to reduce backlogs at the eligibility
sites.

IV -25

Disposition

a. Implemented in Fiscal Year 2009.

b. and c. Partially implemented.
recommendation No. 25.

d. Implemented.

See current year



Report and
Rec. No.

2008 Single Audit
Rec. No. 70

2008 Single Audit
Rec. No. 71

Recommendation

Improve the redetermination process and improve retention for the
Children’s Basic Health Plan program by (a) routinely calculating
program retention rates and analyzing data on program retention;
(b) modifying the redetermination application to clarify the
requirements for documentation and reporting of changes in
circumstances; (c) beginning to send reminders to families
regarding the submission of their redetermination applications as
soon as possible; and (d) considering the use of periodic surveys,
focus groups, or review of existing research to identify barriers to
reapplication, as well as other methods to remind families to
reapply, such as those used by other Children’s Health Insurance
Programs.

Ensure ineligible women and children are properly and timely
disenrolled from Children’s Basic Health Plan (CBHP) program.
Specifically, the Department should (a) review the 885 individuals
identified during our audit who were not disenrolled on time, ensure
any ineligible individuals identified through the review have been
properly disenrolled, and review and recover payments made for the
ineligible individuals; (b) strengthen efforts to ensure that, until the
planned changes to CBMS and the Medicaid Management
Information System (MMIS) are fully implemented and working
properly, participants are disenrolled from CBHP as soon as their
eligibility ends; and (c) prioritize changes to MMIS and CBMS to
ensure disenrollments occur timely and accurately in the future.

IV -26

Disposition

a. Partially implemented. During our Fiscal Year 2010 audit,
the Department stated that competing priorities have delayed
the implementation for this part of the recommendation.
During our Fiscal Year 2011 audit, the Department
contracted with a new eligibility and reenroliment vendor
who was not included as part of this recommendation. In
order to help retention rates, the Department plans to have
automatic renewals in CBMS. The Department plans to fully
implement this part of the recommendation in August 2011.
b. Implemented in Fiscal Year 2010.

c. Not implemented. The Department did not send reminders
regarding submission of redetermination applications. The
Department plans to have automatic renewals in CBMS by
August 2011.

d. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)

a. Implemented in Fiscal Year 2009.

b. Deferred. The Department plans to implement this part of
the recommendation by the Fiscal Year 2012 implementation
date.

¢. Implemented in Fiscal Year 2009.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2008 Single Audit
Rec. No. 73

2009 Single Audit
Rec. No. 10

Recommendation

Improve the accuracy of claims payments for the State Managed
Care Network by (a) continuing to work with Anthem to assess the
extent of payment errors, such as those identified in this audit and in
the external contractor’s review, in CBHP claims paid in Fiscal
Years 2006 and 2007; (b) using this audit and the review
recommended in part a to determine the total dollar amount of
claims paid in error and seeking recovery of such payments;
(c) implementing an on-site review process going forward to assess
the Administrative Services Organization (ASO) contractor’s:
(1) controls to pay and deny claims in accordance with all
applicable requirements, and (2) accuracy and timeliness in
processing CBHP claims; (d) establishing a process to follow up
with the ASO contractor on any problems identified from the on-
site claims review process to ensure corrective action is taken; and
(e) amending the ASO contract to include a liquidated damages
provision for paying claims filed by providers after the established
deadlines and paying claims without having negotiated with non-
participating providers.

Department of Higher Education
Colorado Historical Society

Strengthen controls over travel expenditures by (a) ensuring that
travel expenditures are appropriately reviewed prior to approval,
that correct per diem rates are used, that travel expenditures are
coded correctly in COFRS, and that all other State Fiscal Rules
regarding travel are followed; (b) training staff and supervisors on
state travel rules and policies; and (c) obtaining repayment from
employees for excess reimbursements.

v -27

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2010 Single Audit
Rec. No. 70

2010 Single Audit
Rec. No. 71

2010 Single Audit
Rec. No. 72

2010 Single Audit
Rec. No. 73

Recommendation

Colorado State University (CSU) and Colorado State
University—Pueblo (CSU-P)

Ensure that the institutional charges used in the return of Title IV
funds calculations relate to the appropriate payment period and that
all charges meet the criteria in federal regulations.

Colorado State University

Implement procedures to ensure consistency in its Fiscal Operations
Report and Application to Participate reporting so that all required
information is reported accurately.

Colorado School of Mines

Implement policies and procedures to ensure all subrecipients who
receive American Recovery and Reinvestment Act subawards have
a valid Central Contractor Registration prior to the subaward being
made.

Colorado Community College System

Work with the Community College of Denver to strengthen controls
over payroll and evaluate costs charged to grants by (a) implementing
policies and procedures to ensure confirmation reports are properly
reviewed by the CCD’s Controller and submitted to the system office
prior to final processing, including review of diagnostic reports to
identify unusual amounts; (b) implementing policies and procedures
to ensure overload assignments are properly evaluated and approved
in accordance with Board policy; (c) training employees on Board
policy, including employment of immediate family members; and (d)
evaluating overload assignments charged to federal and private
grants, as identified by its Internal Audit Department, to determine if
the costs were allowable.
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Implemented.

Implemented.

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2010 Single Audit
Rec. No. 74

2010 Single Audit
Rec. No. 75

2010 Single Audit
Rec. No. 76

2010 Single Audit
Rec. No. 77

Recommendation

Work with Pueblo Community College (PCC) and Red Rocks
Community College (RRCC) to strengthen policies and procedures
over the student financial aid process by (a) ensuring adequate and
timely communication between financial aid advisors and directors of
financial aid when students withdraw so that the returns of Title IV
funds can be determined properly and completed in a timely manner
in accordance with program requirements and (b) ensuring RRCC
financial aid personnel are knowledgeable of batch errors impacting
return of Title 1V funds and how to correct the errors in a timely
manner.

Work with Pueblo Community Collete (PCC) and Rec Rocks
Community College (RRCC) to implement policies and procedures
to ensure that borrower data transmission reconciliations are
performed and reconciling items are addressed in a timely manner
and evidence supporting the reconciliation is maintained for review.

Adams State College

Ensure all documentation that supports eligibility for Federal
Student Financial Aid is retained by scanning all documentation
into Banner Xtender.

College Assist

Improve its controls for identifying accounts eligible for default
aversion billings and accounts required for default aversion rebates
by (a) modifying the loan database system configuration to include
all rehabilitated or repurchased loans for eligibility of default
aversion fees and required rebates and (b) establishing procedures to
periodically test the accuracy and completeness of the default
aversion billing and rebate query reports to ensure proper
functioning of the new system.
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Implemented.

Implemented.

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2010 Single Audit
Rec. No. 12

2010 Single Audit
Rec. No. 13

2010 Single Audit
Rec. No. 14

Recommendation

Department of Human Services

Maximize available federal funds for the Child Support Enforcement
program by working with the federal oversight agency to ensure that
the Department accesses all federal funds available to Colorado.

Ensure that the financial data in COFRS related to counties’
administration of public assistance programs are accurate and
complete by (a) reconciling approximately $1.7 million discrepancy
between the County Financial Management System (CFMS) and
COFRS for amounts due the counties as of the end of Fiscal Year
2010, (b) developing a procedure by which to reconcile CFMS and
COFRS data each month, and (c) assigning responsibility to specific
employees for conducting the monthly reconciliation process and the
supervisory review of the process.

Improve controls over payroll and ensure the enforcement of policies
and procedures by (a) reviewing payroll adjustments to ensure that
they are calculated correctly; (b) maintaining the appropriate
documentation in personnel files, including current contracts as
appropriate; (c) ensuring that payroll information is entered into
Colorado Personnel Payroll System in a timely manner; and
(d) ensuring that time sheets are certified within the time frames
specified in Department policy and are maintained and available for
review.

IV -30

Disposition

Implemented.

Deferred. The Department plans to fully implement the
recommendation by the June 2012 implementation date.

(Classification of Finding: Significant Deficiency.)

a. Implemented and ongoing. The Department has
substantially implemented this part of the recommendation
and shown improvement in ensuring adjustments are
calculated correctly.

b. Implemented.

c. Implemented and ongoing.  The Department has
substantially implemented this part of the recommendation
and has shown improvements in ensuring payroll information
is entered into the CPPS in a timely manner.

d. Implemented and ongoing. The Department has
substantially implemented this part of the recommendation
by reducing the number of untimely timesheet certifications
by 50 percent over our Fiscal Year 2010 audit.



Report and
Rec. No.

2010 Single Audit
Rec. No. 15

2010 Single Audit
Rec. No. 16

Recommendation

Improve controls over financial reporting for Medicare Part D
revenue and receivables at the Fort Logan and Pueblo Mental Health
Institutes by ensuring that monthly and fiscal year-end reconciliations
are performed between the Part D revenue and related accounts
receivable balances in COFRS and billings from the pharmacy
subsystem in AVATAR, and making adjustments as appropriate.

Improve its internal controls over expenditures made using
purchasing cards by (a) effectively training approving officials and
cardholders on their responsibilities to ensure compliance with
Department policy, (b) continuing the Department’s internal
purchasing card audits and ensuring that the actions taken by
approving authorities in response to cardholder violations are
adequate, (c) improving communication of the requirement that
purchasing card accounts must be closed in a timely manner upon
employee termination, and (d) improving its review of the coding of
all procurement card purchases accurately in COFRS.

IV -31

Disposition

Partially implemented. = The Department developed a
database to help reconcile Medicare Part D revenue and
receivables and was able to complete reconciliations for
Fiscal Years 2007 through 2010. However, the Department
did not perform the Fiscal Year 2011 reconciliation prior to
the end of Fiscal Year 2011. The Department plans to fully
implement this recommendation by January 2012.

(Classification of Finding: Deficiency in Internal Control.)

a. Deferred. The Department plans to fully implement this
part of the recommendation by the December 2011
implementation date.

b. Partially implemented. See current year Recommendation
No. 8.

c. Partially implemented. The Department improved its
review of monthly termination reports in order to close
terminated employees’ cards more timely. However, the
Department did not implement the online training by the end
of June 2011, as indicated in its response to the Fiscal Year
2010 recommendation. The Department plans to fully
implement this part of the recommendation by June 30, 2012.
d. Not implemented. The Department did not implement the
online training by the end of June 2011, as indicated in its
response to the Fiscal Year 2010 recommendation.  The
Department plans to fully implement this part of the
recommendation by June 30, 2012. See current year
Recommendation No. 8.

(Classification: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 17

2010 Single Audit
Rec. No. 18

2010 Single Audit
Rec. No. 19

2010 Single Audit
Rec. No. 20

Recommendation

Improve controls over the expenditures for contracts for controlled
maintenance and capital construction by ensuring that the Division of
Facilities Management obtains all required authorizations under the
Office of the State Architect, State Buildings Programs policy prior
to payment.

Improve controls over financial reporting of revenue and accounts
receivable at the Fitzsimons, Florence, and Trinidad nursing homes
by implementing and formally documenting a reconciliation process
in which monthly and fiscal year-end reconciliations are performed
on revenue and related accounts receivable balances in COFRS to
amounts recorded in the Achieve-Matrix system, and making
adjustments as appropriate.

Continue to improve controls over the monthly certification process
in order to bring division and program compliance to a reasonable
level.

Improve controls over the processing and depositing of cash receipts
by (a) evaluating its process for compliance with timely deposit
requirements in the State Fiscal Rules to ensure cash receipts are
deposited in accordance with requirements and documenting
procedures for improving the process and (b) training accounting
staff who handle cash receipts on the new procedures.

IV -32

Disposition

Implemented.

Implemented.

Implemented.

a. Partially implemented. The Department was granted a
waiver from State Fiscal Rules by the Office of the State
Controller for depositing cash receipts near or at the end of
the month. While this improved the Department's
compliance, we identified two transactions that were not
deposited timely, and the Department could not provide a
reasonable basis for the lateness. The Department plans to
fully implement this part of the recommendation by June 30,
2012.

b. Not implemented. The Department did not update its cash
receipt procedures for the State Fiscal Rule waiver and did
not provide training to staff. The Department plans to fully
implement this part of the recommendation by June 30, 2012.

(Classification: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 21

2010 Single Audit
Rec. No. 22

Recommendation

Ensure that financial information is accurately and completely
recorded for the cash programs by
(&) working with the eligibility systems administrators and JP
Morgan Chase to obtain the needed reports to perform
comprehensive reconciliations among the eligibility systems, County
Financial Management System, and the State’s electronic benefits
transfer service provider to ensure that financial information is
accurately and completely recorded and (b) investigating and
resolving any discrepancies identified during the reconciliations.

Work with the Governor’s Office of Information Technology to
improve the general IT controls over AVATAR by (a) promptly
reviewing and implementing procedures regarding the use of group
accounts for the Lab and Pharmacy modules and ensuring that
mechanisms are in place either to prevent the use of group accounts
or identify the individual using the group accounts;
(b) implementing strong password parameters at the application and
operating system levels that comply with State Cyber Security
Policies; (c) reviewing the existing log rules to ascertain if current
logging is sufficient; (d) requiring supervisors to periodically verify
the accuracy and relevance of user access for the employees they
supervise; (e) implementing a procedure to ensure that all users are
authorized based on roles and evidence of role-based authorization is
retained prior to their gaining access to the system; (f) generating and
implementing log-in banners for AVATAR, including Health
Insurance Portability and Accountability Act (HIPAA) banners where
required; (g) reviewing and updating user access management and
desktop management policies and procedures;
(h) ensuring that a system security assessment is performed on a
periodic basis and identified security gaps are mitigated;
(i) hardening system configuration settings for Avatar, as
recommended under separate cover; (j) implementing malware
detection and prevention tools on the Unix server; (k) conducting a
review of all data transmissions related to AVATAR and ensuring
that sensitive data are encrypted during transmission; (I) performing
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Disposition

Deferred. The Department plans to fully implement this
recommendation by the September 2012 implementation
date.

(Classification of Finding: Deficiency in Internal Control.)

a. Implemented

b. Partially implemented. The Department has implemented
the recommendation related to user accounts at the operating
system level but has not evaluated the impact of changing
user account settings at the application level. The
Department plans to fully implement this part of the
recommendation by January 2012.

c. Deferred. The Department plans to fully implement this
part of the recommendation by July 2011.

d. Partially implemented. The Department has completed a
user access review to ensure that access associated with a
user is appropriate. However, the Department has not
completed a review to ensure that all users are authorized.
The Department plans to fully implement this part of the
recommendation by February 2012.

e. Partially implemented. The Department has initiated a
process to document and confirm roles for all users on the
user access forms and plans to fully implement this part of
the recommendation by February 2012.

f. Deferred. The Department plans to fully implement this
part of the recommendation by the December 2011
implementation date.

g. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.



Report and
Rec. No.

Recommendation

network scans on a periodic basis to identify and mitigate
vulnerabilities; (m) ensuring that all desktop computers are vendor
supported and have a firewall in place; (n) updating the AVATAR
disaster recovery plan and business continuity plan that incorporate
all components listed in State Cyber Security Policies; (0) ensuring
that the disaster recovery plan is tested and the required infrastructure
components to  restore the system are in  place;
(p) ensuring that application, system, and data backups are performed
in accordance with an established schedule that complies with State
Cyber Security Policies, and off-site backup tapes are labeled and
stored in a fireproof cabinet; (q) revising existing contracts to ensure
that vendors must comply with State Cyber Security Policies; and
(r) monitoring vendors to ensure that service-level agreements are
met.

IV -34

Disposition

h. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

i. Partially implemented. The Department has completed a
server hardening review but has not implemented all
configuration settings. The Department plans to fully
implement this part of the recommendation by the January
2012 implementation date.

j- Implemented

k. Deferred. The Department plans to fully implement this
part of the recommendation by the December 2011
implementation date.

|. Deferred. The Department plans to fully implement this
part of the recommendation by the October 2011
implementation date.

m. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

n. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

0. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.

p. Deferred. The Department plans to fully implement this
part of the recommendation by the September 2011
implementation date.

g. Deferred. The Department plans to fully implement this
part of the recommendation by the June 2013
implementation date.

r. Implemented.

(Classification of Finding: Significant Deficiency.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 23

Recommendation

Work with the Governor’s Office of Information Technology to
improve the County Financial Management System’s (CFMS) general
computer controls by (a) promptly reviewing and implementing
procedures to ensure that access to the “root” or “super-user” account
can be traced to an individual user and user access to the “root”
account is monitored on a regular basis for appropriateness. In
addition, modifying configuration settings to ensure that changes made
to system logs are logged separately and  audited;
(b) implementing strong password parameters at the application,
database, and operating system levels that comply with State Cyber
Security Policies; (¢) reviewing the existing audit log rules to ascertain
if current logging is sufficient. Generating, reviewing, and retaining
system activity logs to identify and investigate anomalous activity and
successful and unsuccessful log-in attempts. Controlling access to
activity logs to ensure that logs cannot be altered;
(d) requiring supervisors to periodically verify the accuracy and
relevance of user access for the employees they supervise;
(e) implementing a procedure to ensure that all users are authorized,
evidence of authorization (system access request forms) is retained,
and a signed statement of compliance is available prior to gaining
access to the system; (f) generating and implementing a log-in banner
for the CFMS application; (g) reviewing and updating user access
management and desktop management policies and procedures;
(h) ensuring that a system security assessment is performed on a
periodic basis and the security gaps identified are mitigated;
(i) hardening system configuration settings for CFMS, as
recommended under separate cover; (j) implementing malware
detection and prevention tools on the CFMS server and a patch
management process for the operating system, database, and
application to ensure that software patches are reviewed, implemented,
and kept current; (k) encrypting sensitive data transmitted between
CFMS and other systems and computers, including user credentials;
() performing network scans on a periodic basis to identify and
mitigate vulnerabilities; (m) ensuring that all desktop computers are
vendor supported and have a firewall in place; (n) updating complete

IV -35

Disposition

a. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
b. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
c. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
d. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
e. Deferred. The Department plans to fully implement this
part of the recommendation by the October 2011
implementation date.
f. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
g. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
h. Deferred. The Department plans to fully implement this
part of the recommendation by the October 2011
implementation date.
i. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
j. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
k. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.
I. Deferred. The Department plans to fully implement this
part of the recommendation by the October 2011



Report and
Rec. No.

2010 Single Audit
Rec. No. 24

Recommendation

disaster recovery and business continuity plans for CFMS
(o) ensuring that the disaster recovery plan is tested and the required
infrastructure components needed to restore the system are in place;
(p) ensuring that off-site backup tapes are labeled and stored in a
fireproof cabinet; (q) updating existing contracts with CFMS vendors
to ensure that the contracts require compliance with State Cyber
Security Policies; and (r) monitoring vendors to ensure that service-
level agreements are being met.

The Department of Human Services should work with the
Department of Health Care Policy and Financing to ensure that the
SAS 70 Type Il review of Colorado Benefits Management System
covers the entire financial audit period of July 1 through June 30.

IV - 36

Disposition

implementation date.

m. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

n. Deferred. The Department plans to fully implement this
part of the recommendation by the September 2011
implementation date.

0. Deferred. The Department plans to fully implement this
part of the recommendation by the October 2011
implementation date.

p. Implemented.

g. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.

r. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.

(Classification of Finding: Significant Deficiency.)

Deferred. The Department plans to fully implement this part
of the recommendation by the April 2012 implementation
date.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 78

2010 Single Audit
Rec. No. 79

2010 Single Audit
Rec. No. 80

Recommendation

Continue to work with the county departments of human/social
services to ensure the accuracy of eligibility determinations and
benefit payments for the Supplemental Nutrition Assistance
Program/Food Assistance program. Specifically, the Department
should strengthen its monitoring and reviews of counties’ data entry
of income, expense, and restoration payment data, processing of
redetermination and change report forms, and investigation of
Income, Eligibility, and Verification System alerts.

Take steps to correct the system problems related to inappropriate
restoration payments in the Colorado Benefits Management System
to reduce the risk of errors in benefit payments to Supplemental
Nutrition Assistance Program/Food Assistance program recipients.

Continue working with Food and Nutrition Services to adjust the
ending balance in the federal reporting system to accurately reflect
the balances in Colorado Benefits Management System.

IV -37

Disposition

Implemented and ongoing. We updated our approach to
eligibility testing for SNAP to better align with the specific
requirements outlined in the Circular A-133 Compliance
Supplement. Using our updated approach to testing, we
determined that the Department has substantially
implemented this recommendation and has adequate
monitoring and controls in place to address the problems
noted in our prior year audit recommendation. The results of
our Fiscal Year 2011 testing found that the Department is in
compliance with the eligibility requirements as specifically
outlined in the Compliance Supplement.

Partially implemented. The Department provided training to
county staff in the spring of 2011 to provide information on
how to prevent inappropriate restorations. Further, the
Department implemented two system change requests within
CBMS to correct inappropriate restoration payments due to a
utility deduction and to prevent cases from running back in
time for more than 12 months. The first of these system
changes was implemented in December 2010, but the second
change was not implemented until December 2011. The
Department also is still working on the inappropriate
restoration payments not associated with the utility deduction
identified during the Fiscal Year 2010 audit. The Department
plans to fully implement this recommendation by March
2012.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.



Report and
Rec. No.

2010 Single Audit
Rec. No. 81

2010 Single Audit
Rec. No. 82

Recommendation

Resume routine monitoring of county departments of human/social
services for the Child Care and Development Fund Program Cluster
to ensure that the counties are correctly calculating parental fees and
are charging only allowable costs to the federal Child Care and
Development Fund grant.

Improve controls related to manual overrides of Colorado Child Care
Assistance Program eligibility determinations within the Child Care
Automated Tracking System (CHATS) by (a) completing the drafting
and implementation of rules governing the acceptable reasons for
overrides and documentation required at the counties to support
them; (b) requiring that counties establish supervisory review and
approval for all overrides; (c) ensuring that county case managers and
supervisors are adequately trained in proper procedures for overrides;
(d) building automatic supervisory review, approval, and reporting
capabilities into the CHATS replacement system; and (e) monitoring
overrides through the use of reports that identify state and county
trends and irregularities, and ensuring proper follow up.

IV -38

Disposition

Partially implemented. We did not identify any issues with
incorrectly calculated parental fees during our Fiscal Year
2011 audit. However, the Department did not resume its
county monitoring during Fiscal Year 2011. See current year
Recommendation No. 48.

a.—d. Implemented.

e. Partially implemented. With the completion of the
CHATS rebuild, the Department now has the ability to pull
override monitoring reports. However, the Department has
not yet implemented its compliance/monitoring plan for
routinely monitoring counties, including analyzing override
reports. It expects to routinely monitor counties under this
plan beginning in November 2011. See current Yyear
Recommendation No. 48.



Report and
Rec. No.

2010 Single Audit
Rec. No. 83

2010 Single Audit
Rec. No. 84

Recommendation

Ensure that county departments of human/social services properly
authorize child care for Colorado Child Care Assistance Program
(CCCAP) participants by (a) completing the drafting and
implementation of rules clarifying that counties shall only authorize
the amount of child care needed by CCCAP families based on their
schedule of eligible activities; (b) working with counties to improve
the counties’ internal control systems, such as requiring all counties
to conduct monthly CCCAP case file reviews that identify errors in
their case management and the causes behind those errors and require
corrective actions to prevent future errors; (c) improving the
monitoring of the counties’ CCCAP operations by revising its county
case file review process to include developing a risk-based approach
that reviews those counties that manage larger CCCAP caseloads and
determines why counties make errors, such as improperly authorizing
CCCAP care or miscalculating an applicant’s income, and whether
counties have adequate CCCAP internal control systems in place; and
(d) requiring that counties submit corrective action plans to address
problems identified in part (c) and following up on these plans as
appropriate.

Improve county departments of human/social services’ reviews of
Colorado Child Care Assistance Program provider attendance records
by (a) verifying that counties are conducting the reviews in
accordance with Department regulations during the Department’s
monitoring reviews, (b) providing guidance to the counties on how to
select samples of providers’ attendance sheets for reviews, and
(c) revising Department regulations to require that counties
implement a risk-based approach for conducting the reviews.

V-39

Disposition

a. - b. Implemented.

c. - d. Partially implemented. The Department successfully
sought a rule change to require counties to use a risk-based
approach in auditing CCCAP participation and issued an
agency letter that (a) provides additional guidance on how
counties should conduct these audits and (b) requires that
counties provide the results of these county-initiated annual
audits to the Department. The Department also developed
guidance for the corrective action process. However, the
Department has not yet implemented its
compliance/monitoring plan for routinely monitoring
counties, including reviewing results of audits to learn why
counties are making errors. The Department expects to start
routinely monitoring counties under this plan beginning in
November 2011. See current year Recommendation No. 48.

a. Partially implemented. The Department successfully
sought a rule change to require counties to use a risk-based
approach in auditing CCCAP participation and issued an
agency letter that (a) provides additional guidance on how
counties should conduct these audits and (b) requires that
counties provide the results of these county-initiated annual
audits to the Department. However, the Department has not
yet implemented its compliance/monitoring plan for
routinely monitoring counties. The Department expects to
start routinely monitoring counties under this plan beginning
in November 2011. See current year Recommendation No.
48.

b.and c. Implemented.



Report and
Rec. No.

2010 Single Audit
Rec. No. 85

2010 Single Audit
Rec. No. 86

2010 Single Audit
Rec. No. 87

2010 Single Audit
Rec. No. 88

Recommendation

Improve its oversight of county-owned child care centers to ensure an
arm’s-length bargaining relationship between counties and their
county-owned providers by reviewing and approving all rates
negotiated between county departments of human/social services and
their county-owned child care centers.

Improve its oversight of quality initiative spending by county
departments of human/social services by (a) requiring counties to
institute formal grant processes for distributing quality initiative
funds to child care providers and reviewing the counties’ grant
processes to ensure that counties distribute and monitor funds
appropriately; (b) ensuring that guidance given to counties about the
allowability of types of quality initiative expenditures reflects current
Department policy and federal requirements; and (c) clarifying
whether administrative expenses and payments for the expenses of
other programs such as Head Start are appropriate uses of county
quality initiative funds and, if so, establishing limits for these
expenses.

Ensure that county departments of human/social services pay foster
care rates that reflect the foster child’s level of care and service needs
by continuing to work with counties to develop and implement a
validated, statewide level-of-care assessment tool; (b) updating the
Trails system to include fields for recording the child’s level of care
and requiring counties to include this information in Trails whenever
they enter new provider rates; and (c¢) conducting periodic file
reviews at counties and analysis of actual rates paid by counties to
ensure they are using level-of-care tools to assist with setting and
negotiating appropriate foster care rates.

Continue to work on identifying and implementing options for
improving cost information to evaluate county administrative and
case management costs in the child welfare allocation model used in
the foster care system.

IV -40

Disposition

Implemented.

Implemented.

Not applicable. The Department disagreed with this
recommendation and did not implement it.

Not implemented. See current year Recommendation No.
50.



Report and
Rec. No.

2010 Single Audit
Rec. No. 89

2010 Single Audit
Rec. No. 90

2010 Single Audit
Rec. No. 91

Recommendation

Improve controls over administrative foster care funds expended by
child placement agencies (CPAS) by (a) evaluating the substance of
the relationship between counties and CPAs based on OMB Circular
A-133 criteria and concluding whether CPAs should be considered
vendors or subrecipients, (b) implementing requirements for audits of
CPAs in accordance with the determination suggested in part (a) of
the recommendation, (c) establishing procedures to review the CPA
audits and follow up on any findings identified, and (d) evaluating
options for reviewing the allowability and appropriateness of CPA
expenditures made with child welfare funds.

Ensure that child placement agencies (CPAs) pass along the correct
child maintenance payments received from county departments of
human/sacial services to foster parents by (a) implementing routine,
periodic reviews of the payments made from CPAs to foster parents
to ensure that they match the payments received from counties and
(b) following up on identified over- or underpayments to foster
parents to determine why the incorrect payments were made and to
require that counties and CPAs rectify all incorrect payments.

Strengthen controls over the -Income Energy Assistance Program,
through improved training, county monitoring, and supervisory
review processes, to ensure that eligibility is determined in a timely
manner, that benefit amounts are calculated correctly, and that
complete and accurate documentation is maintained in the case files.

IV -41

Disposition

Not applicable. The Department disagreed with this

recommendation and did not implement it.

a. Implemented.
b. Not applicable. The Department disagreed with this part
of the recommendation and did not implement it.

a. and b. Partially implemented. The Department emphasized
the areas of timely processing and accurate determination of
benefit amounts through improved training, county
monitoring, and supervisory review processes. It also mailed
LEAP applications out to potential applicants earlier, and
made enhancements to the LEAP system to improve the
accuracy of eligibility determinations.  However, we
continued to identify errors in these areas. The Department
plans to fully implement this recommendation by June 2012.
c. Implemented.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 92

2010 Single Audit
Rec. No. 93

2010 Single Audit
Rec. No. 94

Recommendation

Strengthen controls over the recording of expenditures for the Low-
Income Energy Assistance Program by providing additional training
to accounting staff and by strengthening review over the coding of
transactions by the program accountant and by the supervisor.

Implement planning, tracking, and monitoring procedures to ensure
compliance with all federal earmarking requirements for the Low-
Income Energy Assistance Program grant.

Work with the Governor’s Office of Information Technology to
improve the Low-Income Energy Assistance Program (LEAP)
system’s general computer controls by (a) generating, reviewing, and
retaining application and system activity logs (i.e., audit logs) to
identify and investigate anomalous activity at the application level
and monitoring successful and unsuccessful log-in attempts at the
Top Secret level; (b) requiring supervisors to periodically verify the
accuracy and relevance of user access for the employees they
supervise; (c) identifying and documenting LEAP user profiles that,
when combined, provide incompatible system privileges;
(d) identifying and updating the IT policies and procedures that are
outdated; (e) ensuring that all users, prior to gaining access to the
LEAP system, receive introductory system level training and have
read and acknowledged the Department’s statement of compliance;
(f) encrypting all data transmissions containing sensitive data,
including user credentials; and (g) documenting a business continuity
plan.

IV -42

Disposition

Implemented.

Implemented.

a. Partially implemented. The Department has implemented
a process to generate a report containing activity logs. The
Department has not implemented a process to review the
reports. The Department plans to fully implement this part of
the recommendation by October 2011.

b. Not implemented. Most of the LEAP users are seasonal
workers. The mechanisms were not in place to implement
this part of the recommendation during the LEAP winter
season. The Department plans to fully implement this part of
the recommendation by October 2011, when the new
business starts.

c. Deferred. The Department plans to fully implement this
part of the recommendation by the November 2011
implementation date.

d. Implemented.

e. Partially implemented. The Department has documented a
training plan and a new compliance form. However, the
Department has not executed the training plan or asked the
users to sign the new compliance forms. The Department
plans to fully implement this recommendation by September
2011.



Report and
Rec. No.

2010 Single Audit
Rec. No. 95

2010 Single Audit
Rec. No. 96

2010 Single Audit
Rec. No. 97

2010 Single Audit
Rec. No. 98

Recommendation

Further strengthen controls over the Title IV-E Adoption Assistance
program by ensuring, through training and monitoring programs, that
county caseworkers are aware of all federal and state eligibility
requirements and are maintaining all required documentation in the
case files.

Strengthen controls over the Vocational Rehabilitation program by
ensuring, through training and monitoring, that counselors comply
with federal and state documentation requirements, maintain all
required documentation in the case files, and determine eligibility
within the time frames outlined in regulations.

Continue to strengthen controls over the Child Support Enforcement
program to ensure that counties enforce medical support obligations
where appropriate, provide services within the required time frames,
and conduct all required communication with interested parties.

Continue to work with the county departments of human/social
services to ensure the accuracy of eligibility determinations and
benefit payments for the Temporary Assistance for Needy
Families/Colorado Works program. The program should strengthen

IV -43

Disposition

f. Not implemented. The Department is dependent upon a
hardware upgrade project to provide a secure transfer
protocol. The Department plans to fully implement this part
of the recommendation by November 2011.

g. Implemented.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.

Partially implemented. The Department improved the
Vocational Rehabilitation internal controls related to
eligibility through training and implementing a new
eligibility system. The results of our testwork, however,
indicate that the Department should continue strengthening
its internal controls, because we noted errors related to timely
processing and case file documentation. The Department
plans to fully implement this recommendation by June 30,
2012.

(Classification of Finding: Deficiency in Internal Control.)

Partially implemented. See current year Recommendation
No. 47.

Partially implemented.  The Department continues to
improve the TANF/Colorado Works county monitoring
process. The results of our testwork, however, indicate that
the Department should continue improving this process,



Report and
Rec. No.

2010 Single Audit
Rec. No. 99

2010 Single Audit
Rec. No. 100

Recommendation

its monitoring and reviewing of counties’ case file documentation
and data entry. The program should also consider ways to improve
the case management process by using available resources.

Ensure that the HUD-required depository agreement is put into place
with the State’s financial institution for the Housing Choice Vouchers
Program. Additionally, the Department should actively monitor
HUD requirements to ensure its awareness of and compliance with
these requirements.

Improve  controls  over its  flexplace  program by
(a) designating one division or manager to centrally track the
Department’s flexplace arrangements and costs, as well as ensuring
the program functions consistently across the Department;
(b) ensuring the Department of Personnel & Administration’s (DPA)
flexplace policy is consistently followed, including the proper use of
DPA flexplace application and agreement forms; and
(c) training approving officials at the division and program levels on
their responsibilities for implementing flexplace policies and
monitoring staff who participate in flexplace.

IV -44

Disposition

because we noted errors related to data entry. The
Department plans to fully implement this recommendation
by August 1, 2011.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.

Not implemented. See current year Recommendation No.
49.



Report and
Rec. No.

2010 Single Audit
Rec. No. 101

2010 Single Audit
Rec. No. 102

Recommendation

Improve its controls over the preparation of fiscal year-end exhibits
submitted to the Office of the State Controller by (a) continuing to
ensure that the staff who prepare the exhibits and supporting
documentation receive adequate training each year on exhibit
preparation; (b) continuing to conduct secondary reviews of exhibits,
including in-depth, detailed reviews of all supporting documentation
used to prepare the exhibits; and (c) ensuring that Department
officials verify that the nature and classification of information
reported on the exhibits are correct.

Improve controls over its federal program reporting by training
program and accounting staff and supervisors on the procedures
necessary to meet requirements for filing complete, accurate, and
timely federal reports. This should include training supervisors on
procedures for performing an appropriate review prior to submission.

IV -45

Disposition

a. and b. Partially implemented. During Fiscal Year 2011, the
Department continued to provide training to staff who
prepare the exhibits and supporting documentation. The
Department also continued to conduct secondary reviews of
exhibits, including in-depth, detailed reviews of all
supporting documentation used to prepare the exhibits. For
the Fiscal Year 2011 audit, nearly all of the Department’s
exhibits, with the exception of the Exhibit K, did not require
revisions. See current year audit Recommendation No. 46.

c. Partially implemented. The nature and classification of
financial information was properly reflected in all exhibits
submitted by the Department, except for the information in
the Exhibit K. See current year Recommendation No. 46.

Partially implemented. The Department made improvements
to its overall federal reporting; however, we continued to
note that in 28 reports tested, six contained errors or were not
submitted timely. Specifically, we noted issues with federal
reports in the following programs: Temporary Assistance for
Needy Families, Child Support Enforcement, Low-Income
Energy Assistance Program, and the Social Services Block
Grant. The Department plans to fully implement this
recommendation by June 2012.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 11

2009 Single Audit
Rec. No. 101

Recommendation

The Division of Facilities Management should address statutory
compliance issues and strengthen controls over the rental of state-
owned surplus facilities by (a) evaluating the lease agreements for
the two buildings leased to nonprofit organizations and either
renegotiate the leases to include terms that will not result in a loss to
the State as required under House Bill 08-1268 or seek statutory
change to allow these arrangements to continue; (b) ensuring that
expenditures for facility improvements are evaluated for
capitalization requirements and capitalizing as required and making
appropriate adjustments for the leasehold improvements identified
during the audit that should have been capitalized; (c) instituting
periodic secondary reviews of all leases of State-owned property, to
ensure that they are current, documented on the approved Office of
the State Architect lease agreement, clearly describe the property to
be rented, and are properly authorized; (d) renegotiating any leases
found after review to be inadequately documented, authorized,
expired, or out of compliance; and (e) assigning rental collections to
another division within the Department, such as Central
Accounting, and ensuring rents are collected on time and referred to
Central Collection Services as appropriate.

Continue to work with the counties to ensure that applications for
SNAP/Food Assistance benefits are processed within federal and
state requirements.

IV -46

Disposition

a. and b. Implemented in Fiscal Year 2010.

c. Partially implemented. During Fiscal Year 2011, the
Department instituted a biannual secondary review process
over the leases of State-owned property. However, the
secondary review process did not include a review of the
leases to ensure they were on the approved Office of the
State Architect lease agreement or if the property description
was clear. The Department plans to fully implement this part
of the recommendation by June 30, 2012.

d. Partially implemented. The Department was unable to
obtain approval from the Attorney General’s Office for the
new garage lease agreement template that was developed
during Fiscal Year 2010. The Department plans to fully
implement this part of the recommendation by January 2012.
e. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)

Deferred. The Department plans to fully implement this
recommendation by the September 2012 implementation
date.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 103

2009 Single Audit
Rec. No. 105

2009 Single Audit
Rec. No. 121

Recommendation

Improve controls over the Child Support Enforcement program by
(@) ensuring that counties document all relevant information,
including medical coverage information, according to federal and
state regulations; (b) correcting the programming error in the
Automated Child Support Enforcement System (ACSES) to ensure
timely attempts to locate non-custodial parents; (c) ensuring that
counties enforce medical support obligations by using the National
Medical Support Notice, where appropriate; (d) ensuring that
counties conduct interstate referrals within federally required
timeframes; and (e) finalizing and implementing guidelines that
define “diligent effort” for service of process.

Ensure that staff are aware of all federal requirements that must be
met for funds transferred from the TANF program to the SSBG
program.

Strengthen controls over travel expenditures by (a) ensuring that
employees and supervisors are consistent in their compliance with
existing State and Department travel policies, through continuing
periodic training and enforcement; (b) recovering identified
overpayments from employees; and (c) considering using its
internal audit function to conduct periodic reviews to ensure
compliance with State Fiscal Rules and Department policies over
travel.

IV -47

Disposition

a. Partially implemented. See current year Recommendation
No. 47.

b. Implemented in Fiscal Year 2010.

c. Partially implemented. See current year Recommendation
No. 47.

d. Partially implemented. See current year Recommendation
No. 47.

e. Implemented in Fiscal Year 2010.

Implemented and ongoing. The Department has substantially
implemented this recommendation by developing a report
within the TRAILS system to ensure that staff are aware of
required reporting related to the transfer of funds from the
TANF program to the SSBG program.

a. Implemented and ongoing.  The Department has
substantially implemented this part of the recommendation
through periodic training and enforcement of state and
Department travel polices.

b. Implemented in Fiscal Year 2010.

c. No longer applicable. The Department considered the use
of using its internal audit function in its response to our
Fiscal Year 2009 recommendation, but determined the
vouchering unit supervisors would perform this review.



Report and
Rec. No.

2009 Single Audit
Rec. No. 125

2009 Single Audit
Rec. No. 126

Recommendation

Improve general computer controls over Trails and the Child Care
Automated Tracking System (CHATS) by (a) hardening system
configuration settings for Trails as recommended under separate
cover; (b) promptly removing user access for terminated employees
and strengthening procedures to ensure that employee termination
notifications are initiated and acted upon in a timely manner;
(c) requiring supervisors to annually verify the accuracy and
relevance of user access for the employees they supervise;
(d) identifying and documenting Trails and CHATS user profiles
that, when combined, provide incompatible system privileges; and
(e) implementing password parameters that comply with State
Cyber Security Policies.

The Division for Developmental Disabilities should improve
controls to ensure service plan documentation is sufficient to
support the service request and subsequent payments. Specifically,
the Department should work with the Department of Health Care
Policy and Financing to (a) develop standardized guidelines for
documenting the frequency and duration of services in service plans
to support service requests and payments; (b) implement additional
edits in the BUS system requiring that CCBs enter service
frequency information before exiting the service plan document,
and automating the calculation of total service units approved; and
(c) eliminate duplicate data entry of service requests in the CCMS
and BUS systems by automatically populating the service request in
CCMS from the service plan information contained in the BUS
system.

IV -48

Disposition

a. Implemented

b.- d. Partially implemented. This part of the
recommendation is implemented for the TRAILS system.
The Department did not implement this part of the
recommendation for CHATS due to resource constraints.
The Department plans to fully implement this part of the
recommendation by June 2012.

(Classification of Finding: Deficiency in Internal Control.)

a. Implemented in Fiscal Year 2010.

b. Implemented.

c. Not implemented. See current year Recommendation No.
3.



Report and
Rec. No.

2009 Single Audit
Rec. No. 127

2009 Single Audit
Rec. No. 128

Recommendation

The Division for Developmental Disabilities should improve its
processes for selecting HCBS-DD service plans for review to ensure
clients receive only the services necessary, in amounts sufficient to
address their needs. Specifically, the Department should (a) ensure
that criteria used for selecting service plans for review are
documented, based on best practices in service provision, and are
set at levels that will effectively identify high-risk or high-cost
services for review; (b) develop risk- and sample-based review
processes that will provide better coverage of the universe of
requests and reduce the predictability of the service request review
and approval process; and (c) automate the flagging of service
requests for review to eliminate errors in the manual selection
process.

The Division for Developmental Disabilities should improve its
processes for reviewing service requests to ensure that an adequate
basis exists for its approval and denial decisions and that clients are
treated equitably. Specifically, the Department should (a) establish
a standardized process, including a checklist or other review
protocol for reviewers to follow, for conducting and documenting
reviews and for clearly communicating reasons for service denials
to CCBs; (b) implement an automated mechanism to track data on
the number of reviews conducted, the number of and reasons for
denials and reductions in service, and the number of service
requests that are re-submitted and re-reviewed; (c) reassess and
revise job descriptions and qualification requirements for service
request reviewers to ensure that individuals performing reviews are
qualified and authorized to make approval and denial decisions; and
(d) develop a process for supervisory review of service request
reviews.
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Disposition

Implemented.

a. Implemented.

b. Partially implemented. The Department implemented a
data tracking mechanism in May 2011 and will begin
utilizing the information from the tracking system in
September 2011; therefore, the Department plans to fully
implement this part of the recommendation in September
2011.

¢. Implemented in Fiscal Year 2010.

d. Implemented.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 129

2009 Single Audit
Rec. No. 132

Recommendation

The Division for Developmental Disabilities should develop and
implement policies and procedures for a post-payment review
system to ensure that payments for HCBS-DD waiver services are
appropriate, allowable, and provided by qualified providers.
Specifically, the Department should (a) develop a risk-based post-
payment review process that incorporates a sampling approach to
review claims paid; (b) use automated tools to identify payments
made for unallowable services or non-approved providers; and
(c) revise billing policies and procedures as necessary based on
patterns of errors identified during post-payment review.

The Division for Developmental Disabilities should establish
mechanisms for monitoring the implementation and operation of
appropriate fiscal controls to ensure accountability for services and
payments. Specifically, the Department should (a) develop and
issue a comprehensive, written policy and procedures manual for
CCBs and update the manual on a routine basis; (b) provide training
on the policy and procedures manual to the CCBs; and (c) establish
a comprehensive system of ongoing monitoring and evaluation of
payment controls as discussed above.
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Disposition

Implemented.

a. Partially Implemented. The Department has developed
policies and procedures for fiscal controls to ensure
accountability for services and payments, but has not
completed a comprehensive written policy and procedure
manual; therefore, the Department plans to fully implement
this part of the recommendation by June 2012.

b. Partially Implemented. The Department has conducted
training on the policies and procedures that have been
established to date and will conduct additional training on the
comprehensive manual once it is completed; therefore, the
Department plans to fully implement this part of the
recommendation by June 2012.

c. Implemented.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2008 Single Audit
Rec. No. 16

2008 Single Audit
Rec. No. 91

Recommendation

Strengthen controls over the Colorado Electronic Benefits Transfer
(EBT) system by (a) developing a plan with established project
milestones for implementing all User Control Considerations
contained in the SAS 70 Report of JP Morgan’s EBT transaction
processing; (b) working with JP Morgan to ensure EBT system
password parameters comply with State Cyber Security Policies and
Department requirements; (c) ensuring that only authorized EBT
security administrators have the ability to add new users and that
EBT users are only added after receipt of an authorized access
request form; (d) updating Department procedures to require
counties to immediately notify the EBT security administration
group of all terminations and transfers; (e) performing periodic
reviews of EBT users, in conjunction with the counties, to ensure
terminated users are identified and access levels for current
employees remain appropriate; (f) working with JP Morgan to
identify and correct problems with its automated control for
suspending inactive user accounts; and (g) working with JP Morgan
to segregate the recipient eligibility and EBT card authorization and
issuance functions at the 25 counties identified in the report.

The Department of Health Care Policy and Financing and
Department of Human Services should improve controls over
CBMS user access by (a) identifying and documenting CBMS user
profiles that, when combined, provide incompatible system
privileges; (b) communicating the list of incompatible CBMS user
profiles to the appropriate staff; (c) reviewing existing CBMS users
and removing all unnecessary  incompatible  profiles;
(d) implementing a process to periodically review and certify the
appropriateness of CBMS user access levels; and (e) reviewing
those IT staff with update access to CBMS production data to
determine if such access is necessary.
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Disposition

a. Implemented in Fiscal Year 2009.

b. Not implemented. The Department did not implement this
part of the recommendation due to resource constraints. The
Department plans to fully implement this part of the
recommendation by October 2012.

c. Implemented in Fiscal Year 2009.

d. Implemented in Fiscal Year 20009.

e. Not implemented. The Department did not implement this
part of the recommendation due to resource constraints. The
Department plans to fully implement this part of the
recommendation by October 2012.

f. Implemented in Fiscal Year 20009.

g. Implemented in Fiscal Year 2009.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.



Report and
Rec. No.

2008 Single Audit
Rec. No. 94

2008 Single Audit
Rec. No. 97

Recommendation

Improve the accuracy and completeness of eligibility determinations
for the Colorado Child Care Assistance Program (CCCAP) made by
county departments of human/social services by (a) clarifying to the
counties that three months of income documentation are necessary
to verify irregular income for CCCAP applicants, (b) ensuring that
counties maintain complete documentation to support income and
parental fee calculations, (c) developing a standard income and
parent fee calculation form to be used by counties and providing
training to implement the tool, (d) strengthening the Department’s
and counties’ monitoring and supervisory review systems as
outlined in Recommendation No. 97 in the 2008 report, and
(e) implementing a rule requiring counties to verify county
residency for CCCAP applicants.

Ensure that county departments of human/social services do not pay
the Colorado Child Care Assistance Program (CCCAP) providers
higher rates than those charged to private-pay customers by
(a) working with the counties to develop policies and procedures for
periodically checking whether providers are charging counties
higher rates than the providers charge private-pay customers and
monitoring implementation of these procedures and (b) requiring
those counties identified to follow up with the providers at risk of
receiving overpayments to determine if recoveries should be made
from the providers.

IV -52

Disposition

a. —c. Implemented.

d. Partially implemented. The Division of Child Care has
staffed two new positions that are responsible for monitoring
county administration of CCCAP. However, the Department
has not yet implemented its compliance/monitoring plan that
the two staff will use for monitoring counties on an ongoing
basis. The Department expects to routinely monitor counties
under this plan beginning in November 2011. See also
current year Recommendation No. 48.

e. Implemented in Fiscal Year 2009.

Implemented.



Report and
Rec. No.

2008 Single Audit
Rec. No. 100

2007 Single Audit
Rec. No. 95

Recommendation

Improve controls over county slot contracts under the Colorado
Child Care Assistance Program by (a) considering revising its
method for measuring slot usage to better reflect the reasonableness
of the amount of care being provided, (b) establishing methods to
ensure that county departments of human/social services can pay
providers multiple slot rates until and after the Child Care
Automated Tracking System (CHATS) is replaced, and
(c) consistently following current Department policy to review and
approve county slot contracts to verify that the rates meet federal
and state requirements for reasonableness and do not exceed
providers’ private-pay rates.

Improve its oversight of the foster parent certification process by
(a) requiring county departments of human/social services and child
placement agencies to conduct periodic (e.g., annual) desk audits of
their certified foster parents to ensure that the parents meet all
applicable requirements and that their qualifications are documented
in their files, (b) developing and applying sanctions when the
Department finds discrepancies between county and child
placement agency (CPA) attestations and actual foster parent
qualifications, (c) requiring that county departments of
human/social services provide Family Service Plan information to
child placement agencies with which they have placed children and
ensuring that county-certified foster parents also receive Family
Service Plan information, and (d) working with county departments
of human/social services to develop a solution for providing
relevant child information to foster parents without violating
confidentiality requirements.
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Disposition

Implemented.

a. Implemented.

b. Implemented.

c. Implemented in Fiscal Year 20009.

d. Partially implemented. The Department plans to develop a
child-specific report in TRAILS, its child welfare database,
which can be given to foster parents. The Department did not
provide an updated implementation date for completing the
development of this report in TRAILS. We will perform
testwork in this area during our Fiscal Year 2012 audit.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2007 Single Audit
Rec. No. 100

2007 Single Audit
Rec. No. 101

Recommendation

Increase monitoring and oversight of Core Services programs
provided by county departments of human/social services to ensure
counties provide these services only to families with children at risk
of out-of-home placement. Specifically, the Department should
(a) implement procedures to review samples of county files during
on-site visits to verify that counties are only providing Core
Services to children and families that meet the imminent risk
criteria; (b) develop written policies to impose fiscal sanctions
and/or require repayment of funds from county departments of
human/social services for cases in which Core Services eligibility
has not been adequately documented; and (c) provide training and
technical assistance to the counties to ensure that counties
understand how to document eligibility for Core Services and that
counties are aware of available Department sanctions if
documentation is not sufficient.

Improve accountability for child welfare expenditures and foster
care rates to ensure funds are used cost-effectively by (a) analyzing
the foster care rates being paid to providers, including county-
certified providers, against provider costs and benchmark
information on a periodic (e.g., annual) basis to determine if the
rates being paid by county departments of human/social services are
reasonable; (b) revising the formula for setting base administrative
maintenance, administrative services, and child maintenance rates
for child placement agencies and group homes and ensuring costs
allocated to each component are accurate; (¢) improving supervision
and oversight of the counties’ rate-setting and negotiating process
by ensuring that counties submit documentation on their rate-setting
practices, setting and implementing standards for reviewing county
rate negotiation methodologies and rate levels, and following up to
make sure that counties do not use their new rate negotiation
methodologies until the Department determines that the new
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Disposition

Implemented.

a. Not implemented. The Department plans to fully
implement this part of the recommendation in March 2012.

b. and c. Implemented in Fiscal Year 2009.

d. Partially implemented. The Department developed a
Request for Proposal (RFP) to identify alternative rate-
setting methodologies. The RFP did not go to bid because of
budget issues. The Department did not provide an updated
implementation date for this part of the recommendation. We
will follow up on the progress for this recommendation
during our Fiscal Year 2012 audit.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2007 Single Audit
Rec. No. 104

Recommendation

methodologies are acceptable; and (d) identifying and considering
implementing alternative rate-setting methodologies that rely on
objective cost data, such as benchmarks on child care and
administrative costs, to pay for foster care services.

Ensure it is claiming Title 1V-E—eligible reimbursements for foster
care appropriately by (a) contacting the U.S. Department of Health
and Human Services (DHHS) to determine whether all case
management costs qualify for federal reimbursement and should be
included as part of administrative maintenance costs; (b) ensuring
Department staff and county departments of human/social services
record and classify case management services in accordance with
the direction provided by DHHS in Part (a); (c) implementing
procedures for verifying that counties are entering rate information
into Trails accurately, including bed reservation rates, and for
ensuring that payments to counties reflect adjustments for any
federal funds claimed incorrectly for reimbursement under Title V-
E; and (d) reviewing the incorrect payment allocations identified
during our audit, requiring the affected counties to pay back any
federal funds that did not qualify for Title IV-E reimbursement and
making appropriate adjustments on reports to the federal
government.
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Implemented.

Disposition



Report and
Rec. No.

2010 Single Audit
Rec. No. 25

2010 Single Audit
Rec. No. 26

Recommendation

Department of Labor and Employment

Ensure the accuracy of the Unemployment Insurance Liability
Account and timely employer refunds by
(a) developing and documenting a methodology that uses the results
of Department audits of employer refund balances to assess the
accuracy of the recorded year-end liability balance and conclude on
the accuracy of the COFRS balance based on the results of the
detailed account evaluations performed during the year,
(b) continuing the process started in Fiscal Year 2009 of evaluating
the accuracy of the existing liability to employers for the
overpayment of Unemployment Insurance taxes, (c) developing a
plan to work with the Governor’s Office of Information Technology
to make system changes to Colorado Automated Tax System (CATS)
for posting real-time data into CATS, and
(d) developing a plan to work with the Governor’s Office of
Information Technology to make system changes to CATS to design
an automated electronic interface between CATS and COFRS.

Improve controls over cash management to ensure state funds are
reimbursed in a timely manner by (a) establishing written procedures
for performing Unemployment Insurance (Ul) cash draw downs that
include procedures for transferring garnished Ul benefits to the
Department of Human Services and (b) performing a detailed review
over the benefit payments spreadsheet supporting the Ul cash draw
amounts.
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Implemented.

Implemented.

Disposition



Report and
Rec. No.

2010 Single Audit
Rec. No. 27

Recommendation

Improve information technology controls over the Colorado
Unemployment Benefits System (CUBS) and the Colorado
Automated Tax System (CATS) by (a) developing, documenting, and
implementing a user access management process, including
procedures for periodically producing and reviewing a list of current
system users; (b) developing and implementing a written procedure
for granting user access to CUBS and CATS; (c) generating and
reviewing application activity logs (i.e., audit logs) to identify and
investigate anomalous activity; (d) increasing the activities of the
internal fraud staff by having them regularly review CUBS and
CATS transactions for anomalous activity; (e) developing written
configuration management and change control policies and
procedures, including procedures for handling emergency changes;
and (f) implementing an annual security awareness program that
addresses topics relevant to CUBS and CATS and the data they
contain and process.
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Disposition

a. Partially implemented. The Department completed a user
listing and a sample review of users for both CUBS and
CATS. However, the Department has not implemented a
process to periodically review user access. The Department
plans to fully implement this part of the recommendation by
June 2012.

b. Partially implemented. The Department has completed
documentation on user access roles for both CUBS and
CATS. However, the Department has not implemented a
procedure to document and retain user access authorization
and segregation of duties rules for both CUBS and CATS.
The Department plans to fully implement this part of the
recommendation by June 2012.

c. Not implemented. The Department has not completed a
process to detect, log, and review anomalous activity for
CUBS and CATS. The Department plans to fully implement
this part of the recommendation by June 2012.

d. Partially implemented. The Department has made some
progress in implementing this part of the recommendation
for CUBS, but it has not fully implemented this part of the
recommendation for CATS. The Department plans to fully
implement this part of the recommendation by June 2012.

e. Partially implemented. The Department has initiated the
change management documentation for both CUBS and
CATS.  However, the current documentation is not
comprehensive and does not include procedures around
emergency changes, code back-out procedures, and user
roles and responsibilities. The Department plans to fully
implement this part of the recommendation by June 2012.

f. Implemented.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 103

2010 Single Audit
Rec. No. 104

2010 Single Audit
Rec. No. 105

Recommendation

Ensure compliance with federal Benefit Accuracy Measurement
(BAM) regulations for the Unemployment Insurance program by
(@) completing the number of reviews required by the U.S.
Department of Labor (b) ensuring reviews contain documentation of
an adequate supervisory review, and (c) assessing its current
demands on BAM staff at the beginning of 2011 and contacting the
U.S. Department of Labor if additional assistance is deemed
necessary.

Improve controls over federal reporting by (a) instituting a secondary
review and approval process to ensure amounts recorded on reports
to the U.S. Department of Labor are accurately reported and
supported by source documentation, (b) implementing system
corrections within the Colorado Unemployment Benefits System to
correct the carry-forward balances in the Employment and Training
Administration (ETA) 227 report, and (c) establishing and
implementing procedures to maintain supporting documentation used
in preparing the ETA 581 reports as required by federal requirements.

Improve controls over reporting federal expenditures and the
preparation of the Exhibit K by (a) developing formal, written
procedures for preparing the Exhibit K and maintaining supporting
documentation and (b) completing and documenting the Exhibit K
grant/ program component reviews and lead supervisory reviews
prior to the Exhibit K submission.
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Implemented.

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2009 Single Audit
Rec. No. 25

Recommendation

Improve Information Technology controls over the Colorado
Unemployment Benefits System (CUBS) and the Colorado
Automated Tax System (CATS) by (a) developing, documenting, and
implementing a user access management process, including
procedures for periodically producing and reviewing a list of current
system users; (b) developing and implementing a written procedure
for granting user access to CUBS and CATS; (c) generating and
reviewing application activity logs (i.e., audit logs) to identify and
investigate anomalous activity; (d) increasing the activities of the
internal fraud staff by having them regularly review CUBS and
CATS transactions for anomalous activity; (e) developing written
configuration management and change control policies and
procedures, including procedures for handling emergency changes;
and (f) implementing an annual security awareness program that
addresses topics relevant to CUBS and CATS and the data they
contain and process.
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Disposition

a. Partially implemented. The Department completed a user
listing and a sample review of users for both CUBS and
CATS. The Department has not implemented a process to
periodically review user access. The Department plans to
fully implement this part of the recommendation by June
2012.

b. Partially implemented. The Department has completed
documentation on user access roles for both CUBS and
CATS. The Department has not implemented a procedure to
document and retain user access authorization and
segregation of duties rules for both CUBS and CATS. The
Department plans to fully implement this part of the
recommendation by June 2012.

c. Not implemented. The Department has not completed a
process to detect, log, and review anomalous activity for
CUBS and CATS. The Department plans to fully implement
this part of the recommendation by June 2012.

d. Partially implemented. =~ The Department has not
implemented this part of the recommendation for CATS.
The Department has made some progress in implementing
this part of the recommendation for CUBS. The Department
plans to fully implement this part of the recommendation by
June 2012.

e. Partially implemented. The Department has initiated the
change management documentation for both CUBS and
CATS. The current documentation is not comprehensive and
does not include procedures around emergency changes,
code back-out procedures, and user roles and responsibilities.
The Department plans to fully implement this part of the
recommendation by June 2012.

f. Implemented.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2009 Single Audit
Rec. No. 26

2008 Single Audit
Rec. No. 23

2010 Single Audit
Rec. No. 28

2010 Single Audit
Rec. No. 29

2010 Single Audit
Rec. No. 30

Recommendation

Department of Law

Strengthen its controls over the processing of revenue transactions
by ensuring that staff are adequately trained on accounting policies,
that revenue transactions are reviewed and deposited in a timely
manner, and that all State Fiscal Rules and requirements regarding
revenue are followed.

Department of Military and Veterans Affairs

Continue to improve controls over the preparation of the Exhibit K
by (a) ensuring that staff preparing exhibits are adequately trained,
annually, on Exhibit K preparation requirements and
(b) implementing a secondary review over exhibits that includes a
detailed review of all supporting documentation used to prepare the
exhibits.

Department of Natural Resources

Ensure that its accounting and purchasing sections have adequate
controls and enforce Department policies and procedures over
procurement cards to mitigate the risk of misappropriation of
Department assets.

The Department of Natural Resources and the Colorado State Land
Board should improve the accuracy of financial information on
COFRS by performing detailed analyses of balance sheet accounts on
a quarterly basis.

Work with the Division of Wildlife to improve controls over the
recording of capital assets on COFRS by performing a thorough
review of all journal vouchers recording capital assets, including
donated property easements and related support, to ensure that
amounts posted are correct.
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Implemented.

Implemented.

Implemented.

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2010 Single Audit
Rec. No. 31

Recommendation

Department of Personnel & Administration

Work with the Governor’s Office of Information Technology to
improve the Colorado Unemployment Benefits System (CUBS)
general computer controls by (a) promptly implementing a strong
password that complies with State Cyber Security Policies;
(b) reviewing all CUBS” users IDs and ensuring that each ID is
associated with an identified and documented owner; (c) modifying
CUBS’ security configurations to lock users out of the system after
three failed log-in attempts and lock the user’s session after 15
minutes of inactivity; (d) ensuring that users submit user access
request forms that are authorized by the appropriate supervisor;
(e) requiring supervisors to periodically verify the accuracy and
relevance of user access for the employees they supervise;
(f) generating, reviewing, and retaining application activity logs
(i.e., audit logs) to identify and investigate anomalous activity and
successful and unsuccessful log-in attempts;
(9) generating and implementing a log-in banner for CUBS;
(h) documenting a disaster recovery plan that incorporates all
components as listed in State Cyber Security Policies; (i) ensuring
that the hardware required to restore CUBS is in place or can be
provided through a contractor within the recovery time period
specified by CUBS’ business owner; (j) hardening system
configuration settings for CUBS, as recommended under separate
cover; and (K) reviewing and updating the existing contract with the
Columbia Ultimate Solutions company, the owners of CUBS, to
require the company’s compliance with State Cyber Security
Policies.
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Disposition

a. Implemented.

b. Implemented.

c. Implemented.

d. Implemented.

e. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

f. Partially implemented. The system limitations prevent the
Department from obtaining adequate information needed to
investigate anomalous activity and login attempts. The
Department plans to address this requirement when a
replacement system is purchased. The Department plans to
submit a budget request to replace CUBS in Fiscal Year
2013. The Department expects to receive a decision related
to the budget request in May 2012.

g. Implemented.

h. Not implemented. The Department is working to move
the application to a new solution managed by the Governor’s
Office of Information Technology (OIT). The Department
reports that it will not be able to document the Disaster
Recovery Plan before the move. The Department plans to
fully implement this part of the recommendation by
November 2011.

i. Not implemented. The Department is working to move the
application to a new solution managed by OIT. The
Department reports that it cannot develop a restoration
solution with OIT until after the move. The Department
plans to fully implement this part of the recommendation by
November 2011.

j. Not implemented. The Department is working to move the
application to a new solution managed by OIT. The
Department reports that it cannot harden system
configuration settings until after the move. The Department



Report and
Rec. No.

2009 Single Audit
Rec. No. 28

2009 Single Audit
Rec. No. 30

2009 Single Audit
Rec. No. 32

Recommendation

Improve its internal controls over capital assets by (a) ensuring that
useful lives are accurately applied when calculating the accounting
gain or loss on the disposal of vehicles, (b) investigating and
resolving differences identified during the reconciliation process to
ensure that Colorado Automotive Reporting System and the State’s
accounting system, COFRS data are accurate and that necessary
adjustments are made, and (c) ensuring that vehicle sale losses and
depreciation expense are accurately recorded in COFRS.

Improve its internal controls over payroll by (a) strengthening its
secondary review process over the monthly payroll reconciliations
to include a comparison of data to supporting documentation and
(b) making adjustments to employee pay as necessary to address
over-and underpayments noted in the audit.

Strengthen overall accounting controls by (a) developing written
procedures to ensure that all accounting functions are appropriately
performed, such as calculation and preparation of account balance
reconciliations and significant adjustments; (b) ensuring that
adequate supervisory reviews are in place and documented for all
accounting functions; and (c) providing additional training to staff,
as necessary.
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Disposition

plans to fully implement this part of the recommendation by
January 2012.

k. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

(Classification of Finding: Deficiency in Internal Control.)

a. and c. Implemented and ongoing. The Department
has substantially implemented these parts of the
recommendation. We determined, based on our Fiscal Year
2011 audit testwork performed on a selection of vehicles’
useful lives, that the Department accurately applied the
vehicles’ useful lives in subsequent years for all vehicles,
including those vehicles purchased prior to Fiscal Year
2005.

b. Not implemented. See
Recommendation No. 13.

current year audit

Implemented.

a. Implemented in Fiscal Year 2010.

b. Partially implemented. See current year Recommendation
No. 12.

c. Implemented in Fiscal Year 2010.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2008 Single Audit
Rec. No. 38

2006 Single Audit
Rec. No. 25

2010 Single Audit
Rec. No. 106

Recommendation

Strengthen its oversight of the Colorado Personnel Payroll System
(CPPS) user access controls by (a) immediately disabling CPPS
user IDs belonging to terminated employees, (b) removing
unnecessary generic and duplicate CPPS user IDs and implementing
security policies specifying when such user IDs are appropriate,
(c) working with the Governor’s Office of Information Technology
to ensure CPPS password parameters comply with State Cyber
Security Policies, and (d) implementing existing controls regarding
the segregation of personnel and payroll functions in CPPS.

Improve controls over the Benefitsolver system by (a) requiring
agency Benefitsolver administrators and their back-ups to attend
training that includes training on requirements for the
synchronization of employee data between CPPS and Benefitsolver,
as well as the validation of employee and dependent data entered
into  Benefitsolver; (b) continuing to conduct monthly
reconciliations of CPPS and Benefitsolver data and making
adjustments to employee pay, as appropriate; (c) exploring ways to
automate the synchronization of employee termination information
in CPPS and Benefitsolver system; and (d) conducting insurability
and eligibility audits on a regular basis.

Department of Public Health and Environment

Improve controls over the Investigations and Technical Assistance
program by ensuring compliance with federal debarment and
suspension requirements for all entities from which goods are
purchased and maintaining documentation to support that
verification procedures were performed.
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Implemented.

Implemented.

Implemented.

Disposition



Report and
Rec. No.

2007 Single Audit
Rec. No. 117

2010 Single Audit
Rec. No. 32

2010 Single Audit
Rec. No. 33

2010 Single Audit
Rec. No. 34

2010 Single Audit
Rec. No. 35

Recommendation

Work to improve the prioritization and timeliness of nursing facility
complaint investigations by (a) reviewing and updating the point
schedules programmed in the Complaint Priority Assessment System
to ensure the proper prioritization of nursing home complaints in
accordance with current standards, practices, and relevant decision
criteria; (b) establishing clear and consistent time frames within
which each complaint investigation at a given priority level should
begin; and (c) reviewing reports of complaints data on a routine basis
to determine if nursing home complaint investigation time frames are
being met, and take action as appropriate.

Department of Revenue

Strengthen controls over EFT payments by reinstating the
reconciliation between the Department’s internal revenue accounting
systems and COFRS.

Strengthen its internal controls over the processing of severance tax
returns by ensuring that reviews by staff are conducted as required by
Department policy and procedures, reviews are thorough and
accurate, and all errors identified during reviews are properly
addressed.

Improve controls over income tax refunds by (a) ensuring that staff
follow current policies over the processing of tax returns and
(b) strengthening the manual review process and correcting system
edits over the processing of income tax returns to ensure accuracy.

Improve controls over the accuracy and completeness of tax receipts
and revenue recorded on state systems by ensuring that the
Department’s quality assurance procedures are operating as intended.
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Disposition

Implemented.

Implemented.

Not implemented. See current year Recommendation No.
18.

Implemented.

Implemented.



Report and
Rec. No.

2010 Single Audit
Rec. No. 36

2010 Single Audit
Rec. No. 37

Recommendation

Work with the Governor’s Office of Information Technology to
improve the Revenue Accounting System system’s general computer
controls by (a) requiring supervisors to periodically verify the
accuracy and relevance of user access for the employees they
supervise and by linking the human resources and user access
management functions to ensure that access for terminated users is
removed in a timely manner; (b) reviewing and retaining application
activity logs (i.e., audit logs) to identify and investigate anomalous
activity and inappropriate attempts to access the system; and
(c) implementing consistent user access management procedures to
ensure that, prior to gaining access to the relevant information
systems, a user’s access request forms are authorized, users sign the
Department’s statement of compliance forms, and the access request
forms are retained for the time frame required by State Cyber
Security Policies.

Work with the Governor’s Office of Information Technology to
improve the Automated Accounts Receivable and Audit Processing
system’s general computer controls by (a) requiring supervisors to
periodically verify the accuracy and relevance of user access for the
employees they supervise and linking the human resources and user
access management functions to ensure that the access of terminated
users is removed in a timely manner; (b) reviewing and retaining
application activity logs (i.e., audit logs) to identify and investigate
anomalous activity and access violation attempts; (c) implementing
consistent user access management procedures to ensure that all
users, prior to gaining access to the system, are authorized to access
the system and have signed the Department’s statement of
compliance; and (d) retaining user access documentation, including
the access request form and statement of compliance, for the time
period specified by State Cyber Security Policies.
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Disposition

a. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

b. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date. See also current year Recommendation No. 2.

c. Implemented.

(Classification of Finding: Deficiency in Internal Control.)

a. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

b. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

c. Implemented.

d. Implemented.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 38

2010 Single Audit
Rec. No. 39

Recommendation

Work with the Governor’s Office of Information Technology to
improve GenTax’s general computer controls by (a) reviewing audit
rules on a periodic basis to ensure that logging meets federal and
state requirements; (b) hardening system configuration settings for
GenTax, as recommended under separate cover; and (c) documenting
a disaster recovery plan that incorporates all components listed in
State Cyber Security Policies and testing the plan on a regular basis.

Work with the Governor’s Office of Information Technology to
improve the Colorado State Titling and Registration System’s
(CSTARS) general computer controls by (a) implementing strong
password parameters at the application level that comply with State
Cyber Security Policies; (b) reviewing user access management
procedures to ensure that access is commensurate with users’ job
responsibilities and user access request forms are maintained for the
time period specified by State Cyber Security Policies;
(c) establishing policies and procedures to provide guidance to
county users regarding their roles and responsibilities pertaining to
CSTARS. Specifically, the Department should establish a procedure
to ensure that terminated users are removed in a timely manner,
users’ access reflects their job responsibilities, and users are required
to acknowledge the Department’s policies and procedures prior to
gaining access to CSTARS; (d) generating, reviewing, and retaining
system activity logs to identify and investigate anomalous activity,
successful and unsuccessful log-in attempts, and attempts to access
the system by unauthorized users; (e) generating and implementing a
log-in banner  for the CSTARS  application; and
(f) hardening system configuration settings for CSTARS.

IV - 66

Disposition

a. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

b. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

c. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2011
implementation date.

(Classification of Finding: Deficiency in Internal Control.)

a. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

b. Deferred. The Department plans to fully implement this
part of the recommendation by the July 2011 implementation
date.

c. Not implemented. The Department plans to fully
implement this part of the recommendation by the November
30, 2011, implementation date.

d. Deferred. The Department plans to fully implement this
part of the recommendation by the January 2012
implementation date.

e. Implemented.

f. Deferred. The Department plans to fully implement this
part of the recommendation by the January 2012
implementation date.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit
Rec. No. 40

2010 Single Audit
Rec. No. 41

2010 Single Audit
Rec. No. 42

2010 Single Audit
Rec. No. 43

Recommendation

Ensure that procurement card program guidelines adequately address
required reviews of signatures and that staff follow all procurement
card program guidelines.

Require all employees, regardless of status, to acknowledge that they
have an understanding of Department policies regarding performance
and conduct by signing Statements of Understanding.  The
Department should also improve the procedures over the preparation
of the tracking spreadsheet to ensure that all employees are included
on the tracking spreadsheet.

Strengthen controls over travel expenditures by (a) providing training
to staff and supervisors on State Fiscal Rules and policies related to
travel and (b) ensuring that travel expense reimbursement forms are
appropriately reviewed for accuracy and completeness, including
ensuring the per diem rates are correct, prior to approval.

Strengthen controls over the security of tax warrants by ensuring that
its new tax information system is designed to allow the internal
transfer of funds for the collection of costs associated with county
and special district taxes.

IV - 67

Disposition

Not Implemented. The Department is still in the process of
updating its procurement card guidelines. Additionally, we
continued to find instances in which employees’ and
supervisors’ signatures were missing on the Statements of
Account forms. The Department plans to fully implement
this recommendation by June 2012.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.

a.Implemented.

b. Not implemented. We continued to find errors related to
the  Department’s  processing of travel expense
reimbursements. The Department plans to fully implement
the recommendation by December 2011.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.



Report and
Rec. No.

2009 Single Audit
Rec. No. 38

2009 Single Audit
Rec. No. 39

2009 Single Audit
Rec. No. 44

2009 Single Audit
Rec. No. 45

Recommendation

Improve controls over the processing of business tax refunds by
(a) developing written policies and procedures to address the
computation of interest and reimbursement of interest and penalty
overpayments, (b) strengthening its existing supervisory review
process to ensure that refund errors are identified and corrected, and
(c) ensuring that staff are adequately trained on existing business tax
policies and procedures.

Improve controls over refunds of estimated taxes by (a) adopting
formal, written procedures for the secondary refunds review process
and (b) assigning specific staff responsibility for the review and
training them on the review procedures.

Strengthen controls over the security of tax warrants by ensuring that
its new tax information system is designed to allow the internal
transfer of funds for the collection of costs associated with county
and special district taxes.

Improve controls over taxpayer accounts by instituting a secondary
review and approval process over modifications of taxpayer
information within the individual income and business tax systems.

IV - 68

Disposition

Implemented.

a. Deferred. The Department plans to fully implement this
recommendation by the July 2011 implementation date.
b. Implemented.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.

Implemented.



Report and
Rec. No.

2008 Single Audit
Rec. No. 43

Recommendation

Improve internal controls over cash receipts, Motor Vehicle
payments, and confidential data by (a) establishing a tracking process
for the transfer of Motor Vehicle payments and other confidential
documents between the Sherman Street Annex and the Pierce Street
office which includes requiring multiple employee signoffs at each
location and requiring that all bags transferred between locations be
locked until they reach their destination; (b) implementing policies
limiting the amount of cash that can be maintained in cashier drawers
at driver’s license offices, requiring a more timely collection of daily
Motor Vehicle payments by an armored vehicle, and prohibiting
driver’s license staff from counting cash receipts at publicly
accessible counters; (c) ensuring existing policies regarding physical
access controls over secured areas and cash receipt drawers are
followed; and (d) adding additional security at the driver’s license
offices, including locked safes and security cameras in offices where
cash receipts are kept.

IV -69

Disposition

a. Not applicable. The Department disagreed with this part
of the recommendation and did not implement it.

b. and c. Implemented in Fiscal Year 2009.

d. Partially Implemented. The Department purchased safes
at four driver’s license offices. The Department indicates
that lack of funding is an issue with purchasing safes and
installing security cameras in all offices where cash receipts
are kept. The Department plans to fully implement this
recommendation when funding becomes available.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2008 Single Audit
Rec. No. 44

2008 Single Audit
Rec. No. 48

Recommendation

Strengthen its information systems controls over the Income Tax,
Revenue Accounting, and Severance Tax Systems related to network
configuration and management, application development and change
management, and user access management by (a) immediately
addressing the network and configuration management issues we
identified in the audit and provided to the Department under separate
cover; (b) developing and implementing a formalized application
development and change management process for its mainframe-
based applications; (¢) performing regression and user acceptance
testing on changes to source code prior to moving the code into
production; (d) identifying the production libraries containing the
source code for the mainframe-based applications and ensuring
access to those libraries is limited; (e) requiring management to
perform a periodic review of source code changes to ensure that only
authorized and appropriate changes are implemented into production;
and (f) developing and implementing a formalized user access
management program, including periodically producing and
reviewing a list of current system users and linking the human
resources and user access management functions.

Improve controls over the preparation of fiscal year-end exhibits
submitted to the Office of the State Controller by strengthening its
review process over exhibits to include an in-depth, detailed review
of all supporting documentation used to prepare the exhibits.

IV -70

Disposition

a.Implemented in Fiscal Year 2009.

b.Implemented.

c. Partially implemented. This part of the recommendation is
implemented for the Income Tax and Severance Tax
Systems. For the remaining tax types on the Revenue
Accounting System (RAS), it is now the responsibility of the
Governor’s Office of Information Technology to ensure that
RAS management has the opportunity to perform periodic
reviews of source code changes. See current year
Recommendation No. 2.

d. Implemented.

e. Partially implemented. This part of the recommendation is
implemented for the Income Tax and Severance Tax
Systems. For the remaining tax types on RAS it is now the
responsibility of the Governor’s Office of Information
Technology to ensure that RAS management has the
opportunity to perform periodic reviews of source code
changes. See current year Recommendation No. 2.

f. Deferred. The Department plans to fully implement this
part of the recommendation by the August 2012
implementation date.

(Classification of Finding: Deficiency in Internal Control.)

Implemented and ongoing. The Department has incorporated
a review process over exhibits and has made improvements
over exhibit preparation from prior years. The Department
should continue to ensure that exhibits submitted to the
Office of the State Controller are accurate.

(Classification of Finding: Deficiency in Internal Control.)



Report and
Rec. No.

2010 Single Audit

Rec. No. 44

2010 Single Audit
Rec. No. 45

2009 Single Audit
Rec. No. 47

Recommendation

Department of State

Ensure that monthly payroll reconciliations are accurate and
complete by (a) ensuring that payroll adjustments have adequate
supporting documentation and are mathematically accurate and
(b) strengthening its existing supervisory review process to ensure
that calculation errors and instances in which supporting
documentation is lacking are identified and corrected prior to
payment.

Strengthen its controls over travel expenditures by (a) ensuring that
supervisors thoroughly review travel expenditure requests and
resolve any problems, including coding errors, prior to approval and
(b) ensuring that pre-approval is obtained and documented for
overnight travel requests.

Improve its general computer controls related to the Sizler
application and the protection of credit card data by (a) ensuring
system administrators adhere to Department policy that requires
written approval by an employee’s supervisor prior to the creation of
user IDs and assignment of user access; (b) reviewing all system and
network IDs and ensuring that each ID is associated with an
identified and documented owner; (c) developing and implementing
formal configuration management and control policies and
procedures, including procedures for handling emergency changes;
(d) developing and implementing written policies and procedures for
data backups; (e) documenting and implementing procedures for
creating and retaining backup logs; and (f) reevaluating its strategy
for achieving compliance with PCl DSS, including the option of
implementing compensating controls.

IvV-71

Disposition

Not implemented. Although the Department has made
efforts to ensure that monthly payroll reconciliations are
accurate, we continued to find instances of inadequate
supporting documentation during our testing. The
Department plans to fully implement this recommendation
by July 2011.

(Classification of Finding: Deficiency in Internal Control.)

a. Not implemented. Although the Department has updated
its travel policies, we identified exceptions during our testing
as a result of Department staff’s inadequate review of travel
expenditures. The Department plans to fully implement this
recommendation by July 2011.

b. Implemented.

(Classification of Finding: Deficiency in Internal Control.)

Implemented.



Report and
Rec. No.

2010 Single Audit
Rec. No. 46

2010 Single Audit
Rec. No. 107

2009 Single Audit
Rec. No. 49

Recommendation

Office of the State Treasurer

Improve controls over its investment transactions by
() maintaining debt rating supporting documentation for all
purchased investments and (b) ensuring that reviewers adhere to
review procedures related to documented debt ratings.

Implement its plan for monitoring counties’ compliance with the
earmarking requirements of the federal Secure Payments for States
and Counties Containing Federal Lands program.

The Unclaimed Property Division should improve controls over
claims processing by (a) ensuring that staff obtain adequate
documentation to support identity and rights to claims prior to claims
processing and maintain the documentation in processing files;
(b) strengthening its existing supervisory review process to ensure
that instances in which supporting documentation is lacking are
identified and corrected prior to payment and that all claims are
appropriately reviewed in accordance with Division procedures;
(c) ensuring that proper segregation of duties exists over claims
processing by requiring separate individuals to review and approve
claims, and making system modifications as appropriate; and
(d) expanding existing claims processing guidelines to further
address the use of staff discretion.

vV -72

Disposition

Implemented.

Partially implemented. The Department provided necessary
guidance and details about the distribution amounts to the
counties; however, the Department’s plan does not fully
address its responsibilities and procedures related to
monitoring  counties’ compliance  with  earmarking
requirements. See current year recommendation No. 65.

Implemented.



Report and
Rec. No.

2010 Single Audit
Rec. No. 108

2010 Single Audit
Rec. No. 109

2009 Single Audit
Rec. No. 51

Recommendation

Department of Transportation

Improve controls over the Highway Planning and Construction
program and the Formula Grants under Section 5311 by expanding
current subrecipient monitoring procedures to include a follow-up
procedure for those subrecipients who are sent a letter requiring
submission of a OMB Circular A-133 audit report to ensure an audit
report is actually submitted to the Department.

Ensure that Department policies are being followed for the Highway
Planning and Construction program to ensure compliance with
Davis-Bacon Act requirements for all applicable construction
contracts by reviewing certified payroll information submitted by
contractors and subcontractors and maintaining documentation to
support that verification procedures were performed.

Strengthen its controls over local agency receivables, revenue, and
deferred revenue by (a) ensuring that supervisory reviews of accounts
receivable are adequate to identify and correct errors in a timely
manner, (b) completing the research on the seven confirmations from
local agencies who disputed their account balances and making
adjustments as appropriate, (c) following up with local agencies on a
regular and timely basis regarding outstanding balances owed to the
State and providing sufficient detail to the local agencies that
supports the outstanding balance, (d) considering the need for an
allowance for outstanding balances that are 60 days or more in
arrears, and (e) ensuring that SAP operates as intended when
processing transactions related to accounts receivable and that all
system errors are addressed.

IV -73

Implemented.

Implemented.

Implemented.

Disposition



Office of the State Auditor

Dianne E. Ray, CPA
State Auditor

December 16, 2011

Independent Auditor’s Report on Internal Control Over Financial
Reporting and on Compliance and Other Matters Based on an
Audit of Financial Statements Performed in Accordance

With Government Auditing Standards

Members of the Legislative Audit Committee:

We have audited the financial statements of the governmental activities, the business-type activities, the
aggregate discretely presented component units, each major fund, and the aggregate remaining fund
information of the State of Colorado, as of and for the year ended June 30, 2011, which collectively
comprise the State of Colorado’s basic financial statements and have issued our report thereon dated
December 16, 2011. Our report includes a reference to other auditors. We conducted our audit in
accordance with auditing standards generally accepted in the United States of America and the
standards applicable to financial audits contained in the Government Auditing Standards, issued by the
Comptroller General of the United States. Other auditors audited the financial statements of the
discretely presented component units and University Physicians Inc., a blended component unit, as
described in our report on the State of Colorado’s financial statements. This report includes our
consideration of the results of the other auditor’s testing of internal control over financial reporting and
compliance and other matters that are reported on separately by those other auditors. However, this
report, insofar as it relates to the results of the other auditors, is based solely on the reports of the other
auditors. The financial statements of the University of Colorado Foundation, Colorado State University
Foundation, University of Northern Colorado Foundation, Colorado School of Mines Foundation,
discretely presented component units, and University Physicians Inc., a blended component unit, were
audited in accordance with auditing standards generally accepted in the United States but were not
audited in accordance with Government Auditing Standards.

Internal Control Over Financial Reporting

Management of the State of Colorado is responsible for establishing and maintaining effective internal
control over financial reporting. In planning and performing our audit, we considered the State of
Colorado’s internal control over financial reporting as a basis for designing our auditing procedures for
the purpose of expressing our opinions on the financial statements, but not for the purpose of
expressing an opinion on the effectiveness of the State of Colorado’s internal control over financial
reporting. Accordingly, we do not express an opinion of the effectiveness of the State of Colorado’s
internal control over financial reporting.

We Set the Standard for Good Government

Legislative Services Building « 200 East 14t Avenue * Denver, Colorado 80203-2211
Ph. 303.869.2800 ¢ Fax: 303.869.3060
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A deficiency in internal control exists when the design or operation of a control does not allow
management, or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct misstatements on a timely basis. A material weakness is a deficiency, or a
combination of deficiencies, in internal control such that there is a reasonable possibility that a material
misstatement of the entity’s financial statements will not be prevented, or detected and corrected on a
timely basis.

Our consideration of internal control over financial reporting was for the limited purpose described in
the preceding paragraph and was not designed to identify all deficiencies in internal control over
financial reporting that might be deficiencies, significant deficiencies, or material weaknesses. We did
not identify any deficiencies in internal control over financial reporting that we consider to be material
weaknesses, as defined above. However, we identified certain deficiencies in internal control over
financial reporting, as described in the accompanying Schedule of Findings and Questioned Costs, that
we consider to be significant deficiencies which are Recommendation Numbers 1-19. A significant
deficiency is a deficiency, or a combination of deficiencies, in internal control that is less severe than a
material weakness, yet important enough to merit attention to those charged with governance.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the State of Colorado’s financial statements
are free of material misstatement, we perform