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OFFICE
OF THE STATE AUDITOR

June 8, 2021

Members of the Legislative Audit Committee:

This report contains the results of the Statewide Single Audit of the State of
Colorado for the Fiscal Year Ended June 30, 2020. The audit was conducted
pursuant to Section 2-3-103, C.R.S., which authorizes the State Auditor to
conduct audits of all departments, institutions, and agencies.

Historically, we have presented the results of our annual financial audit within
the Statewide Single Audit report in a single volume. For Fiscal Year 2020, we

are providing this information in two separate reports, as noted below.

Volume I - The Statewide Financial Audit Report, which was released in
March of 2021, contains financial reporting information based on our audit
of the State’s Comprehensive Annual Financial Report for the Fiscal Year
Ended June 30, 2020 (Annual Report). This report includes our Independent
Auditor’s Report on Internal Control Over Financial Reporting and on
Compliance and Other Matters Based on an Audit of Financial Statements
Performed in Accordance with Government Auditing Standards. This report
also contains our financial findings, conclusions, and recommendations, and
the responses of the respective state departments, institutions, and agencies.
Our opinions on the State's financial statements are presented in the State's
Annual Report, which is available under separate cover.

Volume II - The Statewide Single Audit Report presents our Independent
Auditor’s Report on Compliance for Each Major Federal Program and on
Internal Control Over Compliance Required by the Uniform Guidance; and
Report on the Schedule of Expenditures of Federal Awards Required by
Uniform Guidance. In accordance with the federal Single Audit Act, this report
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DENVER, COLORADO
80203

303.869.2800



includes additional findings and questioned costs related to federal awards
that came to our attention through the Statewide Single Audit or other audits.

Government Auditing Standards allow for information that is considered
sensitive in nature, such as detailed information related to IT system security,
to be omitted if the omission is disclosed because of the potential damage that
could be caused by the misuse of this information. We consider the specific
technical details of certain findings to be sensitive in nature and not
appropriate for public disclosure and have provided the details of these
findings to management in a separate, confidential memorandum. Findings

with omitted information include a disclosure of this omission.

This report is intended solely for the use of management and the Legislative
Audit Committee and should not be used for any other purpose. This
restriction is not intended to limit distribution of the report, which, upon
release by the Legislative Audit Committee, is a matter of public record.
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REPORT
HIGHLIGHTS

We Set the Standard for Good Government

STATEWIDE SINGLE AUDIT, FISCAL YEAR ENDED JUNE 30, 2020

FINANCIAL AUDIT

STATE OF COLORADO

FEDERAL PROGRAM FINDINGS OVERVIEW

= The State expended approximately $18.0 billion in federal funds in Fiscal
Year 2020. The four largest federal programs were:

Medicaid: $6.2 billion

Unemployment Insurance: $4.4 billion

Student Financial Assistance: $1.3 billion
Research and Development Cluster: $1.0 billion

Independent Auditor’s Report on Compliance for Each Major Federal Program
and on Internal Control over Compliance Required by Uniform Guidance; and
Report on Schedule of Expenditures of Federal Awards Required by Uniform
Guidance:

= We have issued a disclaimer of opinion on Unemployment Insurance for
the fiscal year ended June 30, 2020. A disclaimer of opinion is issued when
the auditor is unable to obtain sufficient appropriate audit evidence on
which to base the opinion, and the auditor concludes that the possible
effects on internal controls over compliance with federal Uniform
Guidance, if any, could be both material and pervasive.

= A qualified opinion is issued when an auditor detects material instances of
noncompliance. We issued qualified opinions on the following programs:

Child Care and Development Fund Cluster
Children’s Health Insurance Program
Coronavirus Relief Fund

Food Distribution Cluster

Medicaid Cluster

Minerals Leasing Act

AUTHORITY, PURPOSE, AND SCOPE

This report presents our compliance
audit of the State of Colorado for
Fiscal Year 2020. The Statewide
Financial Audit Report, which was
released under separate cover in
March 2021, includes the financial-
and IT-related findings and
recommendations from our Fiscal
Year 2020 audit.

In accordance with the federal Single
Audit Act, this report includes all
findings and questioned costs
related to federal awards that came
to our attention through our audit,
including separately issued reports
on audits of state departments,
institutions, and agencies.

In this report, we made 106
recommendations to state
departments and higher education
institutions that were not previously
included in the Statewide Financial
Audit Report.

This audit was conducted under the authority of Section 2-3-103, C.R.S. , which authorizes the State Auditor to conduct
audits of all departments, institutions, and agencies of state government. The audit was conducted in accordance with
auditing standards generally accepted in the United States of America and with Government Auditing Standards issued
by the Comptroller General of the United States. We performed our audit work during the period of March 2020 through

May 2021. The purpose of this audit was to:

Express an opinion on compliance for each of the State’s major federal programs for the Fiscal Year Ended June 30,

2020.

Express an opinion on the State’s Schedule of Expenditures of Federal Awards for the Fiscal Year Ended June 30,

2020.

Review internal accounting and administrative control procedures, as required by generally accepted auditing

standards and Government Auditing Standards.

Evaluate compliance with applicable state and federal laws, rules, and regulations.

Evaluate progress in implementing prior audit recommendations.
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FEDERAL PROGRAM FINDINGS
We identified:

110 internal control issues related to requirements applicable to major
federal programs.

More than $52.7 million in known questioned costs related to federal
awards granted to the State. Federal regulations require auditors to report
questioned costs identified through the audit, which are federal grant
expenditures made in violation or possible violation of the related grant
requirements, and/or federal expenditures that lack adequate supporting
documentation.

The following summarizes our report on the State’s compliance with
requirements applicable to major federal programs and internal controls over
compliance with federal Uniform Guidance, such as activities allowed or
unallowed, allowable costs, cash management, eligibility, reporting, and
subrecipient monitoring,.

INTERNAL CONTROLS OVER FEDERAL PROGRAMS

The following chart shows the breakdown of levels of internal control
weaknesses over compliance with federal requirements that we identified
during our Fiscal Year 2020 audit. Prior to each recommendation in this report,
we have indicated the classification of the finding.

FEDERAL GRANT PROGRAMS
INTERNAL CONTROL WEAKNESSES
FISCAL YEAR 2020

B MATERIAL WEAKNESS

22 RECOMMENDATIONS
24%

B SIGNIFICANT DEFICIENCY

71 RECOMMENDATIONS
76%

= DEPARTMENT OF LABOR AND EMPLOYMENT.

» Unemployment Insurance. Several significant problems were identified
related to the Department’s compliance with the federal requirements of
the Unemployment Insurance (UlI) program, such as failure to cross-
match Ul benefit payment amounts with employer-reported wage
records; a backlog of Unemployment Insurance claims that had not been
adjudicated as of the end of Fiscal Year 2020; neglecting to use the
Treasury Offset Program, a tool used to recover overpayments; an issue

[-2

Professional standards define the
following three levels of internal
control weaknesses over
compliance related to federal
programs. Prior to each
recommendation in this report, we
have indicated the classification of
the finding.

A MATERIAL WEAKNESS is the most
serious level of internal control
weakness. A material weakness is a
deficiency, or combination of
deficiencies, in internal control over
compliance, such that there is a
reasonable possibility that material
noncompliance with a compliance
requirement of a federal program
will not be prevented, or detected
and corrected, on a timely basis.

A SIGNIFICANT DEFICIENCY is a
moderate level of internal control
weakness. A significant deficiency is
a deficiency, or a combination of
deficiencies, in internal control over
compliance with a compliance
requirement of a federal program
that is less severe than a material
weakness in internal control over
compliance, yet important enough
to merit attention by those charged
with governance.

A DEFICIENCY IN INTERNAL
CONTROL is the least serious level of
internal  control weakness. A
deficiency in an entity’s internal
control over compliance exists
when the design or operation of a
control does not allow management
or employees, in the normal course
of performing their assigned
functions, to prevent, or detect and
correct, noncompliance with a
compliance requirement of a federal
program on a timely basis.



with the form used by claimants that resulted in approximately $52.1
million in overpayments during Fiscal Year 2020; as well as fraudulent
claims that were paid by the Department. Our findings resulted in $52.3
million in known questioned costs. Classification: MATERIAL WEAKNESS.

DEPARTMENT OF HEALTH CARE POLICY AND FINANCING. Overall, we
identified issues with the Department’s compliance with requirements for
Medicaid and the Children’s Basic Health Plan (CBHP). In total, we
identified approximately $403,000 in known questioned costs and over

$166.5 million in likely questioned costs. For example, we found the

following;:

>

Medicaid Controls over Eligibility Determinations. In 32 of the 125 Medicaid
case files tested (26 percent), we identified at least one error. These errors
resulted in a total of $25,120 in known questioned costs and $165.6 million
in likely questioned costs. Classification: MATERIAL WEAKNESS.

Children’s Basic Health Plan Eligibility and Improper Payments. In 16 of 25
case files tested (64 percent), we identified at least one error related to
eligibility, resulting in known questioned costs of $10,913 and likely
questioned costs of $3,805. Through data analyses, we also identified 53
ineligible beneficiaries with related payments resulting in $158,413 in
known questioned costs and $789,815 in likely questioned costs. We also
found problems with the Department’s monitoring of local counties and
medical assistance eligibility sites regarding eligibility determinations.
Classification: MATERIAL WEAKNESS.

Medical Assistance Payments for Deceased Beneficiaries. We identified the
following Fiscal Year 2020 payments made after the date of the beneficiary’s

death: Medicaid fee-for-service payments for 273 beneficiaries resulting in
$17,041 in known questioned costs and $77,840 in likely questioned costs;

and Medicaid and CBHP capitation payments for 846 beneficiaries

resulting in $168,224 in known questioned costs and $54,600 in likely
questioned costs. Classification: MATERIAL WEAKNESS.

Presumptive Eligibility. The Department did not fully comply with federal
and state regulations regarding Medicaid and CBHP presumptive eligibility
during Fiscal Year 2020. In eight out of 20 Medicaid (40 percent) and seven
out of 20 CBHP (35 percent) presumptive eligibility cases reviewed, the
Department did not end presumptive eligibility as required by federal
regulation. In addition, five of the 57 presumptive eligibility sites were not
re-certified within 2 years, as required, during Fiscal Year 2020. We also
found several problems with the Department’s monitoring of presumptive
eligibility sites and other issues. Classification: MATERIAL WEAKNESS.

Refunding of Federal Share of Medicaid and CBHP Overpayments to
Providers. The Department did not fully comply with federal regulations for
recovering, reporting, and refunding the federal share of Medicaid and
CBHP overpayments during Fiscal Year 2020. For six of 13 Medicaid (46
percent) overpayments and two of five CBHP (40 percent) overpayments

I-3



tested, the Department failed to recover, or seek to recover, the overpayment
and failed to refund to CMS resulting in $23,646 in known questioned
costs; and did not refund $12,176 within 1 year of discovery. Classification:
MATERIAL WEAKNESS.

Provider Eligibility. The Department did not fully comply with federal and
state regulations for Medicaid and CBHP provider eligibility during Fiscal
Year 2020. Specific issues identified included providers with suspended or
expired licenses who continued to be shown as eligible in Colorado
interChange and missing license information in Colorado interChange.
Classification: MATERIAL WEAKNESS.

DEPARTMENT OF HUMAN SERVICES.

>

Colorado Child Care Assistance Program — Eligibility. We identified at
least one error in 10 of the 25 case files tested (40 percent) and found
known questioned costs of $4,421. Classification: MATERIAL WEAKNESS.

Colorado Child Care Assistance Program — Health and Safety Requirements.
We identified at least one issue with 10 of the 40 providers tested (25 percent),
related to licensing specialists’ failure to follow up on incomplete and/or late
provider responses, failure to obtain providers’ acknowledgment of receipt
of licensing reports, and a lack of documentation for provider response receipt
dates. Classification: MATERIAL WEAKNESS.

Internal Controls Over Food Distribution Cluster Inventory. The Department
did not reconcile its physical inventory to federal information system reports,
and did not have an adequate review process in place over monthly inventory
reports. Classification: MATERIAL WEAKNESS.

DEPARTMENT OF LOCAL AFFAIRS.

>

Section 8 Housing Choice Vouchers and Mainstream Vouchers Programs —
Quality Assurance Reviews. The Department did not follow up with
subrecipients on the Department-identified issues that required subrecipients’
corrective action in 26 of the 28 Quality Assurance reviews we tested (93

percent). Classification: MATERIAL WEAKNESS.

DEPARTMENT OF PERSONNEL & ADMINISTRATION, DEPARTMENT OF
HIGHER EDUCATION, AND DEPARTMENT OF EDUCATION.

>

Compliance with Federal Coronavirus Relief Fund (CRF) Subrecipient
Monitoring Requirements. The Department of Personnel & Administration’s
Office of the State Controller (OSC) did not adequately communicate
subrecipient monitoring responsibilities to other state departments. This led
to the Department of Higher Education and Department of Education failing
to comply with federal subrecipient monitoring requirements for the CRF
program during Fiscal Year 2020. Classification: MATERIAL WEAKNESS.



*  DEPARTMENT OF TREASURY. Minerals Leasing Act — Subrecipient Monitoring
and Reporting. The Department did not ensure that subrecipients received
required award information in accordance with federal regulations. The
Department also did not properly report subrecipient expenditures for inclusion
in the State’s Schedule of Expenditures of Federal Awards. Classification:
MATERIAL WEAKNESS.

SUMMARY OF PROGRESS IN IMPLEMENTING PRIOR
RECOMMENDATIONS

The following table includes an assessment of our disposition of Financial and
Federal audit recommendations reported in previous Statewide Single Audit
Reports. Prior years’ recommendations that were fully implemented in Fiscal Year
2019 or earlier are not included.

STATEWIDE SINGLE AUDIT REPORT
RECOMMENDATION STATUS AS OF FISCAL YEAR 2020
NOT FULLY IMPLEMENTED AS OF FISCAL YEAR 2019
BY FISCAL YEAR OF RECOMMENDATION

2019 2018 2017 2016 2015
IMPLEMENTED 50 8 1 2 2
PARTIALLY IMPLEMENTED 14 6 4 0 0
NOT IMPLEMENTED 9 7 3 0 0
DEFERRED 37 O 0 0 0
No LONGER APPLICABLE 7 0 0 0
roTaL [ 15t | 17 | 22 | 8 [ 2 | 2 |

INOTE: The table above includes each recommendation subpart as an individual recommendation.
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STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

FINANCIAL STATEMENTS

Type of auditor’s report issued: Unmodified, except for the following
funds, which were disclaimed:

Unemployment Insurance
Business-Type Activities

INTERNAL CONTROL OVER FINANCIAL REPORTING
Material Weaknesses Identified?

Significant deficiencies identified that are not
. : ; YES
considered to be material weaknesses?
Noncompliance material to financial

! YES
statements noted:

FEDERAL AWARDS

INTERNAL CONTROL OVER MAJOR PROGRAMS
Material Weaknesses Identified?
Significant deficiencies identified that are

not considered to be material weaknesses?

Type of auditor’s report issued on compliance for major programs:
Unmodified for all major programs, except for Unemployment
Insurance, which was disclaimed, and the following major programs,
which were qualified:

Child Care and Development Fund (CCDF) Cluster
Children’s Health Insurance Program

Coronavirus Relief Fund

Food Distribution Cluster

Medicaid Cluster

Minerals Leasing Act

Any audit findings disclosed that are
required to be reported in accordance with
2 CFR 200.516(a) (Audit Findings) of
Uniform Guidance

Dollar threshold used to distinguish between type A and B programs:
$30 MILLION.

Auditee qualified as low-risk auditee?



10.551
10.561

10.553
10.555
10.556
10.559

10.557
10.558

10.565
10.568

14.871
14.879

15.437
17.225

20.509
21.019
84.126

84.365
84.425
93.558
93.563
93.568

93.575
93.596
93.767

93.775
93.777
93.778

93.917
96.001

97.036

IDENTIFICATION OF MAJOR PROGRAMS
CFDA NUMBER

NAME OF FEDERAL PROGRAM OR CLUSTER
Supplemental Nutrition Assistance Program,
State Administrative Matching Grants for the
Supplemental Nutrition Assistance Program
(SNAP Cluster)

School Breakfast Program, National School
Lunch Program, Special Milk Program for
Children, Summer Food Service Program for
Children (Child Nutrition Cluster)

WIC Special Supplemental Nutrition Program
for Women, Infants, and Children

Child and Adult Care Food Program
Commodity Supplemental Food Program,
Emergency Food Assistance Program
(Administrative Costs) (Food Distribution
Cluster)

Section 8 Housing Choice Vouchers,
Mainstream Vouchers (Housing Voucher
Cluster)

Minerals Leasing Act

Unemployment Insurance

Formula Grants for Rural Areas and Tribal
Transit Program

Coronavirus Relief Fund

Rehabilitation Services Vocational
Rehabilitation Grants to States

English Language Acquisition State Grants
Education Stabilization Fund

Temporary Assistance for Needy Families
Child Support Enforcement

Low-Income Home Energy Assistance

Child Care And Development Block Grant,
Child Care Mandatory And Matching Funds Of
The Child Care And Development Fund (CCDF
Cluster)

Children’s Health Insurance Program

State Medicaid Fraud Control Units, State
Survey And Certification Of Heath Care
Providers And Suppliers (Title XVIII) Medicare,
Medical Assistance Program (Medicaid Cluster)
HIV Care Formula Grants

Social Security Disability Insurance (Disability
Insurance/SSI Cluster)

Disaster Grants — Public Assistance
(Presidentially Declared Disasters)

A
Ne
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CLASSIFICATION OF FEDERAL RECOMMENDATIONS
STATE OF COLORADO STATEWIDE SINGLE AUDIT
FISCAL YEAR ENDED JUNE 30, 2020

SIGNIFICANT
DEFICIENCY | GRAND
(Moderately TOTALS

Serious)

MATERIAL
WEAKNESS
(Most Serious)

COLORADO
COMMUNITY
COLLEGE SYSTEM
EDUCATION
OFFICE OF THE
GOVERNOR
HEALTH CARE
POLICY AND
FINANCING
HIGHER EDUCATION
HUMAN SERVICES
LABOR AND
EMPLOYMENT
LOCAL AFFAIRS
METROPOLITAN
STATE UNIVERSITY
PERSONNEL &
ADMINISTRATION
PUBLIC HEALTH AND
ENVIRONMENT
TRANSPORTATION
TREASURY
UNIVERSITY OF
COLORADO

GRAND TOTALS ___

NOTE: The table above includes each subpart as an individual recommendation.

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

*Some recommendations are classified as both financial reporting and federal program
compliance internal control weaknesses and were included in both VOLUME I — STATEWIDE
FINANCIAL AUDIT REPORT and VOLUME II — STATEWIDE SINGLE AUDIT REPORT. Therefore, the
total number of recommendations reported in this table and in VOLUME I does not equal the
total number of recommendations across both volumes of the report.

There were no recommendations classified as a DEFICIENCY IN INTERNAL CONTROL, the least
serious deficiency level, included in this report.



DEPARTMENT OF
EDUCATION

Article IX of the Colorado Constitution places responsibility for the
general supervision of the State’s public schools with the Colorado State
Board of Education (Board). The Board appoints the Commissioner of
Education to oversee the Department of Education (Department),
which serves as the administrative arm of the Board by providing
assistance to 178 local school districts. Please refer to the introduction
to the Department of Education chapter in VOLUME I — STATEWIDE
FINANCIAL AUDIT REPORT within SECTION II: FINANCIAL STATEMENT
FINDINGS for additional background information.

During Fiscal Year 2020, the Department expended approximately
$1.1 billion in federal funds. As part of our Fiscal Year 2020 audit, we
tested the Department’s compliance with federal grant requirements for

the following three programs:

Coronavirus Relief Fund [CFDA No. 21.019]

Child Nutrition Cluster [CFDA Nos. 10.553, 10.555, 10.556,
10.559]

English Language Acquisition State Grants [CFDA No. 84.365]

In Fiscal Year 2020, the Department’s expenditures for these programs
were approximately $680.2 million. The Department is responsible for
ensuring that all expenditures for these programs are appropriate and
that the State complies with the associated federal and state program

requirements.

The following chart shows total federal expenditures by federal

program for the Department.

II-1

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd



[a—
T
N

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

DEPARTMENT OF EDUCATION
FISCAL YEAR 2020 EXPENDITURES
BY FEDERAL PROGRAM (IN MILLIONS)

English Other
Language $63.3 Child Nutrition
Acquisition Cluster
State Grants $169.6

Supporting

Effective Specgl
Instruction Education
State lé;rants Cluster (IDEA)
$182.3

$23.3

Title I Grants

to Local Coronavirus
Educators Relief Fund
$158.0 $501.0

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.

The Fiscal Year 2020 audit identified issues resulting in one finding
related to the Department’s administration of the Coronavirus Relief

Fund program.

The following comment was prepared by the public accounting firm of
BDO USA, LLP, which performed the Fiscal Year 2020 audit work at
the Department under contract with the Office of the State Auditor.

COMPLIANCE WITH
FEDERAL CORONAVIRUS
RELIEF FUND SUBRECIPIENT
MONITORING
REQUIREMENTS

During Fiscal Year 2020, the Office of the State Auditor conducted
audit work that resulted in a finding and recommendation addressed

jointly to the Department of Education, the Department of Higher



Education, and the Office of the State Controller related to subrecipient
monitoring for the Coronavirus Relief Fund. This finding and
recommendation, and the responses of these agencies, are included in
the Department of Personnel & Administration chapter within this
report. SEE RECOMMENDATION 2020-072. This recommendation is
classified as a MATERIAL WEAKNESS.

II-3
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DEPARTMENT OF
HEALTH CARE POLICY
AND FINANCING

The Department of Health Care Policy and Financing (Department) is
the state department responsible for developing financing plans and
policies for publicly funded health care programs. The principal
programs the Department administers are the federal Medicaid
program, known in Colorado as Health First Colorado (also known as
Colorado’s Medicaid Program or Medicaid), which provides health
services to eligible needy persons; and the federal Children’s Health
Insurance Program, known in Colorado as the Children’s Basic Health
Plan (CBHP). CBHP furnishes subsidized health insurance for low-
income children aged 18 years or younger and pregnant women aged

19 and over who are not eligible for Medicaid.

Please refer to the introduction to the Department of Health Care Policy
and Financing chapter in VOLUME I — STATEWIDE FINANCIAL AUDIT
REPORT within SECTION II: FINANCIAL STATEMENT FINDINGS for

additional background information.

The Department is responsible for ensuring that all expenditures under
Medicaid and CBHP are appropriate, and that the State complies with
federal and state program requirements. In Colorado, the responsibility for
determining recipient eligibility for Medicaid and CBHP program benefits
is shared between local counties, designated Medical Assistance eligibility
sites (MA sites), and the State. For Medicaid and CBHP, individuals and
families apply for benefits at their local county departments of
human/social services or designated MA sites, or online through the
Program Eligibility and Application Kit system. The local counties and MA
sites are responsible for administering the benefits application process,
entering the required data for eligibility determination into the Colorado
Benefits Management System (CBMS), and approving or denying
applicants’ eligibility. If the application is complete, CBMS processes each

I1-5

FOLIdNV 4LV.IS OAVIOTOO dHL 40 LYIOddd



ot
Pl—i

6

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

individual’s application and determines the applicant’s eligibility based on
the information entered. If the application is incomplete, a caseworker is
responsible for contacting the individual to assist with completing their

application.

The Department is responsible for supervising and monitoring the local
counties’ and MA sites’ administration of Medicaid and CBHP eligibility
determinations. The Department is also responsible for ensuring that
only eligible providers receive reimbursement for their costs of providing

allowable services on behalf of eligible individuals.

On March 18, 2020, the President of the United States signed the
Families First Coronavirus Response Act (Act) that provided a
temporary 6.2 percentage point increase in federal assistance for
Medicaid and 4.34 percentage point increase for CBHP, effective from
January 1, 2020, until the end of the COVID-19 Public Health
Emergency (PHE). In addition, the Act required that the Department
maintain Medicaid and CBHP eligibility for beneficiaries enrolled as of
March 1, 2020, through the end of the COVID-19 PHE, except for the
required terminations noted within Centers for Medicaid and Medicare
Services’ (CMS) waivers such as out-of-state residency, termination
upon the beneficiary’s request, and death of the beneficiary. On March
26,2020, CMS approved waivers for a number of Medicaid and CBHP
requirements, for example CMS waived the requirement for a provider

to have a current license if their license expired during the COVID-19
PHE.

As part of our Fiscal Year 2020 audit, we tested the Department’s
compliance with, and internal controls over, federal grant requirements

for the following programs:

=  Medicaid Cluster [CFDA Nos. 93.775, 93.777, 93.778]
= Children’s Health Insurance Program [CFDA No. 93.767]

In Fiscal Year 2020, the Department’s expenditures for Medicaid were
approximately $6.2 billion in federal funds and for CBHP were



approximately $256.8 million in federal funds. The following chart shows

total federal expenditures by federal program for the Department.

DEPARTMENT OF HEALTH CARE POLICY AND FINANCING
FISCAL YEAR 2020 EXPENDITURES
BY FEDERAL PROGRAM (IN MILLIONS)

CBHP
$256.8

Medicaid
$6,224.7

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.

Between Fiscal Years 2019 and 2020, the Department’s average
monthly caseload, or eligible beneficiaries, for Medicaid decreased by
approximately 42,000 cases (3 percent) and CBHP decreased by

approximately 3,500 cases (4 percent), as shown in the following table.

DEPARTMENT OF HEALTH CARE POLICY AND FINANCING
AVERAGE MONTHLY CASELOAD

FISCAL YEARS 2018 THROUGH 2020

FISCAL | AVERAGE MEDICAID |PERCENTAGE AVERAGE CBHP PERCENTAGE
YEAR | MONTHLY CASELOAD CHANGE |[MONTHLY CASELOAD| CHANGE

2018 1,315,217 77,730
2019 1,261,365 4% Vv 80,949 4% A
2020 1,219,245 3% VW 77,469 4% v

SOURCE: Department of Health Care Policy and Financing, Fiscal Year 2021-22 Budget
Request, dated November 2020.

Our Fiscal Year 2020 audit identified issues resulting in 17 findings
related to the Department’s administration of the Medicaid Cluster and

Children’s Health Insurance Program.

-7
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STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

MEDICAID CONTROLS
OVER ELIGIBILITY
DETERMINATIONS

Individuals and families seeking medical benefits through Medicaid must

apply and provide certain information to caseworkers at their local
county or an MA site, which collects required documentation for
determining the applicants’ eligibility. Such documentation includes the
applicants’ birth certificates, support for income, and the value of
resources, such as wage stubs and bank account balances. Caseworkers
enter the applicant-provided data into CBMS, which contains system
checks for determining the applicants’ eligibility to receive Medicaid
benefits. These system checks include calculating and verifying income
and resources for the applicants, as well as assessing and collecting fees
for benefits, such as buy-in premiums. For example, CBMS will mark an
applicant’s eligibility as fai/ if the reported income or resources exceed
specific limits that are set by federal and state regulations. The
Department is responsible for monitoring the local counties’ and MA
sites’ administration of Medicaid to ensure eligibility is determined in

accordance with federal and state regulations.

Medicaid applicants may be eligible for retroactive eligibility, which
allows new Medicaid applicants to receive coverage for up to 3 months
prior to the date of one’s application. As long as the individual meets
Medicaid’s eligibility requirements in the 3 months preceding their
application, the Department will retroactively pay Medicaid covered
expenses that individuals incurred during that timeframe. Without
retroactive eligibility, benefits for Medicaid eligible individuals begin on
the date the application was received by the local county or MA site. As
an example, if an individual has medical expenses in March, applies for
Medicaid in June, and the individual has met the eligibility requirements
for 3 months preceding their application, then any unpaid Medicaid
covered expenses for March, April, and May are paid by Medicaid.



Eligibility data from CBMS feeds into the Colorado interChange system
(Colorado interChange), which issues payments to Medicaid providers
for the services they render to Medicaid beneficiaries. The Department
pays Medicaid providers through two methods: (1) directly through fee-
for-service (FFS) payments for specific services rendered or (2) indirectly
through monthly fixed amounts known as capitation payments that are
paid to managed care entities, who contract with providers for services.
The monthly capitation payments are paid every month on behalf of
beneficiaries regardless of whether the beneficiaries receive medical
services during the month. Colorado interChange is programmed to pay
the FFS and monthly capitation payments only on behalf of beneficiaries
deemed eligible in Colorado interChange based on eligibility
information received from CBMS and requirements specified in federal

and state rules and regulations.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to review the Department’s internal
controls over the Medicaid eligibility determination process, as well as
to determine whether the Department complied with applicable federal

and state Medicaid eligibility requirements during Fiscal Year 2020.

We performed testing on a statistical sample of 125 case files related to
beneficiaries who (1) were deemed eligible for Medicaid during Fiscal
Year 2020 and (2) had a payment made on their behalf to a Medicaid
provider between July 1, 2019, and February 29, 2020. The purpose of
our testing was to determine whether the beneficiaries were
appropriately determined to be eligible for Medicaid during the time
they received services within this period. This audit period was selected
to accommodate changes that were made to federal Medicaid eligibility
requirements in March 2020 due to the COVID-19 PHE.

Our testing involved reviewing Medicaid case files, CBMS data fields,

and supporting documentation related to eligibility determinations and
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redeterminations, as well as Medicaid payment information in
Colorado interChange. For each beneficiary, we determined whether
the Department ensured that local county and MA site caseworkers
obtained and maintained required documents supporting eligibility
determinations and redeterminations, and correctly entered eligibility
data into CBMS. Additionally, for each sampled beneficiary, we
determined whether CBMS showed the correct income and resources,
the beneficiary was enrolled in the appropriate Medicaid program, buy-
in premiums were assessed, and payments were not made after eligibility
had ended during Fiscal Year 2020. We also inquired about the
Department’s monitoring procedures over local counties and MA sites
to ensure eligibility is determined in accordance with federal and state

regulations.

Additionally, we reviewed the Department’s progress in implementing
our Fiscal Year 2019 audit recommendation related to Medicaid
eligibility. Based on the results of that audit, we recommended that the
Department strengthen its internal controls over Medicaid by providing
adequate training, monitoring the local counties and MA sites, and
researching and resolving CBMS system issues identified in our Fiscal
Year 2019 audit.

STATISTICAL SAMPLING METHODOLOGY

We selected a statistical sample of Medicaid beneficiaries for our review
of their case files in a manner that—if we found errors—would allow
us to estimate the total number of beneficiaries who were improperly
deemed eligible, as well as the resulting dollar amount of Medicaid
benefit payments that were improperly paid during the audit period of
July 1, 2019, through February 29, 2020. We designed our sampling
methodology and sample size to support statistical projections of our
testing results to the population of all beneficiaries for whom payments

were made during the audit period.

Our methodology included the following procedures:



We requested and received from the Department a listing of all
Medicaid FFS and capitation payments with a date of service during
the audit period. The data set included State identification numbers

(ID), which are unique to each beneficiary.

We summarized all Medicaid payments made during the audit
period by ID and removed any IDs for which total payments and
adjustments netted to $0, which can happen when the Department
catches and fixes payments made in error. This resulted in a
population of 1,386,220 unique IDs that had a total of
$5,408,339,948 in payments made on their behalf during the audit
period.

We used a stratified random sample, as shown in the following table,
consisting of six strata defined by the total amount of payments for
each unique ID. We selected random samples from each strata for a
total of 125 IDs that had benefit payments totaling $3,127,704. The
strata and sample sizes were defined based on our risk assessment
and consultations with audit sampling methodologists from the U.S.
Department of Health and Human Services, Office of Inspector
General (HHS OIG).

For each sampled ID, we tested eligibility covering the dates of
service for every payment made on the individual’s behalf within the

audit period.

After we concluded our testing, we used HHS OIG’s Office of Audit
Services statistical software in consultation with HHS OIG to
project our results to the full population of IDs for which benefits

were paid during the audit period.
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STRATA AND SAMPLE DETAIL FOR

JULY 1, 2019, THROUGH FEBRUARY 29, 2020

RANGE OF TOTAL NUMBER OF IDS SAMPLE
STRATUM PAYMENTS MADE PER ID IN STRATUM SIZE

1 $.01 to $2,702 1,100,570 35
2 $2,703 to $9,794 179,544 25
3 $9,795 to $26,222 57,747 25
4 $26,223 to $46,524 25,512 15
h) $46,525 to $75,393 15,795 15
6 $75,394 to $3,171,128 7,052 10

Total: 1,386,220 125

SOURCE: Office of the State Auditor analysis of Medicaid payments data, July 1, 2019,
through February 29, 2020.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY AND HOW WERE THE
RESULTS MEASURED?

For 32 of the 125 Medicaid beneficiaries’ case files that we tested
(26 percent), we identified at least one error within each case file. In

total, we identified 43 errors within the 32 case files. These errors

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

resulted in a total of $25,120 in known questioned costs for July 1,
2019, through February 29, 2020, and $6,843 in /ikely questioned costs
for March 1, 2020, through June 30, 2020, as shown in the following
table.



ERROR TYPE

SUMMARY OF ERRORS AND QUESTIONED COSTS FOR MEDICAID ELIGIBILITY

TYPES OF SAMPLING RESULTS

KNOWN QUESTIONED  LIKELY QUESTIONED ERRORS IDENTIFIED
COSTS JULY 1,2019, CoSTS NOTPROJECTED ~ WITH NO KNOWN

THROUGH TO THE POPULATION QUESTIONED COSTS
FEBRUARY 29, 2020, MARCH 1, 2020, Jury 1, 2019,
(STATISTICAL SAMPLE THROUGH THROUGH

TESTWORK) JUNE 30,2020 JUNE 30,2020

NUMBER

I S NUMBER OF

AMOUNT  CASES WITH AMOUNT

II-13

Payments after Eligibility
Has Ended

Ineligible for Program

Income Issues
Missing Redetermination

Buy-in Premiums Not
Assessed

Inappropriate Change to
Eligibility

Resources Not Verified
Resources Miscalculated

Incorrect Resource

Threshold

Missing Case
Documentation

Data Entry Errors

TOTAL KNOWN QUESTIONED
TOTAL FEDERAL FUNDS IN KNOWN QUESTIONED COSTS

3 $11,102 0 $0 0
1 $8,326 1 $4,132 0
3 $5,392 2 $2,561 4
1 $300 1 $150 0
0 $0 0 $0 1
0 $0 0 $0 2
0 $0 0 $0 1
$0 0 $0 3
0 $0 0 $0 1
0 $0 0 $0 12

$0
$25,120

SOURCE: Office of the State Auditor analysis of Medicaid eligibility testing.
“This overall number of cases differs from the 32 cases noted prior to the table because some cases are represented in more
than one Error Type. In addition, some cases have been counted multiple times across Types of Sampling Results with non-
duplicated results in the Total column.

NUMBER
NUMBER OF CASES WITH | 0):1 G52 Jrv——
WITH ERRORS ERRORS WITH -
ERRORS ERRORS”

00

RN
ENEEEN
W
W
ENEEEN
EXEERN

$31,963
$25,120
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A questioned cost, as defined in federal regulations [45 CFR 75.2
Uniform Administrative Requirements, Cost Principles, and Audit
Requirements for HHS Awards (Uniform Guidance)], is “a cost that is
questioned by the auditor ... (1) Which resulted from a violation or
possible violation of a statute, regulation, or the terms and conditions
of a Federal award, including for funds used to match Federal funds;
[or] (2) Where the costs, at the time of the audit, are not supported by
adequate documentation....” Furthermore, federal regulation [45 CFR
75.516] defines known questioned costs as questioned costs that are

specifically identified by the auditor and /ikely questioned costs as an
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auditor’s best estimate of total questioned costs. During the COVID-19
PHE, CMS issued waivers that limited the Department’s ability to deny
eligibility for enrolled beneficiaries. The Department also sought
guidance from CMS on the treatment of beneficiaries who were
ineligible prior to the COVID-19 PHE but were receiving benefits
during this period. CMS guidance indicated that the Department should
keep these beneficiaries enrolled during the COVID-19 PHE. Therefore,
we are reporting any identified questioned costs from March 1, 2020,
through June 30, 2020, the period during the COVID-19 PHE, as /ikely

questioned costs.

PROJECTED LIKELY QUESTIONED COSTS FOR JULY 2019 THROUGH
FEBRUARY 2020. Based on our sample, we estimate the projected
Medicaid questioned costs resulting from payments made on behalf of
ineligible beneficiaries in the population between July 1, 2019, and
February 29, 2020, to be about $165.6 million and, with 90 percent
confidence, to be at least $41.1 million but not more than $290.0
million. This projection is based on the $25,120 in known questioned
costs, or misstatements, we identified in our sample during the audit
period. The American Institute of Certified Public Accountants Audit
Sampling, May 1, 2017, Audit Guide [AAG-SAM 4.95] advises, “Even
if the misstatement appears to be from an unusual source, that does not
mean that other unusual items are not in the population and that the
original sample was not representative.” In accordance with this
guidance, we projected the known questioned costs to the population
of payments for services that occurred from July 1, 2019, through
February 29, 2020, regardless of the nature of the errors or the
programs involved, since the Department is ultimately responsible for

all payments made to providers on behalf of eligible beneficiaries.

The projected questioned costs amount of $165.6 million is based on a
statistical calculation that does not correlate to specific payments to
providers or to over-expenditures of the State’s General Fund or federal
funds. However, this calculation indicates that if we tested the entire
population, there is a 90 percent likelihood of finding the true amount of

questioned costs to be between $41.1 million and $290.0 million and the



amount would most likely be close to $165.6 million in erroneous
payments. There is a 5 percent chance that the true amount of questioned
costs is less than $41.1 million, and a 5 percent chance the true amount is
over $290.0 million.

PROJECTED LIKELY NUMBER OF INELIGIBLE BENEFICIARIES FOR JULY
2019 THROUGH FEBRUARY 2020. We also estimate that 169,026
beneficiaries, or with 90 percent confidence that at least 59,622 (4.30
percent) but not more than 278,429 (20.09 percent) beneficiaries, in our
total population of 1,386,220 were likely ineligible at the time they
received services from July 1, 2019, through February 29, 2020. The

following table summarizes the results of our projections.

STATISTICAL SAMPLING RESULTS
JULY 1, 2019, THROUGH FEBRUARY 29, 2020

TOTAL VALUE OF
TOTAL NUMBER OF PROJECTED PAYMENTS

LIKELY INELIGIBLE FOR INELIGIBLE

BENEFICIARIES BENEFICIARIES

Point Estimate 169,026 $165,574,908
Lower Limit 59,622 $41,120,322
Upper Limit 278,429 $290,029,493

SOURCE: Office of the State Auditor, results of Medicaid eligibility statistical sample testing.

The following table summarizes the total known and likely questioned
costs based on our case file testing and statistical sampling results for
Fiscal Year 2020.
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SAMPLE RESULTS FOR FISCAL YEAR 2020

Known Questioned Costs (Statistical Sample)
(July 2019 through February 2020) $25,120

TOTAL KNOWN QUESTIONED COSTS $25,120

Total Projected Questioned Costs

(July 2019 through February 2020) $165,574,908
LESS: Known Questioned Costs

(July 2019 through February 2020) ($25,120)
ADD: Likely Questioned Costs

(March 2020 through June 2020) $6,843

LIKELY QUESTIONED COSTS $165,556,631
TOTAL KNOWN AND LIKELY QUESTIONED COSTS $165,581,751

SOURCE: Office of the State Auditor analysis of Medicaid eligibility testing.

DETAILS OF ERRORS IDENTIFIED. In some case files, we identified multiple

instances of errors. Specifically, we found the following:

PAYMENTS AFTER ELIGIBILITY HAS ENDED. In three cases, the
Department paid for services after the beneficiary’s eligibility had
ended. Specifically, in two cases, the beneficiaries continued to
receive benefits after their death. In the remaining case, the
Department determined the beneficiary was ineligible and ended the
beneficiary’s benefits; however, payments continued to be made on
behalf of the beneficiary after their eligibility had ended. These issues

resulted in known questioned costs of $11,102.

Federal regulation [42 CFR 433.304] states that an overpayment is
the amount paid by a state agency to a provider in excess of the
allowable amount for furnished services. Because medically
necessary services cannot be provided after a beneficiary’s death, no
medical services are allowable after a beneficiary’s death.
Accordingly, payments for medical services claimed to have been

provided after a Medicaid beneficiary’s death are overpayments.

According to federal regulation [42 CFR 431.958], “Improper
payment means any payment that should not have been made or
that was made in an incorrect amount (including overpayments and
underpayments) under statutory, contractual, administrative, or

other legally applicable requirements; and includes any payment to



an ineligible beneficiary, any duplicate payment, any payment for
services not received, any payment incorrectly denied, and any
payment that does not account for credits or applicable discounts.”

INELIGIBLE FOR PROGRAM. In one case, the beneficiary was ineligible
for the benefits received under Medicaid’s Social Security Income
(SSI) mandatory program, which is a medical assistance program
provided to persons eligible for financial assistance under SSI from
the Social Security Administration (SSA). As a result of an eligibility
redetermination, the caseworker determined that the beneficiary had
not been eligible for the program since January 2019; however, the
beneficiary received benefits under this program for the entire fiscal

year. This issue resulted in known questioned costs of $8,326 and
likely questioned costs of $4,132 for Fiscal Year 2020.

State regulations [10 CCR 2505-10, 8.100.6.C. 1a. and b.] state that
Medicaid benefits must be provided to persons receiving financial
assistance under SSI or persons who are eligible for financial

assistance under SSI, but are not receiving SSI.

INCOME IsSUES. We identified the following income-related issues:

INCOME EXCEEDING THRESHOLD. In two cases, CBMS
incorrectly calculated the beneficiaries’ income. CBMS used
income information reported by the beneficiary when it should
have used electronic income information received through an
interface with another system. If CBMS had correctly used the
electronic income information, beneficiaries’ income would have
been over the limit set by federal regulation and the beneficiaries,
therefore, should have been denied benefits at their
redetermination. Instead, the beneficiaries were approved at
their redeterminations and Colorado interChange paid claims on
their behalf. These errors resulted in known questioned costs of
$4,613 and /ikely questioned costs of $2,281.

INCOME NOT VERIFIED. In one case, the caseworker did not

verify income for the beneficiary. Specifically, the beneficiary

I-17
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reported income on the application, but the caseworker was
unable to verify the income and deleted the income record from
CBMS. This error resulted in known questioned costs of $779
and likely questioned costs of $280.

INCORRECT INCOME THRESHOLD. In one case, CBMS used the
incorrect income threshold for the beneficiary’s eligibility
determination. The beneficiary’s income was less than the
correct income threshold and, therefore, this error did not result

in questioned costs.

INCORRECT INCOME. In three cases, the caseworker used the
incorrect income amount to determine eligibility. Specifically, in
two cases, the caseworker excluded income when it should have
been included for determining eligibility. In the remaining case,
the caseworker did not include expenses to calculate self-
employment income and, as a result, the caseworker overstated
income for determining eligibility. No questioned costs were
identified in these instances because the beneficiaries’ income

was still within federal and state income guidelines.

Federal regulation [42 CFR 435.119] requires household income
to be at or below 133 percent threshold of the federal poverty
level and the State regulation [10 CCR 2505-10, 8.100.6.L.2.c]
requires qualified beneficiary’s income to be at or below the

federal property level.

Federal regulation [42 CFR 435.914] requires the Department to
obtain and maintain documentation to support each

beneficiary’s Medicaid eligibility determination.

State regulation [10 CCR 2505-10, 8.100.5.B.1.c] requires the
caseworker to verity earned income in determining whether an
individual qualifies for medical assistance and requires the
Department to verity income reported by a beneficiary through
an electronic data source, wage stubs, tax documents, or

verification with the employer.
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State regulation [10 CCR 2505-10, 8.100.3.K.8.a] requires
business expenses to be deducted from countable selft-
employment income when calculating Medicaid applicants’ self-

employment income.

= MISSING REDETERMINATION. In one case, the Department did not
complete the annual redetermination for the beneficiary as required
by the federal regulation. Specifically, the beneficiary had Medicaid
payments paid on their behalf during the entire Fiscal Year 2020;

FOLIdNV 4LV.IS OAVIOTOO dHL 40 LYIOddd

however, the beneficiary had not been redetermined since April 2018
due to the beneficiary showing as ineligible in CBMS. This issue
resulted in known questioned costs of $300 and /ikely questioned
costs of $150.

Federal regulation [42 CFR 435.916(a)] requires the Department to
renew or redetermine Medicaid eligibility once every 12 months but

no more frequently than once every 12 months.

=  BUY-IN PREMIUMS NOT ASSESSED. In one case, the Department did
not assess buy-in monthly premiums for the beneficiary.
Beneficiaries are required to pay buy-in premiums to receive benefits
under the Buy-in Working Adults with Disabilities program.
Therefore, the beneficiary was not eligible for the Program during
November 2019 through February 2020. The beneficiary did not
have any claims submitted by providers during this time and

therefore, this issue did not result in questioned costs.

State regulations [10 CCR 2505-10, 8.100.6.P.1.f] require
individuals to pay monthly premiums on a sliding scale based on
income for the Buy-in Working Adults with Disabilities program to

be eligible to receive benetfits.

= INAPPROPRIATE CHANGE TO ELIGIBILITY. In two cases, the
Department did not determine eligibility in accordance with state
regulation. Specifically, the beneficiaries provided information to

the Department that changed their eligibility and the caseworkers
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applied the change retroactively; these beneficiaries were current
Medicaid beneficiaries rather than new applicants and state
regulations do not allow eligibility to be changed retroactively for

current beneficiaries. These issues did not result in questioned costs.

State regulation [10 CCR 2505-10, 8.100.3.E] requires that
retroactive eligibility only be provided to new applicants for the
prior 3 months preceding the date of application. State regulations
do not allow for retroactive redeterminations to existing

beneficiaries.

RESOURCES NOT VERIFIED. In one case, the caseworker did not
verify resources for the beneficiary at the time of the eligibility
determination as required by state regulations. Specifically, the
beneficiary was approved for the Home and Community Based
Services (HCBS) program, which requires resources to be verified as
part of the annual eligibility determination. After we brought this
issue to the Department’s attention, they provided bank statements
which showed that the beneficiary’s resources were less than the
resource limit for Fiscal Year 2020. Therefore, there are no

questioned costs as a result of this error.

State regulation [10 CCR 2505-10, 8.100.3.L.1] requires resources
to be counted for the HCBS program. Furthermore, state regulation
[10 CCR 2505-10, 8.100.5.B.1.¢] requires all resources be veritied
for the month for which eligibility is being determined.

RESOURCES MISCALCULATED. In three cases, resources used to

determine eligibility were miscalculated for beneficiaries, as follows:

In two cases, the caseworker incorrectly calculated bank account
balances for determining the beneficiaries’ resources. As a result,
the incorrect resource amount was used for the beneficiaries’
eligibility determinations. These errors did not impact eligibility
because the correct resource amounts were less than the resource
threshold and, therefore, these errors did not result in questioned

COsts.



In the remaining case, the caseworker failed to count the cash
surrender value of the beneficiary’s life insurance policy towards
the beneficiary’s resources for the eligibility determination, in
accordance with state regulations. The beneficiary’s correct
amount of total resources was less than the resource limit and,

therefore, this error did not result in questioned costs.

State regulation [10 CCR 2505-10, 8.100.5.M.1] detines
resources as cash or other assets or any real or personal property
that an individual or spouse owns. State regulation [10 CCR
2505-10, 8.100.5.E.3] states that resources are available when
the individual or individual’s spouse has any ownership interest

I resources.

State regulation [10 CCR 2505-10, 8.100.5.M.2(t)] requires the
cash surrender value of all life insurance policies to be counted
towards a beneficiary’s resources when the face value of those

policies exceeds $1,500 on one person.

INCORRECT RESOURCE THRESHOLD. In one case, the caseworker
applied the incorrect Community Spouse Resource Allowance
(CSRA) limit to determine eligibility at the beneficiary’s annual
renewal. CSRA is the amount of resources allowed in accordance
with state regulation that a community spouse can retain to allow
the beneficiary to qualify for Medicaid eligibility. Resources for the
beneficiary were less than the appropriate resource limit and,

therefore, this error did not result in any questioned costs.

State regulation [10 CCR 2505-10, 8.100.7.M] requires the
caseworker to apply the CSRA for an institutionalized individual who
is over the resource limit set by state regulation [10 CCR 2505-10,
8.100.5.M.1]. The transter of the CSRA shall be completed as soon as
possible but no later than the individual’s annual renewal.

[1-21
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MIsSING CASE DOCUMENTATION. Twelve case files were missing
documentation necessary to support the Medicaid eligibility
determination, including documentation to support income and
resources, such as wage stubs and bank statements; and
documentation to support citizenship, such as birth certificates or
other allowable records; as required by federal and state regulations.
No questioned costs were identified in these cases because there was
other corroborating documentation in the case files that indicated
the beneficiaries were eligible.

Federal regulation [42 CFR 435.914] requires the Department to
obtain and maintain documentation to support each beneficiary’s
Medicaid eligibility determination.

State regulation [10 CCR 2505-10, 8.100.3.G.1.g] requires all
individuals who apply for Medicaid to be either a citizen of the
United States or its Territories, or be a qualified non-citizen.
Citizenship or nationality along with identity status must be verified
unless satistactory documentary evidence has already been provided.

State  regulations [10 CCR 2505-10, 8.100.4.B.1.c and
8.100.4.B.1.d] require the Department to verify income reported by
a beneficiary through an electronic data source, wage stubs, tax
documents, or veritfication with the employer.

State regulation [10 CCR 2505-10, 8.100.5.M.1] sets the resource
limit for an individual at $2,000. Resources are defined as cash or
other assets or any real or personal property that an individual or
spouse owns.

DATA ENTRY ERRORS. In 11 cases, the information in CBMS did not
match the supporting documentation in the case file due to
caseworker error. Specifically, the caseworker entered the incorrect
income and/or resource amount in CBMS. No questioned costs were
identified in these instances because they did not negatively affect
the beneficiaries’ eligibility.

Federal regulation [42 CFR 435.914] requires the Department to
obtain and maintain documentation to support each beneficiary’s
Medicaid eligibility determination.



11-23
ELIGIBILITY MONITORING ISSUES

MEDICAID ELIGIBILITY QUALITY REVIEW REPORT. In addition, we
identified problems with the Department’s monitoring of local
counties’ and MA sites’ Medicaid eligibility determinations. Based
on our inquiry of the Department, we found that the Department
did not obtain any quarterly quality review reports from local
counties and MA sites during Fiscal Year 2020 or monitor the local
counties and MA sites through an alternative process. As a result,
the Department did not monitor local counties and MA sites in

FOLIdNV 4LV.IS OAVIOTOO dHL 40 LYIOddd

accordance with federal regulation and Department procedures.

Department procedures require local counties and MA sites to
compile and submit the results of their own quality reviews of
Medicard eligibility case files to the Department on a quarterly basis.
In addition, local counties and MA sites that do not submit their
quality review reports on a timely basis are subject to corrective
action.

According to federal regulation [45 CFR 75.303(a)], the
Department, as a recipient of federal funds, must establish and
maintain effective internal controls over its federal awards that
provide reasonable assurance that the Department is managing its
federal grants in compliance with federal statutes, regulations, and
the award terms and conditions. These internal controls should be
in compliance with the U.S. Government Accountability Office’s
Standards for Internal Control in the Federal Government (Green
Book) under Paragraph 16.01, Perform Monitoring Activities,
which states that the Department should establish and operate
monitoring activities to monitor its internal control system and
evaluate the results. Monitoring activities include reviewing reports,
performing reconciliations, and observing operations.



1-24

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

WHY DID THESE PROBLEMS OCCUR?

The Department lacked sufficient internal controls to ensure that it

complied with state and federal Medicaid eligibility requirements

during Fiscal Year 2020. Specifically, we noted the following causes for

the errors we identified:

CASEWORKER ERROR. Caseworkers did not ensure that the required
documentation to support eligibility was maintained within the case
file, resources were properly calculated, the correct resource thresholds
were used, income was verified to the supporting documentation,
information was entered correctly into CBMS, benefits were
terminated appropriately, and beneficiaries were enrolled in the

appropriate Medicaid program.

MONITORING AND REVIEWS. The Department reported that it
discontinued its process of obtaining quarterly Medicaid monitoring
reports from local counties and MA sites during Fiscal Year 2020
because the process was not effective. It is planning to implement a
new oversight monitoring process in Fiscal Year 2021; however, the
Department did not implement an interim monitoring process to

ensure compliance with federal regulations.

SYSTEM ISSUES AND LACK OF RECONCILIATION PROCESS. CBMS did not
interface appropriately with Colorado interChange to update
beneficiaries’ eligibility information. Some beneficiaries who were
deemed 1neligible for Medicaid in CBMS were listed as eligible in
Colorado interChange and, therefore, payments were inappropriately
made on their behalf during the fiscal year. Furthermore, the
Department lacked an effective internal control process for reconciling
Medicaid beneficiaries’ eligibility information in CBMS to the eligibility
information in Colorado interChange to ensure that the information
was consistent in both systems, and that the beneficiary was
appropriately deemed either eligible or ineligible in accordance with

federal and state regulations.



This system issue and lack of reconciliation process resulted in
payments after eligibility had ended for three beneficiaries and the
missing redetermination for one beneficiary identified during our
case file testing. According to the Department, CMS waivers and
guidance prevented the Department from denying eligibility for
enrolled beneficiaries and ending payments during the COVID-19
PHE for beneficiaries deemed ineligible for Medicaid in CBMS and
eligible in Colorado interChange. However, the Department
indicated that it will recover any improper payments made on behalf
of the deceased beneficiaries. According to the Department, $1,170
in Medicaid payments for deceased beneficiaries identified through

our case file testing were recovered as of December 2020.

Additionally, the Department did not ensure that CBMS used income
and eligibility information appropriately in determining eligibility

during Fiscal Year 2020. Specifically:

CBMS had a system defect that caused the system to use the
incorrect income information and income thresholds when

determining eligibility for beneficiaries.

CBMS had a system defect that caused the system to not assess

buy-in premiums for beneficiaries.

According to the Department, eligibility information received
from SSA through an interface between SSA and CBMS was
inaccurate for one of the beneficiaries we tested. As a result, the
beneficiary appeared to be eligible for the SSI mandatory
program even though the beneficiary was not eligible to receive

these benefits.

WHY DO THESE PROBLEMS MATTER?

As the state Medicaid agency, it is essential for the Department to ensure
that Medicaid eligibility determinations are made appropriately and in
accordance with state and federal regulations. This includes ensuring that

inaccurate processing of information used to determine Medicaid
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eligibility does not result in Medicaid benefits being provided to, and paid
on behalf of, ineligible individuals, or that eligible individuals are denied
benefits. Ultimately, the federal government may disallow federal funds
for Medicaid program expenditures that do not adhere to regulations,

and the State would be required to bear the cost of these errors.

Furthermore, because CBMS determines eligibility and Colorado
interChange makes payments on behalf of other federal programs, system
issues with CBMS and Colorado interChange may result in erroneous

payments for other programs.

FEDERAL AGENCY DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBERS XIX-ADM2018 XIX-MAP2018"
XIX-ADM2019 XIX-MAP2019"
XIX-ADM2020 XIX-MAP2020"

FEDERAL AWARD YEARS 2018,2019, AND 2020

PASS THROUGH ENTITY NONE

CFDA No. 93.778, MEDICAL ASSISTANCE PROGRAM

COVID-19 FUNDING No

COMPLIANCE REQUIREMENTS ACTIVITIES ALLOWED OR UNALLOWED (A)

ALLOWABLE COSTS/COST PRINCIPLES (B)
ELIGIBILITY (E)

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

CLASSIFICATION OF FINDING MATERIAL WEAKNESS
TOTAL KNOWN QUESTIONED COSTS $25,120
KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THIS FINDING APPLIES TO PRIOR AUDIT RECOMMENDATIONS 2019-042A, 2019-042B,

2019-042C, 2019-043B, 2019-053C, 2019-053D, 2018-045C, AND 2018-045D
“ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS.

RECOMMENDATION
2020-034

The Department of Health Care Policy and Financing (Department)
should strengthen its internal controls over Medicaid eligibility to

ensure compliance with state and federal regulations by:

A Educating caseworkers by incorporating the issues identified through
the audit in training and support for the local counties and Medical

Assistance (MA) sites to ensure that caseworkers are maintaining the
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required documentation to support eligibility, correctly calculating
resources and resource thresholds, entering information correctly into
the Colorado Benefits Management System (CBMS), verifying
income to the supporting documentation, terminating benefits
appropriately, and enrolling beneficiaries in the correct Medicaid
program. The training should focus on and target local counties and
MA sites with issues identified in the audit.

B Establishing an interim monitoring process over local counties and

MA sites until the new oversight monitoring process is implemented,
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to ensure that Medicaid eligibility is processed in accordance with

federal regulations and federal grant requirements.

C Researching and resolving CBMS system issues to ensure that it is
using the correct income information and income thresholds in
determining eligibility, eligibility is reconciled between CBMS and
the Colorado interChange system, buy-in premiums are assessed,
and any issues related to the transfer of inaccurate information from

the Social Security Administration are resolved.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

A AGREE. IMPLEMENTATION DATE: JULY 2022.

Caseworker errors can be caused by an array of issues, including,
training material retention; a lack of adequate funding to balance
caseload inventory versus available work hours and staffing levels;
a lack of quality review and performance reinforcement; and an
assortment of local issues that lead to employee turnover. The
Department will continue to work with eligibility sites regarding
caseworker errors identified through this audit. The Department’s
caseworker training resources, or Staff Development Center (SDC),

is in the process of revamping all of their foundational training
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materials into a "Process-Based Training" model to be more
effective and efficient based on training industry best practice. In
addition, the SDC is converting all training materials into several
different training modalities (instructor led courses, elLearning
courses, desk aids, process manuals, infographics, workbooks, etc)
to be more engaging, effective, and accessible to adult learners with
varying needs and preferences across large geographical areas. The
revised training model is on track to be completed by July 31, 2021
and fully rolled out to all counties by the beginning of calendar year
2022.

AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department began the implementation of a new monitoring
process called the Eligibility Site Oversight and Accountability
Program in February 2021. This program includes strengthening
performance measures, developing mechanisms for collecting
performance data, developing eligibility site specific performance
dashboards, and developing corrective action plans. The first
iteration of performance measures and dashboards began in March
of 2021 and will continue through August 2021. Mechanisms used
for oversight and accountability data gathering include
administrative and eligibility process reviews called Management
Evaluations and Eligibility State-level Quality Assurance reviews.
Management Evaluations began in January 2021 and Eligibility
State-level Quality Assurance reviews began in February 2021. All
processes under the Eligibility Site Oversight and Accountability
Program will be implemented through administrative rules, which
will include implementation of Improvement and Corrective Action
Plans to eligibility sites that are out of compliance with performance
measures or have identified gaps in compliance. All mechanisms for
data collection have been implemented and internal root cause

analysis processes will be implemented in August 2021.

In addition, the Department has taken steps to ensure that we have

ongoing systemic and dashboard monitoring for Medicaid and



CHP+ programs that captures eligibility errors, eligibility system
performance, and eligibility results. The state implemented the first
phase of the monitoring dashboard in June 2020 with the second
phase to be implemented by July 2022.

PARTIALLY AGREE. IMPLEMENTATION DATE: DECEMBER 2022.

The Department has thoroughly researched the issues identified in
this audit and has made changes to CBMS to ensure that it is using
the correct income information, income thresholds in determining
eligibility, and buy-in premiums are assessed. These issues were fixed
May 2019, February 2020, and March 2020, and in June 2021 the

income information system issue will be corrected.

The Department disagrees with the auditor’s questioned costs and
projection of those questions costs. The Department disagrees with
the auditor’s sampling, stratification, and costs used to generate the
projected questioned costs. The costs incorrectly include members
who remain eligible once the identified error had been resolved,
payments that will be recovered by the Department through an
existing process to recover capitation payments from deceased
members, a Social Security Administration (SSA) interface error
outside the control of the Department, and costs related to an
already identified issue regarding reconciling eligibility between
CBMS and Colorado interChange. Some of these costs are related
to cases that were “not eligible” in CBMS but were showing as
“eligible” in Colorado interChange that were already identified by
the Department and should have been excluded from the questioned
costs and the resulting projections. The Department will resume the
reconciliation process between CBMS and Colorado interChange
when authorized by CMS. Regarding the SSA interfaces, SSA posted
results that are valid conditions for Medicaid eligibility, so those
costs should have been excluded from the resulting projections. The

Department agrees to bring interface issues to the attention of SSA.
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AUDITOR’S ADDENDUM

The Department is responsible for ensuring that eligibility is determined
in accordance with federal and state regulations. The ineligible
beneficiaries identitied through our audit were based on our review of
beneficiaries’ case files as compared with federal and state regulations
noted in the finding. The Medicaid payments paid on their behalf are
considered known questioned costs. We performed our audit and
sample testing in accordance with Generally Accepted Auditing
Standards. Further, the stratified random sample methodology was
selected and used in consultation with the U.S. Department of Health
and Human Services, Office of Inspector General (HHS OIG). As noted
in the finding, we ran the results of our case file testing through HHS
OIG’s Office of Audit Services statistical software. The statistical
projections, which represent an estimate of the potential, or likely and
known, questioned costs and total projected number of ineligibles in the
entire population, were then veritied and approved by HHS OIG.
Federal regulation [45 CFR 75.516] requires auditors to report all
known and likely questioned costs that exceed $25,000 for Medicaid

eligibility requirements.

MEDICAL ASSISTANCE
PAYMENTS FOR
DECEASED BENEFICIARIES

As a safeguard against potential errors and fraud, state and local
agencies need to be vigilant in preventing payments for medical services
on behalf of ineligible individuals, such as those who are deceased. In
general, the Department, local counties, and MA sites share
responsibility for ensuring that only eligible beneficiaries receive public
assistance benefits under Medicaid and CBHP. Local counties and MA
sites caseworkers enter the required data for eligibility determination

into CBMS, which either approves or denies eligibility for MA benefits.



In addition, CBMS has various system interfaces to confirm and update
the eligibility information in CBMS, including the date of death.

Eligibility data in CBMS feeds daily into Colorado interChange and the
Department pays providers through two methods: (1) FFS payments to
medical service providers for specific services, including pharmacy
prescriptions, and (2) capitation payments. The monthly capitation
payments are paid at the beginning of each month regardless of whether
the providers serve beneficiaries during the month or not. FFS payments
are only made for Medicaid beneficiaries while capitation payments are
made for both Medicaid and CBHP beneficiaries. Colorado
interChange is programmed to pay FFS and monthly capitation
payments only on behalf of beneficiaries that are deemed eligible based
on eligibility information received from CBMS and requirements

specified in federal and state regulations.

CBMS receives beneficiary death information through various sources,
including updates from beneficiaries’ family members, daily interfaces
with the SSA, and a monthly interface with the Colorado Electronic
Death Registration System maintained by the Colorado Department of
Public Health and Environment (CDPHE). If death information
received in CBMS has not been verified, the Department will confirm
the death information by sending notification letters to the deceased
beneficiary. Once the death information is verified, CBMS is
programmed to terminate the beneficiary’s eligibility as of the date of
death. On a daily basis, CBMS then sends updated beneficiary eligibility
and date of death information to Colorado interChange, which is
programmed to run a daily automated process to stop payments, check
for payments, and recover all FFS and capitation payments made after

the beneficiary’s verified date of death.

In the majority of cases, there is a delay between when the beneficiary
dies and when the Department receives death information, verifies the
date of death, and terminates benefits; which means that claims may be
paid on behalf of deceased beneficiaries for a period of time. Per federal

regulations, the Department is required to recover any payments made
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on behalf of these beneficiaries after their date of death. Once the
Department receives verified death information, overpayments are

recovered through an automated process in Colorado interChange.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to review the Department’s internal
controls over Medicaid and CBHP payments related to beneficiaries
who die while receiving benefits, to determine whether the Department
complied with applicable federal and state requirements, and whether
payments were only made on behalf of eligible beneficiaries during
Fiscal Year 2020.

During our audit, we received a listing of all Coloradans who died
during Fiscal Year 2020, including dates of death, from CDPHE staff.
We also obtained a listing from the Department of all Medicaid and
CBHP payments made to providers during Fiscal Year 2020. We
compared the two listings using Social Security Numbers (SSN) and
identified 1,059 Medicaid and CBHP IDs that had Medicaid payments
totaling $429,951 made on their behalf and $194 in CBHP payments
made on their behalf. In addition, we reviewed the Department’s
processes, policies, and procedures for identifying, stopping, and

recovering payments for deceased beneficiaries.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Federal regulation [42 CFR 431 Subpart Q, Requirements for
Estimating Improper Payments in Medicaid and CHIPJ states that any
payment to an ineligible beneficiary is considered an improper payment,
which is any payment that should not have been made or that was made
in an incorrect amount. Also, Section 25.5-4-301(2), C.R.S.,
requirements for Medicaid and CBHP, states that any overpayments of

[13

claims to providers are recoverable. These overpayments “are



recoverable regardless of whether the overpayment is the result of an
error by the state department, a county department of human or social
services, an entity acting on behalf of either department, or by the
provider or any agent of the provider....” Additionally, Section 25.5-4-
301(2)(a)(Il), C.R.S., states, “If the state department makes a
determination that such overpayment has been made for some other
reason than a false representation by the provider..., the state
department may waive the recovery or adjustment of all or part of the
overpayment and accrued interest specified in this subparagraph (II) if
it would be inequitable, wuncollectible or administratively
impracticable....” Because medically necessary services cannot be
provided after a beneficiary’s death, no medical services are allowable
after a beneficiary’s death and, accordingly, payments for medical
services claimed to have been provided after a beneficiary’s death are

overpayments and should be recovered.

Pursuant to 1903(d)(2)(C) of the Social Security Act [42 U.S.C. 1396b]
requirements for Medicaid and CBHP, states have up to 1 year from the
date of discovery of any overpayment to recover or attempt to recover
the overpayment before the federal share must be refunded to CMS,

regardless of whether or not recovery is made from the provider.

According to federal regulation [45 CFR 75.303(a)], the Department,
as a recipient of federal funds, must establish and maintain effective
internal controls over its federal awards that provide reasonable
assurance that the Department is managing its federal grants in
compliance with federal statutes, regulations, and the award terms and
conditions. Green Book, Paragraph 16.01, states that the Department
should establish and operate monitoring activities to monitor its
internal control system and evaluate the results. Monitoring activities
include reviewing reports, performing reconciliations, and observing

operations.

A questioned cost, as defined in Uniform Guidance [45 CFR 75.2], is
“a cost that is questioned by the auditor ... (1) Which resulted from a

violation or possible violation of a statute, regulation, or the terms and
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conditions of a Federal award, including for funds used to match
Federal funds; [or] (2) Where the costs, at the time of the audit, are not
supported by adequate documentation....” Additionally, federal
regulation [45 CFR 75.516] defines known questioned costs as
questioned costs that are specifically identified by the auditor and Zikely

questioned costs as the auditor’s best estimate of total questioned costs.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We found that the Department made Medicaid and CBHP payments to
providers for medical services claimed to have been rendered to
Medicaid and CBHP beneficiaries after the months in which
beneficiaries died. Specifically, the Department made payments on
behalf of 1,059 beneficiaries after their date of death provided by
CDPHE, resulting in overpayments of $185,265, of which $96,952

were paid with federal grant funds, as follows:

MEDICAID FFS PAYMENTS. We identified 277 Medicaid beneficiaries
whose SSN matched a death record from CDPHE and who had
Medicaid FFS payments totaling $207,667 paid on their behalf to
providers after their date of death.

We reviewed payments for 21 of the 277 Medicaid beneficiaries and
confirmed with the Department that 17 of the 21 beneficiaries (81
percent) were deceased and had payments made on their behalf after
their date of death during Fiscal Year 2020. We also found that the
Department had not recovered these improper FFS payments to
ineligible beneficiaries as of the end of Fiscal Year 2020 and, therefore,
these errors resulted in known questioned costs of $17,041, of which
$8,654 was paid with federal grant funds. For the remaining four
Medicaid beneficiaries, the Department researched and provided
evidence that the beneficiaries were not deceased. Therefore, these four
beneficiaries did not result in questioned costs. The remaining 256
beneficiaries whose SSN matched a death record from CDPHE and need



to be researched and verified resulted in likely questioned costs of
$77,840, of which $41,422 was paid with federal grant funds.

MEDICAID AND CBHP CAPITATION PAYMENTS. We identified 846
Medicaid and CBHP beneficiaries whose SSN matched a death record
from CDPHE and who had capitation payments paid on their behalf to
providers after their date of death that had not been recovered as of the
end of Fiscal Year 2020, totaling $222,630 for Medicaid and $194 for
CBHP.

We informed the Department of the issues we identified and provided
them with the list of 846 beneficiaries. Department staff performed
additional follow-up and confirmed that Colorado interChange had
received verified death records for 747 of the 846 beneficiaries and a
total of $170,747 in provider payments had been made on the
beneficiaries’ behalf after their dates of death during Fiscal Year 2020.
These payments resulted in known questioned costs of $168,224, of
which $88,150 was paid with Medicaid federal grant funds and $148
was paid with CBHP federal grant funds. For 12 out of the 747
beneficiaries, the date of death reported in Colorado interChange
differed from the date of death provided by CDPHE. Part of the
payments to these beneficiaries resulted in /ikely questioned costs of
$2,524, of which $1,401 was paid with Medicaid federal grant funds.
For the remaining 99 of the 846 beneficiaries, the Department reported
that Colorado interChange did not have death information for these
beneficiaries and had not researched these further. As a result, Medicaid
payments for these 99 beneficiaries are reported as /likely questioned
costs of $52,076, of which $28,508 was paid with federal grant funds.

The following table summarizes the issues we identified.
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SUMMARY OF FISCAL YEAR 2020 PAYMENTS
TO DECEASED BENEFICIARIES AS OF JUNE 30, 2020

Total Known Total Likely
Number of Questioned Questioned
Type of Payment Beneficiaries Costs Costs
Medicaid FFS 273! $17,041 $77,840
Capitation Payments 846 $168,224 $54,600
Total 1,0552 $185,265 $132,440

SOURCE: Office of the State Auditor analysis of Fiscal Year 2020 Medical Assistance Payments and Colorado
death records data.

! Total number of Medicaid FFS beneficiaries does not include the four beneficiaries who were cleared through
our Medicaid FFS payments testing.

2 Total number of beneficiaries within each type of payment does not match the total number of beneficiaries
because some beneficiaries had FFS payments as well as capitation payments.

WHY DID THESE PROBLEMS OCCUR?

Overall, the Department lacked sufficient internal controls to ensure
that medical assistance payments were not paid to deceased individuals

during Fiscal Year 2020, as follows:

LACK OF WRITTEN POLICIES AND PROCEDURES. The Department
does not have written policies and procedures to monitor payments
to deceased beneficiaries, to recover overpayments, and to ensure
compliance with federal and state regulations related to medical

assistance payments after a beneficiary’s date of death.

SYSTEM ISSUES. We identified the following Colorado interChange

system issues that caused the errors we identified:

According to the Department, when Colorado interChange was
implemented in 2017, it was programmed to only recover
capitation payments in the current month and previous 2 months
for Medicaid beneficiaries, and in the current month and
previous 5§ months for CBHP beneficiaries, after death
information is received. As a result, for instances in which the
Department received and verified beneficiaries’ death
information more than 3 months after the date of death for
Medicaid and more than 6 months after the date of death for
CBHP, the Department was not automatically recovering all



improper capitation payments in accordance with federal and
state regulations. According to the Department, in November
2020, the Department updated Colorado interChange to correct
this system issue to recover all capitation payments after a
beneficiary’s date of death.

The Department lacks an effective internal control process for
detecting when Colorado interChange is not recovering
payments made on behalf of deceased beneficiaries. Specifically,
we identified issues related to Medicaid FFS payments and
followed up with the Department. Upon further review, the
Department discovered a system defect that occurred from
October 23, 2019, through April 23, 2020, which prevented
Colorado interChange from carrying out the daily automated
check and recovery process for FFS payments made on behalf of
deceased beneficiaries. Due to this system defect, Colorado
interChange did not recover any payments for deceased
beneficiaries during this time. Although the system defect was
fixed in April 2020, the Department was not aware of the issue
and that payments were not being recovered for deceased
beneficiaries until the Department researched the beneficiaries
identified through the audit. According to the Department staff,
as of May 2021, the Department was still researching the
deceased beneficiaries impacted by the system defect and

recovering payments.

WHY DO THESE PROBLEMS MATTER?

Without strong internal controls over Medicaid and CBHP eligibility, the
Department increases the risk of improper payments due to fraud or
error. Furthermore, making payments on behalf of ineligible individuals,
including individuals who are deceased, can result in the Department
having to repay the federal government for the federal portion of the
overpayments. Additionally, the federal government can disallow
federal funds for program expenditures that do not adhere to
regulations, and the State would be required to bear the cost of these

€rrors.
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FEDERAL AGENCY
FEDERAL AWARD NUMBERS

FEDERAL AWARD YEARS
PASS THROUGH ENTITY
CFDA NoOS.

COVID-19 FUNDING
COMPLIANCE REQUIREMENTS

CLASSIFICATION OF FINDING

KNOWN QUESTIONED COSTS
RELATED TO COVID-19 FUNDING

2020-035

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHIP2018" XIX-ADM2020
CHIP2019" XIX-MAP2018"
CHIP2020" XIX-MAP2019°
XIX-ADM2018 XIX-MAP2020°
XIX-ADM2019

2018,2019, AND 2020

NONE

93.778", MEDICAL ASSISTANCE PROGRAM;
93.767", CHILDREN’S HEALTH INSURANCE
PROGRAM

No

ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)
ELIGIBILITY (E)

MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS $185,265

$0

THis FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

"ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS.

RECOMMENDATION

The Department of Health Care Policy and Financing should improve

its internal controls over Medicaid and Children’s Basic Health Plan

(CBHP) payments for deceased beneficiaries by:

A Establishing and implementing written policies and procedures to

monitor payments to deceased beneficiaries, recover any
overpayments, and to ensure compliance with state and federal

regulations.

Researching and resolving the Colorado interChange system
(Colorado interChange) issues to ensure that all Medicaid and
CBHP payments are stopped and recovered after a beneficiary’s date
of death and developing a process to detect when Colorado
interChange is not recovering payments on behalf of deceased

beneficiaries.
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C Researching and recovering any overpayments made to providers on
behalf of ineligible beneficiaries noted through the audit in

accordance with state requirements.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING
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A AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department will create written procedures documenting system
and monitoring processes used to prevent claims from paying after
a beneficiary’s date-of-death is verified. In addition, the procedures
will document the processes used to recover payments made between
a beneficiary’s verified date-of-death and the date the Colorado
interChange system is updated with the date-of-death.

B AGREE. IMPLEMENTATION DATE: JULY 2022.

The system issues described in this audit were resolved as of April
2020 for fee-for-service claims and November 2020 for capitation
payments. Once a beneficiary's date-of-death is verified, payments
that were made after to the date-of-death will be recovered through
the Department's existing processes. As noted in the Department’s
response to Recommendation (A), the Department will create
written procedures documenting system and monitoring processes
used to prevent claims from paying after a beneficiary’s date-of-
death is verified. In addition, the procedures will document the
processes used to recover payments made between a beneficiary’s
verified date-of-death and the date the Colorado interChange system
is updated with the date-of-death.
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AUDITOR’S ADDENDUM

As noted in the finding, the Colorado interChange system detect did not
recover payments from October 23, 2019, through April 23, 2020.
However, the Department was not aware of the system defect until it
researched the beneficiaries identified through the audit. According to
Department statt, as of May 2021, the Department was still researching
the beneficiaries that were impacted by the system defect and recovering

payments.
C  AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department will recover any overpayments made to providers
on behalf of deceased beneficiaries once a beneficiary's date-of-
death is verified based on our current processes and existing system
functionality. The Department does not agree to the questioned
costs identified by the auditors. When performing a review of the
auditor’s data, several beneficiaries were found not to be deceased
by the Department. The records provided by the auditors, like all
records received from Colorado Department of Public Health and
Environment (CDPHE) and the Social Security Administration
(SSA), will go through the Department’s existing verification
process. The Department performs the required research and
outreach to beneficiaries to verify the date-of-death prior to
updating the information in the Colorado interChange. In addition,
the Department is not required to recover payments by the end of
the state fiscal year, and reports any payments recovered to the
Centers for Medicare and Medicaid Service (CMS) based on federal
requirements. The Department’s source of beneficiary data, the
verification processes, and recovery processes have already been

established to satisfy this recommendation within federal guidelines.

AUDITOR’S ADDENDUM

As noted in the finding, all known questioned were for deceased
beneficiaries that were verified by the Department. All likely questioned

costs were for beneficiaries that had yet to be researched and verified by
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the Department. According to Department staff, as of May 2021, the
Department was still researching and recovering payments made on

behalf of deceased beneficiaries.

CHILDREN’S BASIC
HEALTH PLAN
ELIGIBILITY AND
IMPROPER PAYMENTS

The Department, local counties, and MA sites share responsibility for

FOLIdNV 4LV.IS OAVIOTOO dHL 40 LYIOddd

ensuring that only eligible beneficiaries receive public assistance benefits
through CBHP. Individuals and families apply for CBHP eligibility at
their local county departments of human/social services or at MA sites.
The local counties and MA sites are responsible for administering the
application process, entering the required data for eligibility
determination into CBMS, and approving or denying applicants’
eligibility. Once approved for eligibility, the beneficiary is required to
pay a CBHP annual enrollment fee (enrollment fee) to the Department,
based on the number of people in the family and the family’s income.

Eligibility data in CBMS feeds into Colorado interChange, which issues
payments to CBHP providers. For CBHP, the Department contracts
with managed-care entities, which are groups or organizations of
medical service providers that serve CBHP beneficiaries to provide
capitation payments to CBHP providers. These capitation payments are
paid regardless of whether the providers serve beneficiaries during the
month or not. Colorado interChange is programmed to pay capitation
payments only on behalf of beneficiaries that are deemed eligible in
Colorado interChange based on eligibility information received from
CBMS and requirements specified in federal and state regulations.
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WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to review the Department’s internal
controls over the CBHP eligibility determination process, as well as the
capitation payment process, to determine whether the Department
complied with applicable federal and state requirements, and whether
payments were only made on behalf of eligible beneficiaries during
Fiscal Year 2020. CMS suspended rules and provided waivers related
to CBHP eligibility requirements in response to the COVID-19 PHE; as
a result, our testwork was split into two periods for testing: (1) July 1,
2019, through February 29, 2020, and (2) March 1, 2020, through June
30, 2020.

We performed the following testwork:
REVIEW OF CBHP ELIGIBILITY CASE FILES

=  We reviewed the Department’s CBHP eligibility internal controls
during Fiscal Year 2020. In addition, we tested a random sample of
25 beneficiaries who were deemed eligible for CBHP benefits and
had capitation payments made on their behalf to a CBHP provider
between July 1, 2019, and February 29, 2020, to determine whether
those beneficiaries’ eligibility determinations were appropriate. If
beneficiaries were determined to be ineligible through our testwork,
we performed further testing to determine whether the beneficiaries
had additional payments made on their behalf from March 2020
through June 2020, and whether the individuals were eligible for
those payments. Our testing included a review of the related
supporting documentation, including the case files; CBMS data
fields related to eligibility determination/redetermination; and
CBHP payment information in Colorado interChange. We
performed testing to determine whether the Department ensured
that local county and MA site caseworkers obtained, verified, and
maintained in the case files the required documents supporting
eligibility determinations and annual redeterminations; correctly



entered eligibility data into CBMS; and properly assessed and
collected enrollment fees.

Additionally, we reviewed the Department’s progress in
implementing our Fiscal Year 2019 audit recommendation related
to CBHP eligibility. During that audit, we recommended that the
Department strengthen its internal controls over CBHP eligibility
determinations by providing adequate training to caseworkers,
monitoring local counties and MA sites, and researching and
resolving CBMS system issues identified in our Fiscal Year 2019
audit. We also recommended that the Department ensure it
disallows benefits if a beneficiary becomes ineligible and if the
enrollment fee is not paid prior to enrollment in the program.

DATA ANALYSES OF CBHP BENEFICIARIES

INELIGIBLE CBHP BENEFICIARIES. During our audit, we obtained
eligibility data for all individuals who were deemed by the
Department, a local county, or an MA site to be eligible for CBHP
benefits in Colorado interChange at any point during the period of
July 1, 2019, through February 29, 2020. We also obtained data for
all CBHP capitation payments made through Colorado interChange
by the Department from July 1, 2019, through February 29, 2020.
This data included a total of $124.7 million in capitation payments
made on behalf of 117,222 beneficiaries. We compared the
eligibility data to the capitation payment data to identify any
instances in which the Department made capitation payments to
providers on behalf of beneficiaries who did not appear to be eligible
for CBHP benefits.

CBHP BENEFICIARIES 19 YEARS OR OLDER. Federal and state
regulations require an individual to be less than 19 years of age to
be eligible for CBHP benefits. To determine the Department’s
compliance with these regulations, we further analyzed the list of all
CBHP capitation payments made through Colorado interChange by
the Department from July 1, 2019, through February 29, 2020.
Specifically, we reviewed the beneficiaries’ dates of birth in
Colorado interChange to identify any capitation payments made on
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behalf of beneficiaries who appeared to be 19 years or older when
the payments were made and, therefore, would not have been
eligible for CBHP benefits.

CBHP ELIGIBILITY MONITORING AND REVIEW

We also inquired about the Department’s monitoring procedures over
local counties and MA sites that were designed to ensure that eligibility
determinations were made in accordance with federal and state
regulations.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY AND HOW WERE THE
RESULTS MEASURED?

We found that the Department did not fully comply with federal and
state regulations for CBHP eligibility and made payments on behalf of
ineligible beneficiaries during the fiscal year. The specific issues we
identified through our analyses of CBHP eligibility data and case file
reviews are outlined in more detail throughout this section.

ELIGIBILITY CASE FILE ISSUES

In 16 of 25 case files tested (64 percent), we identified at least one error.
These errors resulted in a total of 12 ineligible beneficiaries during all
or part of Fiscal Year 2020, and total known questioned costs of
$10,913, of which $8,449 was paid with federal grant funds; and total
likely questioned costs of $3,805, of which $3,076 was paid with
federal grant funds. A questioned cost, as defined in Uniform Guidance
[45 CFR 75.2], is “a cost that is questioned by the auditor ... (1) Which
resulted from a violation or possible violation of a statute, regulation,
or the terms and conditions of a Federal award, including for funds used
to match Federal funds; [or] (2) Where the costs, at the time of the audit,
are not supported by adequate documentation....” Federal regulation
[45 CFR 75.516] further defines known questioned costs as questioned
costs that are specifically identified by the auditor and /ikely questioned
costs as the auditor’s best estimate of total questioned costs. During the
COVID-19 PHE, CMS issued waivers that limited the Department’s
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ability to deny eligibility for enrolled beneficiaries. The Department also
sought guidance from CMS on the treatment of beneficiaries who were
ineligible prior to the COVID-19 PHE and receiving benefits during this
period. Although CMS guidance indicated that the Department should
keep these beneficiaries enrolled until the end of the COVID-19 PHE,
we are reporting the costs incurred for the 12 ineligible beneficiaries in
our sample during the period of the COVID-19 PHE of March 1, 2020,
through June 30, 2020, as /ikely questioned costs since the beneficiaries
were inappropriately deemed eligible prior to the COVID-19 PHE and
should not have been enrolled in CBHP.
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The following table outlines the types of issues we found.

CBHP ELIGIBILITY DETERMINATION
SAMPLING RESULTS FOR FISCAL YEAR 2020
TYPE OF ISSUE QUESTIONED COSTS

KNOWN

QUESTIONED
CosTs JuLy 1,
UNCOLLECTED 2019,

ANNUAL THROUGH LIKELY QUESTIONED COSTS
SAMPLE | ENROLLMENT MISSING CASE FEBRUARY 29, | MARCH 1, 2020, THROUGH

# FEE INCOME! | DOCUMENTATION 2020 UNE 30, 2020
1 X X $972 $0
2 X X $488 $0
3 $0 $0
4 $779 $0
5 $389 $0
6 $355 $708
7 $0 $0
8 $0 $0
9 X X $892 $771
10 X $0 $0
11 X $1,474 $775
12 $195 $0
13 $1,550 $777
14 X $891 $0
15 b $1,375 $0
16 X $1,553 $775
Total: 10 5 S $10,913 $3,805

SOURCE: Office of the State Auditor analysis of CBHP Eligibility Testing.
Income includes — Lack of Income Verification and Income Issues.
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The specific issues we identified and the breakdown of identified
questioned costs are as follows:

CBHP ANNUAL ENROLLMENT FEE NOT PAID. In 10 cases, the
Department either did not assess the required enrollment fee or the

fee was assessed but was never collected. Specifically:
In seven cases, the Department did not assess an enrollment fee.

In the remaining three cases, the Department assessed the
enrollment fees but did not collect the required fees from the
beneficiaries.

Benefits were inappropriately paid on behalf of these
10 beneficiaries for all or part of Fiscal Year 2020. As a result,
the Department was not in compliance with state regulations.
These issues resulted in known questioned costs of $6,684 and
likely questioned costs of $2,260.

State regulations [10 CCR 2505-3, 310.1-310.2] require the

Department to collect an annual enrollment fee from the beneficiary

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

prior to enrollment in the CBHP. The actual fee is determined based
on the number of eligible children within the family. Benefits should
be denied if the annual enrollment fee is not paid prior to enrollment

in the program.

= LACK OF INCOME VERIFICATION. In three cases, the caseworkers
failed to verify income reported by the beneficiary as required by
state regulations. In all three cases, the beneficiary reported income;
however, the caseworker did not verify the reported income through
an electronic data source, wage stubs, tax documents, or through

the employer. These errors resulted in known questioned costs of
$2,854 and /ikely questioned costs of $1,546.

State regulations [10 CCR 2505-10, 8.100.4.B.1.c and
8.100.4.B.1.d] require the Department to verify income reported by
a beneficiary through an electronic data source, wage stubs, tax

documents, or verification with the employer.



INCOME ISSUES. In one case, the beneficiary’s income information
received by the local county or MA site was more than the income
limit set within the state regulation; however, the beneficiary was
deemed eligible in CBMS and Colorado interChange paid capitation
payments on behalf of the beneficiary. As a result, the beneficiary
incorrectly received CBHP benefits during the fiscal year. These
errors resulted in known questioned costs of $1,375. In another
case, the caseworker incorrectly calculated self-employment income
for the beneficiary, resulting in lower income. No questioned costs
were identified in this instance because the beneficiary’s actual

income was still within guidelines.

In order to be eligible for CBHP, state regulation [10 CCR 2505-3,
110.1.D] requires an individual to have a household income greater
than 133 percent of, but not exceeding, 250 percent of the federal
poverty level.

MISSING CASE DOCUMENTATION. In five cases, the Department was
unable to provide documentation necessary to support the CBHP
eligibility determination, including documentation to support
income, such as wage stubs; and documentation to support identity
and citizenship, such as birth certificates; as required by federal

regulations, as follows:

In three cases, the Department could not provide supporting
documentation used by the caseworker in CBMS to verify income
at the time of eligibility determination. Specifically, in all three
cases, the Department was unable to provide copies of the
beneficiary’s wage stubs that were noted as the source document
in CBMS. However, the Department subsequently provided a
hand-written statement from the employer and electronic income
information from another data source interfaced with CBMS that
indicated income was under the federal income threshold,

resulting in no questioned costs.
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In two different cases, to determine beneficiaries’ eligibility, a
birth certificate was identified as the source used to verify identity
and/or citizenship within CBMS; however, the Department was
unable to provide these birth certificates to support their identity
and/or citizenship for eligibility determinations. In both cases,
there was other corroborating documentation in the case file that
indicated the beneficiaries were eligible; however, the
Department did not appropriately maintain the support used to
determine the beneficiaries’ eligibility as required by federal

regulation. These errors did not result in questioned costs.

According to federal regulation [42 CFR 457.965], “The State must
include in each applicant’s record facts to support the State’s
determination of the applicant’s eligibility for [Children’s Health

Insurance Program].”

State regulations [10 CCR 2505-3, 110.1.A, 110.1.B, and 110.1.C]
require the Department to ensure a beneficiary is either less than 19
years of age or a pregnant woman and a citizen of the United States

or an individual who is legally allowed to be in the country.
ELIGIBILITY ISSUES IDENTIFIED THROUGH DATA ANALYSES

We identified 53 ineligible beneficiaries through our data analyses of
CBHP eligibility and capitation payment data from Colorado
interChange for July 1, 2019, through February 29, 2020. The related
overpayments resulted in known questioned costs of $158,413 for
Fiscal Year 2020, of which $123,251 were paid with federal grant
funds. The specific issues we found are discussed in more detail as

follows.

CBHP BENEFICIARIES NOT ON THE ELIGIBILITY LIST. We identified
39 beneficiaries who were not listed as eligible beneficiaries in the CBHP
eligibility data that we received from the Department. However, these
beneficiaries had CBHP capitation payments paid on their behalf
through Colorado interChange during Fiscal Year 2020.



We informed the Department of the issues we identified and provided
the list of all 39 identified beneficiaries. Department staff performed
their review and confirmed that 38 of the 39 beneficiaries were not
eligible in CBMS at some point during Fiscal Year 2020, but showed as
eligible in Colorado interChange during that timeframe. For the
remaining beneficiary, CBMS and Colorado interChange noted the
beneficiary as eligible when payments occurred in July 2019; however,
the Department’s review later determined that the beneficiary was
ineligible during July 2019 after the payments had already been made
through Colorado interChange. As a result, all payments made during
July 1, 2019, through February 29, 2020, for these 39 ineligible CBHP
beneficiaries were improper payments as defined by federal regulations
and, therefore, should be recovered in accordance with state and federal
regulations. These payments resulted in known questioned costs of
$76,924, of which $59,423 were paid with federal grant funds; and
likely questioned costs of $14,345 for March 1, 2020, through June 30,
2020, of which $11,596 were paid with federal grant funds.

According to federal regulation [42 CFR 431.958], any payment to an
neligible beneficiary is considered an improper payment, which is any
payment that should not have been made or that was made in an
incorrect amount (including overpayments and underpayments).

Eligibility errors include ineligible individuals that were authorized as
eligible when they received services [42 CFR 431.960 (d)(2)(1)].

Section 25.5-4-301(2), C.R.S., states that any overpayments of claims to
providers are recoverable. These overpayments “are recoverable regardless of
whether the overpayment is the result of an error by the state department, a
county department of human or social services, an entity acting on behalf of

either department, or by the provider or any agent of the provider....”

Pursuant to 1903(d)(2)(C) of the Social Security Act [42 U.S.S. 1396b],
states have up to 1 year from the date of discovery of the overpayment
to recover or attempt to recover the overpayment before the federal
share must be refunded to the Centers for Medicare and Medicaid

Services (CMS) regardless of whether recover is made from the provider.
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CBHP BENEFICIARIES 19 YEARS OR OLDER. We identified $853,422 in
capitation payments made on behalf of 168 beneficiaries who appeared to
be 19 years or older at the time of the CBHP capitation payments and,
therefore, would not have been eligible for CBHP benefits. These
beneficiaries were identified based on their dates of birth and the dates

of capitation payments made on their behalf in Colorado interChange.

We selected a random sample of 17 of the 168 beneficiaries to test
whether or not the beneficiaries were ineligible to receive CBHP benefits
based on their age. Using information contained in both Colorado
interChange and CBMS, we confirmed that 14 of the 17 tested (82
percent) were 19 years or older when they had capitation payments paid
on their behalf and, thus, were ineligible for these payments made
through Colorado interChange. For example, we noted that based on
the information in CBMS, 10 of the beneficiaries had not been eligible
for CBHP benefits since 2017 even though Colorado interChange
showed the beneficiaries as eligible. One of these beneficiaries had
passed away in 2017, but had payments made on their behalf through
September 2019. The remaining three of the 17 beneficiaries we tested
were under the age of 19 at the time of the payments, but had an
incorrect date of birth in Colorado interChange and/or CBMS.

In total, for the 14 beneficiaries, we identified known questioned costs
of $81,489 for Fiscal Year 2020, of which $63,828 were paid with
federal grant funds. Additionally, for the remaining 151 beneficiaries
with an age of 19 years or older based on their date of birth in Colorado
interChange, we identified /likely questioned costs of $775,470 for
payments made on their behalf after they turned 19, of which $611,762
were paid with federal funds for Fiscal Year 2020.

Federal regulation [42 CFR 457.320] defines children as up to, but not
including, the age of 19. In addition, state regulation [10 CCR 2505-3,
101.1.A.1] states that an individual must be less than 19 years of age to
be eligible for CBHP.
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The CBHP state plan amendment [CO-20-0031] approved by CMS,
waives the requirement during the COVID-19 PHE, except for
circumstances described in 42 CFR 435.926(d)(1) that states, the
Department has to terminate a child’s eligibility during a
continuous eligibility period once the child attains the maximum age of

19 years. Department policy further clarifies that beneficiaries enrolled
i CBHP must meet age requirements [HCPF PM 20-004].

The following table summarizes the eligibility issues we identified

through our data analyses.
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IMPROPER PAYMENTS FOR INELIGIBLE BENEFICIARIES

NUMBER OF JULY 1,2019, THROUGH MARCH 1, 2020, THROUGH
e FEBRUARY 29, 2020 JUNE 30,2020 TOTAL
WITH KNOwWN LIKELY KNOWN LIKELY KNoOwN
IMPROPER QUESTIONED QUES"HONED QUEST{ONED QUFST[ONE.D QUFST[ONED
PAYMENTS CosTS COSTS COSTS CosTS CosTS
CBHP
Beneficiaries
Not on the 39 $76,924 $0 $0 $14,345 $76,924 $14,345
Eligibility
List
CBHP
Beneficiaries 14 $62,842 $511,191 $18,647 $264,279 $81,489 $775,470
19 Years or
Older

Total Questioned Costs | $158,413 $789,815
Total Federal Funds in Questioned Costs | $ 123,251 $623,358

SOURCE: The Office of the State Auditor analysis of Fiscal Year 2020 CBHP capitation payments and eligibility data from Colorado
interChange and beneficiary information from CBMS.

ELIGIBILITY MONITORING ISSUES

CBHP ELIGIBILITY QUALITY REVIEW REPORT. In addition, we identified
problems with the Department’s monitoring of local counties and MA
sites over CBHP eligibility determinations. Based on our inquiry, we
found that the Department did not obtain any quarterly quality review
reports from local counties and MA sites during Fiscal Year 2020, or
monitor the local counties and MA sites through an alternative process.
As a result, the Department did not monitor local counties and MA sites

in accordance with federal regulations and Department procedures.


https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=103a43749e6e515a2601211616807ec6&term_occur=999&term_src=Title:42:Chapter:IV:Subchapter:C:Part:435:Subpart:J:Subjgrp:69:435.926
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=8c6500233f31252656660d0aa047c99c&term_occur=999&term_src=Title:42:Chapter:IV:Subchapter:C:Part:435:Subpart:J:Subjgrp:69:435.926
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Department procedures require local counties and MA sites to compile
and submit the results of their own quality reviews of CBHP eligibility
case files to the Department on a quarterly basis. In addition, local
counties and MA sites that do not submit their quality review reports

on a timely basis are subject to corrective action.

According to federal regulation [45 CFR 75.303(a)], the Department,
as a recipient of federal funds, must establish and maintain effective
internal controls over its federal awards that provide reasonable
assurance that the Department is managing its federal grants in
compliance with federal statutes, regulations, and the award terms and
conditions. These internal controls should be in compliance with Green
Book, Paragraph 16.01, which states that the Department should
establish and operate monitoring activities to monitor its internal
control system and evaluate the results. Monitoring activities include
reviewing reports, performing reconciliations, and observing

operations.

WHY DID THESE PROBLEMS OCCUR?

Overall, the Department lacked sufficient internal controls to ensure
that it complied with state and federal CBHP eligibility requirements
and to ensure that CBHP capitation payments were appropriately paid
only on behalf of eligible beneficiaries during Fiscal Year 2020.

Specifically, we noted the following causes for the errors we identified:

CBHP ANNUAL ENROLLMENT FEE. CBMS was not programmed to
calculate and assess the correct enrollment fee or disallow benefits if the
enrollment fee was not paid prior to enrollment in the program. In
addition, CBMS was not programmed to calculate and assess an
enrollment fee when a beneficiary moves between programs, such as
from other federal programs to CBHP. According to the Department,
CBMS is programmed to only calculate and assess an enrollment fee at
a beneficiary’s annual redetermination and does not assess a fee when
beneficiaries move to CBHP in between annual redeterminations, as

required by state regulations.



CASEWORKER ERROR. Caseworkers did not ensure that they maintained
the required documentation to support CBHP eligibility, such as
citizenship and identity status; or obtained and verified beneficiary

income.

MONITORING AND REVIEWS. The Department reported that it
discontinued its process of obtaining quarterly CBHP monitoring
reports from local counties and MA sites during Fiscal Year 2020
because the process is not effective and it is creating a new oversight
monitoring process; however, the Department did not implement an
interim monitoring process to ensure compliance with federal

regulations.

SYSTEM INTERFACE ISSUES AND LACK OF RECONCILIATION PROCESS.
CBMS failed to interface with Colorado interChange appropriately
during Fiscal Year 2020 to update beneficiaries’ eligibility information.
As a result, some beneficiaries who were deemed ineligible for CBHP in
CBMS were listed as eligible in Colorado interChange and capitation

payments were made on their behalf during the fiscal year.

Furthermore, the Department lacked an effective internal control
process for reconciling CBHP beneficiaries’ eligibility information in
CBMS to the eligibility information in Colorado interChange to ensure
the information is consistent in both systems and the beneficiary is
appropriately deemed either eligible or ineligible in accordance with
federal and state regulations. The Department indicated that it
developed a manual reconciliation process in October 2019 to correct
the eligibility status of these beneficiaries from eligible to ineligible in
Colorado interChange to stop any further payments. This manual
reconciliation process, however, did not identify and stop all the
overpayments to providers on behalf of ineligible beneficiaries noted in
this audit. Additionally, the Department did not recover these

overpayments as required by federal and state regulations.
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WHY DO THESE PROBLEMS MATTER?

Inaccurate processing of case file information to determine eligibility
can result in the local counties and MA sites granting CBHP benefits to
ineligible individuals. Without maintaining the required documentation
to support eligibility, the local counties, MA sites, and ultimately the
State cannot substantiate that eligibility determinations and
redeterminations for CBHP are accurate, which can result in benefits

being paid on behalf of ineligible individuals.

Making payments to ineligible individuals can result in the Department
having to repay the federal government for the federal portion of the
overpayments. Additionally, the federal government can disallow
federal funds for program expenditures that do not adhere to
regulations, and the State would be required to bear the cost of these

€rrors.

Because CBMS determines eligibility and Colorado interChange makes
payments on behalf of other federal programs, system issues with CBMS

and Colorado interChange could result in erroneous payments for other

programs.

FEDERAL AGENCY DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBERS CHIP2018"
CHIP2019"
CHIP2020"

FEDERAL AWARD YEARS 2018,2019, AND 2020

PASS THROUGH ENTITY NONE

CFDA No. 93.767, CHILDREN’S HEALTH INSURANCE
PROGRAM

COVID-19 FUNDING No

COMPLIANCE REQUIREMENTS ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)
ELIGIBILITY (E)

CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS $169,326

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THiIS FINDING APPLIES TO PRIOR AUDIT RECOMMENDATIONS 2019-043B, 2019-047A,

AND 2019-047B
"ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS.




RECOMMENDATION
2020-036

The Department of Health Care Policy and Financing should improve
its internal controls over Children’s Basic Health Plan (CBHP)
payments by:

A

Resolving Colorado Benefits Management System (CBMS)
programming issues to ensure that CBHP annual enrollment fees are
being calculated correctly including when a beneficiary moves
between programs, and to disallow benefits if the annual enrollment

fee is not paid prior to enrollment in the program.

Educating caseworkers by incorporating the issues identified
through the audit in training and support for the local counties and
Medical Assistance (MA) sites, to ensure that caseworkers are
maintaining the required documentation to support eligibility,
obtaining required identity and citizenship status, and obtaining and

verifying income reported by the beneficiary.

Establishing an interim monitoring process over local counties and
MA sites until the new oversight monitoring process is implemented,
to ensure that CBHP eligibility is processed in accordance with
federal regulations and federal grant requirements.

Researching and resolving the CBMS and Colorado interChange
system interface issues to ensure that the Colorado interChange
system only pays providers capitation payments on behalf of eligible

beneficiaries.

Identifying and correcting any additional cases affected by the

system issues noted in our audit.

Researching and recovering any overpayments made to providers on
behalf of ineligible beneficiaries noted through the audit in
accordance with federal and state regulations.
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RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

A AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department has already made some changes to the Colorado
Benefits Management System (CBMS) to ensure that CHP+ annual
enrollment fees are being calculated correctly including when a
beneficiary moves between programs, and to disallow benefits if the
annual enrollment fee is not paid prior to the enrollment in the
program. The Department will make additional system changes as
necessary. Of the ten cases identified in this audit, seven cases have

already been fixed.
PARTIALLY AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department disagrees with the auditors' statements that the
Department was unable to provide verification in several of the
findings, since that information can be self-attested by the
beneficiary and that the caseworker may have simply mislabeled the
data verification or that documentation was not maintained due to
documentation retention policies. Therefore, the documentation the
auditor determined to be missing was not part of verifications
needed to determine eligibility. Caseworker errors can be caused by
an array of issues, including training material retention; a lack of
adequate funding to balance caseload inventory versus available
work hours and staffing levels; a lack of quality review and
performance reinforcement; and an assortment of local issues that
lead to employee turnover. The Department agrees with the six
caseworker errors identified in this audit. These errors did not affect
eligibility and had no questionable cost. The Department will
continue to work with eligibility sites regarding caseworker errors
identified through this audit.



AUDITOR’S ADDENDUM

For the errors related to missing case file documentation, federal
regulation as noted in this finding [42 CFR 457.965] states that, “The
State must include in each applicant’s record facts to support the State’s
determination of the applicant’s eligibility for [Children’s’ Health
Insurance Program].” In five missing documentation cases noted in the
finding, the Department was unable to provide the supporting

documentation used to determine eligibility.

For the errors related to the Department not verifying income, state
regulations as noted in this finding [10 CCR 2505-10, 8.100.4.B.1.c
and 8.100.4.B.1.d] require the Department to verify income reported by
a beneficiary through an electronic data source, wage stubs, tax
documents, or verification with the employer. The caseworker did not
verity income for the three cases and incorrectly calculated self-

employment income for one case noted in the finding.
C  AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department began the implementation of a new monitoring
process called the Eligibility Site Oversight and Accountability
Program in February 2021. This program includes strengthening
performance measures, developing mechanisms for collecting
performance data, developing eligibility site specific performance
dashboards, and developing corrective action plans.  The
Department has developed internal processes and defined
performance measures for which eligibility sites will be held
accountable. The first iteration of these performance measures
began in March of 2021 and will continue through July 2021. In
addition, the Department has taken steps to ensure that we have
ongoing systemic and dashboard monitoring for Medicaid and
CHP+ programs that captures eligibility errors, eligibility system
performance, and eligibility results. The state implemented the first
phase of the monitoring dashboard in June 2020 with the second
phase to be implemented by March 2022. All processes under the
Eligibility Site Oversight and Accountability program will be
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implemented through enhanced administrative rules, which will
implement Improvement Action Plans to eligibility sites that are out

of compliance.
D PARTIALLY AGREE. IMPLEMENTATION DATE: DECEMBER 2022.

The Department disagrees with the auditor’s findings and
questioned costs related to capitation payments under the Eligibility
Issues Identified through Data Analyses section. These costs are
related to cases that were “not eligible” in CBMS but were showing
as “eligible” in Colorado interChange that were already identified
by the Department. The Department was actively working to
resolve these cases with CMS prior to the Public Health Emergency
(PHE). The Department developed and implemented a
reconciliation report that is used to research and resolve CBMS and
Colorado interChange interface mismatches. Members identified on
the reconciliation reports were being manually updated until March
2020. CMS instructed the Department to cease work on these cases
when the PHE was implemented. During the PHE the Department
was not allowed to terminate benefits for anyone receiving benefits
prior to March 2020, even if eligibility was determined incorrectly
prior to the PHE. During this unprecedented time, the authority and
operations regarding these cases was not immediately available. The
auditors’ retrospective review fails to address the uncertainty that
occurred during this period of the PHE. The Department agrees to
resume work on the manual reconciliation process when authorized

by CMS.

AUDITOR’S ADDENDUM

As noted in the finding, testing was completed for the period of July 1,
2019, through February 29, 2020. Therefore, all issues identified were
the result of errors prior to the COVID-19 PHE. According to federal
regulation [42 CFR 431.958], any payment to an ineligible beneficiary is
considered an improper payment, which is any payment that should not
have been made or that was made in an incorrect amount (including

overpayments and underpayments). Eligibility errors include ineligible



individuals that were authorized as eligible when they received services
[42 CFR 431.960 d (2)(i)]. The Department’s controls failed to detect
the ineligible beneficiaries identitied in the audit and continued to pay
benetits on their behalf.

E  AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department has thoroughly researched the eligibility issues
identified in this audit. Of the 16 cases identified in this audit, 12
cases were identified as system issues. Of those 12 cases, 9 have
already been fixed with system updates made in November 2019,
August 2020, or February 2021. The remaining 3 issues will be
fixed with system updates made prior to July 2022.

F PARTIALLY AGREE. IMPLEMENTATION DATE: IMPLEMENTED.

The Department will make referrals to law enforcement in any cases
involving credible allegations of fraud by the provider. At this time,
the Department has determined that these beneficiaries were
displayed as eligible when the provider checked the beneficiaries'
eligibility status. Therefore, the Department will waive the recovery
as such action would be inequitable to the providers and
administratively impracticable by the Department as allowed under

state law.

AUDITOR’S ADDENDUM

Section 25.5-4-301(2), C.R.S., states that any overpayments of claims
to providers are recoverable. These overpayments “shall be recoverable
regardless of whether the overpayment is the result of an error by the
state department, a county department of social services, an entity
acting on behalf of either department, or by the provider or any agent
of the provider.” Section 25.5-4-301(2)(a)(Il), C.R.S., further states, “If
the state department makes a determination that such overpayment has
been made for some other reason than a false representation by the
provider..., the state department may collect the amount of
overpayment, plus interest accruing at the statutory rate from the date

the provider is notified of such overpayment.... Pursuant to the criteria
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established in rules promulgated by the state board, the state
department may waive the recovery or adjustment of all or part of the
overpayment and accrued interest specitied in this subparagraph (Il) if
it would be inequitable, uncollectible or administratively
impracticable...” Pursuant to 1903(d)(2)(C) of the Social Security Act
[42 U.S.S. 1396b], states have up to one year from the date of discovery
of the overpayment to recover or attempt to recover the overpayment
before the tederal share must be refunded to CMS regardless of whether
recovery is made from the provider. The audit identified $169,326 in
overpayments for Fiscal Year 2020.

RECOVERING AND
REFUNDING OF FEDERAL
SHARE OF MEDICAID
AND CBHP PROVIDERS’
OVERPAYMENTS

The Department pays providers for services rendered to eligible
beneficiaries of Medicaid and CBHP programs. In some cases, the
Department may discover that it paid a provider for unallowed services,
or that it paid more than the allowable amount, and will need to seek a
recovery for the overpayment. In such cases, the Department is required
to repay CMS for the portion of the overpayment that was funded by
the federal government (federal share) within 1 year of the date the

overpayment was identified.

The Department’s Program Integrity (PI) Division identifies, receives,
and tracks overpayments made to Medicaid and CBHP providers. An
overpayment is identified once the PI Division sends a Demand Letter
(date of discovery) to the provider or receives a self-disclosure

identifying the amount of overpayment. The provider has a deadline of



30 days after receiving a Demand Letter or 60 days after submitting a
self-disclosure to submit the overpayment or make arrangements for a
payment plan with the PI Division. The PI Division uses a recovery
tracking spreadsheet (Spreadsheet) to compile all necessary information
for the recovery and refund of overpayments. The Spreadsheet is
designed to contain information such as the amount of the

overpayment, date of discovery, and deadlines for refunding to CMS.

The federal share of overpayments that must be refunded to CMS
depends upon the Federal Medical Assistance Percentage (FMAP) at
which the Department was reimbursed. Once the PI Division recovers
an overpayment from the provider, it determines the FMAP and
includes it in a recovery form called the Colorado Authorization
Document; PI Division staff then send it to the Controller’s Division for
recording the recovery and refund information in the Colorado

Operations Resource Engine (CORE), the State’s accounting system.

The Department’s Controller’s Division uses summary data from
CORE to report financial information for Medicaid and CBHP—
including all overpayments and the associated federal share—to CMS
in quarterly reports: Form CMS-64 for Medicaid and Form CMS-21 for
CBHP. The Department has up to 1 year from the date of discovery of
an overpayment to report the refund to CMS in one of these forms, as

appropriate.

The PI Division works with the Controller’s Division to ensure the timely

reporting and refunding of the federal share of overpayments to CMS.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to review the Department’s internal
controls over processes for recovering, reporting, and refunding the
federal share of Medicaid and CBHP overpayments, as well as to

determine whether the Department complied with applicable federal
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requirements and Department policies and procedures during Fiscal
Year 2020.

During our audit, we reviewed the Department’s Spreadsheet detailing
all overpayment cases that appeared to be due for a refund of federal
share to CMS during Fiscal Year 2020. The Spreadsheet included 50
Medicaid and seven CBHP overpayment cases, and from these, we
selected and tested a sample of 13 Medicaid and five CBHP
overpayments. We requested and reviewed supporting documentation
for these overpayments to determine whether (1) the information
recorded in the Spreadsheet was accurate, (2) the overpayment was
recovered in a timely manner or recovery was attempted within 1 year
from the date of discovery, and (3) the federal share was appropriately
refunded through quarterly reports to CMS in accordance with federal

regulations.

Additionally, we requested the Department’s policies and procedures to
ensure compliance with federal regulations governing the recovery,
reporting, and refunding of Medicaid and CBHP overpayments to
CMS.

The process followed for recovery, reporting, and refunding the federal
share of overpayments to providers is the same for both Medicaid and
CBHP, and our testing was used to determine compliance for both

programs.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY AND HOW WERE THE
RESULTS MEASURED?

We found that the Department did not fully comply with federal
regulations for recovering, reporting, and refunding the federal share of
Medicaid and CBHP overpayments to providers during Fiscal Year
2020. We noted issues with the untimely recovery and refund of

overpayments to CMS, inaccurate federal reporting to CMS, and
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untimely follow-up with the provider on outstanding overpayments and

expired checks. Specifically, we identified the following:

UNTIMELY RECOVERY AND REFUND. For six of the 13 Medicaid (46
percent) and two of five CBHP (40 percent) overpayments tested,
the Department failed to recover, or seek to recover, the
overpayments from the provider and failed to refund to CMS, the
federal share, within 1 year of the date of discovery, as required by
federal regulations. For example, an overpayment was identified on

September 13, 2018, but the Department did not recover, or seek to

FOLIdNV 4LV.IS OAVIOTOO dHL 40 LYIOddd

recover, the overpayment until September 15, 2020, and did not
refund the federal share to CMS until federal quarter ending
September 30, 2020, which is 367 days past the 1 year recovery and
refund period in accordance with the federal requirement. In
addition, for one of the 13 Medicaid (8 percent) and one of five
CBHP (20 percent) overpayments tested, the Department failed to
refund the federal share of overpayment to CMS within 1 year of
the date of discovery. As a result of untimely follow-up with the
providers, the Department did not recover the overpayments
amounting to $23,646 in known questioned costs; and did not
refund $12,176 within the 1 year period of discovery. These errors
resulted in underreporting of overpayments to CMS for Fiscal Year
2020. Additionally, the Department could be liable to CMS for the
interest payments on these untimely refunds of overpayments. As of
the end of our audit, the Department had not provided an estimated
amount of interest that will be due to CMS so we were unable to

report an estimated questioned costs amount for the interest.

According to federal regulation [42 CFR 433.312(a)(1) and (2)], the
Department has 1 year from the date of discovery of an overpayment
to a provider to recover or seek to recover the overpayment before
the Federal share must be refunded to CMS. In addition, the
Department must refund the Federal share of overpayments at the
end of the 1-year period following the date discovery of
overpayment, whether or not the State has recovered the

overpayment from the provider.
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According to federal regulation [42 CFR 433.320(a)(4)], if the
Department does not refund the Federal share of such overpayment
as indicated in the previous paragraph (a)(2), the State will be liable
for interest on the amount equal to the Federal share of the non-
recovered, non-refunded overpayment amount. Interest during this
period will be at the Current Value of Funds Rate, and will accrue
beginning on the day after the end of the 1-year period following
discovery until the last day of the quarter for which the State submits
a CMS-64 report refunding the Federal share of the overpayment.

INACCURATE FEDERAL REPORTING. For all 13 Medicaid
(100 percent) and all five CBHP (100 percent) overpayments we
tested, the Controller’s Division reported the federal share of the
overpayments made to providers on the wrong line of the CMS
quarterly reports rather than on the line specified and required by

Uniform Guidance.

Uniform Guidance states that the Department must report the
refund of the overpayment on CMS-64 for Medicaid on line 9C1-
Fraud, Waste and Abuse and/or on CMS-21 for CBHP on line 4-

Adjustments Decreasing Claims-Collections.

EXPIRED CHECK AND UNTIMELY FOLLOW-UP. For one of the
13 Medicaid overpayments tested (8 percent), the PI Division failed
to timely process the overpayment recovery check received from the
provider. Consequently, the check, which was received on
September 5, 2019, expired and the Department did not take any
actions to follow up with the provider at any time through the end
of the fiscal year to obtain payment. After we brought this issue to
the Department’s attention, they followed up on the outstanding
payment in January 2021, which is more than 16 months since the

check expired.

According to the Department’s Policies and Procedures, Recovery
Ofticer Check Processing, Section (V)(A), the PI Division within



Audits and Compliance has to process the received check in a timely

manner and provide a copy to the accounting or Controller Division.

INCOMPLETE TRACKING SPREADSHEET. We found that the
overpayment recovery and refund tracking Spreadsheet used by the
PI Division was incomplete and missing important information such
as the date of the discovery, the federal program reimbursement rate,
and deadlines for refunding to CMS.

Green Book, Section 4, Paragraph OV4.08, states that
documentation is required for the effective design, implementation,

and operating effectiveness of an entity’s internal control system.

WHY DID THESE PROBLEMS OCCUR?

The Department did not have adequate internal controls, including

policies and procedures, in place over the recovery, reporting, and

refunding of Medicaid and CBHP overpayments during Fiscal Year

2020 to ensure compliance with federal regulations. Specifically, we

noted the following causes for the identified errors:

LACK OF TRAINING. The staff within the PI Division and the
Controller’s Division lacked adequate training to document,
communicate, and report details of overpayments to ensure
compliance with federal regulations. Specifically, the Department’s
PI Division did not timely create and provide the Colorado
Authorization Document form to the Controller’s Division and the
Controller’s Division did not report the refund of the overpayments
within 1 year of the date of discovery to ensure compliance with
federal regulations. Additionally, staff lacked training to properly
track and report overpayments for Medicaid and CBHP; timely
process recovery and refund of overpayments, processing checks
timely, and correctly report overpayments on CMS quarterly

reports.
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= LACK OF POLICIES AND PROCEDURES. The Department lacked written
policies and procedures to ensure that all necessary information such
as the date of the discovery, the federal program reimbursement rate,
and deadlines for refunding to CMS required to track, recover,
report, and refund overpayments were documented within the

Spreadsheet.

= LACK OF ACCOUNT CODES. According to the Controller Division
staff, the correct accounting codes are not set up in CORE;
therefore, the recovered overpayments are currently recorded under
incorrect accounting codes in CORE. This led to the reporting of
overpayments on the incorrect federal reporting lines in CMS

quarterly reports.

= LACK OF SUPERVISORY REVIEW. The PI Division and Controller’s
Division lacked supervisory review over the Spreadsheet and CORE
account codes used on the recoveries to ensure completeness and
accuracy of information to support timely recovery, refund, and

reporting of overpayments.

WHY DO THESE PROBLEMS MATTER?

Strong internal controls over refunding and recovery of Medicaid and
CBHP overpayments, including written policies and procedures;
adequate staff training on those policies and procedures, and any related
processes; a proper tracking mechanism; and a supervisory review
process are necessary to ensure that Department is in compliance with

federal and state regulations.

Without a proper tracking mechanism for overpayments, the
Department risks failing to timely recover state funds paid improperly,
refund overpayments, and accurately report overpayment information
to the federal government, potentially resulting in additional liability of

interest on overpayments to the federal government.



FEDERAL AGENCY DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBERS CHIP2018" XIX-ADM2020
CHIP2019" XIX-MAP2018"
CHIP2020" XIX-MAP2019°
XIX-ADM2018 XIX-MAP2020°
XIX-ADM2019

FEDERAL AWARD YEARS 2018,2019, AND 2020

PASS THROUGH ENTITY NONE

CFDA Nos. 93.767", CHILDREN’S HEALTH INSURANCE
PROGRAM; 93.778", MEDICAL ASSISTANCE
PROGRAM

COVID-19 FUNDING No

COMPLIANCE REQUIREMENTS ACTIVITIES ALLOWED OR UNALLOWED (A)

ALLOWABLE COSTS/COST PRINCIPLES (B)
REPORTING (L)
SPECIAL TESTS AND PROVISIONS (N)
CLASSIFICATION OF FINDING MATERIAL WEAKNESS
TOTAL KNOWN QUESTIONED COSTS $23,646™
KNOWN QUESTIONED COSTS $0
RELATED TO COVID-19 FUNDING

THis FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

“ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS.

“"THE DEPARTMENT REFUNDED $23,646 IN KNOWN QUESTIONED COSTS TO CMS AFTER JUNE 30,
2020; HOWEVER, THE UNKNOWN INTEREST AMOUNT ON THESE KNOWN QUESTIONED COSTS HAS
NOT BEEN REFUNDED AS OF MAY 2021.

RECOMMENDATION
2020-037

The Department of Health Care Policy and Financing (Department)
should improve its internal controls over Medicaid and Children’s Basic
Health Plan (CBHP) overpayments and comply with the related

payment and reporting requirements by:

A Providing adequate training to staff to ensure timely documentation
and communication of recovery information between the Program
Integrity Division and the Controller Division related to reporting
and refunding of overpayments within 1 year of the date of
discovery in accordance with federal regulation. Additionally, the
training should focus on proper tracking and reporting of
overpayments for Medicaid and CBHP, timely processing of

recovery of overpayments, timely check processing, and correct
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refunding of the federal share of these overpayments on Centers for

Medicare and Medicaid Services (CMS) quarterly reports.

Developing and implementing written policies and procedures to
ensure that all necessary information required to correctly track
Medicaid and CBHP overpayments is included on the tracking
spreadsheet and recovered overpayments are refunded and reported
to CMS within the 1 year of the discovery date, in accordance with

federal regulations.

Creating overpayment account codes to report recovered
overpayments accurately in the Colorado Operations Resource
Engine (CORE) and subsequently under the correct federal
reporting lines in CMS quarterly reports.

Implementing a supervisory review over the tracking spreadsheet
and CORE overpayment recovery account codes to ensure
completeness and accuracy of information to support timely

recovery and reporting of overpayments by the divisions.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

A AGREE. IMPLEMENTATION DATE: JULY 2022.

The Program Integrity Division and Controller Division will develop
and provide training to staff that covers the federal regulations
surrounding reporting overpayments and returning the federal
share, required information for tracking overpayments, processes
for processing recovered funds in a timely manner, and processes for
properly refunding the federal share on the CMS-64 and/or CMS-
21.



B AGREE. IMPLEMENTATION DATE: JULY 2022.

The Program Integrity Division and Controller Division will draft
and revise existing policies and procedures to ensure proper tracking
of recovered overpayments, timely processing of those payments,
and correct reporting on the CMS-64 and/or CMS-21.

C  AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department will implement procedures and coding sufficient to
allow proper reporting of overpayments returned greater than one

year from the date of discovery for the CMS quarterly reports.
D AGREE. IMPLEMENTATION DATE: JULY 2022.

The Program Integrity Division and Controller Division will develop
and revise supervisory review processes for ensuring that the
tracking spreadsheet is complete and accurate and that the CORE

account codes are correctly reported.

PRESUMPTIVE
ELIGIBILITY

Colorado’s presumptive eligibility program is designed to give
immediate, temporary medical coverage to children under 19 and
pregnant women while they wait for a regular Medicaid or CBHP
eligibility determination. Though there are fewer eligibility requirements
for presumptive eligibility in comparison with regular Medicaid or CBHP
coverage, beneficiaries must submit a Medical Assistance application

(Application) and meet certain criteria to be eligible.

To manage the application process and help ensure that only people
meeting the basic eligibility criteria are enrolled in presumptive eligibility
programs for children and pregnant women, the Department partners
with clinics, health care centers, and community resource centers that are

certified as presumptive eligibility sites (PE sites). Such PE sites must be
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re-certified by the Department every 2 years to maintain their active
status as qualified PE sites in order to process presumptive eligibility. As
part of the re-certification process, the Department conducts a sample of
eligibility case reviews. During Fiscal Year 2020, there were 57 PE sites
that together determined presumptive eligibility for 1,795 Medicaid cases
and 875 CBHP cases.

The process of enrolling an applicant into a presumptive eligibility
program begins when a caseworker at a PE site collects minimum
information needed to determine presumptive eligibility, including the
applicant’s name, age, residency, citizenship, and income. The
caseworker enters this information into CBMS, which determines
whether the applicant is eligible to receive Medicaid or CBHP temporary
benefits. If the applicant is deemed presumptively eligible, then CBMS
feeds relevant data to Colorado interChange, which issues payments to
CBHP and Medicaid providers on behalf of these beneficiaries. If the
applicant’s reported information is not in compliance with state and
federal requirements, CBMS is programmed to deny the eligibility and
mark the applicant’s eligibility as fai/ within CBMS. As a result, the
applicant would not be eligible to receive any payments on their behalf
through Colorado interChange. Once an applicant’s presumptive
eligibility has been determined, the PE site submits the Application along
with a transmittal form detailing the beneficiary’s reported information
to the appropriate local county or designated MA site, which then
completes the application process to determine regular (i.e., not
presumptive) eligibility for Medicaid or CBHP benefits. Once the
applicant is enrolled in the regular Medicaid or CBHP program, the

individual’s presumptive eligibility benefits should end.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to review the Department’s internal
controls over the processing of presumptive eligibility for Medicaid and

CBHP programs, as well as to determine whether the Department



complied with the applicable federal and state requirements for Fiscal
Year 2020.

During our internal controls testing, we reviewed all 57 PE sites to
determine whether they were due for re-certification and were
appropriately re-certified to process presumptive eligibility by the
Department during the fiscal year. Out of 57 PE sites, 39 were due for
re-certification during Fiscal Year 2020. We also reviewed the
Department’s case reviews of the presumptive eligibility determinations
processed by 13 staff at five out of the 39 PE sites due for re-certification
during Fiscal Year 2020 to determine whether reviews were performed
and if the appropriate training was provided for those PE sites’ staff that
failedthe Department’s review. The PE site’s staff fails the Department’s
case reviews if the Department identifies a high amount of presumptive
eligibility determination errors in accordance with federal and state
requirements. If the PE site’s staff fails the review, the Department
requires the staff to undergo customized Department training over the
areas they failed within 6 months of the review. We also made inquiries
with Department staff regarding their policies and procedures over
monitoring of these PE sites and reviewed the Department’s process of

case file reviews.

In addition, we randomly selected a sample of 20 Medicaid and 20 CBHP
cases for individuals who were deemed presumptively eligible by the
Department during Fiscal Year 2020 to determine whether the
Department complied with federal Medicaid and CBHP presumptive
eligibility requirements. Our testing included reviewing the related
supporting case file documentation, as well as the CBMS data fields
related to presumptive eligibility determinations and payment

information in Colorado interChange.

The process followed for presumptive eligibility determination is the
same for both Medicaid and CBHP, and therefore our testing was used

to determine compliance for both programs.
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WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY AND HOW WERE THE
RESULTS MEASURED?

We found that the Department did not fully comply with federal and

state regulations regarding Medicaid and CBHP presumptive eligibility

requirements during Fiscal Year 2020. We noted issues regarding the

Department’s timeliness of PE sites’ re-certifications, failure to timely end

beneficiaries’ presumptive eligibility, a lack of review of PE sites, and

missing documentation. Additionally, we found CBMS system issues

related to the determination of applicant’s presumptive eligibility.

Specifically, we identified the following:

UNTIMELY END OF PRESUMPTIVE ELIGIBILITY. In eight out of 20
Medicaid (40 percent) and seven out of 20 CBHP (35 percent) cases,
we found that the Department did not properly end presumptive
eligibility within CBMS as required by the federal regulation. For
example, in one CBHP case, the beneficiary’s presumptive eligibility
did not end until 57 days after the beneficiary was determined to be
eligible for regular CBHP benefits.

Federal regulation [42 CFR 435.1101)] states that presumptive
eligibility should end the day on which a decision is made on the
application for Medical Assistance or the last day of the month
following the month in which the determination of presumptive

eligibility was made.

LAPSED CERTIFICATIONS OF PE SITES. We found that five of the 57 PE
sites (9 percent) were not re-certified within 2 years, as required,
during Fiscal Year 2020, and therefore, were not qualified to make
presumptive eligibility determinations after their re-certification due
date had passed. Based on inquiry with the Department, these five
PE sites processed a total of 314 presumptive eligibility
determinations for Medicaid and CBHP after their re-certification
due date during Fiscal Year 2020. The Department was unable to

provide the total payments made on behalf of these beneficiaries



during the presumptive eligibility period as of June 30, 2020, since
these payments are not separately identified from regular Medicaid
or CBHP payments in the system. As a result, we were unable to
determine the amount of questioned costs the Department paid for
these individuals during Fiscal Year 2020.

State regulation [10 CCR 2505-10, 8.100.4.F (3)] requires the
Department to re-certify the PE sites every 2 years to remain an

approved site.

LACK OF REVIEW OF PE SITES. We found several issues with the

Department’s review of PE sites. Specifically we found the following:

For 13 out of the 39 PE sites due for re-certification and a review
(33 percent), the Department did not perform any case reviews to
ensure that presumptive eligibility determinations were being
made appropriately and in accordance with state and federal
regulations by the PE site staff during Fiscal Year 2020.

11 of 13 staff at three PE sites (85 percent) failed the
Department’s review of presumptive eligibility determinations
during the fiscal year. However, the Department was unable to
provide adequate evidence that it provided training to these staff
within 6 months of their failed reviews, as required by

Department processes.

Currently, for all 57 PE sites, the Department conducts reviews
every 2 vyears, but only requires them to retain eligibility
documentation for 1 year. As a result, the Department is able to
monitor PE site’s eligibility determinations for only half of the

period since the last review, leaving the other half unmonitored.

Federal regulation (42 CFR 435.1102(b)(3)) requires the
Department to “establish oversight mechanisms to ensure that
presumptive eligibility determinations are being made consistent

with the statute and regulations”.
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According to the Department processes, staft are to review a
sample of presumptive eligibility cases at PE site every 2 years
when reviewing sites for re-certification. If a PE site’s staff fails a
review, the Department requires the staff to undergo customized
Department training within 6 months over the areas they failed.

Green Book, Section 2, Paragraph OV2.02, states that the Green
Book applies to all of an entity’s objectives: operations, reporting,
and compliance. Additionally, Green Book, Paragraph 16.01,
indicates that the Department should establish and operate
monitoring activities to monitor its internal control system and
evaluate the results. Monitoring activities include reviewing
reports and observing operations.

MISSING DOCUMENTATION. In five of the 20 CBHP cases (25 percent)
and five of the 20 Medicaid cases (25 percent) we tested, the
Department was unable to provide evidence that the PE sites notified
the counties or MA sites within five business days that the applicants

were presumptively eligible.

Federal regulation [42 CFR 435.1102(b)(2)(iii)] states that the
presumptive eligibility sites are required to notify the local county or
MA site within 5 business days that the client is presumptively
eligible.

SYSTEM DISPLAY ISSUE. In two of 20 CBHP cases (10 percent) and
two of 20 Medicaid cases (10 percent), CBMS did not display the
presumptive eligibility termination dates consistently between various
screens. For example, in a Medicaid case, one screen showed a
presumptive eligibility termination date of January 22, 2020, and the
other screen showed a presumptive eligibility termination date of
February 29, 2020. This system display issue did not affect the
beneficiaries’ presumptive eligibility and therefore there were no

questioned costs.

CBMS is designed to display case and applicant information

consistently between various screens within the system.



WHY DID THESE PROBLEMS OCCUR?

The Department lacked sufficient internal controls to ensure that it
complied with state and federal presumptive eligibility requirements
during Fiscal Year 2020. Specifically, we noted the following causes for
the errors we identified:

LACK OF POLICIES AND PROCEDURES. The Department did not have
written policies and procedures detailing the requirements for
completion of site reviews, maintenance of supporting
documentation, and the performance of timely re-certification of PE
sites.

LACK OF MONITORING. The Department lacked an effective tracking
mechanism to monitor and identify PE sites that were due for re-
certification every 2 years and to ensure presumptive eligibility
determinations were in compliance with state and federal regulations.

CBMS SYSTEM ISSUES. CBMS was not programmed to appropriately
terminate presumptive eligibility when the beneficiary is enrolled in
the regular Medicaid or CBHP program. In addition, CBMS has a
system display issue that results in inconsistent applicant information
being shown on various screens.

WHY DO THESE PROBLEMS MATTER?

As the State’s Medical Assistance agency, it is essential for the
Department to ensure that PE sites’ eligibility determinations are made
appropriately and in accordance with state and federal regulations. This
includes ensuring benefits are paid only on behalf of eligible beneficiaries.
Since CBMS determines eligibility for Medicaid and CBHP, the CBMS
system issues we identified could result in erroneous eligibility
determinations. The federal government can disallow federal funds for
program expenditures that do not adhere to regulations, and the State
would be required to bear the cost of these errors. By not ensuring that
appropriate internal controls, including system controls, written
policies and procedures, adequate reviews, and monitoring, are in place
over the Medicaid and CBHP presumptive eligibility process, the
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Department cannot ensure that all Medicaid and CBHP beneficiaries
are eligible to participate in the programs.

FEDERAL AGENCY DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBERS CHIP2018 XIX-ADM2020
CHIP2019 XIX-MAP2018
CHIP2020 XIX-MAP2019
XIX-ADM2018 XIX-MAP2020
XIX-ADM2019

FEDERAL AWARD YEARS 2018,2019, AND 2020

PAsS THROUGH ENTITY NONE

CFDA Nos. 93.767, CHILDREN’S HEALTH INSURANCE
PROGRAM; 93.778, MEDICAL ASSISTANCE
PROGRAM

COVID-19 FUNDING No

COMPLIANCE REQUIREMENTS ACTIVITIES ALLOWED OR UNALLOWED (A)

ALLOWABLE COSTS/COST PRINCIPLES (B)
ELIGIBILITY (E)

CLASSIFICATION OF FINDING MATERIAL WEAKNESS
TOTAL KNOWN QUESTIONED COSTS $0°
KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING

THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

“"THE DEPARTMENT WAS UNABLE TO PROVIDE PRESUMPTIVE ELIGIBILITY BENEFITS
PAYMENT INFORMATION FOR 314 CASES PROCESSED BY PE SITES THAT WERE NOT RE-
CERTIFIED DURING FISCAL YEAR 2020.

RECOMMENDATION
2020-038

The Department of Health Care Policy and Financing (Department)
should strengthen its internal controls over presumptive eligibility by:

A Developing and implementing written policies and procedures
detailing the requirements for completion of site reviews,
maintenance of supporting documentation, timely training for failed
presumptive eligibility (PE) site staff, and performance of timely re-
certification of PE sites.

B Developing an effective tracking mechanism to identify and monitor
PE sites that are due for re-certification every 2 years and ensuring the
re-certifications are performed.



C Resolving Colorado Benefits Management Systems (CBMS)

programming and system issues to appropriately terminate
applicants’ presumptive eligibility when the beneficiaries are
enrolled in regular Medicaid or Children’s Basic Health Plan
program and ensuring CBMS displays consistent applicant

information between various screens.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

A AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department agrees with the audit recommendation to develop
and implement formal written policies and procedures. Prior to this
audit, the Department began creating formal written policies and
procedures for site case reviews, maintenance of supporting
documentation, timely training for failed workers, and performance
of timely re-certification of presumptive eligibility sites (PE site).

This finding had no known questionable cost associated with it.
AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department agrees with the audit recommendation to develop
an effective tracking mechanism to identify and monitor PE sites that
are due for re-certification every two years and ensuring that the re-
certifications are performed. Prior to this audit, the Department
began developing a tracking mechanism for PE site re-certifications.

This finding had no known questionable cost associated with it.

AGREE. IMPLEMENTATION DATE: IMPLEMENTED.

Implemented as of April 2021. The Department has thoroughly
researched the eligibility issues identified in this audit and made the
changes to CBMS to ensure that applicants’ presumptive eligibility

has been appropriately terminated when the beneficiaries are
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enrolled in regular Medicaid or CBHP program, and that CBMS
displays consistent applicant information between various screens.
These issues were fixed through two system changes implemented in
March 2020 and April 2021. This finding had no known

questionable cost associated with it.
AUDITOR’S ADDENDUM for Parts A, B, and C

As noted in the finding, we found five PE Sites that were not re-certified
within the required 2 years and therefore, were not qualified to make
presumptive eligibility determinations after their re-certification due
date had passed. State regulation [10 CCR 2505-10, 8.100.4.F] requires
the Department to re-certity the presumptive eligibility sites every 2
years to remain an approved site. The five PE sites processed a total of
314 presumptive eligibility determinations after their re-certification
due date and before the Department re-certitied the sites. The
Department was unable to provide the total payments made on behalf
of these 314 beneficiaries’ prior to being enrolled in the regular
Medicaid or CBHP program as of June 30, 2020. Therefore, we were
unable to determine the amount of questioned costs the Department
paid for these individuals during Fiscal Year 2020.

PROVIDER ELIGIBILITY

The providers of medical and related services covered under Medicaid
and CBHP programs fall into a wide array of provider types that include
clinics, hospitals, independent physicians, and medical technicians, as
well as managed care organizations and health plans that contract with
medical providers. As of June 30, 2020, approximately 76,960 entities
and individuals were enrolled with the Department to provide services
under Medicaid and CBHP.

Although the Department is ultimately responsible for ensuring that
only eligible providers participate in the Medicaid and CBHP programs,

the Department has contracted with a fiscal agent to perform certain



provider-enrollment and claims-processing activities, including
accepting, processing, evaluating, and approving or rejecting
applications. Providers that want to enroll must complete an online
application within Colorado interChange and provide documentation,
including a current medical license, showing that they fulfill all
enrollment requirements based on their provider type. The fiscal agent
is contractually responsible for evaluating the application and the
relevant supporting documentation to ensure compliance with all state
and federal enrollment requirements. The Department is responsible for
maintaining current provider information in Colorado interChange.
Once the enrollment process is complete, the Department enters into

agreements with the providers that are found to be eligible.

In December 2019, the Department added a Department of Regulatory
Agencies (DORA) license database interface within Colorado
interChange in order to provide a mechanism for updating the
provider’s medical license information including the expiration dates
within Colorado interChange for any expired provider licenses.
Department staff indicated that the provider licenses are manually
reviewed at the time of enrollment by the fiscal agent and marked as
active, meaning the providers are eligible to participate in the Medicaid
and/or CBHP programs. On a monthly basis, the fiscal agent manually
runs a report from the DORA database to identify the provider’s
medical licenses that are about to expire and updates the renewed
license information in Colorado interChange. If a provider’s license is
expired, then the fiscal agent marks the provider for a review.
Furthermore, the Department’s Program Integrity (PI) Division checks
the DORA’s website monthly to determine if any action such as
suspensions or revocations of licenses have been taken against a
provider’s medical license. If the action taken against the provider
affects the provider’s ability to participate in Medicaid or CBHP for a
certain period, the PI Division then determines if the provider should be
placed on a temporary restriction by suspending any payments, or be
terminated within Colorado interChange to stop payments to the

provider.
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WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to review the Department’s internal
controls over the enrollment and eligibility determinations of providers
for Medicaid and CBHP services and to determine whether the
Department complied with federal Medicaid and CBHP provider
eligibility requirements during Fiscal Year 2020.

Additionally, we assessed the Department’s progress in implementing
our Fiscal Year 2019 recommendation related to provider eligibility and
enrollment. At that time, we recommended that the Department
improve its controls in this area to ensure that it complies with federal
and state requirements related to data verification and maintenance of
documentation, such as current provider licenses, to ensure payments

are only made to eligible providers.

We also obtained a detailed Suspension Listing from DORA, which
contained provider medical licenses that were suspended during Fiscal
Year 2020. We compared this Suspension Listing with provider
information within Colorado interChange to determine whether the
Department paid any providers with suspended licenses for claims

during the fiscal year.

We reviewed a sample of 45 provider applications for providers that
were deemed eligible and received Medicaid and CBHP payments
during Fiscal Year 2020 through Colorado interChange. We obtained
and reviewed provider application information and relevant supporting
documentation within Colorado interChange to determine whether
these providers were accurately deemed eligible to receive Medicaid and
CBHP payments and whether the required documents were maintained,

in accordance with federal and state regulations.



In addition, we conducted interviews with Department staff regarding
its procedures over Medicaid and CBHP provider eligibility and

enrollment.

In March 2020, the Governor issued executive orders waiving Medicaid
and CBHP provider licensing requirements for providers whose licenses
expired during the COVID-19 PHE; as a result, our testwork was split
into two periods of testing: (1) July 1,2019, through February 29,2020,
and (2) March 1, 2020, through June 30, 2020.

The process followed for provider eligibility and enrollment is the same
for both Medicaid and CBHP providers, and our testing was used to
determine compliance for both programs.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We applied the following criteria during our testing:

FEDERAL REGULATION [42 CFR 455.412] requires that the
Department have a method for verifying that any provider
purporting to be licensed in accordance with the laws of any state is
licensed by such state and confirm that the provider’s license has not
expired and that there are no current limitations on the provider’s
license. This federal regulation requires the Department to verify
that the providers meet required licensure standards initially, and it
is best practice for the Department to verify that the providers meet
these standards on an ongoing basis to ensure that there are no
current limitations on the provider’s license. In May 2021, CMS
provided clarification to the Department that “not every condition
on a provider’s license would be considered a limitation” and the PI
Division within the Department needs to “document in writing their
determination to keep a provider enrolled when a license limitation
does not restrict the provider’s ability to render services to Medicaid
and CBHP beneficiaries to be in compliance with federal

regulation.”
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STATE REGULATIONS [10 CCR 2505-10, 8.125.9 A AND B] require for
current medical provider licenses, if a provider is required to possess
a license or certification in order to provide services or supplies in
the State, then that provider must be so licensed as a condition of
enrollment as a Medicaid provider. As a condition of enrollment,

any required licenses must be active without any current limitations.

DEPARTMENT POLICY AND PROCEDURE. Provider Licensure Sanction
Monitoring, Section III. A., states that in order for a provider to be
eligible to render and bill for services, the provider must have an

active license.

FEDERAL CMS REQUIREMENTS [Sub Regulatory Guidance for State
Medicaid Agencies (SMA): Revalidation (2016-001 (3))] state the
Department must be able to produce documentation to support each
of the provider screening and enrollment requirements under
42 CFR 455 Subpart E, including documentation of the most current

license to ensure the provider remains eligible to provide services.

CONTRACT REQUIREMENTS. According to the contract agreement
with the fiscal agent, the fiscal agent is required to maintain detailed
documentation to support each of the provider screening and
enrollment requirements, including documentation of the provider’s
most current license to ensure the provider remains eligible to
provide services for Medicaid and CBHP.

FEDERAL REGULATION [45 CFR 75.303(a)] requires that the
Department, as a recipient of federal funds, must establish and
maintain effective internal control over its federal awards that
provides reasonable assurance that the Department is managing its
federal grants in compliance with federal statutes, regulations, and
the award terms and conditions. These internal controls should be in
compliance with guidance in Green Book, Paragraph 16.01, which
states that the Department “should establish and operate monitoring
activities to monitor [its] internal control system and evaluate the

results.” Monitoring activities include reviewing reports, observing



operations, and ensuring that activities are carried out in accordance

with the federal grant agreement(s).

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We found that the Department did not fully comply with federal and
state regulations for Medicaid and CBHP provider eligibility during
Fiscal Year 2020. The specific issues we identified through our analyses
of Medicaid and CBHP provider license data and case file reviews are

outlined in more detail throughout this section.
ELIGIBILITY ISSUES IDENTIFIED THROUGH DATA ANALYSES

INELIGIBLE PROVIDERS—SUSPENDED LICENSES OR LICENSE WITH
LIMITATIONS. Based on our comparison of the suspended provider
license listing from DORA and provider information within Colorado
interChange, we identified 13 ineligible providers who had their license
suspended or had a license with limitations for part of Fiscal Year 2020,
but continued to be shown as active, which means eligible, in Colorado

interChange, as follows:

13 providers had their licenses suspended by DORA during Fiscal
Year 2020; however, instead of terminating these providers in
accordance with federal and state regulations, the Department
marked these providers as active within Colorado interChange. For
four of the 13 providers, the Department did not take any action to
prevent them from billing for services during the year. For the
remaining nine providers, the Department placed billing restrictions
on the providers after DORA’s suspension date. Specifically, for six
of these nine providers, the Department placed billing restrictions
on the providers within 1 to 2 months and for the remaining three
providers, placed the billing restrictions on the providers between 3
to 12 months after DORA’s suspension date. Based on additional
testing, we determined that no payments were made to these

providers after their licenses were suspended by DORA and
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therefore, we did not identify any questioned costs associated with

these providers.

One provider had its license listed as active with conditions on
DORA’s website from April 10, 2020, through June 30, 2020, but
the Department did not terminate the provider due to current
limitations on the license; instead, the provider was marked as active
in Colorado interChange and continued to bill claims and receive
payments during the fiscal year. We determined that the provider’s
current license limitations did not restrict the provider’s ability to
render services. Therefore, the provider was eligible and no
questioned costs were noted. However, the Department did not
document their determination to keep this provider enrolled with
current license limitations. In addition, we noted that this provider’s
license expired in Colorado interChange as of October 2016,
however, DORA’s website showed the provider with an active
license, or license with limitations, during Fiscal Year 2020. The
fiscal agent did not update license information as required by the

contract.
ELIGIBILITY CASE FILE ISSUES

MISSING DOCUMENTATION AND LICENSE INFORMATION. For five of 45
providers (11 percent), the Department did not ensure that the fiscal
agent maintained the support of the most current medical license
information as of June 30, 2020, within Colorado interChange to
demonstrate that the provider was eligible to provide services. After we
brought the issue to the Department’s attention, the Department
provided the documentation. Additionally, for two of these five
providers, we found that the medical license information maintained by
the fiscal agent in Colorado interChange differed from the license
information contained in the DORA database. For example, in one case,
the provider’s license showed an expiration date of September 30,2019,
in Colorado interChange, while the accurate license expiration date in
DORA’s database was September 30, 2021. Without the most current



license information, the fiscal agent cannot appropriately verify ongoing

eligibility for the providers.

WHY DID THESE PROBLEMS OCCUR?

The Department did not have adequate internal controls in place over
the provider eligibility process during Fiscal Year 2020 to ensure that it

complied with federal and state regulations.

INEFFECTIVE REVIEW OF PROVIDER LICENSES. The Department lacks
an effective review process to ensure the license information in
DORA’s database matches the license information in Colorado
interChange in order to identify suspended providers, to document
their determination to keep a provider enrolled with license
limitations, and providers with expired licenses. In addition, the
Department’s manual review did not ensure that suspended
providers, providers with license limitations and providers with

expired licenses were terminated and restricted in a timely manner.

POLICIES AND PROCEDURES NOT UPDATED. The Department did not
obtain CMS guidance until May 2021 to document their
determinations to keep providers with license limitations enrolled
when a license limitation did not restrict provider’s ability to render
services. Therefore, the Department’s current policies and

procedures are not updated to match CMS guidance.

LACK OF EFFECTIVE TRAINING AND MONITORING. The Department
was not effectively training and monitoring its fiscal agent to ensure
that copies of active medical licenses are maintained within
providers’ files in Colorado interChange. Additionally, the fiscal
agent did not properly update the provider’s license information in
Colorado interChange to match the DORA database during Fiscal
Year 2020.
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WHY DO THESE PROBLEMS MATTER?

By not ensuring that appropriate internal controls, including policies
and procedures, reviews, training, and monitoring, are in place over the
Medicaid and CBHP provider eligibility process, the Department
cannot ensure that all Medicaid and CBHP providers are eligible to
participate in the programs. Additionally, without an effective review
process to update provider licensure information within Colorado
interChange, the Department cannot ensure that the enrolled providers
are eligible to receive payments. Ensuring that providers contained in
Colorado interChange are eligible to provide services is especially
important to prevent any improper payments. Overall, the State could
risk losing federal Medicaid and CBHP funding if it allows ineligible

providers to bill and be paid for services provided for these programs.

Furthermore, the State may lose federal Medicaid money if the
Department does not recover any of the payments made to ineligible
providers. State statute [Section 25.5-4-301(2), C.R.S.] indicates that
any overpayments of claims to providers are recoverable. These
overpayments “shall be recoverable regardless of whether the
overpayment is the result of an error by the state department, a county
department of social services, an entity acting on behalf of either

department, or by the provider or any agent of the provider.”



FEDERAL AGENCY
FEDERAL AWARD NUMBERS

FEDERAL AWARD YEARS
PASS THROUGH ENTITY
CFDA NoOS.

COVID-19 FUNDING
COMPLIANCE REQUIREMENTS

CLASSIFICATION OF FINDING

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHIP 2018 XIX-ADM2020
CHIP2019 XIX-MAP2018

CHIP2020 XIX-MAP2019

XIX-ADM2018 XIX-MAP2020

XIX-ADM2019

2018,2019, AND 2020

NONE

93.767, CHILDREN’S HEALTH INSURANCE
PROGRAM; 93.778, MEDICAL ASSISTANCE
PROGRAM

No

ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)
SPECIAL TESTS AND PROVISIONS (IN)
SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS $0

KNOWN QUESTIONED COSTS
RELATED TO COVID-19 FUNDING

THIS FINDING APPLIES TO PRIOR AUDIT RECOMMENDATIONS 2019-046B AND
2019-046C

$0

RECOMMENDATION

2020-039

The Department of Health Care Policy and Financing (Department)
should improve its internal controls over the Medicaid and Children’s

Basic Health Plan provider eligibility determination to ensure that it

complies with federal and state requirements by:

A Improving the Department’s review process of provider licenses to
ensure the license information in the Department of Regulatory
Agencies (DORA) license database matches the license information
in the Colorado interChange

termination and imposing restrictions for the provider’s whose

licenses are suspended or expired.

B Updating the current policies and procedures to match Centers for
Medicare and Medicaid Services guidance to ensure there is

adequate documentation of the determinations for providers with

license limitations.

system and ensuring timely
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C Effectively training and monitoring its fiscal agent to ensure that

copies of active licenses are maintained and provider license
information in the Colorado interChange system matches the
information in DORA’s license database.

RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

A AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department will update its policies and procedures to ensure
that the process for reviewing whether a license action requires
termination or a restriction in the Colorado interChange, is
documented and implemented in a timely manner to prevent
payments to ineligible providers. As noted in OSA's finding, it is
best practice for the Department to verify providers meet these
standards on an ongoing basis between initial enrollment and
revalidation to ensure there are no current limitations on the
provider’s license, including those that have expired. The
Department’s previous process was discontinued due to data
matching issues between DORA and the Colorado interChange.
However, letters continue to be sent to providers with upcoming
expiring licenses prompting them to add current license information
to their provider file. The Department plans to implement a system
change that will make the data feed from DORA functional and
install a front-end claims edit that will prevent claims from providers
with an expired license from paying.



B AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department will update its policies and procedures to ensure
that all determinations made on whether a provider has a limitation
on its license are properly documented.

C  AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department has an established process to train and monitor its
fiscal agent. The Department will continue to monitor the Fiscal
Agent through reports, meetings, and quarterly audit review
processes. The Department and the Fiscal Agent will continue to
collaborate to improve the process in which required documentation

is collected and maintained.

MEDICAID NATIONAL
CORRECT CODING
INITIATIVE

CMS launched the National Correct Coding Initiative (NCCI) in 2010

to promote national coding methodologies and to reduce improper

coding, which may result in inappropriate payments of Medicaid
claims. Through this initiative, CMS periodically creates edit files,
which the states are required to incorporate into their claims processing
systems, including Colorado interChange. These edit files contain
sensitive information designed to identify and prevent improper
payments, based on the types and amounts of services that are included
in the claims. CMS has also issued a Medicaid NCCI Technical
Guidance Manual (technical guidance) that provides information for
state Medicaid agencies with specific instructions to implement these
edit files.

The Department contracts with a fiscal agent to execute the NCCI

methodologies and incorporate the edit files into Colorado
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interChange. Given the sensitive nature of the information in the edit
files, the Department is ultimately responsible for ensuring
confidentiality and compliance with the NCCI technical guidance and

program requirements.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to review the Department’s internal
controls over the Medicaid NCCI process and to determine whether the
Department complied with applicable federal requirements and
technical guidance during Fiscal Year 2020. In addition, we reviewed
the contract in place between the Department and the fiscal agent
during Fiscal Year 2020 to determine whether the contract included a
confidentiality agreement that has all of the provisions that CMS
requires, as specified in technical guidance.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Federal regulations [Affordable Care Act (2010), Section
6507(2)(A)(iii)(I) and (IT)] require that CMS informs states as to how
they must incorporate the NCCI methodologies for claims filed under
Medicaid. This regulation requires the Department to incorporate
NCCI methodologies into claims processing for the Medicaid program.

The technical guidance [Section 7.1.2] specifies seven minimum
elements that must be included in each State’s confidentiality
agreements, including those incorporated into contracts with any
outside party, such as fiscal agents using the Medicaid NCCI edit files.
These seven elements specify requirements, such as who may be granted
access to the edit files, when the files may be implemented in the claims
processing system, and penalties imposed for violations of any
confidentiality agreement relating to the use of edit files.



WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We found that the Department did not include five of the seven required
provisions in the confidentiality agreement section of its contract in
place during Fiscal Year 2020 with its fiscal agent as required by the
technical guidance. Specifically, the contract did not include the

following required elements for the fiscal agent:

Limiting the disclosures to only those responsible for the
implementation of the quarterly state Medicaid NCCI edit files.
Disclosure shall not be made prior to the start of the new calendar

quarter.

After the start of the new calendar quarter, the fiscal agent may
disclose only non-confidential information contained in the
Medicaid NCCI edit files that is also available to the general public
found on the Medicaid NCCI webpage.

The fiscal agent shall not implement new, revised, or deleted
Medicaid NCCI edits prior to the first day of the calendar quarter.

Only the Department has the discretion to release additional
information for selected individual edits or limited ranges of edits
from the files posted on the Medicaid Integrity Institute (MII).

The Department must impose penalties on the fiscal agent, up to and
including loss of contract, for violations of any confidentiality

agreement relating to use of the MII edit files.

WHY DID THIS PROBLEM OCCUR?

The Department lacked an adequate contract review process to ensure
that the confidentiality-agreement section of the contract with the fiscal
agent included all of the elements that are required to be in compliance

with federal regulations and technical guidance.
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WHY DOES THIS PROBLEM MATTER?

Because the Medicaid NCCI edit files contain sensitive information and
are designed to identify and prevent improper payments, the
Department risks the disclosure of confidential information without
having a confidentiality agreement with all the requirements in place
with its fiscal agent. Furthermore, by not including the confidentiality-
agreement requirements that are specified in the technical guidance
within the contract with the fiscal agent, the Department risks failing to

comply with federal regulations and technical guidance.

FEDERAL AGENCY DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBERS XIX-ADM2018 XIX-MAP2018
XIX-ADM2019 XIX-MAP2019
XIX-ADM2020 XIX-MAP2020

FEDERAL AWARD YEARS 2018,2019 AND 2020

PASS THROUGH ENTITY NONE

CFDA No. 93.778, MEDICAL ASSISTANCE PROGRAM
COVID-19 FUNDING No

COMPLIANCE REQUIREMENT SPECIAL TESTS AND PROVISIONS (IN)
CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS $0

KNOWN QUESTIONED COSTS $0

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

RELATED TO COVID-19 FUNDING

THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

RECOMMENDATION
2020-040

The Department of Health Care Policy and Financing should ensure it
has strong internal controls over and complies with requirements
related to the National Correct Coding Initiative (NCCI) process for the
federal Medicaid program by incorporating all required confidentiality

agreement provisions within its contract with its fiscal agent.
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RESPONSE

DEPARTMENT OF HEALTH CARE
POLICY AND FINANCING

AGREE. IMPLEMENTATION DATE: DECEMBER 2021.

The NCCI ‘Confidentiality Agreements Requirements for Contracted
Parties’ was first published in October 2018’s Medicaid NCCI
Technical Guidance Manual. The current and previous guidance
manual ‘Medicaid NCCI Edit Design Manual’ has been used by the

Department for technical assistance for implementing the NCCI edits

FOLIdNV 4LV.IS OAVIOTOO dHL 40 LYIOddd

correctly and completely. In addition, the Department's current
Colorado interChange contract without these provisions was approved
by CMS. Following the recommendation by the auditor, the
Department is scheduled to include the five required provisions in the
confidentiality agreement section in a future contract amendment with

the Department’s Colorado interChange vendor.
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DEPARTMENT OF HEALTH
CARE POLICY AND FINANCING

The following recommendations are related to both financial reporting
and federal program compliance internal control weaknesses. They
were included in VOLUME I - THE STATEWIDE FINANCIAL REPORT and,
therefore, are not repeated in this VOLUME II. These recommendations
can be found in SECTION II: FINANCIAL STATEMENT FINDINGS of the
VOLUME I REPORT.

SOC REPORTS

A PARTIALLY AGREE A SEPTEMBER 2020
RECOMMENDATION NO. 2020-013 RESPONSE B DISAGREE IMPLEMENTATION DATE B NOT APPLICABLE

C  PARTIALLY AGREE C  IMPLEMENTED
FEDERAL AGENCY DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHIP2018 XIX-MAP2018

CHIP2019 XIX-MAP2019

CHIP2020 XIX-MAP2020
FEDERAL AWARD NUMBERS XIX-ADM2018

XIX-ADM2019

XIX-ADM2020
FEDERAL AWARD YEARS 2018,2019, AND 2020
PASS THROUGH ENTITY NONE

93.767, CHILDREN’S HEALTH INSURANCE PROGRAM; 93.778, MEDICAL

CFDA Nos. ASSISTANCE PROGRAM

COVID-19 FUNDING No

ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)
REPORTING (L)

SPECIAL TESTS AND PROVISIONS (N)

COMPLIANCE REQUIREMENTS

CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS $0

KNOWN QUESTIONED COSTS RELATED

0
TO COVID-19 FUNDING $

THIS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION



INTERCHANGE SERVICE ORGANIZATION CONTROLS REPORTS

RECOMMENDATION
No.

FEDERAL AGENCY

2020-014

FEDERAL AWARD NUMBERS

FEDERAL AWARD YEARS

PASS THROUGH ENTITY

CFDA Nos.

COVID-19 FUNDING

COMPLIANCE REQUIREMENTS

CLASSIFICATION OF FINDING

TOTAL KNOWN QUESTIONED COSTS

KNOWN QUESTIONED COSTS RELATED
TO COVID-19 FUNDING

RESPONSE

AGREE IMPLEMENTATION DATE JuLy 2021

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CHIP2018 XIX-MAP2018
CHIP2019 XIX-MAP2019
CHIP2020 XIX-MAP2020

XIX-ADM2018
XIX-ADM2019
XIX-ADM2020

2018, 2019, AND 2020

NONE

93.767, CHILDREN’S HEALTH INSURANCE PROGRAM; 93.778, MEDICAL
ASSISTANCE PROGRAM

No

ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)
SPECIAL TESTS AND PROVISIONS (N)

SIGNIFICANT DEFICIENCY
$0
$0

THIS FINDING APPLIES TO PRIOR AUDIT RECOMMENDATION 2019-052B
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DEPARTMENT OF HEALTH
CARE POLICY AND
FINANCING

The following recommendations relating to internal control deficiencies
each classified as a MATERIAL WEAKNESS or SIGNIFICANT DEFICIENCY
were communicated to the Department of Health Care Policy and
Financing (Department) in the previous year, and have not been
remediated as of June 30, 2020, because the original implementation
date provided by the Department is in a subsequent fiscal year. These
recommendations can be found in the original report and SECTION III:
PRIOR RECOMMENDATIONS of this report.

MEDICAID ELIGIBILITY-MISSING SOCIAL SECURITY NUMBERS

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2019

A JuLy 2022
CURRENT REC. NoO. 2020-041 PrIOR REC. NoO. 2019-043 IMPLEMENTATION DATE E JIIEY 2021
D [1]
FEDERAL AGENCY Department of Health and Human Services ~ FEDERAL AWARD YEARS 2017, 2018, and 2019
T — Activities Allowed or Un‘slll(?wed (A)
Allowable Costs/Cost Principles (B) CLASSIFICATION MATERIAL WEAKNESS
REQUIREMENTS ey
Eligibility (E)
PAss THROUGH ENTITY None TOTAL KNOWN QUESTIONED CosTs ~ $0
93.767, Children’s Health Insurance R
CFDA Nos. Program; 93.778, Medical Assistance $0
TO COVID-19
Program
CHIP2017
CHIP2018
CHIP2019
CoVID-19 EMERGENCY XIX-ADM2017
P — No FEDERAL AWARD NUMBERS XIX-ADM2018
XIX-ADM2019

XIX-MAP2017
XIX-MAP2018
XIX-MAP2019

[1] This part of the recommendation has been implemented, partially implemented, not implemented, or is
no longer applicable. SEE SECTION III: PRIOR RECOMMENDATIONS of this report for information
regarding this part of the recommendation.



CURRENT REC. NO.

FEDERAL AGENCY

COMPLIANCE
REQUIREMENTS

PASs THROUGH ENTITY

CFDA Nos.

COVID-19 EMERGENCY
AcT FUNDS

CURRENT REC. NO.

FEDERAL AGENCY

COMPLIANCE
REQUIREMENTS

PASS THROUGH ENTITY

CFDA No.

CoVID-19 EMERGENCY
Act FUNDS

CURRENT REC. NO.

FEDERAL AGENCY

COMPLIANCE
REQUIREMENTS

PASS THROUGH ENTITY

CFDA Nos.

COVID-19 EMERGENCY
Act FUNDS

MEDICAID CLAIMS PAYMENTS

2020-042 PRIOR REC. NoO. 2019-044 IMPLEMENTATION DATE

Department of Health and Human Services ~ FEDERAL AWARD YEARS
Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)
Eligibility (E)

None

93.767, Children’s Health Insurance
Program; 93.778, Medical Assistance
Program

CLASSIFICATION

ToTAL KNOWN QUESTIONED COSTS

KNOWN QUESTIONED COSTS
RELATED TO COVID-19

FEDERAL AWARD NUMBERS
No

MEDICAID ELIGIBILITY-DUPLICATE SSNS AND STATE IDS

2020-043 PRIOR REC. NO. 2019-045 IMPLEMENTATION DATE

Department of Health and Human Services ~ FEDERAL AWARD YEARS
Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)
Eligibility (E)

None

CLASSIFICATION

TOTAL KNOWN QUESTIONED COSTS
KNOWN QUESTIONED COSTS

93.778, Medical Assistance Program AT T O

FEDERAL AWARD NUMBERS
No

PROVIDER ELIGIBILITY

2020-044 PrIoR REC. NoO. 2019-046 IMPLEMENTATION DATE

Department of Health and Human Services ~ FEDERAL AWARD YEARS
Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)
Special Tests and Provisions (N)
None

93.767, Children’s Health Insurance
Program; 93.778, Medical Assistance
Program

CLASSIFICATION

TOTAL KNOWN QUESTIONED COSTS

KNOWN QUESTIONED COSTS
RELATED TO COVID-19

FEDERAL AWARD NUMBERS
No

A JuL 2021
B JuLy 2021
C  Jury 2021

2017, 2018, and 2019
MATERIAL WEAKNESS
$0
$0

CHIP2017
CHIP2018
CHIP2019
XIX-ADM2017
XIX-ADM2018
XIX-ADM2019
XIX-MAP2017
XIX-MAP2018
XIX-MAP2019

A JuLy 2022
B Jury 2021
C  Jury 2021

2017, 2018, and 2019
MATERIAL WEAKNESS

$0
$0

XIX-ADM2017
XIX-ADM2018
XIX-ADM2019
XIX-MAP2017
XIX-MAP2018
XIX-MAP2019

A JuLy 2022
B [1]
Cc [1]
D [1]

2017,2018, and 2019
MATERIAL WEAKNESS
$0
$0

CHIP2017
CHIP2018
CHIP2019
XIX-ADM2017
XIX-ADM2018
XIX-ADM2019
XIX-MAP2017
XIX-MAP2018
XIX-MAP2019

[1] This part of the recommendation has been implemented, partially implemented, not implemented, or is
no longer applicable. SEE SECTION III: PRIOR RECOMMENDATIONS of this report for information regarding
this part of the recommendation.

I1-97

JOLIdNV ALV.IS OAVIOTOO dHL 40 LYOddY



I1-98

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2019

CURRENT REC. NO.
FEDERAL AGENCY

COMPLIANCE
REQUIREMENTS

PASS THROUGH ENTITY

CFDA No.

CoVID-19 EMERGENCY

Act FUNDS

CURRENT REC. NO.

FEDERAL AGENCY
COMPLIANCE
REQUIREMENTS

PASS THROUGH ENTITY

CFDA No.

CoVID-19 EMERGENCY

Act FUNDS

CURRENT REC. NO.

FEDERAL AGENCY
COMPLIANCE
REQUIREMENT

PASS THROUGH ENTITY

CFDA Nos.

CoVID-19 EMERGENCY

Act FUNDS

MONITORING OF HEALTH AND SAFETY SURVEYS AND CERTIFICATIONS

2020-045 PRIOR REC. NoO.

Department of Health and Human Services
Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)

Special Tests and Provisions (N)
None

93.777, State Survey and Certification of
Health Care Providers and Suppliers (TITLE

XVIII) MEDICARE

No

2019-048

IMPLEMENTATION DATE

FEDERAL AWARD YEARS

CLASSIFICATION

TOTAL KNOWN QUESTIONED COSTS

KNOWN QUESTIONED COSTS
RELATED TO COVID-19

FEDERAL AWARD NUMBERS

MEDICAID MANAGED CARE ENTITIES

2020-046 PrIOR REC. NO.

Department of Health and Human Services
Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)

None

93.778, Medical Assistance Program

No

2019-049

IMPLEMENTATION DATE

FEDERAL AWARD YEARS
CLASSIFICATION

TOTAL KNOWN QUESTIONED COSTS
KNOWN QUESTIONED COSTS
RELATED TO COVID-19

FEDERAL AWARD NUMBERS

A JuLy 2020
B JuLy 2020
2017,2018, and 2019

MATERIAL WEAKNESS
$0
$0

175& CTITLE19MEDICAID
185& CTITLE19MEDICAID
195& CTITLE19MEDICAID

A JuLy 2021
B Jury 2021
C  JuLy 2021
2017, 2018, and 2019

SIGNIFICANT DEFICIENCY
$0
$0

XIX-ADM2017
XIX-ADM2018
XIX-ADM2019
XIX-MAP2017
XIX-MAP2018
XIX-MAP2019

COMPLIANCE WITH FEDERAL SUBRECIPIENT MONITORING REQUIREMENTS

2020-047 PRIOR REC. NoO.

Department of Health and Human Services

Subrecipient Monitoring (M)

None

93.767, Children’s Health Insurance
Program; 93.778, Medical Assistance

Program

No

2019-050

IMPLEMENTATION DATE

FEDERAL AWARD YEARS
CLASSIFICATION

TOTAL KNOWN QUESTIONED COSTS

KNOWN QUESTIONED COSTS
RELATED TO COVID-19

FEDERAL AWARD NUMBERS

A JuLy 2021
B JurLy 2020
2017, 2018, and 2019

SIGNIFICANT DEFICIENCY
$0

$0

CHIP2017
CHIP2018
CHIP2019
XIX-ADM2017
XIX-ADM2018
XIX-ADM2019
XIX-MAP2017
XIX-MAP2018
XIX-MAP2019

[1] This part of the recommendation has been implemented, partially implemented, not implemented, or is
no longer applicable. SEE SECTION III: PRIOR RECOMMENDATIONS of this report for information

regarding this part of the recommendation.



CURRENT REC. NO.

FEDERAL AGENCY
COMPLIANCE
REQUIREMENT

PAss THROUGH ENTITY

CFDA Nos.

CoVID-19 EMERGENCY
Acrt FuNDS

PERSONNEL COSTS FOR FEDERAL GRANT PROGRAMS

2020-048 PRIOR REC. NO. 2019-051
Department of Health and Human Services
Allowable Costs/Cost Principles (B)

None

93.767, Children’s Health Insurance
Program; 93.777, State Survey and
Certification of Health Care Providers and
Suppliers; 93.778, Medical Assistance
Program

No

IMPLEMENTATION DATE
FEDERAL AWARD YEARS
CLASSIFICATION

TOTAL KNOWN QUESTIONED COSTS

KNOWN QUESTIONED COSTS
RELATED TO COVID-19

FEDERAL AWARD NUMBERS

I1-99

A JuLy 2020
B JuLy 2020
2017,2018, and 2019

SIGNIFICANT DEFICIENCY
$0

$0

CHIP2017

CHIP2018

CHIP2019

XIX-ADM2017
XIX-ADM2018
XIX-ADM2019
XIX-MAP2017
XIX-MAP2018
XIX-MAP2019
175&CTITLE19MEDICAID
185& CTITLE19MEDICAID
195& CTITLE19MEDICAID

[1] This part of the recommendation has been implemented, partially implemented, not implemented, or is
no longer applicable. SEE SECTION III: PRIOR RECOMMENDATIONS of this report for information regarding
this part of the recommendation.
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DEPARTMENT OF
HIGHER EDUCATION

The Department of Higher Education (Department) was established
under state statute [Section 24-1-114, C.R.S.], and is responsible for
higher education and vocational training programs in the State. The
Department includes all public higher education institutions in the
State; the Auraria Higher Education Center; the Colorado Commission
on Higher Education; the Colorado Student Loan Program, dba College
Assist; Collegelnvest; History Colorado; and the Division of Private
Occupational Schools. Please refer to the introduction to the
Department of Higher Education chapter in VOLUME I — STATEWIDE
FINANCIAL AUDIT REPORT within SECTION II: FINANCIAL STATEMENT
FINDINGS for a list of all public higher education institutions in the State.

For Fiscal Year 2020, the Department as a whole (including the
individual institutions) was appropriated approximately $5.3 billion
and 26,304 full-time equivalent staff.

During Fiscal Year 2020, the Department expended approximately
$24.0 million in federal funds (not including expenditures made by the
individual institutions). As part of our Fiscal Year 2020 audit, we tested
the Department’s compliance with federal grant requirements for the
Coronavirus Relief Fund program [CFDA No. 21.019]. In Fiscal Year
2020, the Department’s expenditures for this program were
approximately $17.8 million. The Department is responsible for
ensuring that all expenditures for this program are appropriate and that
the State complies with the associated federal and state program

requirements.

The following chart shows total federal expenditures by federal
program for the Department (not including expenditures made by the

individual institutions).
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DEPARTMENT OF HIGHER EDUCATION
FISCAL YEAR 2020 EXPENDITURES

BY FEDERAL PROGRAM (IN MILLIONS)

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.

The Fiscal Year 2020 audit identified issues resulting in one finding
related to the Department’s administration of the Coronavirus Relief

Fund program.

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

COMPLIANCE WITH
FEDERAL CORONAVIRUS
RELIEF FUND
SUBRECIPIENT
MONITORING
REQUIREMENTS

During Fiscal Year 2020, the Office of the State Auditor conducted
audit work that resulted in a finding and recommendation addressed
jointly to the Department of Higher Education, the Department of
Education, and the Office of the State Controller related to subrecipient

monitoring for the Coronavirus Relief Fund. This finding,
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recommendation, and the responses of these agencies are included in the
Department of Personnel & Administration chapter within this report.
SEE RECOMMENDATION 2020-073. This recommendation is classified as
a MATERIAL WEAKNESS.
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COLORADO COMMUNITY
COLLEGE SYSTEM

The State Board for Community Colleges and Occupational Education
(Board) was established by the Community College and Occupational
Education Act of 1967 [Section 23-60-101, et seq., C.R.S.]. The Board
functions as a separate entity and, as such, may hold money, land, or
other property for any educational institution under its jurisdiction. The
statute assigns responsibility and authority to the Board for three major

functions, as follows:

= The Board is the governing body of the state system of community
and technical colleges, including the Colorado Community College

System (System).

= The Board administers the occupational education programs of the

State at both secondary and postsecondary levels.

= The Board administers the State’s program of appropriations to
Local District Colleges (LDC) and Area Vocational Schools (AVS).

The Board consists of nine members appointed by the governor to
4-year staggered terms of service. The statute requires that board
members be selected to represent certain economic, political, and
geographical constituencies. There are also two advisory, non-voting
members, per Section 23-60-104, C.R.S.

System operations and activities are funded primarily through tuition
and fees; federal, state, and local grants; the College Opportunity Fund
stipends; a fee-for-service contract with the Department of Higher
Education; and Amendment 50 funding. In addition, the Board receives
and distributes state appropriations for LDCs, AVSs, and school

districts offering vocational programs.

The 14 entities in the System are as follows:



= Arapahoe Community College

= Colorado Northwestern Community College
=  Community College of Aurora

= Community College of Denver

=  Front Range Community College

= Lamar Community College

=  Morgan Community College

= Northeastern Junior College

= Otero Junior College

= Pikes Peak Community College

=  Pueblo Community College

= Red Rocks Community College

= Trinidad State Junior College

=  Colorado Community College System Office

Full-time equivalent (FTE) students, faculty, and staff reported by the
System for the last 3 fiscal years were as follows:

COLORADO COMMUNITY COLLEGE SYSTEM
FULL-TIME EQUIVALENT
STUDENTS, FACULTY, AND STAFF
FISCAL YEARS 2018 THROUGH 2020

2018 2019 2020
Resident Students 46,747 46,377 47,054
Out of State Students 2,957 2,630 2,346
Faculty FTE 3,647 3,803 3,781
Staff FTE 2,051 2,072 2,120

TOTAL FACULTY AND STAFF FTE 5,698 5,875 5,901

SOURCE: Colorado Community College System financial statements for the Fiscal Year Ended
June 30, 2020.

The Fiscal Year 2020 audit identified an issue resulting in one finding
related to the System’s administration of the Education Stabilization
Fund program [CFDA No. 84.425]. The Education Stabilization Fund
includes the Higher Education Emergency Relief Fund (HEERF)

program.
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The following comment was prepared by the public accounting firm of
BKD, LLP, which performed the Fiscal Year 2020 audit work at the
System under contract with the Office of the State Auditor.

INTERNAL CONTROLS
OVER HIGHER
EDUCATION EMERGENCY
RELIEF FUNDS
COMPLIANCE
ALLOWABLE COSTS AND
ACTIVITIES: COLORADO
COMMUNITY COLLEGE
SYSTEM—PUEBLO
COMMUNITY COLLEGE

The Coronavirus Aid, Relief, and Economic Security Act (CARES Act)
was passed by Congress and signed by President Donald Trump on
March 27, 2020. This bill allotted approximately $14 billion to the
federal Office of Postsecondary Education as the Higher Education
Emergency Relief Fund (HEERF). The majority of HEERF funding is

broken into two main components, the Student Aid portion and the

Institutional portion. The Student Aid portion provides funding to
institutions to provide emergency financial aid grants to students whose
lives have been disrupted due to the COVID-19 pandemic. The
Institutional portion provides institutions the ability to cover any costs
associated with significant changes to the delivery of instruction due to

the coronavirus.



The System received $35.1 million in HEERF funding during Fiscal
Year 2020 through specific grant awards to schools within the System
dated from April 25, 2020, to June 19, 2020. Due to the delays in
receiving the federal grant award notifications, the Pueblo Community
College (PCC) at the System initially charged grant-related expenses to
general facilities funds. The final HEERF grant award noted colleges at
the System were allowed to incur pre-award costs from March 13,
2020, the declaration of the national emergency due to the coronavirus,
to the date of the HEERF grant award funds as long as those
expenditures would have been allowable if incurred after the date of the
HEERF grant award. Once the federal award notice was received, the
System’s colleges began reclassifying allowable expenses to the HEERF
grant award. PCC specifically reclassified amounts from the facilities
funds to the HEERF grant funds.

During the fiscal year ended June 30, 2020, the System expensed
approximately $10.9 million of federal funds for this program. Of the
$10.9 million expensed, $6.6 million related to the Student Aid portion

and $4.3 million related to the Institutional portion.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the System
had effective internal controls in place over, and complied with, federal
allowable activities and allowable cost requirements for the HEERF

grant during Fiscal Year 2020.

As part of our audit work we reviewed the System’s internal controls
over allowable activities and allowable costs. In addition, we tested a
random sample of 40 expenditure transactions charged to the HEERF
program across nine schools, totaling $1,363,708, to determine
whether the costs were necessary and reasonable under the HEERF
program, and whether they complied with federal regulations and the

System’s HEERF grant agreement.
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HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the following
requirements:

= The System previously established internal controls over its
expenditure of federal funds, which were applied to the HEERF
program. For example, the System’s internal control procedure
requires that all grant expenditures must have adequate supporting
documentation, such as an invoice and/or packing slip, included with
the transaction and it must be reviewed for appropriateness and

allowability under the applicable grant program by two individuals.

= Section 18004 of the CARES Act details what is allowable to be
expended under the grant. For the Institutional portion, an
allowable grant expenditure must be to “cover any costs associated
with significant changes to the delivery of instruction due to the

coronavirus ....”

= Federal Regulation [2 CFR 200.502, Basis for Determining Federal
Awards Expended) states that “the determination of when a Federal
award is expended must be based on when the activity related to the
Federal award occurs. Generally, the activity pertains to events that
require the non-Federal entity to comply with Federal statutes,
regulations, and the terms and conditions of Federal awards, such as

... the receipt of property....”

= Federal Regulation [2 CFR 200.303, Internal Controls| states that the
System, as a federal grant recipient, must “establish and maintain
effective internal controls over the Federal awards that provides
reasonable assurance that the non-Federal entity is managing the
Federal award in compliance with Federal statutes, regulation, and the

terms and conditions of the Federal award.”



WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We identified one instance out of the 40 expenditure transactions tested
(2.5 percent) that did not meet the requirements of the HEERF grant.
Specifically, PCC combined a listing of 35 invoices and/or purchase

orders totaling $77,598 into a single journal entry reclassification, but

did not properly record 16 of the 34 invoices and 1 purchase order,

totaling $57,118, in the accounting system, as noted below:

10 invoices for face masks totaling $35,174 were reclassified from
the facilities accounts twice, duplicating the correction in PCC’s
accounting records; as a result, federal expenditures were overstated
by $35,174, and facilities charges were understated by the same
amount.

6 invoices, primarily for hand sanitizer, totaling $11,888, were
included in the reclassification journal entry as Fiscal Year 2020
federally-reimbursable expenditures, but were not received before
June 30, 2020, as required by federal regulations; as a result, federal
expenditures were overstated by $11,888. The original hand
sanitizer order was cancelled, reordered, and paid for in Fiscal Year
2021 when different sanitizers became available.

One purchase order for disinfectant tablets, totaling $10,056, was
included in the reclassification journal entry as a Fiscal Year 2020
federally-reimburseable expenditure, but the items were not
available and the purchase order was cancelled. Thus, the amounts
reclassified were for items that were not received before June 30,
2020, as required by federal regulations; as a result, federal
expenditures were overstated by $10,056 and facilities charges were
understated by the same amount.

The errors we identified resulted in a total of $57,118 in known
questioned costs for the HEERF grant for Fiscal Year 2020.

We did not identify exceptions at any of the other System entities
selected for testing.
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WHY DID THESE PROBLEMS OCCUR?

The System did not ensure that PCC followed existing internal controls
related to accounting for reclassification journal entries related to
federal funds. Due to the initial uncertainty of HEERF funding and its
requirements, PCC initially charged many expenditures to its general
facilities fund and, upon formal grant award notification, subsequently
reclassified the expenditures in bulk entries to the HEERF grant that
were not adequately reviewed at an individual level for accuracy and
appropriateness. Further, during April 2020, PCC experienced turnover
within its Fiscal Office. As a result of the staff turnover and initial
uncertainty of grant funding, PCC did not follow existing internal
controls over federal expenditures to ensure that all federal program
expenditures included required supporting documentation and were
properly approved.

WHY DO THESE PROBLEMS MATTER?

The System’s failure to ensure PCC’s compliance with federal
requirements for the HEERF program could result in disallowed costs
and federal sanctions, including the termination of the federal program
at the System. In addition, corrections made by journal entry for large
batches of transactions together could make it more difficult to support
the proper redistribution of charges to federal programs.

FEDERAL AGENCY DEPARTMENT OF EDUCATION
FEDERAL AWARD NUMBER P425F202125°
FEDERAL AWARD YEAR 2020
PASS THROUGH ENTITY NONE
CFDA No. 84.425, EDUCATION STABILIZATION FUND
COVID-19 FUNDING YES
COMPLIANCE REQUIREMENT ALLOWABLE ACTIVITIES (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)
CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS  $57,118
KNOWN QUESTIONED COSTS $57.118
RELATED TO COVID-19 FUNDING i

THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

“ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS.



RECOMMENDATION
2020-049

The Colorado Community College System should ensure that PCC
complies with federal requirements and grant agreements for the Higher
Education Emergency Relief Fund by:

A Enforcing internal controls which require that all expenditures
charged to federal grants be for allowable expenditures, and that the
expenditures be reviewed by two individuals and properly recorded
in the accounting system.

B Ensuring that all federal program expenditures include required
supporting documentation.

RESPONSE

COLORADO COMMUNITY COLLEGE
SYSTEM

A AGREE. IMPLEMENTATION DATE: FEBRUARY 2021.

PCC reviewed detailed transactions and postings related to HEERF
from its inception through January 2021, making all corrections as
needed from a cumulative perspective. Correcting entries were
posted by the Controller and reviewed by the Business Officer as
needed. Beginning February 2021, all journal entries will be
approved by a supervisor at least one level higher than the preparer,
ensuring allowability and appropriateness of the transaction.

B AGREE. IMPLEMENTATION DATE: FEBRUARY 2021.

PCC will ensure complete and accurate documentation is included
as back up to support each journal entry. Each journal entry will
indicate the reason for the adjustment and general ledger detail for
the posted transactions being adjusted or corrected.
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METROPOLITAN STATE
UNIVERSITY OF DENVER

Metropolitan State University of Denver (University) is the third largest
higher education institution in Colorado and one of the largest public
4-year universities in the United States. The University offers 96 major
fields of study and 94 minors, 28 certificates, and 40 licensure
programs. Please refer to the Department of Higher Education chapter
in Volume I - Statewide Financial Audit Report within Section II:
Financial Statement Findings for additional background information.

The Fiscal Year 2020 audit identified an issue resulting in one finding
related to the University’s administration of the Education Stabilization
Fund program [CFDA No. 84.425]. The Education Stabilization Fund
includes the Higher Education Emergency Relief Fund (HEEREF)

program.

The following comment was prepared by the public accounting firm of
Plante & Moran, PLLC, which performed the Fiscal Year 2020 audit of
the University under contract with the Office of the State Auditor.

EDUCATION
STABILIZATION FUND—
HIGHER EDUCATION
EMERGENCY RELIEF
FUND REPORTING

The University received funds through the Education Stabilization Fund
(ESF) that was established under the Coronavirus Aid, Relief and
Economic Security Act (CARES Act). The ESF included the Higher



Education Emergency Relief Fund (HEERF) program, which provided
targeted aid to institutions of higher education directly from the U.S.
Department of Education (DOE). The University spent funds under two
portions of the HEERF program in Fiscal Year 2020, the Student Aid
portion (CFDA No. 84.425E; award number P425E200411) and the
Institutional portion (CFDA No. 84.425F; award number
P425F201523). The University was awarded a total of approximately
$14.4 million in HEERF funding in Fiscal Year 2020 and had spent
approximately $6.8 million of the award as of June 30, 2020. The
University plans to spend the remaining amount of funding during
Fiscal Year 2021.

The University signed an agreement called the Certification and
Agreement with the federal DOE to indicate the University’s acceptance
of the funding and the applicable terms and requirements under the
HEERF grant. Under the Student Aid portion of the grant, the
University was required to report to the Secretary of the DOE specified
information related to HEERF Student Aid disbursed to students.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the University
had adequate internal controls in place over and complied with HEERF

reporting requirements related to the Student Aid Portion of the grant
for Fiscal Year 2020.

As part of our audit work, we inquired with University staff to
understand the internal controls it had in place during Fiscal Year 2020
to ensure it complied with the reporting requirements. We also
performed testing to determine whether the University met the
requirement to report the information in a format and location that was
easily accessible to the public (the University’s website) by the required
due date and whether the information reported was accurate. Based on

the timing of the University’s receipt of its allocation of HEERF Student
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Aid funds, the University was required to report twice prior to
June 30, 2020, and we tested both reports.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Section 18004(e) of the CARES Act requires each institution that
received funds under Section 18004 to “submit a report to the Secretary,
at such time and in such manner as the Secretary may require." This
reporting, as stated in the Certificate and Agreement, was due 30 days
from the date of the Certification and Agreement and every 45 days
thereafter. The DOE subsequently clarified the reporting requirements
through its issuance of an Electronic Announcement (EA) on
May 6, 2020, which specified that the information must be posted “in
a location that is easily accessible to the public.” The EA also clarified
the reporting timeframe to be “30 days after the date when the
institution received its allocation under the CARES Act and updated
every 45 days thereafter”. The DoE obligated the Student Aid Portion
of HEERF funds to the University on April 21, 2020, as listed in the
Grant Award Notice; therefore, the University was required to post its
initial report prior to May 21, 2020, and subsequent reports at least
every 45 days thereafter. Because the University posted its initial report
on May 11, 2020, the subsequent report should have been posted by
June 25, 2020.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

Although the University initially reported the required elements publicly
to its website on May 11, 2020, which was within the required
timeframe, we found that the University did not post its second report
to its website until January 15, 2021, or 204 days after the required due
date of June 25, 2021. For both posts, we determined that the
information was accurately reported and agreed to underlying

supporting documentation.
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WHY DID THIS PROBLEM OCCUR?

The University did not have adequate internal controls in place to
ensure that it fully complied with the reporting requirements for the
Student Aid portion of HEERF. Specifically, it did not have appropriate
policies and procedures in place for identifying and researching the
specific reporting requirements for the HEERF grant and to ensure that

all reports were submitted by the due date.

WHY DOES THIS PROBLEM MATTER?

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd

Federal oversight agencies, including DOE, depend on accurate reports
to measure program results and states’ compliance with federal
requirements. By failing to report the HEERF spending information in
accordance with federal regulations, the University failed to comply

with the requirements of the Certification and Agreement, as clarified

by the EA.

FEDERAL AGENCY DEPARTMENT OF EDUCATION

FEDERAL AWARD NUMBER P425E200411

FEDERAL AWARD YEAR 2020

PASS THROUGH ENTITY NONE

CFDA No. 84.425, EDUCATION STABILIZATION FUND
COVID-19 FUNDING YES

COMPLIANCE REQUIREMENT REPORTING (L)

CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS  $0
KNOWN QUESTIONED COSTS $0
RELATED TO COVID-19 FUNDING

THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

RECOMMENDATION
2020-050

Metropolitan State University of Denver should strengthen its internal
controls over and ensure it complies with federal Higher Education
Emergency Relief Funds Program’s reporting requirements for the
Student Aid portion of the HEERF grant by developing and



II-116

implementing policies and procedures for identifying and researching
the specific reporting requirements and ensuring that staff submit the

required reports within federally required timeframes.

RESPONSE

METROPOLITAN STATE UNIVERSITY
OF DENVER

AGREE. IMPLEMENTATION DATE: JANUARY 2021.

Distribution and compliance reporting on the student portion of the
HEERF grant was delegated to the Office of Financial Aid and
Scholarships (OFAS). OFAS did not adequately assign the
responsibility to complete compliance reporting. This was an oversight
exacerbated by significant loss in staff, adapting to a remote work
environment and frequent changes to guidance surrounding HEERF
funding. To address the issue OFAS created a centralized network
folder to maintain data for periodic reporting and modified the OFAS

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

CARES Act reporting website to appropriately display periodic reports
and disclosures related to compliance. These adjustments to our process
were implemented immediately in order to ensure an expedient
resolution of the deficiency discovered by the auditors and continued
adherence to the dynamic guidance offered by the US Department of
Education. In order to better establish the responsibilities for
procedures, awarding and reporting HEERF funds, we designated
specific tasks to OFAS staff.

= FA Accountant- tracking and reconciliation of the HEERF student

share, data collection, collaboration on reporting

= Associate Director of Reporting and Communication- website

updates, assist data collection and collaboration on reporting

= Director of FA Operations and Systems- oversight of awarding

process and collaboration on reporting



= Executive Director of Financial Aid- internal point of contact,
oversight of administration, ED guidance review, compliance and

reporting

Staff will meet two weeks prior to the close of each quarter and again
prior the reporting deadline to ensure timely and accurate compliance
reporting through continuous review and implementation of ED

guidance.
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UNIVERSITY OF
COLORADO

The University of Colorado (University) was established on
November 7, 1861, by an Act of the Territorial Government. Upon the
admission of Colorado into the Union in 1876, the University was
declared an institution of the State and the Board of Regents was
established under the State Constitution as its governing authority.
Please refer to the Department of Higher Education’s chapter in VOLUME
I — STATEWIDE FINANCIAL AUDIT REPORT within SECTION II: FINANCIAL
STATEMENT FINDINGS for additional background information.

The Fiscal Year 2020 audit identified an issue resulting in one finding
related to the University’s administration of the Education Stabilization
Fund program [CFDA No. 84.425]. The Education Stabilization Fund
includes the Higher Education Emergency Relief Fund (HEERF)

program.

The following comment was prepared by the public accounting firm of
BKD, LLP, which performed the Fiscal Year 2020 audit work at the
University under contract with the Office of the State Auditor.

HIGHER EDUCATION
EMERGENCY RELIEF
FUND (HEERF)
REPORTING
COMPLIANCE

The Coronavirus Aid, Relief and Economic Security Act (CARES Act)

appropriated federal funds to provide economic aid to the American



people negatively impacted by the COVID-19 pandemic. As part of the
CARES Act, funds were given to the University under the Higher
Education Emergency Relief Fund (HEERF) Program. The HEERF
program contains two portions, the Student Aid portion (CFDA No.
84.425E) and the Institutional portion (CFDA 84.425F). The University
must use fifty percent of the total amount received under the HEERF
program for the Student Aid portion of the grant. The University was
awarded a total of $37.3 million in HEERF funding and must spend the
total award by May 2, 2021, which represents one calendar year from
the date of the award. As of June 30, 2020, the University spent
approximately $12.7 million for the HEERF program Student Aid
portion and $5.1 million for the HEERF program Institutional Portion.

The remaining amount of funding will be spent during Fiscal Year 2021.

The University campuses separately signed an agreement with the U.S.
Department of Education (DOE) called the Certification and Agreement
to indicate their acceptance of the funding and the applicable terms and
requirements under the HEERF program. Under the Student Aid
Portion, the University was required under the Certification and
Agreement to report to the Secretary of the DOE specified information
regarding amounts distributed to students. This reporting, as stated in
the. Certificate and Agreement, was due 30 days from the date of the
Certification and Agreement and every 45 days thereafter. The
Certificate and Agreement was subsequently clarified by an Electronic
Announcement (EA) issued by the DOE and specified that the
information be posted to the applicable campus’ website within 30 days
after the date of the EA.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the University
had adequate internal controls in place over and complied with HEERF
Student Aid Portion grant reporting requirements for Fiscal Year 2020.

As part of our audit work, we inquired with University staff at the
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Boulder, Colorado Springs, and Denver/Anschutz campuses on their
processes for completing the initial federal HEERF reports, and
performed testing to determine whether the campuses posted the reports
to their respective websites by the required due date. We obtained
documentation from the University Information Services (UIS)
department that indicated the date the campuses publicly posted the

report information to their respective websites.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Section 18004(e) of the CARES Act requires each institution that
received a 18004 (a)(1) Student Aid Portion of the HEERF program to
submit a report detailing the amounts distributed to students and how
the distribution was performed to the Secretary of the federal DOE ““at
such time and in such manner as the Secretary may require.” The DOE
later clarified through an EA issued on May 6, 2020, that Institutions
of Higher Education were required to publicly post the reported
information on their websites within 30 days from the date of the EA,
or 30 days from the date the federal DOE obligated funds, whichever is
later. The federal DOE obligated the funds to the University of
Colorado, Colorado Springs and Denver/Anschutz Medical campuses
on April 24, 2020, and to the University of Colorado Boulder campus
on May 2, 2020. The EA date of May 6, 2020, is later than the dates
the funds were obligated to the campuses, therefore, each campus
should have posted the report to its respective website by June 6, 2020,
or 30 days from the date of the EA.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

The University of Colorado Colorado Springs campus did not post the
required documentation on its website until July 7, 2020, or 31 days
after the required deadline. The University of Colorado Boulder and
University of Colorado Denver/Anschutz Medical campuses both

posted the required information timely.



WHY DID THIS PROBLEM OCCUR?

The University did not have adequate internal controls in place at its
Colorado Springs campus related to reporting requirements for the
HEERF program. Specifically, although University staff responsible for
the HEERF reporting indicated that they were initially confused as to
when the 30-day reporting timeframe began and ended, the Colorado
Springs campus did not have procedures in place for identifying and
researching applicable requirements to ensure that any confusion
regarding specific report due dates, including the initial report due date,
was resolved before the due date.

WHY DOES THIS PROBLEM MATTER?

Federal oversight agencies, including DOE, depend on accurate reports
to measure program results and states’ compliance with federal
requirements. By failing to report the HEERF spending information in
accordance with federal regulations, the University failed to comply

with the requirements of the Certification and Agreement, as clarified
by the EA.

FEDERAL AGENCY DEPARTMENT OF EDUCATION

FEDERAL AWARD NUMBER P425E201676

FEDERAL AWARD YEARS 2020 AND 2021

PASS THROUGH ENTITY NONE

CFDA No. 84.425, EDUCATION STABILIZATION FUND
COVID-19 FUNDING YES

COMPLIANCE REQUIREMENT REPORTING (L)

CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS  $0

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THIS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION
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RECOMMENDATION
2020-051

The University of Colorado System should strengthen its internal
controls over reporting and ensure it complies with the Higher
Education Emergency Relief Funds Program's reporting requirements
by requiring the Colorado Springs campus to develop policies and
procedures for identifying and researching the specific requirements and
ensuring that staff submit the required reports within federally required

timeframes.

RESPONSE

UNIVERSITY OF COLORADO
AGREE. IMPLEMENTATION DATE: JANUARY 2021.

The University concurs with the finding. Appropriate internal controls
have been implemented as of January 2021 to ensure all required federal
reporting under the HEERF program is completed in a timely and accurate

manner.



DEPARTMENT OF
HUMAN SERVICES

According to statute [Section 26-1-111(1), C.R.S.], the Department of
Human Services (Department) is solely responsible for administering,
managing, and overseeing the delivery of the State’s public assistance
and welfare programs throughout Colorado. Most of these programs
are administered through local county departments of human/social
services. The Department also manages and directly administers
programs in the areas of developmental disabilities, mental health,
nursing homes, and youth corrections. Please refer to the introduction
to the Department of Human Services chapter in VOLUME I - STATEWIDE
FINANCIAL AUDIT REPORT within SECTION II: FINANCIAL STATEMENT
FINDINGS for additional background information.

During Fiscal Year 2020, the Department expended approximately
$1.66 billion in federal funds. As part of our Fiscal Year 2020 audit, we
tested the Department’s compliance with federal grant requirements for

the following nine programs:

= Supplemental Nutrition Assistance Program Cluster [CFDA Nos.
10.551, 10.561]

= Child Nutrition Cluster [CFDA Nos. 10.555, 10.559]

= Food Distribution Cluster [CFDA Nos. 10.565, 10.568]

= Coronavirus Relief Fund [CFDA No. 21.019]

=  Temporary Assistance for Needy Families [CFDA No. 93.558]

= Child Support Enforcement [CFDA No. 93.563]

=  Low-Income Home Energy Assistance [CFDA No. 93.568]

= Child Care and Development Fund Cluster [CFDA Nos. 93.575,
93.596]

= Disability Insurance/SSI Cluster [CFDA No. 96.001]

In Fiscal Year 2020, the Department’s expenditures for these programs

were approximately $1.35 billion. The Department is responsible for
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ensuring that all expenditures for these programs are appropriate and
that the State complies with the associated federal and state program

requirements.

The following chart shows total federal expenditures by federal

program for the Department.

DEPARTMENT OF HUMAN SERVICES

FISCAL YEAR 2020 EXPENDITURES
BY FEDERAL PROGRAM (IN MILLIONS)

Low-Income Child Nutrition

Home Energy Cluster
Assistance $20.6 %ghlezr 9
Coronavirus Relief $63.8 /_ ’
Fund
$23.0
Disability
Supplemental
Insgrlar;:eeﬁSSI Nutrition Assistance
$;7 9 Program Cluster
’ $838.2
Food Distribution Cluster
$33.5

Child Support
P i | _.
’ Development Fund Cluster Temporary Assistance for Needy Families
$125.9 $160.9

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.

Our Fiscal Year 2020 audit identified issues resulting in eight findings
related to the Department of Human Service’s administration of the
Child Care and Development Fund Cluster, Food Distribution Cluster,
Low-Income Home Energy Assistance, Child Support Enforcement, and

Child Nutrition Cluster programs.
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COLORADO CHILD CARE
ASSISTANCE PROGRAM—
ELIGIBILITY

The federal Child Care and Development Fund Cluster [CFDA No.
93.575, Child Care and Development Block Grant; and CFDA No.
93.596, Child Care Mandatory and Matching Funds of the Child Care

and Development Fund] provides financial assistance to states to

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd

increase the availability, affordability, and quality of child care services
for low-income families in which the parents or adult caretakers of the
children are working, or attending training or educational programs.
The federal Child Care and Development Fund Cluster was enacted
under Title IV-A of the Social Security Act and is administered at the
federal level by the U.S. Department of Health and Human Services. In
Colorado, this program is referred to as the Colorado Child Care
Assistance Program (CCCAP). During Fiscal Year 2020, due to the
COVID-19 pandemic, the CCCAP received additional funding from the
Coronavirus Aid, Relief, and Economic Security Act (CARES Act).

The Department’s Division of Early Care and Learning (Program
Division) is responsible for overseeing the CCCAP and ensuring that the
Department complies with federal and state requirements for this
program. The CCCAP is administered at the local level by the county
departments of human/social services, and the Department is
responsible for monitoring the counties’ administration of the CCCAP.
County caseworkers enter a CCCAP adult caretaker’s application
information, including household employment and income, household
size, and the names and number of children needing care into the
Department’s Child Care Automated Tracking System (CHATS).
CHATS aggregates the information for the county caseworker to
determine whether an adult caretaker applying for benefits will be
eligible for CCCAP assistance. For example, the adult caretaker’s
household income must not exceed 85 percent of the State’s median
household income. CHATS uses the household income and the
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household size entered by the county caseworker to calculate the
copayment amount, or parent fee, the household must pay per month
for child care services. CHATS then generates a letter that must be sent
by the county caseworker to the household that summarizes the

information and must be verified by the adult caretaker.

In addition to families that apply for child care assistance, the CCCAP
also provides child care benefits for children in protective services and
for families in the Temporary Assistance for Needy Families, or
Colorado Works, program. Children in protective services have been
placed by the county departments of human/social services in a foster
care home. The Colorado Works program provides assistance to
families in need by providing benefits to help families become self-

sufficient.

The Department’s Division of Quality Assurance and Quality
Improvement (QA Division) is responsible for the CCCAP quality
assurance review process. Specifically, the QA Division reviews a
sample of case files from the counties to determine whether caseworkers
maintained relevant and appropriate case file documentation, and
properly entered required information, such as household income, into
CHATS. The QA Division then provides identified exceptions to the
reviewed counties and requires them to provide a corrective action plan

to address the issues.

The Program Division also performs on-site reviews of the counties,
which include a review of the county’s policies and procedures, training,
program operations, interviews with county staff, and correcting errors

identified by the QA Division reviews.

During Fiscal Year 2020, the Department provided approximately
$116.5 million in child care benefits through the CCCAP for 26,541
children.



WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to review the Department’s internal
controls over CCCAP eligibility and enrollment processing, and to
determine whether the Department complied with federal and state
CCCAP requirements during Fiscal Year 2020.

During our audit, we reviewed the Department’s internal controls over
CCCAP in place during Fiscal Year 2020. In addition, we performed
testing of a sample of 25 children who were eligible for child care
services through the CCCAP and received $86,404 in CCCAP child care
benefits during Fiscal Year 2020 to determine whether the children’s
eligibility was correctly determined. Our testing included reviewing the
supporting documentation and the case files for each sample, along with
the accuracy of data entered into CHATS. We performed testwork to
determine whether the county caseworkers obtained and maintained the
required documents supporting the eligibility determinations and
annual redeterminations in the case files and determined eligibility in a
timely manner. We also reviewed the Department’s monitoring

processes over the counties’ administration of the CCCAP.

We have identified eligibility errors for CCCAP through our financial
and compliance audits at the Department since Fiscal Year 2013. As
part of our Fiscal Year 2020 audit, we reviewed the Department’s
progress in implementing our Fiscal Year 2019 audit recommendations
related to the CCCAP. During that audit, we recommended that the
Department strengthen its internal controls over the CCCAP by
ensuring that county caseworkers are appropriately trained on CCCAP
areas and representatives from all counties attend training; working
with counties to incorporate a secondary or supervisory review process
over case files to ensure timely notification of eligibility decisions to
adult caretakers, timely closure of cases, and parent fees are calculated
correctly; and resolving CHATS issues that we identified through our
audit related to eligibility notifications and CHATS parent-fee rounding
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errors. The Department agreed with those recommendations and stated
that it would implement them by July 2020.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY AND HOW WERE THE
RESULTS MEASURED?

We found that the Department did not comply with federal and state
CCCAP requirements during Fiscal Year 2020. Specifically, in 10 of the
25 case files tested (40 percent), we identified at least one error. These
errors resulted in a total of $4,421 in known questioned costs; $2,885
of these costs were paid with federal grant funds and $0 were paid with
federal CARES Act funds. The errors we identified are outlined as

follows:

MISSING DOCUMENTATION. In four cases, the Department did not
provide required supporting documentation for the case files. In three of
these cases the Department did not provide support for the income and
the parent-fee calculation, including verification of the adult caretaker’s
employment and the amount of income earned. In the remaining case, the
missing documentation included a utility bill used to determine the
county residence. These errors resulted in known questioned costs of
$4,085. In a separate case, a caseworker had granted benefits for a child
in a protective services case, but the child’s name was not on the referral
form; rather, the names of two of the child’s siblings were noted on the
form. The Department subsequently provided documentation showing

the child was eligible to receive child care benefits.

The Department’s State Plan (Child Care and Development Fund Plan
for Colorado 3.1.9) specities the documentation requirements for
eligibility determination or redetermination, which include for example,
an application made on the behalf of a child to receive CCCAP benetits
that identifies the child, family income documentation, and residency
documentation. State regulation [Section 3.905.1.H.4, 9 CCR 2503-9]
also specifies that earned income must be verified with either written



documentation or verbal verification from the applicant’s employer that
shall be documented in the case file including the date, the name of the

individual who provided the information, and the phone number.

ERRORS RELATED TO PARENT FEE AND ADULT CARETAKER INCOME. In
nine cases, the parent fee and/or the adult caretaker’s income were not
calculated correctly. For example, in three cases, the caseworker failed to
include the appropriate amount of the adult caretaker’s provided income
when determining the adult caretaker’s eligibility for their children to
receive child care benefits. In two of these three cases, the exclusion of this
income resulted in the adult caretakers being charged a lower parent fee.
These errors resulted in four adult caretakers being underbilled by $342
and one adult caretaker being overbilled by $6. Since parent fees are
required to be paid before CCCAP benefits are paid, this led to total

known questioned costs of $336.

State regulation [Section 3.905.1.1, 9 CCR 2503-9] specifies that gross
earnings, including wages and child support payments, must be
included in an adult caretaker’s income for the purposes of determining
CCCAP eligibility and calculating parent fees. State regulation [Section
3.903, 9 CCR 2503-9] defines a parent fee as a copayment that must be
made by an adult caretaker to the child care provider prior to any
state/county child care funds payment. State regulation [Section
3.911.A, 9 CCR 2503-9] specities that parent fees are based on gross
countable income compared to the household size and the number of

children using child care.

ERRORS RELATED TO AUTHORIZATION NOTICES. In one case, the
caseworker failed to send the state-prescribed authorization form to the
adult caretaker and instead, the caseworker sent an email to the adult
caretaker. This error did not result in known questioned costs because

the error did not negatively affect the children’s eligibility.

State regulation [Section 3.903, 9 CCR 2503-9] requires caseworkers to
notity the adult caretaker of the approval and any change in their child
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care benefits, as applicable; this notification must be sent on the state-

prescribed authorization form.

Overall, we determined that the Department did not fully implement the
Fiscal Year 2019 CCCAP recommendations. The Department did
provide evidence that it conducted required CCCAP training, including
optional monthly trainings and webinars, for all counties during the fiscal
year and resolved the CHATS issues identified in the prior audit relating
to eligibility notifications and parent fee rounding errors. During Fiscal
Year 2020, the Department did not incorporate a secondary or
supervisory review process, but started discussions with the counties to

determine the feasibility of incorporating these reviews.

According to federal regulation [2 CFR 200.303(a)], the Department,
as a recipient of federal funds, must establish and maintain effective
internal controls over its ftederal awards that provide reasonable
assurance that the Department is managing its federal grants in
compliance with federal statutes, regulations, and the award terms and
conditions. These internal controls should be in compliance with
guidance in the U.S. Government Accountability Office’s Standards for
Internal Control in the Federal Government (Green Book) under
Paragraph 16.01, the Department should establish and operate
monitoring activities to monitor its internal control system and evaluate
the results. Monitoring activities include reviewing reports, performing

reconciliations, and observing operations.

WHY DID THESE PROBLEMS OCCUR?

The Department lacked sufficient internal controls to ensure
compliance with state and federal requirements for the CCCAP during
Fiscal Year 2020. We noted the following causes for the identified

€rrors:

LACK OF BACK-UP DOCUMENTATION PLAN. Based on discussion with the
Program Division, some of the counties were unable to access their case

files due to local shutdowns during the pandemic. In these cases, the



counties maintained the case file documentation only in hardcopy.
Therefore, the Program Division and these counties had no access to the

supporting documentation we requested for the audit.

SECONDARY REVIEWS NOT REQUIRED. Based on our testing, the
Department has not instituted a required secondary review process at
the counties over child care case files during Fiscal Year 2020, which
we recommended as a result of our Fiscal Year 2019 audit testing.
During Fiscal Year 2020, the Department conducted an assessment of
county monitoring policies and had several meetings with the counties
to discuss a secondary review process of case files and get feedback from
the counties for the process, but had not implemented a required

secondary review by the end of the fiscal year.

INCOMPLETE STATE PLAN. The State Plan does not specify different
documentation requirements for determining or redetermining
eligibility for protective services child care and Colorado Works child
care cases. The Department stated that it does not currently require
counties to maintain any eligibility documentation, such as the referral
form, to support the protective services child care and Colorado Works
child care cases; however this is not stated or addressed in the State Plan
or in state regulations. At the end of Fiscal Year 2020, there were 461
protective services children and 5,020 Colorado Works children

receiving child care benefits.

DEPARTMENT IS NOT MONITORING EFFECTIVELY. The Department does

not have an effective and complete monitoring process as follows:

LACK OF PERFORMANCE MEASURES FOR COUNTY MONITORING.
Federal regulation [45 CFR 98.11(a)(3)] requires the Department to
have written agreements in place with the counties which describe
the counties’ roles and responsibilities, including indicators or
measures to assess performance. During Fiscal Year 2020, the
Department had not established CCCAP performance measures to
evaluate and improve counties’ performance. Specifically, the

Program Division’s written agreements with counties in Fiscal Year
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2020 did not include any indicators or measures to assess county
performance as federally required, such as processing times for
applications, response times for correcting the identified issues
found during the Program Division’s monitoring and QA Division
processes, or participation in trainings. Furthermore, the
Department has not established overall CCCAP eligibility and

redetermination error-rate thresholds for counties.

NO METHOD FOR ACCUMULATION OF DATA. The Department did not
have a method to accumulate and assess the errors identified
through its monitoring processes. As a result, the Department lacked
valuable information for assessing county performance and
identifying areas for increased monitoring and focused county
training. Specifically, the QA Division’s reviews are not being used
by the Department to assess county performance. We found that the
QA Division had not accumulated the results of their quality
assurance reviews in order to assess the county or overall state
performance. We reviewed the QA Division’s Fiscal Year 2020
listing of quality assurance reviews and determined the QA Division
conducted reviews of 299 CCCAP case files from 28 out of
64 counties and found that 203 of these 299 cases (68 percent)
contained at least one identified issue. We also reviewed the QA
Division’s Fiscal Year 2019 listing of quality assurance reviews and
found that the error rate for Fiscal Year 2020 has significantly
increased from the QA Division’s 30-percent error rate during Fiscal
Year 2019. The QA Division identified errors with the income
calculation, the parent fee, missing documentation, errors in
CHATS, errors due to not updating CHATS, incomplete

applications, and incomplete employment verification.

FAILURE TO ENFORCE COUNTIES’ CORRECTION OF ERRORS. The
Department did not ensure that all counties were responding to
errors identified in a timely manner. Specifically, during Fiscal Year
2020, the Program Division conducted on-site reviews in 19
counties. We selected five of the review reports and related

documentation to determine whether the identified errors were



corrected by the county after the review. We found that four of these

counties corrected the errors between 7 and 145 days after the

deadline.

WHY DO THESE PROBLEMS MATTER?

It is essential for the Department to ensure that child care eligibility is
properly determined and in accordance with state and federal
regulations. Inaccurate processing of case file information to determine
eligibility can result in counties improperly granting CCCAP benefits to
ineligible individuals, denying benefits to eligible individuals who rely
on those benefits in order to work and provide for their families, or
assessing an incorrect parent fee. The federal government can disallow
the payment of federal funds for program expenditures that do not
adhere to regulations, which would require the State to use General
Funds to cover the expenditures.

Due to the COVID-19 pandemic, there has been an increase in
individuals needing child care assistance. Therefore, when county
caseworkers incorrectly determine eligibility, it can negatively affect
other eligible children. Specifically, counties put newly eligible children
on a waitlist if the county does not have enough resources to pay for
their benefits. As of June 30, 2020, there were 54 children in four
counties on a CCCAP waitlist in Colorado. In addition, two counties
stopped processing applications during the fiscal year due to limited
resources. When eligibility is improperly granted, eligible children on
the waitlist are delayed from receiving benefits.
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FEDERAL AGENCY DEPARTMENT OF HEALTH AND HUMAN SERVICES
FEDERAL AWARD NUMBERS 1801COCCDF’
1901COCCDF’
2001COCCC3”
2001COCCDF*
FEDERAL AWARD YEARS 2018,2019, AND 2020
PAsS THROUGH ENTITY NONE
CFDA Nos. 93.575", CHILD CARE AND DEVELOPMENT

BLOCK GRANT; 93.596°, CHILD CARE
MANDATORY AND MATCHING FUNDS OF THE
CHILD CARE AND DEVELOPMENT FUND
COVID-19 FUNDING YES
COMPLIANCE REQUIREMENT ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)
ELIGIBILITY (E)
SUBRECIPIENT MONITORING (M)

CLASSIFICATION OF FINDING MATERIAL WEAKNESS
TOTAL KNOWN QUESTIONED COSTS $4,013
KNOWN QUESTIONED COSTS $0

RELATED TO COVID EMERGENCY

THIS FINDING APPLIES TO PRIOR AUDIT RECOMMENDATIONS 2019-058 A AND 2019-058B

“ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS

RECOMMENDATION
2020-052

The Department of Human Services (Department) should strengthen its

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

internal controls over, and ensure compliance with, the Colorado Child

Care Assistance Program (Program) requirements by:

A Evaluating whether changes are necessary to policies and procedures
to ensure that in the event of a local or statewide shutdown, the
Department and the county departments of human/social services are

still able to access their Program case files and documentation.

B Continuing to work with counties to implement a secondary or
supervisory review process over case files after eligibility is
determined to address the issues identified in the audit and in quality

assurance reviews.



C Incorporating documentation requirements into the State Plan for
protective services and Temporary Assistance for Needy Families
child care cases and ensuring the Program case files include this

required documentation.

D Improving its monitoring processes by:

i.  Establishing indicators or measures to assess performance for
counties in the annual written agreements and developing a
monitoring program, to determine if the individual counties are
in compliance with performance measures as well as Federal

and State regulations.

ii.  Developing a formal method to accumulate and assess errors at
each county that will allow the Department to analyze error
rates for the entire state as well as on a county by county basis
and using the information to implement a targeted training and

improvement plan for all errors identified.

iii.  Enforcing counties’ correction of errors in a timely manner.

RESPONSE

DEPARTMENT OF HUMAN SERVICES

A AGREE. IMPLEMENTATION DATE: DECEMBER 2021.

The Department agrees to evaluate with internal leadership whether
changes to policies and procedures are necessary for accessing
program files for audit purposes during a local or statewide
shutdown. The Department recognizes that the pandemic impacted
the OSA test-work. Specifically, one county temporarily had to shut
down its building due to the pandemic. Two of these cases
accounted for $4,085, which represents 92% of the questioned costs

noted in the audit.
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B

AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department agrees to continue to work with counties on a
secondary review process over case files after eligibility is

determined.

AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department agrees and will identify a process to incorporate
and ensure compliance with documentation requirements in the
updated State Plan for protective services and Temporary Assistance
for Needy Families child care cases. Due to the sensitive nature of
protective services child care cases, the Department will need to
work internally with the Division of Child Welfare to define the

documentation requirements for protective services cases.

D AGREE. IMPLEMENTATION DATE: JULY 2022.

1. AGREE. IMPLEMENTATION DATE: JULY 2022.

The Department agrees to establish indicators or measures to
assess performance for counties and will identify the county’s
requirement to comply in the MOU. In addition, the
Department will develop a monitoring program to determine if
the individual counties are in compliance with performance
measures, as well as Federal and State regulations. This
implementation date aligns with the annual review of the
CDHS CCCAP Colorado Works Memorandum of
Understanding. Developing a formal method to accumulate
and assess errors at each county that will allow the Department
to analyze error rates for the entire state as well as on a county
by county basis and using the information to implement a
targeted training and improvement plan for all errors
identified.



ii.  AGREE.IMPLEMENTATION DATE: JULY 2022.

The Department agrees to develop a formal method to
accumulate and assess errors through a variety of data points.
The Department will evaluate each county and analyze error
rates for the entire state, as well as on a county by county basis.
The Department will then use this information to implement a

targeted training and/or improvement plan.

1. AGREE. IMPLEMENTATION DATE: DECEMBER 2021.

The Department agrees to enforce counties’ correction of errors
in a timely manner as defined by the Department's updated

policies and procedures.

COLORADO CHILD CARE
ASSISTANCE PROGRAM—
HEALTH AND SAFETY
REQUIREMENTS

The Department’s Program Division is responsible for overseeing its
Child Care Licensing and Administration Unit (Licensing Unit) and
ensuring that it complies with federal and state requirements for child
care providers’ licensing and monitoring. The Department, as the lead
agency, has designated the Program Division as the administrator of the
CCCAP. Federal regulations require the Department to have a federally-
approved State CCCAP Plan in place to address how the Department will

ensure compliance with the program’s grant requirements.

As part of the Department’s eligibility determination process for the
program, an applicant for CCCAP benefits must specify the provider who
will be providing the child care services for each child receiving the
CCCAP benefits. The child care provider must be pre-approved by the

Department and must meet health and safety requirements in order to be
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licensed and approved to receive the CCCAP payments for child care

services.

The Department is federally-required under the program to inspect child
care providers who are applying for a new license or an annual renewal to
their license, when the provider has an adverse action or probation, when
the provider requests a change to their license, or when the provider
requests technical assistance or a consultation. Licensing inspectors or
other qualified inspectors, as determined by the Department, perform
unannounced inspections of the providers. The Department reported that,
during Fiscal Year 2020, its licensing specialists were a combination of
state employees and contracted staff. The Department’s licensing
inspectors review requirements to protect the health and safety of children,
such as ensuring the children’s files at the child care provider contain each
child’s immunization records, reviewing safety conditions of the buildings,
and ensuring staff working at the providers have completed health and

safety training.

For each licensing inspection, the licensing specialist completes a Report of
Inspection (Report). The Report includes any specific violations identified
during the inspection, the rule or statute related to the violation(s), and a
correction plan, including the required completion date for any
correction(s). Once the providers have responded to the Report, the
licensing specialist will fill out a verification form indicating that the review
is complete and the provider has corrected all violations. In order to verify
the violations are corrected, the licensing specialist will either perform a
follow-up inspection, such as to confirm a safety issue has been corrected,
or will obtain documentation to show the violation has been corrected,

such as receiving a copy of an immunization or training record.

Within the Licensing Unit, the Program Compliance Unit (Compliance
Unit) reviews all of the completed Reports to monitor the licensing
specialists’ compliance with the Program Division’s internal Standard
Operating Procedures (SOPs). This includes ensuring the licensing

specialist has documented the Reports for each inspection, reviewing the



information that is included in the Reports and violations noted, and

ensuring that noted violations are corrected.

The federal government issued a waiver for the annual inspections that
did not require child care providers to have inspections starting April 1,
2020, “...through the duration of the state-declared emergency, not to
exceed one year.” The Department continued to perform inspections
with open providers and transitioned to virtual inspections during the

remainder of the fiscal year.

WHAT WAS THE PURPOSE OF OUR AUDIT
WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to assess the Department’s internal
controls over, and compliance with, federal and state CCCAP health and
safety special tests and provisions requirements, including requirements
related to the prevention and control of infectious diseases, building and

physical premises safety, and basic health and safety training for providers.

As part of our audit, we performed testing to determine whether the
Licensing Unit ensured that child care providers serving children who receive
CCCAP benefits met all applicable health and safety requirements during
Fiscal Year 2020. We also reviewed the Licensing Unit’s procedures and
relevant information related to provider health and safety requirements in
the Department’s State CCCAP Plan in place during Fiscal Year 2020. We
selected a sample of 40 children who received CCCAP benefits during the
fiscal year identified in the previous finding. From that sample, we reviewed
the 40 providers that provided child care services to the children selected to
determine whether the Department had completed an inspection in
accordance with federal requirements and the Department’s procedures;
whether the Department had obtained the providers’ responses to inspection
reports; and whether the Department had verified the providers had

corrected the violations in a timely manner.
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In addition, we reviewed the Department’s progress in implementing our
Fiscal Year 2018 audit recommendation related to CCCAP provider
health and safety requirements. During that audit, we recommended that
the Department improve its internal controls over licensed child care
providers by strengthening its monitoring process to ensure that licensing
staff follow up on untimely-submitted provider responses and ensure that
providers acknowledge inspection reports at the time they receive the
Reports. In Fiscal Year 2019, we determined that the Department had
not fully implemented this recommendation and planned to fully

implement it in July 2020.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We applied the following criteria during our testing:

PROVIDER RESPONSE TO VIOLATIONS. The Licensing Unit’s
procedure [SOP L-8, Corrections to ROI Violations| indicates that
a provider must submit a response to the Report. The response must
indicate how each violation identified was corrected. If the provider
does not indicate that all the violations are corrected, then the
response is considered incomplete. The requirements for an

incomplete response are noted in the following bullet.

LATE OR INCOMPLETE RESPONSE. The Licensing Unit’s procedure
[SOP L-8, Corrections to ROI Violations| indicates that if the
response is incomplete or is not received within 30 calendar days of
the due date, the licensing specialist must send an adverse action
letter to the provider within 10 business days to request written
verification that the violations listed in the Report have been

corrected.

REPORT SIGNATURE. The Licensing Unit’s procedure [SOP L-7, How
to Write a Report of Inspection| requires the licensing specialist to
complete the Report the day of the licensing visit. The licensing

specialist must review the Report with the provider and the licensing



specialist, and the provider must sign the Report within 3 business

days.

DOCUMENTATION. The Licensing Unit’s procedure [SOP L-8,
Corrections to ROI Violations] indicates that once the Report, the
provider’s written response, and any additional documentation
obtained are complete, then the documentation must be scanned and

uploaded into the Department’s imaging system.

POLICIES AND PROCEDURES. Federal Regulation [45 CFR 98.42(b)]
requires the Department to certify in its State CCCAP Plan that
policies are in place to monitor child care providers. According to
federal regulation [2 CFR 200.303(a)], the Department, as a
recipient of federal funds, must establish and maintain effective
internal controls over its federal awards that provide reasonable
assurance that the Department is managing its federal grants in
compliance with federal statutes, regulations, and the award terms
and conditions. These internal controls should be in compliance
with guidance in the Green Book. Under Paragraph 16.01 of the
Green Book, the Department should establish and operate
monitoring activities to monitor its internal control system and
evaluate the results. Monitoring activities include reviewing reports

and observing operations.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

For 10 of the 40 providers and the related inspections tested (25

percent), we identified at least one issue, as follows:

VIOLATIONS NOT CORRECTED. For four inspections, the provider’s
response to the Report indicated that they had not corrected the
violations identified during the inspection; however, the licensing
specialists failed to send an incomplete response letter or follow up
with any of the four providers, and documented each of the

inspections as completed. Furthermore, the Licensing Unit could not
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provide support to show that the providers subsequently corrected
these violations. The uncorrected violations included not having the
required children’s health records, children’s immunization records,
and staff health records, on file. The licensing specialists should have
sent the follow-up letters for the incomplete responses between
August 25,2019, and May 17, 2020, but had not sent the letters by
the time of our testing in March 2021.

LACK OF TIMELY FOLLOW-UP ON MISSING RESPONSES AND ADVERSE
ACTION LETTERS. For four inspections, the Department did not
receive a provider response by the due date and the licensing
specialist did not follow up with a written adverse action letter
within the required timeframe. The providers ultimately responded
between 48 and 215 days after the deadline.

TIMELY ACKNOWLEDGEMENT OF INSPECTIONS. For two inspections,
the licensing specialist did not ensure that the provider
acknowledged the violations by signing the Report within 3 business
days of the inspection. The providers signed the Reports 4 business

days after the inspection.

MISSING DOCUMENTATION. In one inspection, the Department did
not have documentation for when the licensing specialist received
the provider’s response. The Department did receive the provider’s
response, but no date was noted. Because we did not receive this
documentation, we were unable to determine if the response was

received on time. The licensing specialist performed this inspection
on June 25, 2020.

WHY DID THESE PROBLEMS OCCUR?

We found that the Department had not fully implemented our Fiscal Year
2018 recommendation by the end of Fiscal Year 2020, and the
Department’s monitoring processes were not effective in ensuring it
complied with federal and state requirements during Fiscal Year 2020.

Specifically, the Licensing Unit does not have policies and procedures



that indicate what elements the Compliance Unit must review, including
required timeframes for the follow ups and verification of correction of
violations. Because the Licensing Unit does not have these policies and
procedures, the Compliance Unit’s review is not ensuring that the
licensing specialists are maintaining the required documentation or
ensuring appropriate follow up is conducted on violations and
correction of violations. In addition, the Compliance Unit is not
currently reviewing the Report responses from the providers to ensure
all violations have been corrected.

The Department indicated that it prioritized licensing specialists’ work
related to assisting providers during the last several months of Fiscal
Year 2020 during the COVID-19 pandemic; however, the Department
did not waive requirements for the timeframes for licensing specialists
to follow up with providers. For the 10 providers in our sample that we
identified with issues, only one provider had an inspection after
April 1, 2020, when the federal waiver of inspections became effective,
and only four providers had an inspection response due after March 1,
2020-during the COVID-19 pandemic. Therefore, this indicates that
the issues we found were not all related to the COVID-19 pandemic.

WHY DO THESE PROBLEMS MATTER?

Ensuring that providers correct all violations, maintaining accurate and
complete inspection file documentation, following up on late providers’
responses, and requiring that providers acknowledge receipt of licensing
reports are essential for the Department to ensure that providers comply
with federal and state health and safety requirements. Failure to comply
with internal controls over federal and state health and safety requirements
increases the risk that providers may be out of compliance with these
requirements for an extended period of time, which may have a negative
impact on children’s safety within the facilities. Specifically, two providers
collectively had 19 violations noted, which included exceeding the
allowed number of children, emergency drills not being practiced,
electrical outlets not being covered, missing background checks, toys

posing a choking hazard, and missing staff files. The licensing specialists
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performed these inspections in April 2019 and May 2019; these were
the most recent inspections for the providers due to a federally issued
COVID-19 waiver on inspections that was in place during April
through June 2020. This creates additional risk that the providers may
be out of compliance for extended lengths of time if the requirements

are not followed.

FEDERAL DEPARTMENT DEPARTMENT OF HEALTH AND HUMAN SERVICES
FEDERAL AWARD NUMBERS 1801COCCDF
1901COCCDEFE
2001COCCC3
2001COCCDF
FEDERAL AWARD YEARS 2018,2019, AND 2020
PASS THROUGH ENTITY NONE
CFDA Nos. 93.575, CHILD CARE AND DEVELOPMENT

BLOCK GRANT; 93.596, CHILD CARE
MANDATORY AND MATCHING FUNDS OF THE
CHILD CARE AND DEVELOPMENT FUND

COVID-19 FUNDING No

COMPLIANCE REQUIREMENT SPECIAL TESTS AND PROVISIONS (IN)
CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS $0

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING

THIS FINDING APPLIES TO PRIOR AUDIT RECOMMENDATION 2018-064A

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

RECOMMENDATION
2020-053

The Department of Human Services should improve its internal controls
over its provider inspection process for the Colorado Child Care
Assistance Program by developing and implementing policies and
procedures for the review of inspections and related documentation.
These policies and procedures should include reviewing the provider
responses for violations, enforcing adherence for follow-up, and

ensuring that required documentation is obtained and maintained.
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RESPONSE

DEPARTMENT OF HUMAN SERVICES

PARTIALLY AGREE. IMPLEMENTATION DATE: JULY 2021.

The Department partially agrees with this recommendation. The
Department agrees to update its policies and procedures. The Program
Compliance Unit (PCU) and supervisors will continue to review
adherence to provider response completeness, timeliness, and timely

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd

licensing specialist follow-up. The Department will provide additional
training for SOP L-7 and L-8.

The Department disagrees with strict adherence to the SOPs.
Specifically, the Department intentionally allows the modification of
procedures to prioritize and protect the health and safety of children
under the “extenuating circumstances” provision. This provision was
critical during the recent pandemic. The Department had classified the
impacts of the pandemic as “extenuating circumstances.” The
Department prioritized its focus requiring Licensing Specialists to
provide technical assistance and critical support to providers.

Providers received guidance for operating their child care programs
throughout the pandemic, including helping them navigate operations
during numerous Executive and Public Health Orders. This helped
ensure Colorado had child care for essential personnel, including health
care workers and emergency responders. This change in focus was
critical in supporting child care programs and families and ensuring they
were not additionally impacted or negatively affected by the COVID-
19 pandemic.

AUDITOR’S ADDENDUM

While the federal government provided a waiver on the conduct of
annual inspections as of April 1, 2020, it did not waive other
requirements or the Department’s policies and procedures. Therefore,
the Department was still responsible for enforcing its documented
policies and procedures as required by federal regulation [45 CFR
98.42(b)].
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INTERNAL CONTROLS
OVER FOOD
DISTRIBUTION CLUSTER
INVENTORY

The Food Distribution Cluster (Cluster) is a group of federal grant
programs designed to strengthen the nutrition safety net through the
provision of donated foods from the U.S. Department of Agriculture
(USDA) to low-income persons. The Department, as the state agency
responsible for the administration of the Cluster programs, works with
emergency feeding organizations throughout Colorado to provide
households in need with food commodities through specific federal
programs within the Cluster, including the Emergency Food Assistance
Program (Emergency Food), and the Commodity Supplemental Food
Program (Supplemental Food).

Emergency Food (CFDA 10.568) is a federally funded program that
provides USDA foods to low-income households for home consumption
or for use in prepared meals at emergency feeding sites for low-income
persons. The Department enters into contracts with three Regional
Food Banks to serve Colorado’s 64 counties. The Department
determines an allocation of the emergency foods to each Regional Food
Bank. The Regional Food Banks place orders in the Web Supply Chain
Management (Web Chain) system, a web-based software managed by
the USDA, against their allocation and the USDA then ships the food to
the Regional Food Bank’s warehouse. Emergency assistance bonus
foods, which are foods the USDA purchases each year to support
agricultural markets that entities can receive in addition to their
allocation, are offered to each state based on each state’s fair share of
the federal application, or on an open-order basis. The Regional Food
Banks determine and provide household allocations of emergency food
based on need, and provide congregate meals served at local food

pantries and soup kitchens.



The Regional Food Banks are required to submit physical inventory
forms (Form 152) on a monthly basis to the Department and to provide
a physical inventory verification on an annual basis. The Form 152

includes information regarding the receipt, disposal, and inventory of
USDA Foods.

Supplemental Food [CFDA No. 10.565] is a federally funded program
that provides USDA foods to low-income seniors who are a minimum
of 60 years of age. The Department works with six recipient agencies,
including various counties, to ensure distribution in all 64 counties. The
recipient agencies enter into contracts with the Department to
administer the Supplemental Food program. The recipient agencies
order USDA food through Web Chain. Each month, the recipient
agencies are required to complete a Supplemental Food Monthly
Inventory Form (Form 153) and submit it to the Department. Form 153
includes sections for reporting USDA food receipts, ending inventory,

and number of recipients, along with other information.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to determine if the Department had
sufficient internal controls over, and complied with, federal
requirements for the Supplemental Food and Emergency Food
programs, including whether the Department maintained accurate and
complete records with respect to the receipt and inventory of USDA
food commodities provided through the Supplemental Food and
Emergency Food programs.

During our audit, we requested to review any Supplemental Food and
Emergency Food inventory reconciliations performed by the
Department for Fiscal Year 2020, and requested and obtained the
Department’s prepared fiscal year-end inventory summary reports. We

also performed the following specific testing for each program:
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For Supplemental Food, we compared total shipment information
reported by one food bank on its 12 monthly Form 153s to a Fiscal
Year 2020 Web Chain report.

For Emergency Food, we recalculated 12 monthly Form 152s
submitted by one Regional Food Bank during Fiscal Year 2020 for
accuracy. We also compared the Regional Food Bank’s fiscal year-
end reported inventory from its Form 152 to the Department-
prepared fiscal year-end inventory summary report and the Regional
Food Bank’s reported Fiscal Year 2020 USDA Emergency Food
receipts to a Fiscal Year 2020 Web Chain report. Lastly, we
compared bonus food orders contained on a Department-prepared

tracking sheet to a Web Chain report on a sample basis.

HOW WERE THE RESULTS OF THE AUDIT
WORK MEASURED?

Federal regulations applicable to the Food Distribution Cluster
programs [7 CFR 250.19(a)] require the Department, as a distributing
agency, to keep complete records of donated foods. Failure to maintain
these records shall be considered “prima facie evidence of improper
distribution or loss of donated foods.” The Department must ensure
that “restitution is made for the loss of donated foods, or for the loss or
improper use of funds provided for, or obtained as an incident of, the
distribution of donated foods” [7 CFR 250.16(a)].

The Department’s Emergency Assistance Policy and Procedure Manual
states that the Regional Food Banks are required to maintain records
documenting the receipt, disposal, and inventory of USDA-provided

food, including records documenting distributions.

The Department’s Supplemental Food Policy and Procedure Manual
states that the recipient agencies must maintain complete and accurate
records of USDA foods received and distributed.



Federal regulations [2 CFR 200.303] require the Department, as a
recipient of federal funds, to establish and maintain effective internal
controls over its federal awards that provide reasonable assurance that
the Department is managing its federal grants in compliance with
federal statutes, regulations, and the award terms and conditions. These
internal controls should be in compliance with guidance in the Green
Book. Under Paragraph 16.01 of the Green Book, the Department
should establish and operate monitoring activities to monitor its
internal control system and evaluate the results. Monitoring activities

include reviewing reports and performing reconciliations.

WHAT PROBLEMS DID THE AUDIT WORK
IDENTIFY?

Overall, the Department had not identified any of the errors or
discrepancies we identified through our testing of both programs’
inventory records or otherwise ensured they were investigated and

corrected. Specifically:

EMERGENCY FOOD PROGRAM

For seven of the 12 Form 152s we tested, the forms contained
calculation errors, resulting in miscalculations of the beginning
balance of the inventory, quantity received or distributed, and

ending balance of the inventory.

The Regional Food Bank’s year-end Form 152 reported physical
inventory of 50,306 cases, but the Department-prepared year-end
inventory summary reported physical inventory of 27,000 cases,
representing a discrepancy of 23,306 cases. We calculated an
estimated dollar value for the discrepancy of approximately
$578,000 by dividing the total value of orders received by the Food

Bank during the fiscal year by the total number of cases ordered.

The Regional Food Bank’s year-end Form 152 reported that it
received 446,420 cases of USDA foods in Fiscal Year 2020, but the
Web Chain report indicated that the Food Bank received 533,597
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cases during Fiscal Year 2020; this represented a discrepancy and
possible under-reporting of inventory by the Food Bank of 87,177

cases, totaling an estimated amount of approximately $2.2 million.

Three of the nine (33 percent) sampled USDA foods listed on the
Department’s bonus allocation report did not agree to bonus

allocation orders listed on the Web Chain report.

SUPPLEMENTAL FOOD PROGRAM

The recipient agency’s Fiscal Year 2020 Form 153s reported that the
recipient agency received a total of 1,618,498 Supplemental Food
units, but the Web Chain Report indicated that the recipient agency
received 1,705,160 units, which represented a discrepancy and
possible underreporting of inventory by the recipient agency of
86,662 units, totaling an estimated amount of $127,000.

WHY DID THESE PROBLEMS OCCUR?

The Department lacks strong internal controls over its administration
of the programs’ inventories, including review and reconciliation
policies and procedures. First, the Department does not have policies
and related procedures requiring Department staff to review monthly
inventory reports provided by recipient agencies and Regional Food
Banks to ensure the information provided is accurate. Second, the
Department does not have policies and related procedures requiring
Department staff to perform reconciliations of physical inventory to the
USDA Web Chain report to ensure inventory records are complete and
accurate. Third, the Department does not have a tracking system to
track recipient agencies and Regional Food Banks activities in the Web

Chain system or supporting documentation.
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WHY DO THESE PROBLEMS MATTER?

Lack of review and monitoring processes could result in the Department
not maintaining complete and accurate inventory records and failing to
comply with federal regulations. Ultimately, the Department risks the
improper distribution or loss of USDA foods and could owe USDA for
inventory shortages. By not having a proper tracking of inventory, this
could also result in the Department not having sufficient food to provide

to individuals in need of food assistance.
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FEDERAL DEPARTMENT DEPARTMENT OF AGRICULTURE
FEDERAL AWARD NUMBERS 3C0430441
3C0810810
FEDERAL AWARD YEARS 2019 AND 2020
PASS THROUGH ENTITY NONE
CFDA Nos. 10.565, COMMODITY SUPPLEMENTAL FOOD
PROGRAM,;
10.568, EMERGENCY FOOD ASSISTANCE
PROGRAM
(ADMINISTRATIVE COSTS)
COVID-19 FUNDING YES
COMPLIANCE REQUIREMENT SPECIAL TESTS AND PROVISIONS (N)
CLASSIFICATION OF FINDING MATERIAL WEAKNESS
TOTAL KNOWN QUESTIONED COSTS ~ $0
KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING

THIS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

RECOMMENDATION
2020-054

The Department of Human Services (Department) should strengthen
its internal controls over the Food Distribution Cluster’s U.S.

Department of Agriculture foods inventory by:

A Developing and implementing policies and procedures requiring

Department staff to review monthly inventory reports received from
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recipient agencies and Regional Food Banks to ensure they are

accurate.

Developing and implementing policies and procedures requiring
Department staff to perform reconciliations of recipient agencies’
and Regional Food Banks’ physical inventories to the Web Supply
Chain Management system to ensure inventory records are complete

and accurate.

Developing and implementing a tracking system to track recipient
agencies and Regional Food Banks activities in the Web Supply

Chain Management system and maintaining supporting documents.

RESPONSE

DEPARTMENT OF HUMAN SERVICES

A AGREE. IMPLEMENTATION DATE: DECEMBER 2022.

The Department is undertaking an inventory overhaul which
includes implementing a new inventory database and creating and
hiring an Inventory Specialist. The Department recognized the need
for inventory software and started the process of obtaining it in June
2020. In May 2021, the Department received a signed licensing
agreement for a new database which is expected to be implemented
in six months per an OIT timeline. In addition to the database, the
Department recently hired a new Inventory Specialist position. This
position will lead the development of policies, procedures, inventory

reconciliations, and monthly report management.

Once the Inventory Specialist has a comprehensive understanding of
federal and state policy and the new database software, the
Department will develop policies and procedures, training for
partner agencies, and roll out new requirements for the tracking and

reconciliation of program inventories.
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B AGREE. IMPLEMENTATION DATE: DECEMBER 2022.

The Department agrees to develop and implement policies and
procedures requiring Department staff to perform reconciliations of
recipient agencies’ and Regional Food Banks’ physical inventories to
the Web-based Supply Chain Management system to ensure

inventory records are complete and accurate.

Starting in January 2021 the Department began developing a
position description for an Inventory Specialist with the focus of

ensuring accurate and thorough accounting of all year-end inventory
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and reconciliations. The position was hired in April 2021. Due to
the implementation of the inventory database and the timing of
beginning and ending inventories, the Department anticipates being

able to do a full reconciliation of inventories by December 2022.

C  AGREE. IMPLEMENTATION DATE: DECEMBER 2022.

The Department agrees to develop and implement a tracking system
for food inventory at recipient agencies and Regional Food Banks
using the Web Supply Chain Management system receipts as the
basis of food received, including the maintenance of supporting

documents.

The Department is undertaking an inventory overhaul which
includes implementing a new inventory database and creating and
hiring an Inventory Specialist. The Department recognized the need
for inventory software and started the process of obtaining it in June
2020. In May 2021, the Department received a signed licensing
agreement for a new database which is expected to be implemented
in six months per an OIT timeline. In addition to the database, the
Department recently hired a new Inventory Specialist position. This
position will lead the development of policies, procedures, inventory

reconciliations, and monthly report management.

Once the Inventory Specialist has a comprehensive understanding of
federal and state policy and the new database software, the

Department will develop policies and procedures, training for
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partner agencies, and roll out new requirements for the tracking and

reconciliation of program inventories.

INTERNAL CONTROLS
OVER LEAP ELIGIBILITY
DETERMINATION

The Low-Income Home Energy Assistance Program (LEAP) is a federal
program that helps eligible low-income Colorado families, seniors, and
individuals pay a portion of their winter home heating costs. In most
cases, the energy assistance benefit is paid directly to the household
energy supplier. The Department’s Food and Energy Assistance
Division is responsible for ensuring that the Department complies with
federal and state requirements for this program. LEAP works to keep
communities warm during the winter (November through April), which
is also known as the LEAP season. In Fiscal Year 2020, the Department
expended a total of $63.8 million in federal funds for LEAP.

The Department has contracted with a vendor, Discover Goodwill, to
process LEAP applications for 50 of the State’s 64 counties.
Applications from the remaining 14 counties are processed at a local
social/human services office or county, as applicable. Applications can
be submitted online or dropped off at a local social/lhuman services
office, or mailed/emailed to the residing county or contractor, as
applicable. A LEAP technician enters non-online application
information into the LEAP system, Salesforce. Salesforce performs
eligibility determinations based on information entered and schedules

payments to energy providers for eligible recipients.



WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to review the Department’s internal
controls over the LEAP eligibility determination process, as well as to
determine whether the Department complied with applicable federal
LEARP eligibility requirements, during Fiscal Year 2020.

We reviewed the Department’s LEAP eligibility internal controls in
place during Fiscal Year 2020. We also performed a walkthrough of the
eligibility determination process. In addition, we performed testing over
a sample of 40 out of 74,972 LEAP applicants’ information and related
eligibility determinations to determine whether information was input
correctly into Salesforce, and if eligibility determinations were

appropriate.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the following:

The Department’s LEAP Training and Operations Manual [Version
2019-2020, Section 4: Household Income] states that child support

income is countable in calculating the applicant’s gross income.

State regulation [9 CCR 2503-7 3.752.211.H] states that cents are
not considered in the social security benefits in calculating gross

income.

State regulation [9 CCR 2503-7 3.751.1] requires that applications
for households in an emergency situation shall be “processed
expeditiously and eligibility determined within fourteen calendar
days of notification of the emergency by the application to the

county department.” An emergency application is a household
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which has had heat service discontinued or is threatened with

discontinuance of heat service.

According to Uniform Guidance [2 CFR 200.303(a)], the
Department, as a recipient of federal funds, must establish and
maintain effective internal controls over its federal awards that
provide reasonable assurance that the Department is managing its
federal grants in compliance with federal statutes, regulations, and

the award terms and conditions.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

In nine out of 40 cases tested (23 percent), we identified at least one
error. These errors did not ultimately impact the applicant’s eligibility

for LEAP benefits during the Fiscal Year 2020 LEAP season.
Specifically, we found the following:

In three cases, gross income was not calculated correctly.
Specifically, in one case, cents from the applicant’s social security
benefit payment were incorrectly included in the gross income
calculation; in a second case, the applicant’s gross income was
overstated by $500; and in a third case, the applicant’s child support

payments were erroneously excluded from gross income.

In one case, one individual was not included as a household member
even though the applicant had provided the social security number

for the individual.

In one case, a household’s emergency application was processed
fifteen calendar days after receipt of the application, which was one

day late.

In seven cases, information entered into Salesforce did not match the
application documents. For example, one applicant’s birthday in

Salesforce did not agree to the application document and another



applicant’s address in Salesforce did not match the address in the
application.

WHY DID THESE PROBLEMS OCCUR?

The Department did not adequately train its LEAP technicians to ensure
that the entry of application data into Salesforce fully matched the
supporting documentation, and that income and number of households
were entered into the system accurately. Specifically, we noted that the
nine cases with issues were approved solely by the LEAP technicians,

but they did not identify and correct the errors.

WHY DO THESE PROBLEMS MATTER?

Failing to identify errors in Salesforce increases the risk that the
Department will fail to provide LEAP benefits to eligible individuals and
families, or will provide LEAP benefits to ineligible individuals and
families. Furthermore, determining eligibility incorrectly may result in

the Department being out of compliance with federal LEAP regulations.

FEDERAL DEPARTMENT DEPARTMENT OF HEALTH AND HUMAN SERVICES
FEDERAL AWARD NUMBERS 1901COLIEA
2001COESC3
2001COLIEA
FEDERAL AWARD YEARS 2019 AND 2020
PAsS THROUGH ENTITY NONE
CFDA No. 93.568, LOW-INCOME HOME ENERGY
ASSISTANCE
COVID-19 FUNDING No
COMPLIANCE REQUIREMENT ELIGIBILITY (E)
CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS $0
KNOWN QUESTIONED COSTS $0
RELATED TO COVID-19 FUNDING

THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION
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RECOMMENDATION
2020-055

The Department of Human Services should strengthen its internal
controls and ensure it complies with federal Low-Income Home Energy
Assistance  Program  (LEAP) eligibility  determination  and
documentation requirements by improving training of its technicians on
data entry and review in the LEAP Salesforce system and making sure
all the inputs agree to supporting documentation to ensure information

in the Salesforce system is accurate.

RESPONSE

DEPARTMENT OF HUMAN SERVICES

AGREE. IMPLEMENTATION DATE: OCTOBER 2021.

The Department of Human Services agrees to improve training in the
areas of eligibility and income determinations when annual training is
presented in fall of 2021 for all new and veteran technicians. The
program realizes that accurate data entry into the LEAP Salesforce
system is vital to help ensure accurate eligibility and payment
determinations. The training will have added specialized training
exercises to the training curriculum around correct data entry into the
LEAP Salesforce System. Additionally, over the course of the FFY 2022
heating season the program will monitor QA/QI monthly findings for
patterns of excessive data entry errors and if detected the program will

offer mandatory targeted training in this area.

Although the Department agrees with this recommendation, the
Department wants to note that there were zero payment or eligibility
errors in the sample reviewed, thus the program is complying with
federal eligibility determination requirements. LEAP undergoes
extensive monitoring by the Department’s Quality Assurance and

Quality Improvement (QA/QI) Division. The goals for case accuracy



and case payment accuracy are 97% and in our current program year,
FFY 2021, case accuracy rate is 96.30% and the payment accuracy rate
is 96.58%. This demonstrates that the program is very close to
meeting/exceeding accuracy goals of the program and these rates are
based upon a much larger scale sample size. This demonstrates the

program is meeting the eligibility determination requirements.

CHILD SUPPORT
ENFORCEMENT PROGRAM

The federal Child Support Enforcement program provides financial
assistance to states to enforce support obligations owed by non-
custodial parents, locate absent parents, establish paternity, and obtain
child and spousal support. The Child Support Enforcement program
was enacted under Title IV-D of the Social Security Act and is
administered at the federal level by the U.S. Department of Health and
Human Services. In Colorado, this program is referred to as Child
Support Enforcement (CSE or Program). During Fiscal Year 2020, CSE
expenditures totaled approximately $73.1 million in federal and state

funds.

The Department’s Division of Child Support Services is responsible for
overseeing CSE and ensuring that the Department complies with federal
and state requirements for this program. CSE is administered at the
local level by the county child support offices within the county
departments of human/social services and the Department is responsible
for monitoring the counties’ administration of the Program. County
workers enter CSE case information, such as child support payments
received from a non-custodial parent and child support payments sent
to a custodial parent, into the Automated Child Support Enforcement
System (ACSES), a statewide computer system which provides case
management and financial management for child support payments.
ACSES processes case files automatically when information such as a

child support payment is entered. The system will then allocate the
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payment as entered by the county worker based on the case
documentation, such as court orders. Certain users within ACSES have
the ability to manually override the system’s processes for calculating
and recording child support payments. For example, in certain
situations the system is unable to complete the payment allocation for
a case and the caseworker must go into the system and manually

allocate the payment to complete the transaction.

The Department’s QA Division is responsible for the CSE quality review
process, which is designed to ensure that counties are following federal
requirements, as well as the Colorado Code of Regulations. Specifically,
each month the QA Division reviews a sample of cases within ACSES

to determine whether cases are being administered correctly.

WHAT WAS THE PURPOSE OF OUR AUDIT
WORK AND WHAT WORK WAS PERFORMED?

The purpose of the audit work was to review the Department’s internal
controls over ACSES to determine whether the Department had

adequate internal controls over the system during Fiscal Year 2020.

The audit work included performing inquiries of Department staff to
determine what processes they have in place for monitoring and
reviewing manual overrides within ACSES. We also obtained and
reviewed reports relating to overrides performed in ACSES and a listing

of users who have access to perform overrides.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Federal regulations [45 CFR 307.13] related to the Child Support
Enforcement information system indicate that state agencies shall
“monitor routine access to and use of the computerized support
enforcement system through methods such as audit trails and feedback
mechanisms to guard against, and promptly identify unauthorized

access or use.”



The Office of the State Controller’s Fiscal Procedures Manual
[Chapter 1, Section 3.3, State of Colorado Accounting Organization
Objectives and Section 3.7a, State of Colorado Accounting
Organization Shares Responsibilities| requires state departments to
“establish internal controls for their departments” in order to
“...maintain an internal control environment that enhances sound
business practices, clearly defines roles, responsibilities, and
accountability, and provides for the prevention and detection of

fraudulent activity.”

WHAT PROBLEMS DID THE AUDIT WORK
IDENTIFY?

Overall, we found that the Department did not have sufficient internal
control processes in place during Fiscal Year 2020 related to manual
overrides of ACSES system controls related to payment allocations.
Specifically, Department staff indicated that they do not have processes
in place to require county staff to review ACSES allocation overrides
after they occur or to require Department staff to review or monitor

overrides centrally.

In Fiscal Year 2020, we found that a total of 16,186 overrides, with a

net effect of approximately $4.6 million, were performed by 145 users
within ACSES.

WHY DID THESE PROBLEMS OCCUR?

The Department lacked adequate internal controls to ensure that higher
risk cases, such as those with manual overrides, are reviewed to ensure
they are accurate. Specifically, the Department does not have a process
to separately monitor or review override activity within ACSES. The
Department’s existing review process does not include a specific review
of manual overrides of the system, which may represent an increased
fraud risk. Department staff indicated that cases with an override are

included in the population of cases from which their QA Division selects
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for review. However, staff also indicated that the QA Division does not
separately identify and select cases with overrides for review. We
determined that the cases with manual overrides represented
approximately 0.7 percent of the 2.4 million transactions logged in
Fiscal Year 2020; this small proportion means that it is very unlikely
that any cases with a manual override will be selected for review by the
QA Division.

WHY DO THESE PROBLEMS MATTER?

Failing to monitor manual overrides increases the risk of errors not
being corrected in the allocation and administration of child support
payments and also presents an opportunity for fraud not being detected.
Errors or fraud relating to child support payments can result in incorrect
payments being sent on behalf of a child. Furthermore, the Department
risks not being in compliance with federal regulations relating to CSE.
This can result in federal disallowances and recoveries being imposed

on the Department.

FEDERAL DEPARTMENT DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBER 2001COCSES

FEDERAL AWARD YEARS 2018,2019, AND 2020

PASs THROUGH ENTITY NONE

CFDA No. 93.563, CHILD SUPPORT ENFORCEMENT

COVID-19 FUNDING No

COMPLIANCE REQUIREMENT ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)

CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS  $0

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THis FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION



RECOMMENDATION
2020-056

The Department of Human Services should improve its internal controls
over the Automated Child Support Enforcement System (ACSES) by
developing and implementing a formal written policy to ensure that
manual override activity within ACSES is separately monitored and

reviewed.

RESPONSE

DEPARTMENT OF HUMAN SERVICES
AGREE. IMPLEMENTATION DATE: JUNE 2021.

The Department of Human Services agrees that it will improve its
internal controls over the Automated Child Support Enforcement
System (ACSES) by developing and implementing a formal written
policy to ensure that manual override activity within ACSES is
separately monitored and reviewed; however, the Department of
Human Services would like to note that the cases with manual overrides
are not considered higher risk cases and does not believe these are higher

risk for fraud.
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NATIONAL SCHOOL
LUNCH PROGRAM FOOD
INVENTORY
RECONCILIATION

The Department is in-charge of managing the procurement, storage, and

distribution of donated agricultural commodities provided through and
administered by the USDA’s National School Lunch Program (Lunch
Program) [CFDA No. 10.555]. This program is part of the USDA’s
Child Nutrition Cluster programs.

The federal Child Nutrition Cluster programs are intended to (1) assist
states in administering food services that provide healthy, nutritious
meals to eligible children in public and nonprofit private schools,
residential child care institutions, and summer recreation programs; and
(2) encourage the domestic consumption of nutritious agricultural

commodities.

USDA enters into agreements with states for the distribution of USDA-
donated foods. The states, in turn, enter into agreements with local
Lunch Program operators, which are defined collectively as recipient
agencies. The Department’s responsibility under the Lunch Program
includes hiring a food logistics vendor to purchase food products and
deliver them to schools and child care centers (recipient agencies)
throughout Colorado; and tracking, maintaining, and reconciling
inventory records for the food products. The Department contracts with
a warehouse in Colorado Springs to store its food inventory.

Once a donated food shipment arrives at the Department-contracted
warehouse, the warehouse staff count the food to compare it to the
provided Bill of Lading (BOL), review it for good condition, and check
the temperature of all cases. The food logistics vendor then picks up the
donated food from the warehouse and delivers it to the schools. The
schools are responsible for inspecting the load, counting the items



received, and signing off on the BOL to certify that it is accurate. The
food logistics vendor keeps a copy of the BOL.

The Colorado Department of Education (CDE) is responsible for all
non-inventory related federal requirements for the Lunch Program. For
example, CDE is responsible for collecting and tracking total school
lunches served, which dictates the volume of donated foods the State

receives.

WHAT WAS THE PURPOSE OF OUR AUDIT
WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to determine if the Department had
adequate internal controls over and complied with inventory-related
requirements for the Lunch Program during Fiscal Year 2020, which
included determining whether the Department maintained accurate and
complete records with respect to the receipt, distribution, and inventory
of USDA-donated foods through the Lunch Program and performed

inventory reconciliations throughout the fiscal year.

We obtained the Department’s procedures for preparing its fiscal year-
end and monthly reconciliations of its Lunch Program inventory and
documentation related to the receipt and shipment of the Lunch
Program’s donated foods. We also requested that the Department
provide its fiscal year-end inventory reconciliation. We obtained and
tested two monthly inventory reconciliations prepared by the
Department for Fiscal Year 2020.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against these requirements:

Federal regulations [7 CFR 250.12(b)] for the Lunch Program require
that the Department take a physical inventory of its Lunch Program

II-165

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd



II-166

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

donated foods at its warehouse and reconcile the results of the physical
inventory annually with the warehouse’s inventory records. The
Department must maintain the results of the inventory and the
reconciliation itself or ensure the warehouse maintains the
documentation. The regulations also require that the Department, as
the distributing agency, report any donated food losses, and ensure that

restitution is made for such losses.

Federal regulations [7 CFR 250.19(a)] require that the Department, as
a distributing agency, keep complete records of donated foods. Failure
to maintain these records shall be considered “prima facie evidence of
improper distribution or loss of donated foods.” The Department must
ensure that “restitution is made for the loss of donated foods, or for the
loss or improper use of funds provided for, or obtained as an incident
of, the distribution of donated foods” [7 CFR 250.16 (a)]. Records
relating to requirements for donated foods must be retained for a period

of three years from the close of the fiscal or school year to which they
pertain [7 CFR 250.19(b)].

The Department’s Inventory Tracking and Reconciliation policy for the
Lunch Program requires the Department to perform a reconciliation
between incoming inventory from the USDA and shipping reports
provided by the food logistics vendor. The procedure states that “any
variances between the Reconciliation Spreadsheet and Physical
Inventory are given to the food logistics vendor to check and agree on.
If there is a significant variance the program completes a food loss

investigation which may result in financial reimbursement.”

WHAT PROBLEMS DID THE AUDIT WORK
IDENTIFY?

We found that the Department did not fully reconcile its Lunch Program
donated food inventory at fiscal year end to the underlying records.
Specifically, the Department conducted a fiscal year end physical
inventory at the warehouse and compared the physical inventory counts
to the inventory provided by the USDA throughout the fiscal year and



what was delivered to schools and child care centers by the food
logistics vendor, but did not follow-up and resolve variances noted
through the comparison. Specifically, we noted that 25 of the 30 (83
percent) food items the Department compared between the USDA-
provided and food logistics vendor-provided documentation contained
differences. The overall gross value of the variances totaled $4,507, with

a net variance of $259.

We also noted that the Department did not obtain from the warehouse
or retain records of the receipt and distribution of the Lunch Program’s
donated inventory during the fiscal year. Rather, at fiscal year end,
Department staff obtained records from the USDA database and reports
provided by the food logistics vendor, and compared the reports with
the warehouse’s inventory for the Lunch Program’s inventory

reconciliation.

WHY DID THESE PROBLEMS OCCUR?

The Department did not have sufficient internal controls in place over
its Lunch Program inventory during Fiscal Year 2020. First, the
Department failed to follow its Lunch Program procedures related to
completing an annual reconciliation of Lunch Program-donated foods
and to investigate any inventory variances. The Department stated that
the reason for the variance was that the food logistics vendor did not
provide final shipping reports; however, the Department did not follow
up and obtain the final shipping reports from its food logistics vendor

to determine if the variances were resolved.

Second, the Department does not have policies and procedures
requiring that Department staff obtain from the warehouse and retain
Lunch Program receipts and distributions, such as BOLs for the USDA
shipments received by the warehouse and the BOLs for the distributions
made by the food logistics vendor to the schools, and therefore, did not
have adequate information to complete the fiscal year-end

reconciliation.
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WHY DO THESE PROBLEM MATTER?

If the Department does not obtain and maintain the Lunch Program’s
inventory records, it will be out of compliance with federal guidance. In
addition, if the Department does not reconcile its food inventory and
investigate variances, food loss or waste could occur and the
Department would be required to pay the federal government for this
loss. By not having a proper tracking of inventory, this could also result

in the Department not having sufficient food to provide the schools for

children.

FEDERAL DEPARTMENT DEPARTMENT OF AGRICULTURE

FEDERAL AWARD NUMBER 193CO002N2533

FEDERAL AWARD YEAR 2019

PASS THROUGH ENTITY NONE

CFDA No. 10.555, NATIONAL SCHOOL LUNCH PROGRAM
COVID-19 FUNDING No

COMPLIANCE REQUIREMENT SPECIAL TESTS AND PROVISIONS (IN)
CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS $0

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THIS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

RECOMMENDATION
2020-057

The Department of Human Services (Department) should ensure
that it complies with U.S. Department of Agriculture’s (USDA) federal

requirements for the National School Lunch program by:

A Completing fiscal year-end reconciliations of its donated foods
inventory, including investigating and resolving all identified

variances.

B Developing and implementing policies and procedures for the
Department to obtain and maintain complete inventory records,

including Bills of Lading for the USDA shipments received by the



warehouse and for the distributions made by the food logistics
vendor to the schools. This should include maintaining its own

records for verifying USDA and vendor information.

RESPONSE

DEPARTMENT OF HUMAN SERVICES
A AGREE. IMPLEMENTATION DATE: JULY 2021.

The Department agrees with conducting an annual physical
inventory as it has in other previous years. During the audit test
period, this had not occurred due to the pandemic. The Department
also agrees that the physical inventory will be reconciled to the book

inventory.
B PARTIALLY AGREE. IMPLEMENTATION DATE: JULY 2021.

The Department partially agrees with this recommendation.
Specifically, the Department agrees to require its contracted
warehouse to obtain and maintain complete inventory records,
including Bill of Ladings for the USDA shipments received by the
warehouse and the Bill of Ladings for the distributions made by the
food logistics vendor to the schools. These records will be required
to be furnished by the contracted warehouse when the Department
or any other regulatory body perform reviews. The Department
disagrees to obtain and maintain the complete inventory records at
the state level.

AUDITOR’S ADDENDUM

Federal regulations [7 CFR 250.19(a)] require that the Department, as
a distributing agency, keep complete records of donated foods.
Although the Department contracts with a warehouse to maintain the
donated foods inventory and to obtain and maintain complete
inventory records, the requirement for proper maintenance of inventory

records is ultimately the Department’s responsibility.
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AUTOMATED CHILD
SUPPORT ENFORCEMENT
SYSTEM (ACSES)—

INFORMATION SECURITY

Government Auditing Standards allow for information that is
considered sensitive in nature, such as detailed information related to

IT system security, to be issued through a separate “classified or limited
use” report because of the potential damage that could be caused by the
misuse of this information. We consider the specitic technical details of
this finding, along with the response, to be sensitive in nature and not
appropriate for public disclosure. Theretore, the details of the following
finding and response have been provided to the Department and
Governor’s Office of Information Technology (OIT) in separate,

confidential memoranda.

The Department’s Division of Child Support Services administers the
State’s Child Support Services Program (Program), which is partially
funded through the federal Child Support Enforcement grant [CFDA
No. 93.563]. The purpose of the Program is to establish and enforce
medical and financial support orders, and collect funds related to
support orders. To meet the Program’s purpose, the Department relies
on ACSES to support the State’s case management of 150,000 caseloads
and process over $450 million in child support payments annually.
ACSES has been operating since 1986 and also has a web-based portal,
eCSE, allowing the public to request services and the ability to make
child support payments, among other functionality. ACSES contains
protected health information, personally identifiable information, and
federal tax information that is governed by the IRS. As an essential
application for the State, ACSES provides child support enforcement
services that are critical for Colorado families. ACSES is supported by
funding from the federal government and is subject to security

compliance requirements related to protected health information,



personally identifiable information, and federal tax information. The
Department, its IT service provider—the Governor’s Office of
Information Technology (OIT)—and external vendors are working
together to modernize the ACSES application, as well as the
responsibility for the information security of both the application and
its data. Information security over ACSES is a shared responsibility

between the Department, OIT, and an external vendor.

WHAT WAS THE PURPOSE OF OUR AUDIT
WORK AND WHAT WORK WAS PERFORMED?

The purpose of our audit work was to determine whether the
Department and OIT had appropriate information security controls in
place and operating effectively over the ACSES system. Our audit work
involved interviews of Department and OIT staff, as well as reviews of

relevant, supporting documentation.

HOW WERE THE RESULTS OF THE AUDIT
WORK MEASURED?

We measured the results of our audit work against the following;:

State information security policies developed and issued by the
Department and OIT.

Federal information security requirements issued by the federal
Office of Child Support Enforcement and the IRS.

Contractual requirements between OIT and the external vendors.
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WHAT PROBLEMS DID THE AUDIT WORK
IDENTIFY?

We found that the Department and OIT were not complying with
certain state, federal, and contractual information security

requirements.
WHY DID THESE PROBLEMS OCCUR?

The Department and OIT did not provide explanations for the majority
of the problems we found. In those instances where we were provided
with explanations, OIT stated that staff were following state policies,
instead of Department requirements, as well as the need to finish certain
projects, and the Department stated that there was a misunderstanding
of information security requirements and a lack of staff to enforce the

requirements.
WHY DO THESE PROBLEMS MATTER?

In combination, the deficiencies we found could threaten the
confidentiality, integrity, and availability of ACSES and the data in the

system.

FEDERAL DEPARTMENT DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBER 2001COCSES

FEDERAL AWARD YEARS 2018,2019, AND 2020

PAss THROUGH ENTITY NONE

CFDA No. 93.563, CHILD SUPPORT ENFORCEMENT

COVID-19 FUNDING No

COMPLIANCE REQUIREMENTS ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)

CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS  $0

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THis FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION



RECOMMENDATION
2020-058

The Department of Human Services should improve the Automated
Child Support Enforcement System’s information security controls by:

A Mitigating the information security problems noted in the
confidential finding PART A.

B Mitigating the information security problems noted in the
confidential finding PART B.

C Mitigating the information security problems noted in the
confidential finding PART C.

D Mitigating the information security problems noted in the
confidential finding PART D.

E  Mitigating the information security problems noted in the
confidential finding PART E.

RESPONSE

DEPARTMENT OF HUMAN SERVICES

A AGREE. IMPLEMENTATION DATE: JULY 2021.

The Department of Human Services will improve ACSES
information security controls by mitigating the problems noted in
the confidential finding part A.

B AGREE. IMPLEMENTATION DATE: APRIL 2021.

The Department of Human Services will improve ACSES
information security controls by mitigating the problems noted in
the confidential finding part B.
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C  AGREE. IMPLEMENTATION DATE: JuLY 2021.

The Department of Human Services will improve ACSES
information security controls by mitigating the problems noted in

the confidential finding part C.
D AGREE. IMPLEMENTATION DATE: NOVEMBER 2020.

The Department of Human Services has improved ACSES
information security controls by mitigating the problems noted in

the confidential finding part D.
E  AGREE. IMPLEMENTATION DATE: JUNE 2021.

The Department of Human Services will improve ACSES
information security controls by mitigating the problems noted in

the confidential finding part E.

RECOMMENDATION
2020-059

The Governor’s Office of Information Technology should improve the
Automated Child Support Enforcement System information security
controls by:

A Mitigating the information security problems noted in the
confidential finding PART A.

B Mitigating the information security problems noted in the
confidential finding PART B.

C Mitigating the information security problems noted in the
confidential finding PART C.

D Mitigating the information security problems noted in the
confidential finding PART D.

E  Mitigating the information security problems noted in the
confidential finding PART E.
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I Mitigating the information security problems noted in the
confidential finding PART F.

G Mitigating the information security problems noted in the
confidential finding PART G.

H Mitigating the information security problems noted in the
confidential finding PART H.

RESPONSE
GOVERNOR’S OFFICE

OF INFORMATION TECHNOLOGY

A AGREE. IMPLEMENTATION DATE: JULY 2021.

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd

The Governor's Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part A of the confidential finding.

B AGREE. IMPLEMENTATION DATE: JULY 2021.

The Governor's Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part B of the confidential finding.

C  AGREE. IMPLEMENTATION DATE: JULY 2021.

The Governor's Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part C of the confidential finding.

D AGREE. IMPLEMENTATION DATE: JULY 2021.

The Governor's Office of Information Technology (OIT) agrees
with this finding and will work with the Department to mitigate the
problems identified in Part D of the confidential finding.
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AGREE. IMPLEMENTATION DATE: JULY 2021.

The Governor's Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part E of the confidential finding.

AGREE. IMPLEMENTATION DATE: JULY 2021.

The Governor's Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part F of the confidential finding.

AGREE. IMPLEMENTATION DATE: JULY 2021.

The Governor's Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part G of the confidential finding.

AGREE. IMPLEMENTATION DATE: JULY 2021.

The Governor's Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part H of the confidential finding.

ACSES—COMPUTER
OPERATIONS

Government Auditing Standards allow for information that is

considered sensitive in nature, such as detailed information related to

IT system security, to be issued through a separate “classified or limited

use” report because of the potential damage that could be caused by the

misuse of this information. We consider the specific technical details of

this finding, along with the response, to be sensitive in nature and not

appropriate for public disclosure. Therefore, the details of the following

finding and response have been provided to the Department and OIT in

separate, contidential memoranda.



ACSES has been designated as an essential application for the State of
Colorado, and the Department and OIT work to ensure that
appropriate controls are in place for the ongoing operation and
continuity of the application. The Department and OIT have entered

into an interagency agreement to provide certain technological support
for ACSES, in coordination with the ACSES vendors.

WHAT WAS THE PURPOSE OF OUR AUDIT
WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to determine whether the
Department and OIT had select operational controls designed, in place,
and operating effectively over ACSES. We performed our audit work
through inquiry of Department and OIT personnel and inspection of
documentation within these process areas.

HOW WERE THE RESULTS OF THE AUDIT
WORK MEASURED?

We measured the results of our audit work against the federal Office of
Child Support Enforcement security requirements and both the
Colorado Information Security Policies and OIT Cyber Policies.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We identified problems related to the Department’s and OIT’s computer
operations controls for ACSES.

WHY DID THESE PROBLEMS OCCUR?

The Department and OIT did not provide causes for all of the problems
we identified. In those instances when causes were provided, the
Department states that select IT procedures were not approved by
management and in effect for Fiscal Year 2020, and OIT stated that it
did not comply with federal and state requirements due to resource
limitations caused by the COVID-19 pandemic.
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WHY DO THESE PROBLEMS MATTER?

Without fully developed ACSES computer operational processes, the
Department and OIT may be at risk of not being able to continue
operating the ACSES system if a system disruption were to occur. This,
in turn, could adversely impact the State’s ability to effectively
administer its Child Support Enforcement program and could result in
sanctions related to future federal funding that the ACSES program

depends on to fulfill its mission.

FEDERAL DEPARTMENT DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBER 2001COCSES

FEDERAL AWARD YEARS 2018,2019, AND 2020

PASS THROUGH ENTITY NONE

CFDA No. 93.563, CHILD SUPPORT ENFORCEMENT

COVID-19 FUNDING No

COMPLIANCE REQUIREMENTS ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)

CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS  $0

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

RECOMMENDATION
2020-060

The Department of Human Services should improve computer
operations controls and processes for the Automated Child Support

Enforcement System by:

A Mitigating the problems identified in PART A of the confidential
finding.

B Mitigating the problems identified in PART B of the confidential
finding.

C Mitigating the problems identified in PART C of the confidential
finding.



D Mitigating the problems identified in PART D of the confidential

finding.

RESPONSE

DEPARTMENT OF HUMAN SERVICES
AGREE. IMPLEMENTATION DATE: MARCH 2021.

The Department agrees with this finding. The Department will work
with the Governor’s Office of Information Technology to ensure the
problems identified in Part A of the confidential finding are
mitigated.

AGREE. IMPLEMENTATION DATE: MARCH 2021.

The Department agrees with this finding. The Department will work
with the Governor’s Office of Information Technology to mitigate

the problems identified in Part B of the confidential finding.
AGREE. IMPLEMENTATION DATE: MARCH 2021.

The Department agrees with this finding. The Department will work
to mitigate the problems identified in Part C of the confidential
finding.

AGREE. IMPLEMENTATION DATE: MARCH 2021.

The Department agrees with this finding. The Department will
create a process to ensure that problems identified in Part D of the

confidential finding are mitigated.
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RECOMMENDATION
2020-061

The Governor’s Office of Information Technology should improve

computer operational processes of the Automated Child Support

Enforcement System by reprioritizing staff and working with key

Department of Human Services’ personnel to ensure compliance with all

applicable state and federal information security requirements by:

A

Mitigating the problems identified in PART A of the confidential
finding.

Mitigating the problems identified in PART B of the confidential
finding.

Mitigating the problems identified in PART C of the confidential
finding.

RESPONSE

GOVERNOR’S OFFICE
OF INFORMATION TECHNOLOGY

AGREE. IMPLEMENTATION DATE: MARCH 2021.

The Governor’s Office of Information Technology (OIT) agrees
with this finding. OIT will work with the Department to mitigate
part A of the confidential findings.

AGREE. IMPLEMENTATION DATE: MARCH 2021.

The Governor’s Office of Information Technology (OIT) agrees
with this finding. OIT will work with the Department to mitigate
part B of the confidential findings.



C AGREE. IMPLEMENTATION DATE: MARCH 2021.

The Governor’s Office of Information Technology (OIT) agrees
with this finding. OIT will collaborate with stakeholders to mitigate
part C of the confidential findings.

ACSES VENDOR
MANAGEMENT

Government Auditing Standards allow for information that is
considered sensitive in nature, such as detailed information related to
IT system security, to be issued through a separate “classified or limited
use” report because of the potential damage that could be caused by the
misuse of this information. We consider the specific technical details of
this finding, along with the response, to be sensitive in nature and not
appropriate for public disclosure. Therefore, the details of the following
finding and response have been provided to the Department and OIT in

separate, confidential memoranda.

The Department has contracted with OIT to provide additional support
for the Department’s continued ACSES modernization project. OIT, in
turn, has contracted additional support of ACSES to external vendor
contracts. OIT has responsibility for the performance of processes
assigned to its vendors.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to determine whether the
Department’s and OIT’s ACSES vendors were complying with
contractual, state, and federal information security requirements. We
discussed this with the Department and OIT staff, as well as inspected

related vendor management documentation from the Department and
OIT.
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HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the federal Office of
Child Support Enforcement security requirements and both the

Colorado Information Security Policies and OIT Cyber Policies.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We identified vendor management problems related to the
Department’s and OIT’s oversight of ACSES vendors.

WHY DID THESE PROBLEMS OCCUR?

The Department and OIT stated that they believed their vendor
management process was sufficient for holding the vendor accountable.
However, the vendor management process did not cover all areas to
ensure compliance with contractual, state, and federal security
requirements. OIT did not provide explanations as to why certain other

problems occurred.
WHY DO THESE PROBLEMS MATTER?

Without proper vendor management controls in place for ensuring
ACSES vendors comply with contractual, state, and federal security
requirements, the Department and OIT have an increased risk of
adverse cyber incidents occurring that may impact ACSES and its data.
Specifically, such incidents could affect mission critical areas such as the

confidentiality, integrity, and availability of the system and its data.



FEDERAL DEPARTMENT DEPARTMENT OF HEALTH AND HUMAN SERVICES

FEDERAL AWARD NUMBER 2001COCSES

FEDERAL AWARD YEARS 2018,2019, AND 2020

PASS THROUGH ENTITY NONE

CFDA No. 93.563, CHILD SUPPORT ENFORCEMENT

COVID-19 FUNDING No

COMPLIANCE REQUIREMENTS ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)

CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS  $0

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

RECOMMENDATION
2020-062

The Department of Human Services should improve vendor
management oversight of the Automated Child Support Enforcement

System by mitigating the problem identified in the confidential finding.

RESPONSE

DEPARTMENT OF HUMAN SERVICES
AGREE. IMPLEMENTATION DATE: APRIL 2021.

The Department of Human Services will improve vendor management
oversight of ACSES by mitigating the problem identified in the
confidential finding.

RECOMMENDATION
2020-063

The Governor’s Office of Information Technology should improve
vendor management oversight of the Automated Child Support
Enforcement System by:
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Mitigating the problem identified in PART A of the confidential
finding.

Mitigating the problem identified in PART B of the confidential
finding.

Mitigating the problem identified in PART C of the confidential
finding.

Mitigating the problem identified in PART D of the confidential
finding.

RESPONSE

GOVERNOR’S OFFICE
OF INFORMATION TECHNOLOGY

AGREE. IMPLEMENTATION DATE: APRIL 2021.

The Governor’s Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part A of the confidential finding.

AGREE. IMPLEMENTATION DATE: APRIL 2021.

The Governor’s Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part B of the confidential finding.

AGREE. IMPLEMENTATION DATE: APRIL 2021.

The Governor’s Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part C of the confidential finding.

AGREE. IMPLEMENTATION DATE: APRIL 2021.

The Governor's Office of Information Technology (OIT) agrees
with this finding. OIT will work to mitigate the problems identified
in Part D of the confidential finding.



LOW-INCOME HOME
ENERGY ASSISTANCE
PROGRAM (LEAP) SYSTEM
AND DATA SECURITY

Government Auditing Standards allow for information that is

considered sensitive in nature, such as detailed information related to
IT system security, to be issued through a separate “classified or limited
use” report because of the potential damage that could be caused by the
misuse of this information. We consider the specific technical details of
this finding, along with the response, to be sensitive in nature and not
appropriate for public disclosure. Therefore, the details of the following
finding and response have been provided to the Department and OIT in

separate, confidential memoranda.

The Department utilizes the LEAP system to manage LEAP eligibility

and data transfers.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to determine whether the
Department, with OIT involvement, performed certain system and data
security requirements. We interviewed Department LEAP and OIT

staff, as well as reviewed various security documents.

HOW WERE THE RESULTS OF THE AUDIT
WORK MEASURED?

We measured the results of our work against OIT’s Cyber Policies and
Technical Standards.
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WHAT PROBLEMS DID THE AUDIT WORK
IDENTIFY?

The Department and OIT did not provide documentation to
demonstrate whether the LEAP system had certain system and data
security requirements established during the Fiscal Year 2020 audit.

WHY DID THESE PROBLEMS OCCUR?

By the end of our fieldwork in September 2020, the Department and
OIT did not provide explanations for the information system and data

problems we identified.

WHY DO THESE PROBLEMS MATTER?

Without system and data security requirements being established, the
Department and OIT may not be able to adequately secure the LEAP
system and its data or provide for the most appropriate levels of
confidentiality, integrity, and availability over them. Ultimately, these
problems increase the risk of unauthorized access and changes to the
system and its data, which may also have an adverse impact on the

reliability of the system and its data as it relates to financial reporting.

FEDERAL DEPARTMENT DEPARTMENT OF HEALTH AND HUMAN SERVICES
FEDERAL AWARD NUMBERS 1901COLIEA
2001COESC3
2001COLIEA
FEDERAL AWARD YEARS 2019 AND 2020
PASS THROUGH ENTITY NONE
CFDA No. 93.568, LOW-INCOME HOME ENERGY
ASSISTANCE
COVID-19 FUNDING No
COMPLIANCE REQUIREMENT ELIGIBILITY (E)
CLASSIFICATION OF FINDING MATERIAL WEAKNESS
TOTAL KNOWN QUESTIONED COSTS $0
KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING
THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION



RECOMMENDATION
2020-064

The Department of Human Services should improve IT controls over its
Low-Income Home Energy Assistance Program system by working with
the Governor’s Office of Information Technology to mitigate the system
and data security problems identified in the confidential finding.

RESPONSE

DEPARTMENT OF HUMAN SERVICES
AGREE. IMPLEMENTATION DATE: JUNE 2021.

The Department of Human Services will work with OIT to mitigate the
system and data security problems identified in this confidential finding.

RECOMMENDATION
2020-065

The Governor’s Office of Information Technology should improve IT
controls over the Low-Income Home Energy Assistance Program system
by mitigating the system security problems identified in the confidential
finding.

RESPONSE

GOVERNOR’S OFFICE
OF INFORMATION TECHNOLOGY

AGREE. IMPLEMENTATION DATE: JUNE 2021.

The Governor’s Office of Information Technology (OIT) agrees with
this finding and will work with the Department to mitigate the system
and data security problems identified in the confidential finding.
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DEPARTMENT OF LABOR
AND EMPLOYMENT

The Department of Labor and Employment (Department) is responsible
for ensuring compliance with regulations, performing safety
inspections, and the administration of various programs; principal
among them are Colorado’s Unemployment Insurance Program,
Colorado’s Workers” Compensation program, workforce development

programs, and the Vocational Rehabilitation program.

Please refer to the introduction to the Department of Labor and
Employment chapter in VOLUME I — STATEWIDE FINANCIAL AUDIT
REPORT within SECTION II: FINANCIAL STATEMENT FINDINGS for

additional background information.

As part of our Fiscal Year 2020 audit, we tested the Department’s

compliance with federal grant requirements for the following programs:

= Unemployment Insurance [CFDA No. 17.225]

= Rehabilitation Services Vocational Rehabilitation Grants to States
[CFDA No. 84.126]

= Social Security Disability Insurance [CFDA No. 96.001]

In Fiscal Year 2020, the Department’s expenditures for these programs
were approximately $4.5 billion. The Department is responsible for
ensuring that all expenditures for these programs are appropriate and
that the State complies with the associated federal and state program

requirements.

The following chart shows total expenditures by federal program for

the Department.
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DEPARTMENT OF LABOR AND EMPLOYMENT
FISCAL YEAR 2020 EXPENDITURES
BY FEDERAL PROGRAM (IN MILLIONS)

Rehabilitation Services Vocational
Rehabilitation Grants to States

Unemployment Insurance $42.7

$4.430.6
Other
$10.5

Social Security
Disability Insurance
$2.8

Employment Services
$14.2

Workforce Innovation
Grants
$27.6

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.

The Fiscal Year 2020 audit identified issues resulting in two findings
related to the Department of Labor and Employment’s administration
of the Unemployment Insurance and Rehabilitation Services Vocational

Rehabilitation Grants to States programs.

The following comments were prepared by the public accounting firm
of BDO USA, LLP, which performed the Fiscal Year 2020 audit work
at the Department under contract with the Office of the State Auditor.

UNEMPLOYMENT
INSURANCE

The Unemployment Insurance (UI) program, created by the Social
Security Act, provides benefits to unemployed workers for periods of
involuntary unemployment and helps stabilize the economy by
maintaining the spending power of workers while they are between
jobs. The U.S. Department of Labor provides grant funding for each
state to design and administer its own UI program within federal

requirements. The Department’s Division of Unemployment Insurance



is responsible for the administration and monitoring of Colorado's Ul
programs, including the establishment of policies and operating
procedures which comply with federal requirements; determining
claimant eligibility and making payment of Ul benefits to claimants; and
administering the programs in accordance with established policies and
procedures. The regular Ul program provides coverage to most salary
and wage workers and is funded primarily by state Ul taxes assessed on
covered employers. These taxes are required to be deposited into the
State’s Unemployment Trust Fund for the purpose of making UI
payments under the federally approved state unemployment law. As
part of the administration of this program, the Department uses the
Colorado Unemployment Benefits System (CUBS) to aid in determining
eligibility for UI benefits.

On March 13, 2020, the President of the United States issued the
Proclamation on Declaring a National Emergency Concerning the
Novel Coronavirus Disease (COVID-19) Outbreak, and Congress
subsequently passed the Emergency Unemployment Insurance
Stabilization and Access Act of 2020 (EUISAA) and the Coronavirus
Aid, Relief, and Economic Security Act (CARES Act). Both EUISAA and
the CARES Act included additional federal funding for, and eased
restrictions on, all states’ Ul programs. The CARES Act created three

temporary unemployment compensation entitlement programs that are

federally funded:

The Pandemic Unemployment Assistance (PUA) program provided
assistance for individuals not eligible for regular Ul, which includes
self-employed individuals; gig workers, who are independent
contractors who work temporary jobs, typically in the service sector;
and other independent contractors. These benefit payments were
available specifically for individuals who lost employment due to the
COVID-19 pandemic.

The Pandemic Emergency Unemployment Compensation Program
(PEUC) provided an additional 13 weeks of Ul benefits for
unemployed workers who have exhausted regular UI benefits.
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Federal Pandemic Unemployment Compensation provided an
additional $600 weekly to all unemployed workers receiving regular
UI, PUA, or PEUC benefits.

Also in March 2020, the Governor declared a state of emergency
relating to COVID-19 and issued Executive Order 2020-12 (Executive
Order) to expedite Ul benefits claim processing and payment
distributions. To accomplish the directive, the Executive Order
suspended various statutory provisions, including the requirement for
the Department to wait a specified number of days before paying a

claim, which was part of the adjudication process.

The Department is responsible for reviewing, or adjudicating, claims to
ensure that claimants are eligible and entitled to receive Ul benefits. As
part of the adjudication process, wages reported by the claimant, other
than the new PUA claims, are compared to employer reported wages
submitted to the Department on a quarterly basis, and the Department
sends a notification to the last employer to determine the validity and
reason for the claimant leaving the workplace. In order to adjudicate
PUA claims, the Department is required to review the self-employment
income reported by the claimant. In addition, the Department performs
additional procedures, such as requesting information from the
claimant and claimant’s last employer, to identify potential issues with
a claimant’s ability and availability to work, and to ensure that the
claimant is actively looking for work. If information provided by an
interested party relating to the reason for leaving the workforce does
not agree to the claimant information, the Department follows up on
the information and issues eligibility determinations, as appropriate.
Prior to the Executive Order going into effect, the Department
adjudicated claims prior to payment, which the Department indicated

was generally a 4- to 6-week process.

The Department is responsible for identifying overpayments to allow
the Department to take appropriate follow-up action. The Department
has established procedures to assist with the identification of

overpayments, including cross-matching of earnings and incarceration



information. The Department is required to use the federal Treasury
Offset Program (TOP) to recover debts that remain uncollected after
one year of the establishment of the overpayment. These debts include
benefit overpayments due to fraud and overpayments due to a

claimant’s failure to report earnings.

Because of the COVID-19 pandemic, during Fiscal Year 2020, the
Department paid more than 15 times the annual benefits for
unemployed individuals as in a typical year. During the fiscal year ended
June 30, 2020, the Department expended approximately $2.9 billion of
federal funds for this program and an additional $1.5 billion was paid

from the regular UI program.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the
Department had effective internal controls in place over, and complied
with, federal requirements for the Ul program during Fiscal Year 2020.
These federal requirements consisted of eligibility and allowable costs
for the UI program and special provision requirements for

overpayments of Ul benefits.

As part of our testing procedures, we interviewed Department staff to
gain an understanding of the Department’s internal controls over the
processing of Ul payments, and the impacts on Ul as a result of the
pandemic. We requested the listings of Ul claims that had not been
adjudicated as of June 30, 2020, and PUA overpayments that were
identified in October 2020 but related to Ul claims paid between March
and June 2020, and the related support. In addition, we requested the
detail of UI benefit payments that were processed by the Department
from March to June 2020, the period during Fiscal Year 2020 in which
additional Ul payments were issued as a result of the COVID-19
pandemic. We received the detail of benefit payments for this time

period in three different populations: standard Ul payments, payments
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that could not be processed through CUBS—referred to as manual
payments, and PUA payments.

We also interviewed Department staff to gain an understanding of the
Department’s internal controls over the establishment of overpayments
and to determine whether they were using the TOP as required by
federal regulations. In addition, we selected a sample of 60
overpayments that were identified by the Department during the fiscal
year ended June 30, 2020, to ensure that the Department was properly
identifying and handling overpayments in accordance with its

procedures.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY AND HOW WERE THE
RESULTS OF THE AUDIT WORK
MEASURED?

The Department was not able to provide documentation for several
areas of the Ul program and we were unable to perform testing to
determine the Department’s compliance for eligibility, allowable costs,
and special provision requirements for overpayments of Ul benefits.

Specifically:

BACKLOG OF Ul ADJUDICATION ISSUES. The Department could not
provide a listing of the claims, either regular Ul or PUA, that had
not been adjudicated as of June 30, 2020. Therefore, we could not
perform testing to determine if the individuals were eligible to
receive benefits, received the appropriate amount of benefits, or
needed to repay a portion of their benefits to the Department. In
February 2021, the Department stated that it had not adjudicated,
and still needed to review, approximately 206,000 standard UI
issues, representing about 82,000 unique claimants, for payments
that were processed prior to June 30, 2020, in order to determine
whether the related claim was valid. However, the Department
could not provide this listing of standard Ul issues or a listing of the

claimants that had gone through adjudication between July 2020
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and February 2021. Furthermore, the Department could not provide
the number of claims that still needed to be adjudicated for the PUA

program.

The U.S. Department of Labor issued Unemployment Insurance
Program Letter No. 23-20 in May 2020, to provide states with
guidance regarding required program integrity tunctions for the Ul
programs under the CARES Act. The letter specifies that “states
must continue to operate their programs, both new and existing, in

conformity and compliance with federal laws and guidance.”
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This issue was addressed in the Department of Labor and
Employment chapter of our STATEWIDE FINANCIAL AUDIT REPORT,
RECOMMENDATION NO. 2020-023, released in March 2021.

PUA OVERPAYMENTS. The Department did not provide support for
PUA overpayments that were identified by the Department in
October 2020; therefore, we could not identify which claimants
were associated with the overpayments or whether the
overpayments were correctly calculated. According to the
Department, it made an estimated $52.1 million in PUA
overpayments to 11,445 claimants, or 13 percent of PUA claimants,
during Fiscal Year 2020. Subsequent to fiscal year end, in October
2020, the Department determined it would not require the claimants
to repay the funds due to confusion in the form requesting wage
information from PUA claimants and therefore, removed this
amount of overpayments from the PUA system. Because the
payments resulted in an estimated $52.1 million in overpayments,

we considered this amount to be questioned costs.

We also identified the following problem during our testing:

PUA FRAUDULENT PAYMENTS. We identified approximately
$243,000 in PUA fraudulent payments that the Department
determined were the result of identity theft. Through our review of
the benefit payment population, we identified an invalid social

security number that appeared 151times. When we discussed these
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with Department staff, they stated that once they identified the
fraudulent payment due to identity theft, they assigned an invalid
social security number to identify these payments for tracking
purposes. Because these payments of $243,000 were identified as

fraudulent, we considered this amount to be questioned costs.

The U.S. Department of Labor issued Unemployment Insurance
Program Letter No. 16-20 Change 1 in April 2020 to address
questions and provide turther guidance about the PUA program. An
overpayment must be established for any benefits that were

overpaid.

Both of these issues were addressed in the Department of Labor and
Employment chapter of our STATEWIDE FINANCIAL AUDIT REPORT,
RECOMMENDATION NO. 2020-023, released in March 2021.

Furthermore, the Department inappropriately suspended certain

procedures during the COVID-19 pandemic. Specifically:

SUSPENSION OF WAGE CROSSMATCH. The Department suspended the
crossmatch process after March 31, 2020, for regular UI claims. Our
testing of 60 overpayments noted that the Department identified 23
overpayments (38 percent) by performing the wage crossmatch prior

to the suspension of the process.

Section 20 CFR 603.23 specities that the Department, as a state
unemployment  compensation — agency, “must  crossmatch
quarterly wage information with [Unemployment Compensation]
payment information to the extent that such information is likely,
as determined by the Secretary of Labor, to be productive in
identifying ineligibility for benefits and preventing or discovering

incorrect payments.”

As part of the Department’s adjudication process, wage checks for
claimants are compared to employer reported wages submitted to
the Department on a quarterly basis and the Department sends a

notification to the last employer to determine the validity and reason



for the claimant leaving the workplace. In addition, the Department
reviews to identify potential issues with a claimant’s ability and
availability to work and to ensure that the claimant is actively
looking for work. If information provided by an interested party
relating to the reason for leaving the workforce does not agree to
the claimant information, the Department follows up on the

information and issues eligibility determinations, as appropriate.

SUSPENSION OF TREASURY OFFSET PROGRAM. The Department did
not use the TOP in June 2020.

The Bipartisan Budget Act of 2013 requires states to use the TOP to
recover covered unemployment compensation debts that remain

uncollected one year after the debt was determined to be due.

LACK OF PRISON MATCH PROCEDURES OVER PUA CLAIMS. The
Department did not use the Appriss system to crossmatch PUA
claims to prison records prior to June 30, 2020. Per discussion with
Department staff, this crossmatch began in January 2021 and, at the
time of our audit, the Department had not performed this match

procedure for payments issued prior to January 2021.

The Division of Unemployment Insurance’s Regulations Concerning
Unemployment Security [7 CCR 1101-2, Section 2.8.3.6] states that
a “claimant who Is incarcerated and unable to accept employment
under a work-release program is not available for work.” As the
claimant would not be available for work, the claimant would not
be entitled to benefits. The Department has documented
incarceration procedures to identity and handle issues when a
claimant is identified as being incarcerated while receiving UI
benefits. Appriss is a system that is used by the Department to
pertform this cross-check with prison records. In addition, the U.S.
Department of Labor strongly recommends an incarceration
crossmatch as one of the activities a state should use as part of its

integrity functions.
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WHY DID THESE PROBLEMS OCCUR?

The Department lacked a business plan and internal controls to handle
the significant increase in Ul claims as a result of the COVID-19

pandemic, which contributed to the issues we identified, as follows:

LACK OF DISASTER PLAN. The Department did not have a plan in
place to address the adjudication of claims in the event of a
significant increase in demand resulting from a disaster, such as the
COVID-19 pandemic. The Executive Order enacted in March 2020
directed the Department to expedite Ul benefits claim processing
and distribution of payments. Since the Department did not have a
plan in place for addressing the significant increase in demand for
benefits, it did not adjudicate all claims during the last 3 months of
Fiscal Year 2020 during the start of the COVID-19 pandemic. This
led to the backlog we noted.

LACK OF REPORTING. The Department did not have reports available
regarding key areas of the Ul programs, including listings of
unadjudicated claims and overpayments, including PUA, by
claimant as of any point in time. We also found inconsistencies in
the data provided for the claimants and benefits paid during the
fiscal year. For example, the detail of overpayments established
during Fiscal Year 2020 did not provide information to identify the
claimant associated with the overpayment; therefore, we could not
compare these overpayments to the claimants that received
payments during March to June 2020. In addition, as previously
noted, we received the benefits paid data for the period March to
June 2020 in three different populations. The information provided
from these different populations did not contain the same elements;
therefore, we could not perform procedures across all three

populations.

FRAUDULENT PAYMENTS. Prior to June 2020, the Department did
not have analytical procedures that used fraud indicators to assist
with analyzing claims for the identification of potential fraudulent



payments. The Department reported it began to experience an
increase in suspected fraudulent payments in June 2020; at that
point, the Department stated that it began developing data analytical
tools to identify claims not yet paid for the presence of unique fraud
indicators. Using these data analytical tools, around June 17, 2020,
the Program Integrity Division established a process to place holds
on claims relating to fraud (Program Integrity Hold). If a payment
had fraud indicators identified, a Program Integrity Hold was
established on the claim until the claimant information could be
reviewed. As of June 30, 2020, there were eight fraud indicators in
effect on COVID-19 pandemic claims. Per discussions with
Department staff, the number of fraud indicators had increased to
about 50 fraud indicators by February 2021.

DISCONTINUED WAGE CROSSMATCHES AND USE OF TOP. The
Department reported that it stopped performing crossmatches due
to the delayed implementation of the new unemployment system
that replaced CUBS. In addition, the Department reported that TOP
was not used due to the Department not using another state agency
that had been collecting those payments on behalf of the

Department.

ISSUES WITH NEW PUA SYSTEM. A fourth Ul system, the PUA system,
was implemented during April 2020 to handle these claims. This
system was not integrated with Appriss to perform the crossmatch

with prison records.

WHY DO THESE PROBLEMS MATTER?

Without the appropriate controls in place, the Department cannot
ensure that only eligible claimants are receiving benefits in a timely
manner. The significant backlog of adjudication issues did not permit
us, nor was it practical to extend or apply other auditing procedures, to
obtain sufficient, appropriate audit evidence to conclude whether the
Department was in compliance with federal requirements for eligibility,

allowable costs, and special provisions relating to overpayments. In
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addition, delayed adjudication can cause difficulties in obtaining
evidence to make eligibility decisions and can result in potential
improper payments. A significant backlog can also affect a claimant’s
past, present, or future eligibility for benefits. Furthermore, suspending
the quarterly wage crossmatch and not using TOP resulted in the
Department not being in compliance with federal requirements relating
to special tests and provisions for overpayments. The Department’s
failure to ensure compliance with federal requirements for the Ul

program could result in disallowed costs and federal sanctions.

FEDERAL AGENCY DEPARTMENT OF LABOR
FEDERAL AWARD NUMBERS UI-32693-19°
UI-34154-20"
FEDERAL AWARD YEARS 2019 AND 2020
PASS THROUGH ENTITY NONE
CFDA No. 17.225, UNEMPLOYMENT INSURANCE
COVID-19 FUNDING YES
COMPLIANCE REQUIREMENTS ALLOWABLE COSTS (B)

ELIGIBILITY (E)
SPECIAL TESTS AND PROVISIONS (N)
CLASSIFICATION OF FINDING MATERIAL WEAKNESS
TOTAL KNOWN QUESTIONED COSTS $52,306,535
KNOWN QUESTIONED COSTS RELATED
To COVID-19 FUNDING B 555
THIS FINDING DOES NOT APPLY TO A PRIOR YEAR AUDIT RECOMMENDATION

"ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS

RECOMMENDATION
2020-066

The Department of Labor and Employment should improve its internal
controls over the Unemployment Insurance (UI) program and ensure it

complies with the related federal and state requirements by:

A Developing a disaster plan to address the adjudication of claims in
the event of a significant increase in demand resulting from a
disaster, such as the COVID-19 pandemic.



Identifying the necessary reporting for the Ul program and ensuring

consistent reporting.

Continuing to use the data analytical tools to identify possible fraud
that requires a Program Integrity Hold and, for any benefits that
were paid in error and/or fraud, identifying overpayments and

seeking recovery from the claimants.

Resuming the quarterly wage crossmatch for all Ul claims and, for
any benefits that were paid in error and/or fraud, identifying

overpayments and seeking recovery from the claimants.

Resuming the Treasury Offset Program to recover allowable UI debt

for all state and federal programs.

Performing crossmatch against prison records for all UI claims and,
for any benefits that were paid in error and/or fraud, identifying

overpayments and seeking recovery from the claimants.

RESPONSE

DEPARTMENT OF LABOR AND
EMPLOYMENT

A AGREE. IMPLEMENTATION DATE: JUNE 2023.

The Unemployment Insurance Division agrees. The dramatic
increase in claims load resulted from the unprecedented disaster of
the Coronavirus COVID-19 Pandemic. Immediate claim load
increased over 1,100% just for “regular” state unemployment
claims and increased in a similar manner for all 53 jurisdictions
administering unemployment programs throughout the United
States. Compounding this was the creation of a new large-scale
unemployment program designed for individuals traditionally
considered ineligible for the receipt of unemployment benefits in the
form of Pandemic Unemployment Assistance (PUA). Based on the
disaster data from the Great Recession, and Hurricane Katrina, it
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was readily apparent that claim load growth would be too large to
follow normal claim processing procedures and provide funds
available to help stabilize the local economy, resulting in Executive
Order 2020-012. Within the first weeks of the pandemic, the Ul
Division determined that future review of data trends would also
need to include the potential for the impact from a major national
disaster. Such planning will be ongoing in nature and be adjusted
based on ongoing lessons learned from the pandemic and will
include development of processes that need to be repeatable and
readily scalable. Implementation Date: June 2023

AGREE. IMPLEMENTATION DATE: JUNE 2023.

The Unemployment Insurance Division agrees and is working with
Deloitte, the Division’s vendor for the MyUl+ Benefits system, to
ensure the development of appropriate Ul Program reports. The Ul
Division and Finance team meet weekly to review and refine the data
requests and submit these requests to the vendor to produce reports
that will capture claims adjudicated, payments, overpayments and
fraud for all state and federal Ul programs in FY2021 at the
claimant level. In addition, having moved to a modernized benefits
system, the Ul Division now has a single source of record for all
claims data. Finally, with measures taken over the past year to
address fraudulent activity in the UI Program, CDLE will be better
prepared to report data on fraud and overpayments. Moving
forward, once the Executive Order expires, Ul will resume standard
federal program standards of determining monetary and
nonmonetary eligibility prior to provision of benefits. This will
allow for more accurate Ul Program reports in the long term,

reducing estimations and overpayments. Implementation Date: June
2023

AGREE. IMPLEMENTATION DATE: JANUARY 2021.

The Unemployment Insurance Division agrees. The creation of
Pandemic Unemployment Assistance (PUA) for individuals
traditionally not eligible for the receipt of regular state
unemployment benefits created an opportunity for fraudulent claims



filed as the result of identity theft. The Division recognized PUA
claim filing data inconsistent with general economic conditions in
June, 2020 related to claims being filed with stolen identities. The
Division created automated fraud holds for claims filed within the
PUA system exhibiting suspicious characteristics but did not have
that same capability in the legacy system for regular unemployment
claims. Data analytics were used to improve the fraud holds in the
PUA system and were used to review claims activity in the legacy
system where minimal identity theft activity was discovered and
claims were manually shut down. In December 2020 increased
suspicious activity began occurring in the state legacy system,
resulting in a decision to implement MyUI+ on January 10, 2021 for
all Ul programs in order to apply the same fraud holds to all claims
filed. Over 150,000 holds were placed on suspicious state UI claims
that came from the legacy system immediately after the new system
went live. As of this date, data analysis occurs multiple times per
week and will continue in the future as this more sophisticated type
of fraud is not expected to stop once the pandemic ends.
Implementation Date: January 2021

AGREE. IMPLEMENTATION DATE: DECEMBER 2021.

The Unemployment Insurance Division understands and agrees that
quarterly wage crossmatch is a requirement for the program and
plays a vital role in ensuring program integrity. The Division
currently is awaiting programming to be released into production
on June 9, 2021 in order to resume these crossmatch activities and
will run its first cross match for first quarter 2021. The failure to
perform cross match activities after March 31, 2020, was not a
result of the pandemic volume but was an unfortunate circumstance
related to delayed implementation of the Division's original planned
launch date for MyUI+ in 2020. The original scheduled go live was
scheduled for Spring 2020 but was not able to be implemented until
January 10, 2021 due to the need to stand up new federal pandemic
programs. Implementation Date: December 2021
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E AGREE. IMPLEMENTATION DATE: DECEMBER 2021.

The Unemployment Insurance Division agrees and is currently on a
corrective action plan with USDOL related to its failure to continue
use of the federal Treasury Offset Program (TOP) program and has
until December 2021 to resolve this failure. The Division ceased
using TOP in 2018 when it severed a relationship with another state
agency, which had been collecting those intercepts on behalf of the
Division. That relationship ended due to ongoing concerns about
record keeping by that state agency and whether such intercepts
were properly collected in cases where claimants were making
payments towards debt owed. The intent had been for the Division
to implement TOP with the original implementation date for MyUI+
that was ultimately delayed. The Division is working towards
implementation of this required program before the 2021 tax season
begins and anticipates its integration into MyUl+ at that time.
Implementation Date: December 2021

AGREE. IMPLEMENTATION DATE: JANUARY 2021.

The Unemployment Insurance Division understands and agrees that
prison record crossmatch is a requirement for the program and plays
a vital role in ensuring program integrity. The prison record
crossmatch was continually run in the legacy system and all federal
requirements were followed in for standard Ul claims. This
crossmatch did not initially occur in the PUA system due to the
urgency to stand up the federal PUA program quickly at the
beginning of the pandemic, a separate system was stood up outside
the current legacy system and programming time was reduced by
not including many interfaces and cross matches, including the
prison cross match. However, once all Ul programs were integrated
with the implementation of MyUI+ into production on January 10,
2021, this crossmatch ran against all claims filed within that system,
including claims initially filed in the original stand alone PUA
system. As such, this crossmatch began in January, 2021 including
all PUA claims that had been previously filed. All federal
requirements associated with prison record crossmatch are currently
being followed for all UI programs. Implementation Date: January

2021.



VOCATIONAL
REHABILITATION
ALLOWABLE COSTS

The U.S. Department of Education created the Rehabilitation Services
Vocational Rehabilitation Grants to States program for the operation
of vocational rehabilitation programs, assisting people with disabilities
to succeed at work and live independently. In Colorado, the
Department’s Division of Vocational Rehabilitation is responsible for

administering the Vocational Rehabilitation Program (Program).

The Department is responsible for ensuring that Program expenditures
are allowable. The most common Program expenditures include
personnel costs and related fringe benefits, supplies, utilities, and other
costs. During Fiscal Year 2020, the Department expended
approximately $42.7 million of federal funds for this program.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the
Department had effective internal controls in place over, and complied
with, federal allowable activities and allowable cost requirements for
the Program during Fiscal Year 2020. We tested 40 payroll transactions
totaling approximately $144,000 that were charged to the Program
during Fiscal Year 2020, out of a total population of $15.9 million in
salaries and benefits, to determine whether the costs were necessary and
reasonable for administering the Program, and whether they complied

with federal regulations and Department policy.
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HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the following

criteria:

DEPARTMENT POLICY. Department policy [SPP 1060 Attendance,
Leave Tracking and KRONOS Timekeeping Policy] states that
“...all KRONOS timesheets require the approval of the employee
and the approval of the supervisor/manager at the end of each pay
period.” The sign off is evidenced in the audit trail of the KRONOS
system. This policy covers all of the Department’s payroll
transactions, including those charged to federal grants.

FEDERAL REGULATION [2 CFR 200.430] requires that charges to
federal awards for salaries and wages be based on records that
accurately reflect the work performed. These records must (1) be
supported by a system of internal control which provides reasonable
assurance that the charges are accurate, allowable, and properly
allocated; (2) be incorporated into the official records; (3)
reasonably reflect the total activity for which the employee is
compensated; and (4) support the distribution of the employee’s
salary or wages among specific activities if the employee works on
more than one federal award.

FEDERAL REGULATION [2 CFR 200.303] states that the Department,
as a federal grant recipient, must “establish and maintain effective
internal controls over the Federal awards that provides reasonable
assurance that the non-Federal entity is managing the Federal award
in compliance with Federal statutes, regulations, and the terms and
conditions of the Federal award.”

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We tested 40 payroll transactions charged to the Program and identified
the following issues with nine of the transactions (23 percent):



Three did not contain evidence of approval by either the employee
or the supervisor/manager as required by Department policy. These
three payroll transactions totaled $10,158. Because the payroll costs
were not supported by any approvals, we considered that amount to
be questioned costs.

Three did not contain evidence of approval of the employee’s
timesheet by the supervisor/manager in accordance with
Department policy; these three transactions did contain evidence of
the employee’s approval of the timesheet.

Three did not contain evidence of the employee’s approval of the
timesheet in accordance with Department policy; these transactions
did include evidence of the manager/supervisor’s approval of the
timesheet.

WHY DID THESE PROBLEMS OCCUR?

The Department did not enforce its timekeeping policy regarding
approval of employee timesheets.

WHY DO THESE PROBLEMS MATTER?

The Department’s failure to ensure compliance with federal
requirements for the Program could result in disallowed costs and
federal sanctions.

FEDERAL AGENCY DEPARTMENT OF EDUCATION

FEDERAL AWARD NUMBERS 9V1220*
9V1269*

FEDERAL AWARD YEARS 2019 AND 2020

PASS THROUGH ENTITY NONE

CFDA No. 84.126, REHABILITATION SERVICES
VOCATIONAL REHABILITATION GRANTS TO
STATES

COVID-19 FUNDING No

COMPLIANCE REQUIREMENTS ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)

CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS $10,158

KNOWN QUESTIONED COSTS RELATED TO $0
COVID-19 FUNDING

THIS FINDING DOES NOT APPLY TO A PRIOR YEAR AUDIT RECOMMENDATION

*ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS.
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RECOMMENDATION
2020-067

The Department of Labor and Employment should improve its internal
controls over the federal Rehabilitation Services Vocational
Rehabilitation Grants to States program by enforcing its timekeeping
policies that require employee approval and a supervisor/manager
approval of all employee timesheets, in order to ensure that payroll

expenditures charged to the program are allowable.

RESPONSE

DEPARTMENT OF LABOR AND
EMPLOYMENT

AGREE. IMPLEMENTATION DATE: JUNE 2021.

CDLE and the Division of Vocational Rehabilitation are committed to
ensuring compliance with federal requirements and enforcing policies
regarding approval of employee timesheets (CDLE Standard Policy and
Procedure SPP 1060 Attendance, Leave and KRONOS). DVR will hold
its employees accountable for reviewing and approving timesheets by
adding language to all employee annual Employee Performance plans
(EQEP’s = Employee Quality and Excellence Plan). In addition, the
CDLE Payroll Unit will provide reports regularly to the Deputy
Executive Director/CFO and Division Directors of employees and
supervisors who have not signed timesheets. This will help identify
missed timesheets in order for them to be immediately
addressed. Lastly, key CDLE employees will work with Human
Resources and the Payroll Unit to require employees who leave the

agency to sign their timesheets before their last day of work.



DEPARTMENT OF LOCAL
AFFAIRS

The Department of Local Affairs (Department) is responsible for
strengthening local communities by providing strategic training,
research, technical assistance, and funding to localities. There are five

separate divisions within the Department as follows:

EXECUTIVE DIRECTOR’S OFFICE. This office provides
leadership and support for the other Department divisions including
communications and media relations, legislative liaison, human

resources, budgeting, and finance.

BOARD OF ASSESSMENT APPEALS. The board hears appeals
filed by real and personal property owners regarding the valuation

placed on their property.

DIVISION OF HOUSING. This division provides state and federal
funding to increase the inventory of affordable housing as well as
offer Housing Choice Voucher rental assistance statewide. The
Section 8 Housing Choice Vouchers program, funded by the U.S.
Department of Housing and Urban Development (HUD), contracts
with public housing authorities and nonprofit organizations to assist
low-income families, the elderly, and the disabled to afford decent,

safe, and sanitary housing in the private market.

DIVISION OF LOCAL GOVERNMENTS. This division provides
technical assistance and information to local governments on
available federal and state programs, performs research on local
government issues, and provides information to the Governor and

General Assembly on local government needs and problems.

DIVISION OF PROPERTY TAXATION. This division coordinates

and administers the implementation of property tax law throughout
the State.
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Please refer to the introduction to the Department of Local Affairs’ chapter
in VOLUME I - STATEWIDE FINANCIAL AUDIT REPORT within SECTION II:
FINANCIAL STATEMENT FINDINGS for additional background information.

During Fiscal Year 2020, the Department expended approximately
$126.1 million in federal funds. As part of our Fiscal Year 2020 audit, we
tested the Department’s compliance with federal grant requirements for the
Housing Voucher Cluster, which consists of the Section 8 Housing Choice
Vouchers program [CFDA No. 14.871] and Mainstream Vouchers program
[CFDA No. 14.879] (Housing Voucher Programs).

In Fiscal Year 2020, the Department’s expenditures for the Housing Voucher
Programs were approximately $59.3 million. The Department is responsible
for ensuring that all expenditures for these programs are appropriate and that
the State complies with the associated federal and state program

requirements.

The following chart shows total federal expenditures by federal program for

the Department.

DEPARTMENT OF LOCAL AFFAIRS
FISCAL YEAR 2020 EXPENDITURES
BY FEDERAL PROGRAM (IN MILLIONS)

Community

Other Development Block
$19.0 Grant - Disaster
/ Recovery
$32.1

Community
Development

— Block Grant

Housing Voucher

Cluster $7.6
$59.3
\ Continuum
of Care
$8.1

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.



The Fiscal Year 2020 audit identified issues resulting in three findings
related to the Department’s administration of the Housing Voucher

Programs.

The following comments were prepared by the public accounting firm
of Eide Bailly LLP, which performed the Fiscal Year 2020 audit work
at the Department under contract with the Office of the State Auditor.

SECTION 8 HOUSING
CHOICE VOUCHERS AND
MAINSTREAM VOUCHERS
PROGRAMS—QUALITY
ASSURANCE REVIEWS

The Department contracts with public housing authorities and
nonprofit organizations, which are both considered subrecipients under
Title 2, Part 200 of the U.S. Code of Federal Regulations, Uniform
Administrative Requirements, Cost Principles, and Audit Requirements
for Federal Awards (Uniform Guidance) for federal reporting purposes,
to determine eligibility for the Housing Voucher Programs. The
Department is responsible for supervising and monitoring its
subrecipients’ eligibility determinations. This responsibility includes
ensuring that the subrecipients obtain and maintain documentation to
support households’ eligibility in the respective tenant files including,
but not limited to, applications, birth certificates, social security
numbers, photo identification, income verification, and rental

assistance payment calculations.

As part of the Department’s monitoring of subrecipients to ensure
appropriate eligibility determinations, the Department performs quality
assurance (QA) reviews of tenant files. Through each QA review, the

Department reviews the related file to determine whether all relevant
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and necessary documentation is present in the tenant file to support the
eligibility determination. For Fiscal Year 2020, the Department
completed 234 QA reviews of 53 subrecipients.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the
Department had effective internal controls in place over, and complied
with, federal eligibility requirements for the Housing Voucher Programs
during Fiscal Year 2020.

We reviewed a sample of 28 of the Department’s 234 QA reviews
during Fiscal Year 2020 to determine whether the Department found
that the tenant files contained proper support for eligibility
determinations and demonstrated that the determinations were made in
accordance with compliance requirements for the Housing Voucher
Programs. For instances in which appropriate support was not
maintained in tenant files, we determined whether the Department
performed necessary follow-up actions with its subrecipients to address

issues identified during the QA reviews.

HOW WERE THE RESULTS OF THE AUDIT
WORK MEASURED?

We measured the results of our testwork against the following

requirements:

Federal regulations [24 CFR 982] list eligibility-related requirements
which the Department and its subrecipients must abide by in order to
ensure compliance with the Housing Voucher Programs. Specifically,
federal regulations [24 CFR 982.54] require the Department, as the
State’s primary Public Housing Agency for the Housing Voucher
Programs, to adopt an administrative plan which covers topics

including selection and admission of applicants, issuing or denying



vouchers, and other rules that could affect applicant eligibility.
Furthermore, in accordance with these regulations, the Department
must maintain support related to its QA reviews of its subrecipients,
which provides evidence that subrecipients obtained baseline
documentation, verified earned income, and appropriately completed
housing assistance payment contracts and lease information, among

other criteria, to support the eligibility determination.

The Department’s Quality Control and Improvement Plan for the
Housing Voucher Programs requires that, after a QA review occurs, “all
actual file deficiencies will be identified as findings for the purposes of
QA reviews. Subrecipients will be notified in writing of any findings
within 15 days of the completion of the audit. They will have 30 days

to correct the findings, or explain why the error(s) cannot be corrected.”

Uniform Guidance [2 CFR 200.303] requires that the Department, as a
federal grant recipient, “establish and maintain effective internal
control over federal awards that provide reasonable assurance that the
non-Federal entity is managing the Federal award in compliance with
Federal statutes, regulations, and the terms and conditions of the
Federal award.”

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We determined that the Department identified issues that required
corrective action by subrecipients in 26 of the 28 QA reviews we tested
(93 percent), but failed to perform follow-up procedures as required on
any of the 26 QA reviews. Specifically, in all 26 instances, the
Department did not ensure the subrecipients took steps to address the
issues within the 30-day timeframe. While the Department notified the
subrecipients of the findings within 15 days of the completed QA review
in all 26 instances, the Department did not obtain responses from the
subrecipients within the following 30 days indicating the findings had
been corrected or otherwise confirm that the issues were addressed. The
most common errors identified in the QA reviews related to missing or
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incorrect documentation in tenant files, including completed
applications, birth certificates, and rent reasonableness forms.

Subsequent to our testwork, the Department requested and obtained
documentation from the applicable subrecipients to verify tenants’
eligibility in all 26 cases.

WHY DID THE PROBLEM OCCUR?

The Department lacked sufficient internal controls over its QA review
process to ensure eligibility requirements for the Housing Voucher
Programs are met by the Department’s subrecipients. According to the
Department, in September 2019, its QA review team underwent a
substantial restructure which reassigned file audit responsibility to one
person rather than multiple staff members; however, the Department
failed to update policies and procedures surrounding the restructuring,
which led to staff failing to ensure subrecipients corrected the errors
identified during the QA reviews.

WHY DOES THIS PROBLEM MATTER?

By not ensuring that appropriate internal controls are in place over the
Housing Voucher Programs eligibility processes, the Department
cannot ensure that all tenants are eligible or qualified to participate in
the Housing Voucher Programs. The Department must ensure that
subrecipients maintain accurate and complete tenant files to
demonstrate compliance with federal requirements.

FEDERAL AGENCY DEPARTMENT OF HOUSING AND URBAN
DEVELOPMENT

FEDERAL AWARD NUMBER CO911

FEDERAL AWARD YEAR 2020

PASS THROUGH ENTITY NONE

CFDA Nos. 14.871, SECTION 8 HOUSING CHOICE
VOUCHERS; 14.879, MAINSTREAM VOUCHERS

COVID-19 FUNDING No

COMPLIANCE REQUIREMENT ELIGIBILITY (E)

CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS $0

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING

THIS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION
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RECOMMENDATION
2020-068

The Department of Local Affairs should improve its quality assurance
internal controls and ensure it complies with eligibility requirements for
the Section 8 Housing Choice Vouchers and Mainstream Vouchers
programs. Specifically, this should include updating quality assurance

procedures and aligning these procedures with responsibilities of the
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restructured team.

RESPONSE

DEPARTMENT OF LOCAL AFFAIRS
AGREE. IMPLEMENTATION DATE: JULY 2021.

The Department of Local Affairs will improve its quality assurance
internal controls to ensure future compliance with eligibility
requirements through a revamped quality assurance process that clearly
outlines the roles and responsibilities of internal staff and subrecipients
as well as timelines and acceptable documentation required to complete
the quality assurance review. Training for internal staff and
subrecipients will be provided through a process sheet published on the
website as well as presented in the monthly webinar training series. In
addition, the Director of the Office of Rental Assistance will publish a
“policies and procedures” manual specifically related to the quality

assurance and monitoring program for subrecipients.
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SECTION 8 HOUSING
CHOICE VOUCHERS AND
MAINSTREAM VOUCHERS
PROGRAMS—
ADMINISTRATIVE COSTS

The Department annually receives advance payments from the
Housing Voucher Programs to cover rental payments as well as the costs
of administering the programs. The Department passes some of these
funds through to subrecipients operating on behalf of the Department.
During Fiscal Year 2020, the Department incurred approximately
$59.3 million in federal costs for the Housing Voucher Programs—
$56.8 million for direct expenditures and $2.5 million passed through
to subrecipients for their administrative costs. Neither the Section 8
Housing Choice Voucher nor Mainstream Voucher programs have a
matching requirement that subrecipients must expend state general

funds in order to receive the federal funds.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the
Department had effective internal controls in place over, and complied
with, federal activities allowed and allowable cost requirements for the

Housing Voucher Programs during Fiscal Year 2020.

We tested 40 administrative cost transactions totaling $195,000 that
were expended under the Housing Voucher Programs during Fiscal
Year 2020 to determine whether the related administrative costs were

allowable under the grants.



HOW WERE THE RESULTS OF THE AUDIT
WORK MEASURED?

We measured the results of our testwork against the following

requirements:

In accordance with the Housing Voucher Programs’ grant requirements,
administrative fees are paid to the Department by HUD and, if
applicable, passed through by the Department to subrecipients
operating on behalf of the Department. Amounts paid are based on the
number of units leased to eligible tenants as of the first day of each

month.

Uniform Guidance [2 CFR 200.303] requires that the Department, as a
federal grant recipient, “establish and maintain effective internal
control over the Federal award that provides reasonable assurance that
the non-Federal entity is managing the Federal award in compliance
with Federal statutes, regulations, and the terms and conditions of the
Federal award.” Furthermore, in accordance with 2 CFR part 200,
subpart E, it must be determined that costs were necessary and
reasonable for the performance of the federal award and adequately
documented. Therefore, the Department must maintain appropriate
support to verify administrative costs were properly charged to the

grants.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We found that the Department could not provide underlying support
for three of the 40 (8 percent) administrative cost transactions charged
to the Housing Voucher Programs that we tested; all three of the
transactions represented payments made by the Department to the same
subrecipient. As an example, for one payment, the subrecipient was paid
a fee based on 38 tenants, but the payment support provided by the
Department only included 34 tenants. The questioned costs for this
issue totaled $773.
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WHY DID THE PROBLEM OCCUR?

The Department lacked sufficient internal controls during Fiscal Year
2020 over administrative costs charged to the Housing Voucher
Programs. Specifically, the Department did not have a requirement to
maintain reports supporting administrative costs for its subrecipients.
As a result, Department staff had to recreate system reports to provide
documentation for the transactions we tested during the audit.

WHY DOES THIS PROBLEM MATTER?

The Department’s failure to maintain complete and accurate records for
the Housing Voucher Programs could result in inadequate
documentation to support its administrative payments and ultimately,
disallowed federal costs and potential sanctions.

FEDERAL AGENCY DEPARTMENT OF HOUSING AND URBAN
DEVELOPMENT

FEDERAL AWARD NUMBER CO911”

FEDERAL AWARD YEAR 2020

PASS THROUGH ENTITY NONE

CFDA Nos. 14.871°, SECTION 8 HOUSING CHOICE
VOUCHERS; 14.879", MAINSTREAM VOUCHERS

COVID-19 FUNDING No

COMPLIANCE REQUIREMENT ACTIVITIES ALLOWED OR UNALLOWED (A)
ALLOWABLE COSTS/COST PRINCIPLES (B)

CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS  $773

KNOWN QUESTIONED COSTS $0

RELATED TO COVID-19 FUNDING

THiIs FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

“ITEMS ASSOCIATED WITH KNOWN QUESTIONED COSTS

RECOMMENDATION
2020-069

The Department of Local Affairs (Department) should implement
internal controls to ensure it complies with administrative costs for the
federal Section 8 Housing Choice Vouchers and Mainstream Vouchers
programs. This should include instituting a requirement that
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Department staff maintain reports supporting administrative costs for
all agencies.

RESPONSE

DEPARTMENT OF LOCAL AFFAIRS

AGREE. IMPLEMENTATION DATE: NOVEMBER 2020.

AOLIdNV 4LVLS OAVIOTOO dHL A0 LIOddd

This issue was brought to the Department’s attention during a meeting
with auditors in October 2020. The Department of Local Affairs,
immediately implemented internal controls to ensure compliance with
administrative costs. In November 2020, Department staff began saving
administrative fee support associated with each month’s payment. This
supporting documentation is saved on a secure drive and will be

available for future audits or other applicable requests.

SECTION 8 HOUSING
CHOICE VOUCHERS AND
MAINSTREAM VOUCHERS
PROGRAMS

The Housing Voucher Programs provide tenant-based subsidies for
rents paid by low-income households based upon their income. A
housing subsidy, or housing assistance payment, is paid to the landlord
directly by the Department on behalf of the participating family. The
family pays the difference between the actual rent charged by the
landlord and the amount subsidized by the program. The Department,
as the designated Public Housing Agency for the State, contracts with
public housing authorities and nonprofit organizations, which are both

considered subrecipients under Title 2, Part 200 of the Uniform
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Guidance for federal reporting purposes, to run the Housing Voucher

Programs.

To ensure housing assistance payments are allowable under the federal
Housing Voucher Programs’ requirements, the Department is required
to inspect or oversee inspection of units leased to a family at initial
occupancy and at least annually thereafter to determine if the unit meets
Housing Quality Standards (HQS). HQS are HUD’s minimum quality
standards for tenant-based programs to ensure the units are safe and
sanitary. Department staff who act as contract managers generate lists
of upcoming inspections that are required to be completed, and provide
this listing to subrecipients to identify units to be inspected. The
Department’s subrecipients must complete the inspection and a unit
inspection report prior to the deadline for each inspection. For any
failed inspections, the Department must mail a notice of failure along
with an abatement letter to the landlord and participant to inform them
of the violations identified. This letter will indicate the items in fail

status and specify the time frame in which items must be resolved.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the
Department had effective internal controls in place over, and complied

with, HQS requirements for the Housing Voucher Programs during
Fiscal Year 2020.

We performed testing related to 68 HQS inspections conducted by the
Department’s 53 subrecipients during Fiscal Year 2020 to determine
whether the Department complied with the related Housing Voucher

Programs’ requirements.



HOW WERE THE RESULTS OF THE AUDIT
WORK MEASURED?

We measured the results of our testwork against the following

requirements:

Federal regulations [24 CFR 982.158(d) and 982.404] state that for
units that fail to meet HQS, the subrecipients must require the owner to
correct any life-threatening HQS deficiencies within 24 hours after the
inspections and all other HQS deficiencies within 30 calendar days or
within a specified subrecipient-approved extension. Additionally, if the
owner does not correct the cited HQS deficiencies within the specified
correction period, the Department must stop, or abate, the housing
assistance payments beginning no later than the first of the month
following the specified correction period. If failed items are not resolved
and the housing assistance payment is abated, the Department must
send a notice of a Housing Assistance Payment Contract Termination
Letter to the landlord and participant. If failed items are not resolved
during the abatement period, the Department must terminate the

housing assistance payment contract on the first of the following month.

Uniform Guidance [2 CFR 200.303] requires that the Department, as a
federal grant recipient, “establish and maintain effective internal
control over the Federal award that provides reasonable assurance that
the non-Federal entity is managing the Federal award in compliance
with Federal statutes, regulations, and the terms and conditions of the

Federal award.”

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

We found that the Department did not take appropriate action related
to three of the 68 (4 percent) HQS inspections we tested. Failed
inspections resulted from items such as ceilings, walls, or window
conditions not meeting safety standards, as well as electrical hazards
requiring corrections. In two of these instances, the Department failed
to enter the property into abatement by placing a temporary hold on
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the property’s housing assistance payments after issues identified
through a failed inspection were not corrected. In the third instance, the
Department did not properly terminate the housing assistance contract
after 30 days, as required, so the property remained in abatement
beyond that time period.

WHY DID THIS PROBLEM OCCUR?

The Department lacked sufficient controls over HQS enforcement to
ensure requirements under the Housing Voucher Programs were met
during Fiscal Year 2020. Specifically, the Department lacked policies
and procedures for the HQS process and did not provide sufficient
training on HQS processes to ensure its subrecipients were aware of and
met Housing Voucher Programs’ requirements. The Department
reported that it had staff turnover during the fiscal year which resulted
in a loss of institutional knowledge and further contributed to the
problems identified.

WHY DOES THIS PROBLEM MATTER?

By failing to meet federal HQS requirements, the Department could be
subject to disallowed costs and federal sanctions for the Housing
Voucher Programs. Furthermore, the Department cannot ensure that
property owners participating in the Housing Voucher Programs
address inspection issues.

FEDERAL AGENCY DEPARTMENT OF HOUSING AND URBAN
DEVELOPMENT

FEDERAL AWARD NUMBER CO911

FEDERAL AWARD YEAR 2020

PASS THROUGH ENTITY NONE

CFDA Nos. 14.871, SECTION 8 HOUSING CHOICE
VOUCHERS; 14.879, MAINSTREAM VOUCHERS

COVID-19 FUNDING No

COMPLIANCE REQUIREMENT SPECIAL TESTS AND PROVISIONS (IN)

CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS $0
KNOWN QUESTIONED COSTS $0
RELATED TO COVID-19 FUNDING

THis FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION



RECOMMENDATION
2020-070

The Department of Local Affairs (Department) should strengthen its
internal controls over the federal Section 8 Housing Choice Vouchers
and Mainstream Vouchers Programs to ensure it complies with Housing
Quality Standards (HQS)-related requirements. This should include:

A Having documented policies and procedures in place and

implemented for both Department staff and subrecipients.

B Developing and providing training to staff and subrecipients on the
HQS enforcement process.

RESPONSE

DEPARTMENT OF LOCAL AFFAIRS
A AGREE. IMPLEMENTATION DATE: SEPTEMBER 2021.

The Department of Local Affairs will strengthen its internal controls
to ensure compliance with HQS-related requirements moving
forward. As recommended, the existing policies and procedures
related to HQS Enforcement will be reviewed, updated with
clarifying guidance, and presented to both internal staff and
subrecipients via a process sheet published on the website and
referenced in the Administrative Plan. In addition, HQS
Enforcement will be included as a mandatory training for new staff
at subrecipient agencies as well as through our monthly webinar
series.

B AGREE. IMPLEMENTATION DATE: SEPTEMBER 2021.

As an additional compliance measure, the Rental Assistance
Program Manager will review the inspection result status reports
sent to subrecipients with their team monthly to ensure the
information is being shared with subrecipients for follow up.
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DEPARTMENT
OF PERSONNEL &
ADMINISTRATION

The primary function of the Department of Personnel & Administration
(Department) is to support the business needs of the State’s Executive
Branch. The Department administers the classified personnel system,
comprising 34,650 full-time equivalent employees across the State—
excluding the Department of Higher Education, which includes the
State’s higher education institutions—and providing general support for
state departments. Please refer to the introduction to the Department of
Personnel & Administration chapter in VOLUME I — STATEWIDE
FINANCIAL AUDIT REPORT within SECTION II: FINANCIAL STATEMENT
FINDINGS for additional background information.

OFFICE OF THE STATE CONTROLLER

The Office of the State Controller (OSC) is located within the
Department’s Division of Accounts and Control. The OSC is
responsible for managing the State of Colorado’s financial affairs,
which includes the preparation and issuance of the State’s audited
Comprehensive Annual Financial Report, and the preparation of the
State’s Schedule of Expenditures of Federal Awards (SEFA), which
reports the total federal awards expended by the State during the fiscal

year.

Our Fiscal Year 2020 audit identified issues resulting in one finding
related to the administration of the Coronavirus Relief Fund Program
[CFDA No. 21.019].
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JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd



T
[\
[\
AN

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020

COMPLIANCE WITH
FEDERAL CORONAVIRUS
RELIEF FUND
SUBRECIPIENT
MONITORING
REQUIREMENTS

The President of the United States issued the Proclamation on Declaring
a National Emergency Concerning the Novel Coronavirus Disease
(COVID-19) Outbreak on March 13, 2020, and Congress subsequently
passed the Coronavirus Aid, Relief, and Economic Security Act (CARES
Act). The CARES Act provided emergency assistance in response to the
COVID-19 pandemic, and established the Coronavirus Relief Fund
program (CRF or Program), which provided payments to state, local,
and tribal governments navigating the impact of COVID-19. The State
of Colorado received approximately $1.67 billion of Program funds,
and the Governor issued Executive Order 2020-070 (Executive Order)
in May 2020 to disburse the Program funds to several state agencies

and departments.

State departments that received Program funds per the Executive Order
were allowed to subgrant, or pass through, the Program funds to
subrecipients. A subrecipient is a non-federal entity that expends federal
awards received from a pass-through entity to carry out a federal
program. In Colorado, the local district colleges, such as Colorado
Mountain College, technical schools, and local school districts qualify
as subrecipients. The departments and, ultimately, the State as a whole,
however, are responsible for ensuring the funds expended by the State

and any subrecipients complied with Program requirements.



The Executive Order transferred approximately $510.0 million of
Program funds to the Colorado Department of Education (CDE) to
distribute to the local school districts on a per pupil basis using district-
specific factors and by student population to the Charter School
Institute and the Colorado School for the Deaf and Blind. The Executive
Order also directed CDE to provide $25,000 of Program funds to each
Board of Cooperative Educational Services. In total, CDE subgranted,
or passed through, $500.9 million of Program funds to local school
districts and the 21 Boards of Cooperative Educational Services

(BOCES), and provided more than $9.0 million to other state agencies.

In addition, the Executive Order transferred $450.0 million of Program
funds to the Department of Higher Education (DHE) for expenditures
associated with the COVID-19 public health emergency. The
Department then subgranted, or passed through, nearly $17.8 million
of Program funds to local district colleges and technical schools, and
provided more than $432.2 million of Program funds to State Higher

Education Institutions.

State departments are responsible for reporting to the OSC the amount
of Program expenditures they passed through to subrecipients on their
Exhibit K1, Schedule of Federal Assistance. The OSC uses the Exhibit
K1s to aid them in preparing the State’s SEFA. The State reports
expenditures for all federal programs on its SEFA, which is used to

report all federal expenditures to the federal government.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of our audit work was to determine whether the OSC
communicated Program subrecipient monitoring requirements to
departments. In addition, the purpose of the audit work was to
determine whether DHE and CDE had adequate internal controls in
place over, and complied with, federal subrecipient monitoring

requirements for the Program. We also evaluated whether DHE’s
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Exhibit K1 that was submitted to the OSC for Fiscal Year 2020 was

accurate.

As part of our testing, we performed the following procedures at the

three departments:

OSC—We conducted interviews with OSC staff regarding the
Office’s policies and procedures over the communication of

Program monitoring requirements to State agencies during Fiscal
Year 2020.

CDE—We conducted interviews with CDE staff regarding CDE’s
policies and procedures over the monitoring of Program funds to
ensure they were allowable for the Program during Fiscal Year 2020.
In addition, we tested 25 of CDE’s subrecipients to determine
whether CDE obtained the subrecipient’s Stare of Colorado CARES
Act Notice of Award and Certification Letter (Certification Letter),
which was required to be certified by the chief executive of the
school district or BOCES to request the transfer of Program funds
from the State.

DHE—We conducted interviews with DHE staff regarding DHE’s
policies and procedures over the monitoring of Program funds
during Fiscal Year 2020. We also reviewed DHE’s Exhibit K1 to

verify the accuracy of the information reported to the OSC.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We based our audit work on the following Uniform Guidance

requirements:

Federal regulation [2 CFR 200.303(a)] requires that the
departments, as federal grant recipients, must establish and
maintain effective internal controls over federal awards that provide

reasonable assurance that awards are being managed in compliance
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with federal statutes, regulation, and the terms and conditions of the

federal award.

Federal regulation [2 CFR 200.331(b)] requires that departments
conduct risk assessments for each subrecipient’s risk of
noncompliance with federal statutes, regulations, and the terms and
conditions of the subaward. In addition, the departments should use
the risk assessments to determine the appropriate level of
subrecipient monitoring the department should perform on each
subrecipient.

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd

Federal regulation [2 CFR 200.331(d)] requires that departments
“monitor the activities of the subrecipient as necessary to ensure
that the subaward is used for authorized purposes, in compliance
with Federal statutes, regulations, and the terms and conditions of
the subaward.”

In addition, we also based our audit work on the following;:

The Executive Order directed the OSC to issue instructions
regarding the distribution of the funds described in the Executive

Order, and to monitor their expenditures.

The OSC requires non-state subrecipients that received Program

funds to sign the Certification Letter.

The OSC posted the Certification Letters to its website where
subrecipients, including the school districts and BOCES, could
obtain and certify the Certification Letter. Each Certification Letter
was required to be signed and certified by the chief executive of the

subrecipient. These Certification Letters were to be returned to the
OSC and/or CDE.

The Exhibit K1 is used to report departments’ federal expenditure
information to the OSC to aid the OSC in preparing the State’s
SEFA, which reports federal program information, such as

expenditures, to the federal government.


https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=63d6349963f7364efb8397442e14e141&term_occur=999&term_src=Title:2:Subtitle:A:Chapter:II:Part:200:Subpart:D:Subjgrp:30:200.332
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=cd3b6bbdd85489e2f50207d7536faf9a&term_occur=999&term_src=Title:2:Subtitle:A:Chapter:II:Part:200:Subpart:D:Subjgrp:30:200.332
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WHAT PROBLEMS DID THE AUDIT WORK
IDENTIFY?

Overall, we found that the State did not ensure that Program funds
passed through to subrecipients were monitored as required. We

specifically identified the following issues:

OSC—Although the Executive Order directed the OSC to monitor
the Program expenditures, OSC staff did not perform adequate
monitoring activities over any of the State’s CRF subrecipients
during Fiscal Year 2020. Instead, the OSC indicated that
subrecipient monitoring was the responsibility of the various state
departments that directly passed CRF funds through to
subrecipients. The OSC worked with the Governor’s Office and the

departments to distribute the funds and develop guidance on eligible
uses of CRF funds.

CDE—CDE did not fully comply with federal subrecipient
monitoring requirements for the Program during Fiscal Year 2020.
Our testing of 25 subrecipients found that CDE did not obtain the
signed Certification Letter from one subrecipient and a second
subrecipient returned the Certification Letter, but did not sign it.
CDE staff were not aware that these Certification Letters were not
received or signed until we brought the issues to their attention. CDE
subsequently obtained the signed Certification Letters from the
subrecipients. In addition, while CDE provided training and
technical assistance on CRF allowable uses to its subrecipients, CDE
did not monitor the subrecipients’ transactions to confirm the

appropriate use of CRF funds during the fiscal year.

DHE—DHE did not comply with federal subrecipient monitoring
requirements for the Program during Fiscal Year 2020. Specifically,
the Department did not evaluate its subrecipients’ risk of
noncompliance with federal statutes, regulations, and the terms and

conditions of the subaward for purposes of determining the



appropriate level of monitoring or otherwise monitor the
subrecipients’ use of CRF funds during the fiscal year.
Additionally, DHE improperly excluded $17.8 million in CRF that
it distributed to local district colleges and technical schools from its
Exhibit K1 until we notified them of the omission. The Department
subsequently corrected and submitted a revised Exhibit K1 to the
OSC.

WHY DID THESE PROBLEMS OCCUR?

The State did not have adequate internal controls over the Program
during Fiscal Year 2020 to ensure that subrecipients’ spending of CRF
was appropriately monitored and that subrecipient risk assessments
were performed in all instances as required. Specifically, the State lacked
clear communication and coordination to ensure CRF subrecipients

were monitored, as discussed in the following bullets:

OSC—The OSC did not have adequate discussions with CDE and
DHE staff regarding CRF monitoring responsibilities, and did not
clearly communicate and clarify the monitoring requirements of
Executive Order to CDE or DHE staff.

CDE—CDE staff indicated that they believed the OSC was
responsible for the subrecipient monitoring requirement for the
Program, including subrecipients’ signing of the Certification
Letters, so CDE relied on the OSC for the tracking of the
Certification Letters signed by the subrecipients and did not
coordinate with the OSC to ensure all Certification Letters were
signed by the subrecipients and returned to the OSC and/or CDE. In
addition, CDE staff indicated that they believed the OSC was
responsible for monitoring the expenditures incurred by the
subrecipients; however, portions of communication from both the
OSC and CDE indicated that CDE was responsible for monitoring
the subrecipients. Specifically, the OSC provided a notification to
CDE’s subrecipients of the grant award requirements, and indicated

in the notification that the “performance measures will be
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monitored by CDE as a condition for receiving and expending
monies;” these performance measures included support of expenses
to recover lost time due to COVID-19 and expense reports for other
allowable costs. In addition, in June 2020, CDE communicated in a
presentation to its subrecipients that “CDE will monitor allowable
uses of funds, compliance with all statutory and regulatory
requirements, and performance measures, subject to additional
monitoring by the Office of the State Controller.” CDE was unable
to provide evidence that the OSC ultimately communicated to CDE
that the OSC would take full responsibility for the subrecipient

monitoring requirements.

CDE did not have documented procedures in place for reviewing
subrecipients’ expenditures to ensure they were allowable for the

Program.

DHE—DHE did not have documented procedures in place for
monitoring its subrecipients, including a requirement to conduct risk
assessments for each subrecipient to determine the appropriate level
of monitoring. Department staff indicated that they believed the
Executive Order relieved them of their subrecipient monitoring
requirement for CRF, but did not reach out to, or work with, the

OSC to confirm or clarify the Executive Order.

In addition, DHE staff indicated that they did not reach out to the
OSC for guidance on whether the subrecipient distribution of the
funds should be included on the Exhibit K1 until we notified them
because it was new federal funding and rare circumstances

surrounding the Program funds.

WHY DO THESE PROBLEMS MATTER?

Without the proper communication and controls in place, the OSC,
CDE, and DHE cannot ensure that they comply with federal
subrecipient monitoring compliance requirements, which could result in
future federal funding being reduced. In addition, if DHE does not
evaluate the subrecipients’ risks of noncompliance, DHE may continue



providing funding to high-risk subrecipients that will not be monitored
in a way that ensures the funds are being used in accordance with
federal statutes, regulations, and the terms and conditions of the federal

award.

Additionally, failing to properly report federal funds that were passed
through to subrecipients on Exhibit K1s, if uncorrected, will cause the

State’s overall SEFA to be inaccurate and out of compliance with federal

regulations.
FEDERAL AGENCY DEPARTMENT OF TREASURY
FEDERAL AWARD NUMBERS SLT0033

SLT0225
FEDERAL AWARD YEAR 2020
PAsS THROUGH ENTITY NONE
CFDA No. 21.019, CORONAVIRUS RELIEF FUND
COVID-19 FUNDING YES
COMPLIANCE REQUIREMENT REPORTING (L)

SUBRECIPIENT MONITORING (M)
CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS  $0
KNOWN QUESTIONED COSTS $0
RELATED TO COVID-19 RELATED

THiIS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

RECOMMENDATION
2020-071

The Office of the State Controller (OSC) should improve its internal
controls over the Coronavirus Relief Fund (CRF) program by clarifying
the monitoring requirements of Executive Order 2020-070 to state
departments and coordinating with the other state department

recipients of CRF to ensure CRF subrecipient monitoring requirements
under 2 CFR 200.331 are met.
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RESPONSE

OFFICE OF THE STATE CONTROLLER

PARTIALLY AGREE. IMPLEMENTATION DATE: JULY 2021.

The OSC partially agrees because the OSC's position is that the State
was in compliance with 2 CFR 200.329 regarding monitoring and 2
CFR 200.332 requirements for pass through entities for FY2020.
Neither the Uniform Guidance nor the Governor's Executive Order
required that the monitoring be performed in Fiscal Year 2020. The
Uniform Guidance states that "Monitoring by the non-Federal entity
must cover each program, function or activity" (2 CFR 200.329).
Monitoring is based on a program, function, or activity, not on a fiscal

year.

Due to the timing of receiving CRF monies near the end of FY2020,
along with lagging federal guidance, the process of establishing and
formally communicating subrecipient monitoring responsibilities
occurred after June 30, 2020. The OSC hired a consultant to perform
risk assessments and performed point in time monitoring for the entities
identified as high risk. Based on results of the consultant's monitoring,
formal recommendations were made to CDE and DHE regarding areas
of focus in their continuing monitoring efforts. While subrecipient
monitoring responsibilities were not fully defined by June 30, they were
substantially defined within the performance period of the funds. To
finalize the implementation of this recommendation, the OSC will issue
an Alert, or equivalent authoritative guidance, stating monitoring
requirements of state agencies that further pass CRF monies through to

external subrecipients.
AUDITOR’S ADDENDUM

While the OSC hired a contractor to perform monitoring procedures,
the OSC did not hire the contractor until October 2021. In addition,
the OSC did not clearly communicate to the state department that even
though the Executive Order directed the OSC to monitor CRF
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expenditures, the state departments were responsible for compliance
with the federal subrecipient monitoring requirements. [2 CFR
200.331].

RECOMMENDATION
2020-072

The Department of Education (CDE) should improve its controls over

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd

the Coronavirus Relief Fund (CRF) program by developing,
documenting, and implementing subrecipient monitoring procedures to
ensure compliance with the federal subrecipient monitoring

requirements. This should include:

A Communicating with the Office of the State Controller (OSC) to
confirm the specific monitoring procedures the OSC is performing,

and modifying CDE’s procedures as necessary.

B Documenting procedures for reviewing subrecipients’ expenditures

to ensure they were allowable for the CRF program.

RESPONSE

DEPARTMENT OF EDUCATION

A AGREE. IMPLEMENTATION DATE: DECEMBER 2021.

Pursuant to § 2 CFR 332(e)(1), providing subrecipients with
training and technical assistance is one of the monitoring tools to
ensure proper accountability and compliance. CDE, in collaboration
with the OSC developed detailed guidance on allowable uses of CRF
funds by June 19, 2020. The department began providing weekly
training and technical assistance on CRF on June 18, 2020.
Therefore, monitoring of CRF funds began within FY 2019-20.
Monitoring continued in FY 2020-21, including work performed by
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KPMG under the direction of the OSC. The department will perform
additional monitoring during FY 2021-22.

B AGREE. IMPLEMENTATION DATE: DECEMBER 2021.

The Department of Education will develop, document, and
implement monitoring procedures which complement the
monitoring already performed by the Department of Education and
the Office of the State Controller and ensure compliance with the
federal requirements. This monitoring will be completed within the
performance period of the funds.

RECOMMENDATION
2020-073

The Department of Higher Education (DHE) should improve its
controls over the Coronavirus Relief Fund program by developing,
documenting, and implementing subrecipient monitoring procedures to
ensure compliance with the federal subrecipient monitoring

requirements. This should include:

A Performing risk assessments over its subrecipients to determine the

appropriate level of monitoring.

B Communicating with the Office of the State Controller (OSC) to
confirm the DHE’s understanding of the specific monitoring
procedures the OSC is performing, if any, and modifying DHE’s

procedures as necessary.

C Reviewing the information on the Exhibit K1 to ensure it is accurate
and complete, and coordinating with the OSC when they receive
new federal funding to determine how they should report the
information on the Exhibit K1.
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RESPONSE

DEPARTMENT OF HIGHER EDUCATION

A AGREE. IMPLEMENTATION DATE: SEPTEMBER 2021.

DHE will further refine documented results of risk assessments,
expenditure reviews, and scaling of the monitoring. DHE will
continue to collaborate with OSC to further refine.

JOLIANV ALV.IS OAVIOTOO HHL 40 LYOddYd

The Department of Higher Education (DHE) collaborated with the
OSC and the Governor's Office on the guidance of allowable costs
and reporting requirements that was provided to the Subrecipents
(Local district colleges (LDCs) and Area Technical Colleges
(ATCs)). The entities conducted their own monitoring of their
expenditures using their processes and procedures based on the
guidance provided by the Governor's office and the OSC.

Risk assessments are typically done before funds are expended. Due
to the uniqueness of the situation and the timing of the distribution
of the CARES Act funds, a risk assessment of the funds from the
Governor's Office required external assistance with a risk
assessment. The OSC contracted with KPMG to perform
monitoring, risk assessment and review of a portion of CRF
expenditures. In addition to the monitoring performed by KPMG,
the department also monitored and responded to questions on
subrecipient expenditures on a continual basis. DHE worked
directly with its subrecipients (LDCs and ATCs) to ensure they used
their CARES Act funds for authorized purposes. DHE reviewed
quarterly expenditure reports before submitted to OSC.

B AGREE. IMPLEMENTATION DATE: SEPTEMBER 2021.

DHE will continually refining monitoring procedures as necessary.
DHE will continue to collaborate with OSC to further refine. The
Department of Higher Education (DHE) collaborated with the OSC

and the Governor's Office on the guidance of allowable costs and
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reporting requirements that was provided to the subrecipients (Local
district colleges (LDCs) and Area Technical Colleges (ATCs).

C  AGREE. IMPLEMENTATION DATE: SEPTEMBER 2021.

The Department of Higher Education will ensure the Exhibit K is
accurate and complete when receiving new federal funding. The
department will coordinate with the OSC prior to the submission
date of the Exhibit K on how those new federal funds should be
reported on the Exhibit K, especially on unique funds such as the
Coronavirus Relief Funds.

STATE OF COLORADO STATEWIDE SINGLE AUDIT - FISCAL YEAR ENDED JUNE 30, 2020



DEPARTMENT OF PUBLIC
HEALTH AND
ENVIRONMENT

The Department of Public Health and Environment (Department) is

solely responsible, according to statute [Section 25-1.5-101, C.R.S], for
protecting and improving the health of the people of Colorado and
protecting the quality of Colorado’s environment. Please refer to the
introduction to the Department of Public Health and Environment
chapter in VOLUME I — STATEWIDE FINANCIAL AUDIT REPORT within
SECTION II: FINANCIAL STATEMENT FINDINGS for additional background

information.

During Fiscal Year 2020, the Department expended approximately
$289.0 million in federal grant funds. As part of our Fiscal Year 2020
audit, we tested the Department’s compliance with federal grant
requirements for the following four programs, with the Department’s

Fiscal Year 2020 expenditures noted:

WIC Special Supplemental Nutrition Program for Women, Infants,
and Children [CFDA No. 10.557] — $74.4 million

Child and Adult Care Food Program [CFDA No. 10.558] - $24.3
million

Coronavirus Relief Fund [CFDA No. 21.019] — $9.4 million

HIV Care Formula Grants [CFDA No. 93.917] — $13.3 million

The Department is responsible for ensuring that all expenditures for
these programs are appropriate and that the State complies with the

associated federal and state program requirements.

The following chart shows total Fiscal Year 2020 federal expenditures
by federal program for the Department.
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DEPARTMENT OF PUBLIC HEALTH AND ENVIRONMENT
FISCAL YEAR 2020 EXPENDITURES
BY FEDERAL PROGRAM (IN MILLIONS)

Coronavirus
Relief Fund WIC Special
$9.4 Supplemental
\ Nutrition Program
for Women, Infants
and Chidren
$74.4

Child and
Adult Food

Care Program
$24.3

Other

$167.6 HIV Care Formula Grants
$13.3

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.

The Fiscal Year 2020 audit identified an issue resulting in one finding
related to the Department’s administration of the HIV Care Formula

Grants program.

The following comment was prepared by the public accounting firm of
BKD, LLP, which performed Fiscal Year 2020 audit work at the
Department under contract with the Office of the State Auditor.

HIV CARE FORMULA
GRANTS (RYAN WHITE
HIV/AIDS PROGRAM
PART B)—EARMARKING
REQUIREMENTS

The objective of the federal HIV Care Formula Grants, known as the
Ryan White HIV/AIDS Program Part B (RWHAP or Program), is to

improve the quality, availability, and organization of healthcare and




support services for low-income, uninsured, and underinsured people
who have Human Immunodeficiency Virus (HIV), and also includes
support through the Acquired Immunodeficiency Syndrome (AIDS)
Drug Assistance Program (ADAP). The federal awarding agency for the
Program is the Health Resources and Services Administration (HRSA).
The Department, as the State’s administrator of the Program, is subject
to seven different spending limitation, or earmarking, requirements
[42 USC 300ff] that specify the minimum or maximum amount or
percentage of the Program’s funding that is required or allowed to be

used for specified activities.

One of these earmarking requirements specifies a minimum percentage
of total funds that the Department must expend for providing health
and support services to women, youth, infants, and children who have
been diagnosed with HIV. The Department must either demonstrate
compliance with or request a waiver for the Program’s minimum
expenditure earmarking requirement from the federal government in its

annual progress report.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to review the Department’s internal
controls that were in place over the Program’s expenditure earmarking
requirements and to determine whether internal controls were
appropriate and the Department complied with the applicable federal

requirements during Fiscal Year 2020.

We performed testing on the Program’s Fiscal Year 2019 RWHAP
Part B Women Infants Children and Youth Expenditure Report
Worksheer (Report) that was filed by the Department during State
Fiscal Year 2020 as part of the Program’s annual progress report. The

Report contained Program expenditure information for the period from
April 1, 2019, through March 31, 2020. We recalculated and requested
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supporting documentation for the actual expenditure percentages for

each target population reported by the Department in the Report.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

For the requirements specified in federal regulations [42 USC 300ff-
22¢], the HRSA provided minimum required spending percentages for
the Department’s ratios of spending on women, infants, children, and
youth populations with AIDS in the State through its Notice of Award.
The minimum expenditure percentages for each population were as

follows:

Women — 11.88 percent
Infants — 0.00 percent
Children — 0.24 percent
Youth — 1.97 percent

Federal Uniform Guidance [2 CFR 200.303] requires that recipients of
federal awards have internal controls in place to ensure that reported
expenditure amounts and the related calculations are accurate.
Appropriate supporting documentation is evidence of such internal

controls.

WHAT PROBLEM DID THE AUDIT WORK
IDENTIFY?

While the Department reported expenditure percentages on its Report
that met the Program’s earmarking requirements, the Department could
not provide appropriate supporting documentation for the actual
detailed expenditures by population that it used for its related
calculations. As a result, we were unable to determine if the
Department’s reporting was accurate and whether it complied with the
Program’s applicable spending requirements during the period of
April 1, 2019, through March 31, 2020.



WHY DID THIS PROBLEM OCCUR?

The Department did not have appropriate policies and procedures in
place to ensure that supporting documentation was maintained for its
Program reporting. Employee turnover and departmental restructuring
further contributed to the Department’s inability to locate or recreate
the supporting documentation related to the Program’s earmarking

requirement requested during the audit.

WHY DOES THIS PROBLEM MATTER?

It is important for the Department to ensure that it obtains and
maintains appropriate documentation to support amounts reported to
federal awarding agencies, especially when they are the basis for
determining the Department’s compliance with specific program
requirements. This issue could lead to inaccurate reporting and
potential noncompliance, which could result in the federal government
requiring the Department to return funds or a negative impact to the

Department’s future federal program funding.

FEDERAL AGENCY DEPARTMENT OF HEALTH AND HUMAN SERVICES
FEDERAL AWARD NUMBERS X07HA00056-29-00

X07HA00056-30-00
FEDERAL AWARD YEARS 2019 AND 2020
PASS THROUGH ENTITY NONE
CFDA No. 93.917, HIV CARE FORMULA GRANTS
COVID-19 FUNDING No
COMPLIANCE REQUIREMENT MATCHING, LEVEL OF EFFORT, EARMARKING (G)
CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS $0
KNOWN QUESTIONED COSTS $0
RELATED TO COVID-19 FUNDING

THiS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION
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RECOMMENDATION
2020-074

The Department of Public Health and Environment should ensure it has
appropriate internal controls over federal Ryan White HIV/AIDS Program
(RWHAP) Part B earmarking requirements. This should include developing
policies and procedures that include detailed instructions for obtaining the
amounts to be categorized and used in the RWHAP Part B Women Infants
Children and Youth Expenditure Report Worksheet, and for the required

maintenance of all related supporting documentation.

RESPONSE

DEPARTMENT OF PUBLIC HEALTH
AND ENVIRONMENT

AGREE. IMPLEMENTATION DATE: APRIL 2021.

The Office of ST/HIV/VH agrees with this audit finding. The Office
has developed a procedure to report on the RWHAP Part B WICY
Expenditure Report Worksheet. Specifically, we are requesting
quarterly WICY reports from Ramsell, an outsourced consultant that
provides Pharmacy Benefit Management and data system management
for the program that include the total number of women, infant,
children, and youth served and the associated claims. This will allow us
to track the number of clients in each category that are served, the
percentage they represent of overall claims within WICY, the number
of claims, and the total amount for the claims. We requested they

capture the following groups in the report:

Total client base (including women, infants, children, and youth)
Total overall clients that are women
Total overall clients that are infants (up to 2 years)

Total overall clients that are children (ages 3-12)
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Total overall clients that are youth (ages 13-24)
We asked for this data to be represented quarterly as listed below:

Quarter 1: April - June, with a due date to us of July 15.

Quarter 2: July - September, with a due date to us of October 15.
Quarter 3: October - December, with a due date to us of
January 15.

Quarter 4: January - March, with a due date to us of April 15.

By April 1, 2021, we will finalize a written policy to accompany the
procedure to include the maintenance of supporting documentation.

JOLIANV ALV.IS OAVIOTOO dHL 40 LYOddYd






DEPARTMENT OF
TRANSPORTATION

The Colorado Department of Transportation (Department) is
responsible for operating and maintaining Colorado’s state highway
system, including bridges, as well as aviation, rail, and multimodal
transportation under the policy direction of the 11-member
Transportation Commission. The Department’s responsibilities include
managing highway construction projects, implementing the State’s
Highway Safety Plan, repairing and maintaining roads, providing
technical support to local airports regarding aviation safety, and
administering the reimbursement of aviation fuel tax revenues and

discretionary grants to airports.

During Fiscal Year 2020, the Department expended approximately
$641.6 million in federal funds. As part of our Fiscal Year 2020 audit,
we tested the Department’s compliance with federal grant requirements
for the Formula Grants for Rural Areas and Tribal Transit Program
(Program) [CFDA No. 20.509]. In Fiscal Year 2020, the Department’s

expenditures for this Program totaled approximately $26.8 million.

The following chart shows total federal expenditures by federal
program for the Department.
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DEPARTMENT OF TRANSPORTATION
FISCAL YEAR 2020 EXPENDITURES
BY FEDERAL PROGRAM (IN MILLIONS)

Other

Formula Grants $20.6
For Rural
Areas And

Tribal Transit
Program

$26.8

Highway
Planning and
Construction

$594.2

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.

The Fiscal Year 2020 audit identified issues resulting in one finding
related to the Department’s administration of the Formula Grants for

Rural Areas and Tribal Transit Program.

The following comment was prepared by the public accounting firm of
BKD, LLP, which performed the Fiscal Year 2020 audit work at the
Department under contract with the Office of the State Auditor.



FORMULA GRANTS FOR
RURAL AREAS—
INTERNAL CONTROLS
AND COMPLIANCE WITH
SUBRECIPIENT
MONITORING

The Department received funding from the Federal Transit Authority
(FTA) for the Program during Fiscal Year 2020 and expended

approximately $26.8 million under the Program; the expenditures

included approximately $16.9 million from the Coronavirus Aid,
Relief, and Economic Security Act (CARES Act). The objective of this
Program is to initiate, improve, or continue public transportation
services in rural areas. FTA provides financial and technical assistance
to local public transit systems, including buses, subways, light rail,
commuter rail, trolleys, and ferries. FTA also oversees safety measures

and helps develop next-generation technology research.

Approximately $26.0 million (97 percent) of the Program funds
expended by the Department were passed through to subrecipients in

order to carry out a portion of the Program.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether the
Department had effective internal controls in place during Fiscal Year
2020 over the Program, and complied with the Program’s subrecipient
monitoring activities.

As part of our audit work, we reviewed the Department’s internal

I11-249
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controls over compliance for the Program’s subrecipient monitoring. In
addition, we tested a random sample of five of 45 Program subrecipients
for Fiscal Year 2020 to determine whether the subrecipient monitoring
procedures the Department performed during the year were compliant

with federal requirements.

HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

Our audit work was designed to measure the results of compliance with

the following criteria:

Federal regulations [2 CFR 200.332(b)] require that the Department
evaluate each subrecipient’s risk of noncompliance for purposes of
determining the appropriate subrecipient monitoring related to the
subaward and may include various factors. Federal regulations
[2 CFR 200.332(d)-(f)] also require the Department to monitor the
activities of the subrecipient as necessary to ensure that the
subaward is used for authorized purposes, complies with the terms
and conditions of the subaward, and achieves performance goals.

Monitoring must include:

Reviewing financial and programmatic reports.

Following up and ensuring the subrecipient takes timely and
appropriate action on all deficiencies pertaining to the federal

award.

Issuing a management decision for audit findings pertaining to
the federal award provided to the subrecipient from the pass-
through entity, as required by 2 CFR 200.521.

Federal regulation [2 CFR 200.303] states that the Department, as
a federal grant recipient, must “establish and maintain effective
internal controls over the Federal awards that provides reasonable
assurance that the non-Federal entity is managing the Federal award

in compliance with Federal statutes, regulation, and the terms and



conditions of the Federal award.” The Department’s internal control
policies and procedures require the Internal Audit Division to obtain
and review single audit certification forms, whereby subrecipients
are required to certify whether they are subject to a Single Audit.
Internal Audit Division staff are required to review each certification
and related Single Audit report, as applicable, and perform follow-

up activities related to deficiencies and audit findings.

Additionally, the Department is required to report the total amount
of federal awards expended to the Office of the State Controller
(OSC) via the Exhibit K1, Schedule of Federal Assistance. The
Exhibit K1 is the document through which state departments report
federal expenditure information to the OSC, including separate
columns to indicate types of expenditures, for statewide compilation
and reporting.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We identified issues related to two of the five (40 percent) Program
subrecipients identified by the Department for Fiscal Year 2020 as

follows:

The Department did not take sufficient steps to address one
subrecipient’s failure to obtain a 2019 Single Audit. Specifically, the
subrecipient received approximately $78,500 in pass-through
Program funding from the Department and communicated to the
Department in its single audit certification for the year ending
December 31, 2019, that it was subject to a Single Audit; however,
that audit had not been conducted as of the completion of our Fiscal
Year 2020 audit testwork in April 2021. While it appeared that the
Department communicated various times with the subrecipient
about the missing audit, the Department did not assess possible
impacts from the missing audit or take any action to institute

alternate monitoring procedures of the subrecipient.
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For the second subrecipient tested, the Department inappropriately
considered the entity to be a subrecipient rather than a vendor and
incorrectly reported $20,936 in funds paid to the entity as
subrecipient expenditures on its Exhibit K1 submitted to the OSC.

WHY DID THESE PROBLEMS OCCUR?

The Department’s subrecipient policies and procedures are voluminous
and performed throughout multiple divisions within the Department.
Therefore, the results of monitoring procedures performed are
documented in various areas and not contained in one central location.
The Department also does not have policies and procedures in place to
identify appropriate actions to be taken when issues are identified. In
addition, the Department lacks a process for analyzing the types of
entities it is contracting with for the Program in order to separately
identify the entities as vendors or subrecipients; rather, staff indicated
that, during the contracting process, all contract expenditures related to
this Program are recorded as subrecipient expenditures, including

service-related or vendor contracts.

WHY DO THESE PROBLEMS MATTER?

Performing timely and appropriate identification and monitoring of
subrecipients, including ensuring that they undergo required Single
Audits, provides the Department with a method to identify federal
grant-related issues and to ensure its compliance with federal
subrecipient monitoring requirements. By taking appropriate actions to
address the results of its monitoring, the Department can mitigate the
risk of providing continuing funding to entities that may not be using
funds in accordance with Program requirements. This is particularly
important because the Department passes 97 percent of these Program
funds to subrecipients. The Department’s failure to comply with federal
requirements could result in a loss of funding from the federal

government.
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FEDERAL AGENCY DEPARTMENT OF TRANSPORTATION

FEDERAL AWARD NUMBER C0O-2020-028-000

FEDERAL AWARD YEAR 2020

PAsS THROUGH ENTITY NONE

CFDA No. 20.509, FORMULA GRANTS FOR RURAL AREAS
AND TRIBAL TRANSIT PROGRAM

COVID-19 FUNDING YES

COMPLIANCE REQUIREMENT SUBRECIPIENT MONITORING (M)

CLASSIFICATION OF FINDING SIGNIFICANT DEFICIENCY

TOTAL KNOWN QUESTIONED COSTS  $0
KNOWN QUESTIONED COSTS $0
RELATED TO COVID-19 FUNDING

THIS FINDING DOES NOT APPLY TO A PRIOR AUDIT RECOMMENDATION

RECOMMENDATION
2020-075

The Department of Transportation (Department) should ensure that it

JOLIANV ALV.IS OAVIOTOO dHL 40 LYOddYd

improves its internal controls over, and complies with, federal Formula
Grants for Rural Areas and Tribal Transit Program requirements for

subrecipient monitoring by:

A Ensuring that subrecipient monitoring policies and procedures are
centralized, condensed, and available to all personnel who are
responsible for performing subrecipient monitoring activities. The
policies and procedures should clearly list responsibilities for each
division within the Department and be inclusive of all monitoring
activities performed and contain clear directives for acting on
subrecipients’ failure to comply with requirements, including
providing its single audit report, by assessing possible impacts from
the noncompliance and instituting appropriate alternative

procedures.

B Implementing a process for analyzing its contracted entities during
the contracting and awarding process by reviewing the nature and
terms of contracts, separately identifying the contracted entities as
vendors or subrecipients, and recording the contract expenditures

appropriately based on this assessment.
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RESPONSE

DEPARTMENT OF TRANSPORTATION

A AGREE. IMPLEMENTATION DATE: JULY 2022.

CDOT will work with various divisions to devise a plan that will
comply with this finding and the recommendations noted within. This
plan shall include identifying a centralized location for all policies and
procedures related to subrecipient monitoring. We will look at all
policies and procedures to ensure they clearly identify responsibilities

and requirements for non-compliance.

AGREE. IMPLEMENTATION DATE: JULY 2022.

CDOT will work with various divisions to devise a plan that will
comply with this finding and the recommendations noted within. This
plan shall include establishing a process by which an analysis of
contracted entities will be performed to identify and properly record

entities as a vendor or subrecipient.



DEPARTMENT OF THE
TREASURY

The State Constitution establishes the position of State Treasurer, an
elected official who serves a 4-year term and oversees the Department
of the Treasury (Treasury). Please refer to the introduction to Treasury’s
chapter in VOLUME I — STATEWIDE FINANCIAL AUDIT REPORT within
SECTION II: FINANCIAL STATEMENT FINDINGS for additional background

information.

During Fiscal Year 2020, Treasury expended approximately
$74.6 million in federal funds. As part of our Fiscal Year 2020 audit,
we tested Treasury’s compliance with federal grant requirements for the
Minerals Leasing Act program (Program) [CFDA No. 15.437]. In Fiscal
Year 2020, Treasury’s expenditures for the Program totaled
approximately $62.6 million.

The following chart shows total federal expenditures by federal

program for Treasury.

DEPARTMENT OF THE TREASURY
FISCAL YEAR 2020 EXPENDITURES
BY FEDERAL PROGRAM (IN MILLIONS)

Minerals
Leasing Act
$62.6

SOURCE: 2020 Statewide Schedule of Expenditures of Federal Awards.

The Fiscal Year 2020 audit identified issues resulting in one finding

related to Treasury’s administration of the Program.
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MINERALS LEASING
ACT—SUBRECIPIENT
MONITORING AND
REPORTING

In 1920, the U.S. Congress passed the Minerals Leasing Act. This Act
directs the federal Office of Natural Resources Revenue (ONRR) within
the U.S. Department of the Interior to share 50 percent of mineral
leasing revenue received by the ONRR with states that generate mineral
lease revenue. Mineral lease revenue results from payments made to the
federal government by companies that lease federal land for the right to
extract minerals from that land. According to the Act, revenue is to be
used by states as each individual state’s legislature directs, giving
priority to those sections of the state that are socially or economically

impacted by the extraction of minerals.

For Colorado, ONRR distributes Program funds to Treasury, which
subgrants—or passes through—Program funds to the Department of
Local Affairs (DOLA), the Department of Natural Resources (DNR),
the Department of Higher Education (DHE), and the Department of
Education (DOE), as prescribed by Section 34-63-102, C.R.S. In turn,
DOLA passes the majority of the Program funds it receives to local
governments impacted by mineral leasing, such as cities and counties.
These local governments are considered subrecipients of the Program,
and may use Program monies for “...planning; construction and

maintenance of public facilities; and provision of public services.”

During Fiscal Year 2020, ONRR distributed approximately
$62.6 million in Program revenue to Treasury. Treasury passed all of
the Program funds to DOLA, DNR, DHE, and DOE. DOLA then
passed approximately $21.8 million of the $24.6 million in Program
funds it received through to local government subrecipients. DOLA

retained the remaining $2.8 million in Program funds to cover



administrative costs. DNR, DOE, and DHE spent the Program funds at
the state level and did not pass any of the funds through to
subrecipients.

WHAT WAS THE PURPOSE OF OUR
AUDIT WORK AND WHAT WORK WAS
PERFORMED?

The purpose of the audit work was to determine whether Treasury had
adequate internal controls in place over, and complied with, federal
subrecipient monitoring and reporting requirements for the Program.
We also evaluated whether Treasury’s Exhibit K1, Schedule of Federal
Assistance, submitted to the Department of Personnel &
Administration’s Office of the State Controller (OSC) for Fiscal Year

2020 was accurate.

As part of our testing, we conducted interviews with Treasury staff
regarding its policies and procedures over the monitoring of Program
funds during Fiscal Year 2020. We also reviewed Treasury’s Exhibit K1
to verify the accuracy of the information reported to the OSC and to
assess Treasury’s compliance with federal requirements and the OSC’s

instructions.

Additionally, we reviewed Treasury’s progress in implementing our
Fiscal Year 2018 audit recommendation related to subrecipient
monitoring and reporting requirements for the Program. During that
audit, we recommended that Treasury strengthen its internal controls
to ensure that it complies with federal requirements for subrecipient
monitoring and reporting for the Program by communicating required
federal award information and reporting requirements for the grant
when passing funds through to other state agencies or non-state
subrecipients, and by developing a monitoring process to ensure that
any state agencies to which Treasury passes Program funds
communicate the required federal award information to their

subrecipients.
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HOW WERE THE RESULTS OF THE
AUDIT WORK MEASURED?

We measured the results of our audit work against the following

requirements:

Federal regulations [2 CFR 200.303] require that Treasury, as a federal
grant recipient, establish and maintain effective internal controls over
federal awards that provide reasonable assurance that awards are being
managed in compliance with federal statutes, regulation, and the terms
and conditions of the federal award. Federal regulations [2 CFR
200.332] further require that Treasury, as the primary recipient of the
Program monies, ensure that every subaward it makes is clearly
identified to the subrecipient as a subaward, and that Treasury provide
specific information about the Program to the subrecipients, including,

but not limited to, the following:

= Catalog of Federal Domestic Assistance (CFDA) number

= Name of the program, name of the federal awarding agency, and
name of the department awarding the Program monies

= Contact information for Treasury
= Dollar amount made available

= Reporting requirements

The State and any local governments receiving federal funds are
required to present their Schedule of Expenditures of Federal Awards
(SEFA) in accordance with the requirements of Title 2 U.S. Code of
Federal Regulations Part 200, Uniform Administrative Requirements,
Cost Principles, and Audit Requirements for Federal Awards (Uniform
Guidance). Federal regulations [2 CFR 200.510(b)] specifically require
that the SEFA include information on each federal award expended
during the year, including the total amount provided to subrecipients
from each federal award. Any non-federal entity that expends $750,000
or more in total federal awards during the entity’s fiscal year must
undergo a Single Audit or program-specific audit for that year. Federal
regulations [2 CFR 200.332] further require that Treasury, as the



primary recipient of the Program funds, ensure that any non-state
subrecipients receiving federal funds from the State during a given fiscal
year report the funds on their respective SEFAs and, if applicable,
undergo a Single Audit.

In order to prepare the State’s SEFA, the OSC requires state
departments to submit an Exhibit K1 each year to report expenditures,
receipts, and receivables for each federal grant program administered
by the department during the fiscal year. Per the OSC’s Fiscal
Procedures Manual (Manual), all federal award amounts passed
through to a subrecipient should be reported in the Expenditures-Passed
Through to Subrecipient column of the Exhibit K1. This should include
any funds passed through to another state agency, which that state
agency then ultimately passed on to subrecipients outside of the State
(e.g., at the local government level.) Federal awards that are only passed
through from one state agency to another are to be reported in the
Expenditures-Direct and Indirect column, rather than the Expenditures-
Passed Through to Subrecipient column because the federal government
does not consider expenditures at the same level of government (e.g.,
State) to be subrecipient expenditures. Because Treasury maintains the
reporting responsibility for the Program, it is responsible for reporting
the appropriate split between funds expended at the state level by any
department and funds passed through to subrecipients outside of the
State.

WHAT PROBLEMS DID THE AUDIT
WORK IDENTIFY?

We found that Treasury did not fully implement our prior audit
recommendation related to federal subrecipient monitoring and
reporting requirements for the Program during Fiscal Year 2020.
Specifically, we found that Treasury did not communicate, or ensure
that DOLA communicated, required award information to all Program
subrecipients in accordance with federal regulations. In response to our
prior audit recommendation, Treasury provided some Program

information to county subrecipients with its annual Payments In Lieu
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of Taxes (PILT) confirmation letters; however, the counties that
received the PILT confirmation letters only represented about 62 of 338
(18 percent) of the Program subrecipients and the letters did not
communicate all required federal award information. In addition,
DOLA did not communicate any of the required award information
with its Fiscal Year 2020 Program distributions to the remaining local

government subrecipients.

We also found that Treasury misclassified approximately $21.8 million
in federal Program funds that it passed to DOLA, which DOLA
subsequently passed to local governments as direct expenditures rather
than subrecipient expenditures for the Program on its Fiscal Year 2020
Exhibit K1. As a result, the direct expenditures for the Program were
overstated on the exhibit by approximately $21.8 million and the
Program’s subrecipient expenditures were understated by $21.8 million.
If not corrected, this misclassification would have caused the State’s
direct expenditures and subrecipient expenditures for the Program to be
misstated on the State’s SEFA.

WHY DID THESE PROBLEMS OCCUR?

Treasury did not have adequate internal controls in place during Fiscal
Year 2020 to ensure that it complied with federal subrecipient
monitoring and reporting requirements. Specifically, Treasury staff did
not effectively communicate with DOLA staff about responsibility for
subrecipient reporting or have a monitoring process in place to ensure
that either Treasury or DOLA staff communicated required federal

award information to all subrecipients of Program funds.

Additionally, Treasury did not have adequate procedures in place to
ensure its Exhibit K1 was prepared in accordance with federal
requirements and the Manual. Treasury did not communicate with the
pass-through agencies in order to properly determine whether Program
funds ultimately flowed through to subrecipients, and should have been

reported as Expenditures-Passed Through to Subrecipient on Treasury’s
Exhibit K1.



WHY DO THESE PROBLEMS MATTER?

By not communicating required information to subrecipients, Treasury
failed to comply with federal subrecipient monitoring requirements for
the Program. This communication is necessary to ensure that
subrecipients are aware of the federal requirements for the funds,
including the requirement that local governments properly report
federal expenditures on their SEFAs. Treasury’s insufficient monitoring
of Program subrecipients could result in future federal funding being
reduced. In addition, if Treasury does not appropriately communicate
SEFA reporting requirements to other state agencies and non-state
subrecipients in the future, it could ultimately result in local

governments not receiving Single Audits, as required.

By failing to properly report federal funds that were passed to
subrecipients on its Exhibit K1, Treasury was out of compliance with
the Manual. Furthermore, this type of error, if uncorrected, would cause
the State’s overall SEFA to be inaccurate and out of compliance with

federal regulations.

FEDERAL AGENCY DEPARTMENT OF THE INTERIOR
FEDERAL AWARD NUMBER N/A
FEDERAL AWARD YEAR 2020
PASS THROUGH ENTITY NONE
CFDA No. 15.437, MINERALS LEASING ACT
COVID-19 FUNDING No
COMPLIANCE REQUIREMENT REPORTING (L)

SUBRECIPIENT MONITORING (M)
CLASSIFICATION OF FINDING MATERIAL WEAKNESS

TOTAL KNOWN QUESTIONED COSTS  $0
KNOWN QUESTIONED COSTS $0
RELATED TO COVID-19 FUNDING

THIS FINDING APPLIES TO PRIOR AUDIT RECOMMENDATIONS 2019-059A,

2019-059B,2018-067A, AND 2018-067B
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RECOMMENDATION
2020-076

The Department of the Treasury (Treasury) should strengthen its
internal controls to ensure that it complies with federal requirements
for subrecipient monitoring and reporting for the Minerals Leasing Act

program (Program) by:

A Developing an effective monitoring process to ensure that required
federal award information is communicated to Program
subrecipients, including the Catalog of Federal Domestic Assistance
number, program name, federal awarding agency, name of the
department awarding the Program monies, Treasury department
contact information, and dollar amount; as well as reporting
requirements for the funds, including the requirement to report
Program expenditures on the subrecipients’ Schedule of

Expenditures of Federal Awards.

B Implementing procedures to ensure the Exhibit K1, Schedule of
Federal Assistance, accurately reflects Program expenditures. This
should include developing and implementing a process to
communicate with the state departments which receive Program
funds from Treasury, in order to determine whether those funds
ultimately flow through to subrecipients and should therefore be
reported as Expenditures-Passed Through to Subrecipient on
Treasury’s Exhibit K1.

RESPONSE

DEPARMENT OF THE TREASURY

A AGREE. IMPLEMENTATION DATE: JUNE 2022.

Developing a monitoring process to ensure that any state agencies

to which Treasury passes Program funds, including the Department



of Local Affairs, communicate the required federal award
information to their subrecipients. This monitoring process should
be detailed enough to provide reasonable assurance that
subrecipients understand the terms and conditions of the sub award,
that they appropriately report the Program grant receipts and
expenditures on their Schedule of Expenditures of Federal Awards,
and that they follow any other federal auditing requirements related

to the grant awards.

AGREE. IMPLEMENTATION DATE: JUNE 2022.

Implementing a supervisory review process to ensure that the
Exhibit K1, Schedule of Federal Assistance, accurately reflects
Program expenditures, developing a process to communicate with
the state departments which receive Program funds from Treasury,
in order to determine that those funds flow through to subrecipients
and thus be reported as Expenditures-Passed Through to
Subrecipient on Treasury’s Exhibit K1.
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DISPOSITION

OF PRIOR AUDIT
RECOMMENDATIONS

The following single audit recommendations are summarized from the Statewide
Single Audit for Fiscal Years 2016 through 2019 and include only the
recommendations not fully implemented as of our Fiscal Year 2019 Statewide
Audit. The disposition is the implementation status as of June 30, 2020.

Historically, we have presented the results of our annual financial and single audits
within the Statewide Single Audit report in a single volume. For Fiscal Year 2020,
we are providing this information in two separate reports. Volume I is the
Statewide Financial Audit Report, released in March 2021, and contains
dispositions of prior year financial audit recommendations. This report, Volume
II, contains dispositions of prior year single audit recommendations. If a prior year
recommendation was both financial and single audit, then it is shown in both
volumes.

The classification of findings described in Section I: Report Summary has been
included throughout the dispositions, as needed. If the disposition is implemented,
the classification is not applicable; if the disposition references a current audit
recommendation, the classification will be included with the current audit finding.
All findings classified as material weaknesses or significant deficiencies with a
disposition of deferred will be listed in Section II: Federal Awards Findings
following each department’s current findings and will include a new
recommendation number for Fiscal Year 2020.
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DEPARTMENT OF CORRECTIONS

RECOMMENDATION 2019-041
STATUS

A IMPLEMENTED

B IMPLEMENTED

RECOMMENDATION TEXT

The Department of Corrections (Department) should strengthen its internal controls to ensure
that it complies with the cash management and federal reporting requirements for the Wild
Horse and Burro Resource Management program (WHIP) by:

Ensuring that corrected reimbursement requests and updated federal reports for Fiscal Years
2014 through 2019, as applicable, are submitted to the federal Bureau of Land Management
(BLM) and continuing to work with BLM staff to resolve identified differences.

Taking additional steps to proactively work with BLM to ensure that the BLM audit is finalized,
that the Department’s updated WHIP policies and procedures align with BLM requirements,
and that the Department obtains reimbursement for prior year and future WHIP costs, as
appropriate.

DEPARTMENT OF HEALTH CARE POLICY AND FINANCING

RECOMMENDATION 2019-042
STATUS

PARTIALLY
IMPLEMENTED

B NOTIMPLEMENTED

C NOT IMPLEMENTED

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing (Department) should strengthen its
internal controls over, and ensure it complies with, state and federal regulations for Medicaid
by:

Providing adequate training to local counties and Medical Assistance (MA) sites to ensure that
caseworkers are updating information in the Colorado Benefits Management System (CBMS)
in a timely manner, maintaining the required documentation to support eligibility, entering
information correctly into CBMS, verifying income to the supporting documentation,
performing redeterminations on a timely basis, transferring resources appropriately,
terminating benefits appropriately, and enrolling beneficiaries in the correct Medicaid program.
The training should focus on and target local counties and MA sites with issues identified in the
audit.

STATUS NOTE: See Current Audit Recommendation 2020-034.

Reinstituting a monitoring process over local counties and MA sites to ensure that the Medicaid
eligibility quarterly review reports are submitted in a timely manner, including establishing a
formal documented process for corrective actions that must be taken against local counties and
MA sites that fail to submit review reports on a timely basis, as required; and ensuring that
Department staff perform reviews of the MA site- and local county-submitted review reports
and perform follow-ups, as appropriate.

STATUS NOTE: See Current Audit Recommendation 2020-034.

Researching and resolving CBMS system issues to ensure that it is appropriately marking
eligibility as “fail” when the beneficiary’s reported income exceeds the federal income limit,
fixing programming issues to update the Community Spouse Resource Allowance limit amount
once the transfer period of 1 year of comprehensive benefits has ended, and alerting the
caseworker when the 12 month continuous eligibility ends and the redetermination process
begins.

STATUS NOTE: See Current Audit Recommendation 2020-034.



RECOMMENDATION 2019-043
STATUS

A DEFERRED

B NOTIMPLEMENTED

C DEFERRED

D NO LONGER APPLICABLE

11-3

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing should improve its internal controls over
Medicaid eligibility by:

Researching and, if feasible, instituting a mechanism for identifying Medicaid cases in the
Colorado Benefits Management System (CBMS) that lack a Social Security Number.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2022
implementation date.

Researching and resolving CBMS and Colorado interChange interface issues to ensure that
Colorado interChange only pays provider claims on behalf of eligible beneficiaries and
establishing an effective reconciliation process between CBMS and Colorado interChange to
ensure that Medicaid beneficiaries’ eligibility information is consistent in both systems.

STATUS NOTE: See Current Audit Recommendations 2020-034 and 2020-036.

Effectively training and monitoring local counties and Medical Assistance sites to ensure that
caseworkers are obtaining and documenting the Office of Information Technology Service
Desk’s approval for changes to beneficiaries’ Social Security Numbers, and that beneficiaries
are enrolled in the correct Medicaid program.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

Researching the cases identified in our audit to determine whether these beneficiaries were
eligible and that the payments made on their behalf were appropriate, in accordance with
federal and state regulations.

STATUS NOTE: The Department disagreed with this recommendation and did not implement it.

CLASSIFICATION: MATERIAL WEAKNESS

RECOMMENDATION 2019-044

STATUS

A DEFERRED

B DEFERRED

C DEFERRED

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing should improve its internal controls over
Medicaid claims payments by:

Researching and resolving the Colorado Benefits Management System, TRAILS, and Colorado
interChange interface issues to ensure that Colorado interChange only pays provider claims on
behalf of eligible beneficiaries.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

Identifying and correcting any additional cases affected by the system issues noted in our audit.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

Determining if any of the overpayments made to providers on behalf of ineligible beneficiaries
noted through the audit are recoverable and, if so, collect them in accordance with state statute.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

CLASSIFICATION: MATERIAL WEAKNESS
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RECOMMENDATION 2019-045
STATUS

A DEFERRED

B DEFERRED

C DEFERRED

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing should improve its internal controls over
Medicaid eligibility by:

Working with the Department of Human Services and Governor’s Office of Information
Technology, as appropriate, to evaluate and institute, if feasible, a system check within
Colorado Benefits Management System (CBMS) to flag for review or disallow the same Social
Security Number or multiple State IDs to be used by more than one beneficiary to prevent
multiple accounts within CBMS.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2022
implementation date.

Improving the effectiveness of training and monitoring of the local counties and Medical
Assistance (MA) sites to ensure that caseworkers are not creating new cases when they are
attempting to update a beneficiary’s information to an already existing case file. This should
include focused training for the local counties and MA sites on identifying and merging any
duplicate case files existing within CBMS.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

Working with the Department of Human Services, as appropriate, to evaluate and develop, if
feasible, an effective beneficiary payment verification process in Colorado interChange to
ensure that payments are not made on behalf of multiple individuals using the same State ID
and date of birth. This should include researching the claims payments that were identified
during our audit to determine whether or not these were appropriate payments in accordance
with federal regulations.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

CLASSIFICATION: MATERIAL WEAKNESS
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RECOMMENDATION 2019-046
STATUS RECOMMENDATION TEXT

The Department of Health Care Policy and Financing (Department) should improve its controls
over Medicaid and Children’s Basic Health Plan (CBHP) program provider eligibility
determination and enrollment to ensure that it complies with federal and state requirements by:

Working with its fiscal agent to ensure that Colorado interChange performs all required
database matches and properly displays results of Social Security Number and Federal
A DEFERRED Employer Identification Number verifications for all providers.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2022
implementation date.

Establishing an effective process to ensure that provider licensing information contained in
Colorado interChange is current, that any expired licenses are identified, and that any ineligible
providers are disallowed from providing Medicaid and CBHP services and receiving payments
in accordance with Uniform Administrative Requirements, Cost Principles, and Audir

B NOT IMPLEMENTED Requirements for Federal Awards (Uniform Guidance).

STATUS NOTE: The Department disagreed with the recommendation however we noted an
instance where the Department was not in compliance with this federal requirement. See
Current Audit Recommendation 2020-039.

Formalizing the Department’s monitoring policies and procedures called Provider Enrollment
PARTIALLY Audit Process over the fiscal agent to ensure required documentation is maintained in
IMPLEMENTED accordance with Uniform Guidance.

STATUS NOTE: See Current Audit Recommendation 2020-039.

Ensuring that Colorado interChange displays provider information consistently throughout the
D NO LONGER APPLICABLE system.

STATUS NOTE: The Department disagreed with this recommendation and did not implement it.
CLASSIFICATION: MATERIAL WEAKNESS

RECOMMENDATION 2019-047
STATUS RECOMMENDATION TEXT

The Department of Health Care Policy and Financing (Department) should strengthen its
internal controls over the Children’s Basic Health Plan (CBHP) eligibility determinations to
ensure that payments are only made on behalf of eligible beneficiaries by:

Resolving Colorado Benefits Management System (CBMS) programming issues to ensure that
correct annual enrollment fees are being calculated, and to disallow benefits if the annual
enrollment fee is not paid prior to the enrollment in the program.

STATUS NOTE: See Current Audit Recommendation 2020-036.

A NOT IMPLEMENTED

Training and monitoring the local counties and Medical Assistance sites to ensure that
caseworkers are maintaining the required documentation to support eligibility, obtaining
PARTIALLY

B required Social Security Numbers, and obtaining and verifying income reported by the
IMPLEMENTED beneficiary.

STATUS NOTE: See Current Audit Recommendation 2020-036.

Implementing a programming check within CBMS to alert caseworkers of CBHP beneficiaries
who become ineligible for CBHP benefits and disallowing CBHP payments to be made on

C  NOLONGER APPLICABLE  pepaf of the ineligible beneficiaries.

STATUS NOTE: The Department disagreed with this recommendation and did not implement it.
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RECOMMENDATION 2019-048

A DEFERRED

B DEFERRED

The Department of Health Care Policy and Financing should strengthen its internal controls
over the monitoring of provider health and safety standards by:

Implementing and following its current policy for monitoring the Colorado Department of
Public Health and Environment’s standard surveys and certifications throughout the fiscal year
to ensure compliance with state and federal regulations.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2020
implementation date.

Developing and implementing a mechanism to proactively identify delays in standard surveys
and certifications of skilled nursing facilities.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2020
implementation date.

RECOMMENDATION 2019-049

A DEFERRED

B DEFERRED

C DEFERRED

The Department of Health Care Policy and Financing (Department) should improve its internal
controls over the timely processing of medical claims paid by Medicaid Managed Care Entities
(MCEs) by:

Instituting an adequate contract review process to ensure appropriate provisions, including
timing specifications for claims payments to providers, are included in all Prepaid Inpatient
Health Plan contracts to ensure compliance with Department requirements.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

Developing and implementing formal written monitoring policies and procedures over the
timely processing of claims payments to ensure that the Department and MCEs are in
compliance with federal regulations and Department processes.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

Incorporating provisions within all MCE contracts to deliver timely payment reports for the
Department’s review to ensure compliance with federal regulations and Department processes.
STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.



RECOMMENDATION 2019-050
STATUS

A DEFERRED

B DEFERRED

I1-7

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing should improve its internal controls over
subrecipient monitoring for Medicaid and the Children’s Basic Health Plan (CBHP) by:

Implementing an effective secondary review process by the program division directors over the
Department’s program contract administrators to ensure that the Subrecipient versus
Contractor Determination Tool is completed, subrecipient and contractor determinations are
accurately reported in the State’s financial accounting system, the Colorado Operations
Resource Engine, and that the required risk assessments are performed for all identified
subrecipients as required by the federal Uniform Administrative Requirements, Cost Principles,
and Audit Requirements for Federal Awards and the Department’s procedures.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2021
implementation date.

Establishing a process to reconcile subrecipients identified by the program contract
administrators with those identified by the Controller Division for Medicaid and CBHP prior
to awarding federal funds to the subrecipients to ensure that payments are reported accurately
on the Exhibit K1, Schedule of Federal Assistance, in accordance with the Office of the State
Controller’s Fiscal Rules and Instructions for Exhibits and, ultimately, to the federal
government on the State’s Schedule of Expenditures of Federal Awards.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2020
implementation date.

CLASSIFICATION: SIGNIFICANT DEFICIENCY

RECOMMENDATION 2019-051
STATUS

A DEFERRED

B DEFERRED

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing (Department) should improve its internal
controls over personnel costs by:

Implementing the Time/Effort Reporting Policy as an interim tracking mechanism for all staff
time to ensure that personnel costs charged to federal grant programs are compliant with federal
cost regulations under Uniform Administrative Requirements, Cost Principles, and Audir
Requirements for Federal Awards while it awaits the implementation of the State’s new
timekeeping system.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2020
implementation date.

Updating the Department’s current policies and procedures to specify time requirements for the
direct supervisors to review and sign periodic certifications.

STATUS NOTE: The Department plans to fully implement this recommendation by the July 2020
implementation date.

CLASSIFICATION: SIGNIFICANT DEFICIENCY
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RECOMMENDATION 2019-052
STATUS

A IMPLEMENTED

B NOTIMPLEMENTED

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing should improve controls over its financial
reporting by:

Working with its service organization, DXC Technology Services, LLC, to ensure that Colorado
interChange SOC 1, Type II reports clearly state the system components and controls that are
in scope, such as database change management and database backup and recovery controls.
Developing, documenting, implementing, and communicating a process for conducting reviews
of the SOC 1, Type II reports, to ensure that all appropriate database internal controls
impacting financial reporting are identified by the service organization, tested for effectiveness,
and opined on by the service auditor in its SOC 1, Type II report.

STATUS NOTE: See Current Audit Recommendation 2020-014.

RECOMMENDATION 2019-053 AND 2018-045

STATUS

A NO LONGER APPLICABLE

B IMPLEMENTED

C NOT IMPLEMENTED

D NOT IMPLEMENTED

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing should improve its internal controls over
Medicaid eligibility by:

Researching and resolving Colorado Benefits Management System (CBMS) and Colorado

interChange system programming issues to ensure that correct eligibility information is
displayed in both systems.

STATUS NOTE: Included as part of Fiscal Year 2019 Recommendation 2019-044.

Identifying any cases affected by the system issues noted in our audit, and correcting eligibility
information in Colorado interChange.

STATUS NOTE: Implemented in Fiscal Year 2019.

Establishing a reconciliation process between CBMS and Colorado interChange to ensure that
the eligibility information in CBMS is correctly reflected in Colorado interChange.

STATUS NOTE: See Current Audit Recommendation 2020-034.

Monitoring the local counties and Medical Assistance eligibility sites to ensure that they are
addressing any issues identified by the fiscal agent through error reports.

STATUS NOTE: See Current Audit Recommendation 2020-034.

RECOMMENDATION 2019-054 AND 2018-051

STATUS

A IMPLEMENTED

B IMPLEMENTED

C IMPLEMENTED

RECOMMENDATION TEXT

The Department of Health Care Policy and Financing should take steps to ensure that all claims
paid to the Community-Centered Boards (CCBs) for Targeted Case Management are supported
by documentation in the Benefits Utilization System (BUS) or its successor system, including:
Investigating the claims we identified as lacking supporting documentation in the BUS and
recovering any overpayments, as appropriate.

Monitoring the CCBs’ use of the BUS’s monthly log note reports and making improvements to
the BUS, or its successor system, as necessary, to ensure that it provides accurate and necessary
information for CCBs to verify accuracy of billing claims for Targeted Case Management.
STATUS NOTE: Implemented in Fiscal Year 2019.

Monitoring the functionality of the BUS user interface, or its successor system