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Members of the Legislative Audit Committee:

Included herein is the report of the Statewide Single Audit of the State of Colorado for the fiscal
year ended June 30, 2009. The audit was conducted under the authority of Section 2-3-103, C.R.S.,
which authorizes the State Auditor to conduct audits of all state departments, institutions, and
agencies.

The purpose of this report is to present the results of the Statewide Single Audit for the year
ended June 30, 2009. The report includes our reports on compliance and other matters and internal
control over financial reporting in accordance with Government Auditing Standards and
requirements related to Office of Management and Budget Circular A-133, and our audit opinion
on the Schedule of Expenditures of Federal Awards. This report also contains our findings,
conclusions, and recommendations, and the responses of the respective state agencies and
institutions.  Our opinion on the State’s financial statements is presented in the State’s
Comprehensive Annual Financial Report for Fiscal Year 2009, which is available under separate
cover.

This report may not include all of the findings and recommendations related to audits performed
of state institutions and agencies. Some findings and recommendations are issued under separate
report covers. However, in accordance with the federal Single Audit Act, this report includes all
findings and questioned costs related to federal awards that came to our attention through either the
Statewide Single Audit or other audits.

The report is intended solely for the use of management and the Legislative Audit Committee

and should not be used for any other purpose. This restriction is not intended to limit distribution
of the report, which, upon release by the Legislative Audit Committee, is a matter of public record.
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FISCAL YEAR ENDED JUNE 30, 2009
Authority, Purpose, and Scope

This audit was conducted under the authority of Section 2-3-103, C.R.S., which authorizes the State
Auditor to conduct audits of all departments, institutions, and agencies of state government. The
audit was conducted in accordance with auditing standards generally accepted in the United States of
America and with Government Auditing Standards issued by the Comptroller General of the United
States. We performed our audit work during the period from February through December 2009.

The purpose of this audit was to:

» Express an opinion on the State’s financial statements for the fiscal year ended June 30,
2009.

» Express an opinion on the State’s Schedule of Expenditures of Federal Awards for the fiscal
year ended June 30, 2009.

* Review internal accounting and administrative control procedures as required by generally
accepted auditing standards and Government Auditing Standards.

» Evaluate compliance with applicable state and federal laws, rules, and regulations.
» Evaluate progress in implementing prior audit recommendations.

We have issued three reports in connection with our audit. First, we issued an unqualified opinion
on the State’s financial statements for the fiscal year ended June 30, 2009. Our opinion on the
financial statements is presented in the State’s Comprehensive Annual Financial Report for Fiscal
Year 2009, which is available electronically from the Office of the State Controller’s website at
http://www.colorado.gov/dpa/dfp/sco/CAFR/cafr09/cafr09.htm.

Second, we issued a report on the State’s compliance with internal control over financial reporting
and on compliance and other matters based on an audit of financial statements performed in
accordance with Government Auditing Standards. These standards and Statement on Auditing
Standards No. 112 (SAS 112) issued by the American Institute of Certified Public Accountants
(AICPA) require that we communicate matters related to the State’s internal control over financial
reporting identified during our audit of the State’s financial statements. The standards define three
levels of internal control weaknesses that must be reported. These are described on the following

page.

For further information on the report, contact the Office of the State Auditor at 303.869.2800.
1-1
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State of Colorado Statewide Single Audit — Fiscal Year Ended June 30, 2009

A control deficiency is the least serious level of internal control weakness. A control
deficiency exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent or detect
misstatements on a timely basis. Control deficiencies are reported in the accompanying
Schedule of Findings and Questioned Costs as Recommendation Nos. 1-2, 4, 7-9, 15, 18, 26,
30-33, 35-36, 38, 41, 46-49, 72, 122-123, and 125.

A significant deficiency is a higher level of internal control weakness. A significant
deficiency is a control deficiency, or combination of control deficiencies, that adversely
affects the entity’s ability to initiate, authorize, record, process, or report financial data
reliably in accordance with generally accepted accounting principles such that there is more
than a remote likelihood that a misstatement of the entity’s financial statements that is more
than inconsequential will not be prevented or detected. Significant deficiencies are reported
in the accompanying Schedule of Findings and Questioned Costs as Recommendation Nos.
3,5-6,10-14, 16-17, 19-25, 27-29, 34, 37, 39-40, 43-45, 50-51, 56-57, 65, 69-71, 85, 97-98,
and 120-121.

A material weakness is the most serious level of internal control weakness. A material
weakness is a significant deficiency, or combination of significant deficiencies, that results
in more than a remote likelihood that a material misstatement of the financial statements will
not be prevented or detected. We did not note matters involving the internal control over
financial reporting and its operation during our audit that we consider to be material
weaknesses.

Prior to each recommendation in this report, we have indicated the classification of the finding.

The third report we issued is on the State’s compliance with requirements applicable to major federal
programs and internal control over compliance in accordance with the federal Office of Management
and Budget’s (OMB) Circular A-133, Audits of States, Local Governments, and Non-Profit
Organizations. We planned and performed the audit to obtain reasonable assurance about whether
noncompliance with the types of compliance requirements that could have a direct and material
effect on a major federal program occurred. As with matters identified during our audit of the
State’s internal control over the financial reporting, we are required to communicate three levels of
internal control issues related to each of the major federal programs. These three levels of internal
control weaknesses over major federal programs are as follows:

A control deficiency is the least serious level of internal control weakness. A control
deficiency in an entity’s internal control over compliance exists when the design or operation
of a control does not allow management or employees, in the normal course of performing
their assigned functions, to prevent or detect noncompliance with a compliance requirement
of a federal program on a timely basis. Control deficiencies are reported in the
accompanying Schedule of Findings and Questioned Costs as Recommendation Nos. 63, 72-
80, 83-84, 86-96, 102, 105-108, 115, 122-123, 126-132, and 148.
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* A significant deficiency is a higher level of internal control weakness. A significant
deficiency is a control deficiency, or combination of control deficiencies, that adversely
affects the entity’s ability to administer a federal program such that there is more than a
remote likelihood that noncompliance with a compliance requirement of a federal program
that is more than inconsequential will not be prevented or detected by the entity’s internal
control. Significant deficiencies are reported in the accompanying Schedule of Findings and
Questioned Costs as Recommendation Nos. 52-62, 64-71, 81-82, 85, 97, 99-101, 103-104,
109-114, 116-121, 124, 133-144, and 149-150.

* A material weakness is the most serious level of internal control weakness. A material
weakness is a significant deficiency, or combination of significant deficiencies, that results
in more than a remote likelihood that material noncompliance with a compliance
requirement of a federal program will not be prevented or detected by the entity’s internal
control. Material weaknesses are reported in the accompanying Schedule of Findings and
Questioned Costs as Recommendation Nos. 52-61, 65-66, 85, 97, 99-100, 133-134, and 149.

Prior to each recommendation in this report, we have indicated the classification of the finding.

During our testing of compliance with federal requirements, we determined the State did not comply
with requirements regarding Matching, Level of Effort, or Earmarking that are applicable to the
Secure Payments for States and Counties Containing Federal Lands Program (CFDA No. 10.665);
Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and Subrecipient
Monitoring that are applicable to the Supplemental Nutrition Assistance Programs Cluster (CFDA
Nos. 10.551 and 10.561); Activities Allowed or Unallowed, Allowable Costs/Cost Principles,
Eligibility, and Subrecipient Monitoring that are applicable to the Children’s Health Insurance
Program (CFDA No. 93.767), and Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, Eligibility, Period of Availability, Program Income, Reporting, Subrecipient Monitoring,
and Special Tests and Provisions that are applicable to the Medicaid Cluster (CFDA Nos. 93.777 and
93.778). Compliance with such requirements is necessary to meet requirements applicable to those
programs. Material noncompliance associated with the above mentioned programs is described in
the accompanying Schedule of Findings and Questioned Costs as Recommendations Nos. 53, 56-59,
61, 65-66, 85, 100, 133-134, and 149.

Current Year Findings and Recommendations

The Statewide Single Audit report presents our financial and compliance audit of the State of
Colorado for Fiscal Year 2009. The report may not include all findings and recommendations from
separately issued reports on audits of state departments, institutions, and agencies. However, in
accordance with the federal Single Audit Act, this report includes all findings and questioned costs
related to federal awards that came to our attention through our audit.
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As part of our audit, we examined, on a test basis, evidence supporting the amounts and disclosures
in the State’s financial statements. We considered the internal control over financial reporting;
tested compliance with certain provisions of federal and state laws, regulations, contracts, and
grants; and tested account balances and transactions for proper financial reporting.

The following section presents highlights of findings included in our report. The Recommendation
Locator, following the Summary of Auditor’s Results, includes a complete listing of all
recommendations, agency responses, and implementation dates, as well as references to the location
of each recommendation in the report.

Internal Controls

State agencies are responsible for having adequate internal controls in place to ensure compliance
with laws and regulations and with management’s objectives. As part of our audit, we tested
controls over the processing of transactions and accounting for financial activity and identified the
need for improvements in the following areas:

» The Department of Revenue had internal control weaknesses related to severance tax
refunds, business tax refunds, estimated taxes, and electronic funds transfers.

» Five agencies’ internal controls over travel expenditures were inadequate. Overall the
sample of transactions tested at the Departments of Human Services, Personnel &
Administration, Public Safety, and Secretary of State, as well as the Colorado Historical
Society showed a total error rate of 28 percent. Problems identified included lack of
sufficient supporting documentation, reimbursements to employees claiming excess mileage,
and coding errors.

* Four agencies did not have adequate controls over the preparation of year-end exhibits.
Exhibits prepared by the Departments of Human Services, Labor and Employment,
Personnel & Administration, and Regulatory Agencies contained errors and/or omissions
when submitted to the Office of the State Controller. These exhibits are necessary to ensure
appropriate disclosures are made in the State’s annual financial statements.

* The Department of Health Care Policy and Financing lacked adequate controls over the
financial reporting process, Medicaid payment liability calculation, and communication of
audit adjustments.

» Four agencies did not have adequate payroll controls. At the Department of Agriculture two
employees were underpaid for four months because the funding percentages were inaccurate.
At the Department of Human Services 47 percent of the 198 time sheets tested were not
properly certified by employees and/or supervisors. The Judicial Department’s payroll
review process failed to catch two instances in which hours were not recorded appropriately
and one instance in which recorded leave time did not accurately reflect approved leave. At
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the Department of Personnel & Administration 10 percent of the 58 payroll adjustments
tested identified over-and under-payments to employees.

» The Department of Human Services lacked adequate internal controls over rentals of state-
owned surplus facilities, mental health institutes and nursing home revenue, and timely
deposits for its Background Investigation Unit.

* The Department of Revenue had internal control weaknesses related to severance tax
refunds, business tax refunds, estimated taxes, and electronic funds transfers.

Financial Reporting

State agencies are responsible for reporting financial activity accurately, timely, and completely.
The Office of the State Controller establishes standard policies and procedures that must be followed
by state agencies and institutions. As part of our audit, we reviewed the agencies’ and institutions’
control processes, policies, and procedures related to financial reporting and tested a sample of
financial transactions to ensure that controls were adequate and financial activity was reported
properly. We found:

» The Department of Human Services continues to be unable to reconcile differences between
amounts due to or due from the counties recorded on the State’s accounting system, COFRS,
and amounts recorded on the Department’s County Financial Management System, CFMS.
During our Fiscal Year 2009 audit the difference between the two systems was
approximately $1.3 million.

* The Department of Personnel & Administration had difficulties calculating accounting gains
and losses on vehicles sold, reconciling the Colorado Automotive Reporting System (CARS)
to COFRS, and recording depreciation. The Department overstated its gain in COFRS on a
sample of tested vehicle disposals by approximately $37,000 and overstated depreciation
expenses on COFRS by approximately $1.2 million.

Federal Grants

The State expended approximately $8.5 billion in federal grants in Fiscal Year 2009. As part of our
audit, we determined compliance with federal regulations and grant requirements, such as activities
allowed or unallowed, allowable costs, cash management, eligibility, reporting, and subrecipient
monitoring. Our testing included $552.9 million expended under the federal American Recovery
and Reinvestment Act (Recovery Act). The three largest areas of Recovery Act expenditures for the
State in Fiscal Year 2009 were $252.5 million for the Medicaid program, $175.6 million for the
State Fiscal Stabilization Cluster, and $97.6 million for the Unemployment Insurance program.
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Federal American Recovery and Reinvestment and Act

Enacted in response to a significant slowdown in the American economy and increased
unemployment nationwide, the federal American Recovery and Reinvestment Act (Recovery Act)
became law in February 20009.

The Recovery Act is expected to direct approximately $787 billion in federal funds toward the
American economy primarily over the next several years. To meet the commitment to provide an
unprecedented level of transparency and accountability over how funds are invested, the federal
Office of Management and Budget (OMB) has issued guidance for implementation of the Recovery
Act. As part of this guidance, OMB expanded audit requirements for entities that receive Recovery
Act funds.

In August 2009 OMB designated programs receiving funding under the Recovery Act as higher risk
and issued additional guidance specific to the audit of these programs. This high-risk designation
will affect the scope of the audits conducted for the period in which Colorado expends Recovery Act
funds, beginning in Fiscal Year 2009.

OMB formalized an early reporting process by establishing the Internal Control Pilot Project (Pilot
Project) in the fall of 2009. Participation in the Pilot Project was available to all non-federal entities
expending Recovery Act dollars, including all 50 states, with the goal of at least 10 states
volunteering. Colorado was one of 14 states that volunteered to participate in the Pilot Project.

The Pilot Project required that states report on the results of the Single Audit work for at least two
federal programs, which the auditor was required to select from a list of 11 federally-designated
programs. Audit work was to be completed by November 30, 2009, and the auditor was required to
issue a report to management and those charged with governance by December 31, 2009. The
Office of the State Auditor conducted the American Recovery and Reinvestment Act of 2009 Internal
Control Pilot Project, Report No. 2047, dated November 2009. The information and comments
contained in the Pilot are also included in this Statewide Single Audit report as Recommendation
Nos. 89, 93, 94, and 107-113.

Colorado Benefits Management System (CBMS): For Fiscal Year 2009 we evaluated transactions
processed by CBMS through review of four federal programs. Two programs are overseen by the
Department of Human Services (DHS): Temporary Assistance for Needy Families (TANF) and
Supplemental Nutrition Assistance Program (SNAP). The other two programs, Medicaid and the
Children’s Basic Health Plan (CBHP), are overseen by the Department of Health Care Policy and
Financing (HCPF). We reviewed the Departments’ procedures for complying with federal
requirements for determining individuals’ eligibility to receive SNAP, TANF, Medicaid and CBHP.
For three of the four programs we found significant error rates. In general, these errors related to
problems with the recipient’s eligibility or the amount of the benefit issued.
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TANF/Colorado Works: We found that 5 of the 60 benefit payments in our sample (8
percent) contained at least one error. For these 5 payments we identified questioned costs of
$987 out of the total sampled costs of $13,906 (7 percent of costs). We identified an
additional $4,914 in questioned costs from payments not included in our original sample of
60 payments but were paid to the recipients whose case files we reviewed as part of our
original sample. The total amount of questioned costs for all errors found was $5,901. Total
TANF benefit payments for Fiscal Year 2009 were $161 million, and the average monthly
caseload was 10,471.

SNAP/Food Assistance: We found that 24 of the 60 benefit payments in our sample (40
percent) contained at least one error. For these 24 payments we identified questioned costs
of $2,034 out of the total sampled costs of $15,330 (13 percent). We identified an additional
$8,368 in questioned costs from payments not included in our original sample of 60
payments but were paid to the recipients whose case files we reviewed as part of our original
sample. The total amount of questioned costs for all errors found was $10,402. Total
SNAP/Food Assistance benefit payments for Fiscal Year 2009 were nearly $443 million, and
the average monthly caseload was 128,200.

Medicaid: We found that 38 of the 63 payments sampled (60 percent) contained at least one
error. For these 38 payments we identified questioned costs of about $16,986 out of the total
sampled costs of $131,563 (13 percent). We identified an additional 27 errors from
payments not included in our sample, resulting in another $448,783 in questioned costs.
These payments were not included in our original sample of 63 payments but were paid to
the recipients whose case files we reviewed as part of our original sample. The total amount
of questioned costs for all errors found was $465,769.

CBHP: We found that 27 of the 60 case files sampled (45 percent) contained at least one
error. For these 27 case files with errors, we identified questioned costs of $12,250 out of
the total sampled costs of $68,837 (18 percent). We identified an additional 15 errors in the
reviewed cases, resulting in another $27,552 in questioned costs. These errors were not
included in our original sample of 60 case files but were paid to the recipients whose case
files we reviewed as part of our sample. The total amount of questioned costs for all errors
found was $39,802.

Medicaid and CBHP: The Medicaid program is the State’s largest federal program with
expenditures for administration and claims paid by HCPF totaling about $3.6 billion (state and
federal funds) during Fiscal Year 2009. HCPF expended $135.3 million (state and federal funds)
for the CBHP program during Fiscal Year 2009. In addition to the error rates noted above we
found significant problems with the management of the Medicaid Program.

HCPF lacked adequate internal controls for identifying and recording about $252.5 million
in expenditures of American Recovery and Reinvestment Act funds.
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» HCPF continued to lack adequate controls over provider eligibility. Of the 100 providers
sampled, 83 were required to be licensed. We found that for 52 (63 percent) of the 83
providers, current licensing information was not reflected in the Medicaid Management
Information System. Additionally, 5 of the 100 providers did not have provider participation
agreements in the files.

» HCPF lacked policies and internal controls over the process for calculating Family Planning
expenditures and under-reported its expenditures by about $450,000.

Student Financial Aid and the Research and Development Cluster: State higher education
institutions disbursed about $1.2 billion in student loans and grants and expended $588.8 million in
Research and Development (R&D) funds in Fiscal Year 2009. We found the following problems at
various state institutions:

» The Colorado School of Mines expended approximately $24.9 million in R&D funds during
Fiscal Year 2009 and failed to review contracting entities to determine if the entities were
either suspended or debarred from receiving federal dollars.

* Colorado State University-Pueblo and the Colorado School of Mines lacked sufficient
review processes over the Fiscal Operation Report and Application to Participate (FISAP)
report, which contains information related to the Student Financial Aid Cluster.

* The University of Colorado, Colorado State University-Pueblo, University of Northern
Colorado, and the Colorado School of Mines lacked adequate controls to ensure the return of
Title 1V student financial aid funds was in compliance with federal requirements.

Federal Reporting

The Departments of Human Services, Labor and Employment, and Colorado State University -
Pueblo failed to initially report expenditures correctly on the Exhibit K, which directly affects the
Schedule of Expenditures of Federal Awards (SEFA).

Communication of Audit-Related Matters

There were no unusual or significant audit-related matters to report in connection with the audit of
the State of Colorado for the year ended June 30, 2009. Uncorrected misstatements identified during
the Fiscal Year 2009 audit were determined by management and the Office of the State Auditor to be
immaterial, both individually and in the aggregate, to the financial statements taken as a whole. The
net effect of the uncorrected misstatements would have been to decrease the net assets by more than
$8 million, increase assets by more than $1.8 million, increase liabilities by nearly $8.6 million,
decrease revenue by more than $33.1 million, and decrease expenditures by more than $30.2 million.
Appendix VII - B shows the net and gross passed audit adjustments by agency and the net and gross
posted audit adjustments by agency. A full disclosure of communications required under generally
accepted auditing standards can be found in the V1. Required Communications section of this report.
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Recommendation Locator

The Recommendation Locator following this summary is arranged by department. In addition,
Appendix VII - A contains a separate Locator with additional columns to provide the information
necessary to meet Single Audit reporting requirements. The Catalog of Federal Domestic Assistance
(CFDA) No./Compliance Requirement/Federal Entity column indicates the federal program,
category of compliance requirement, and applicable federal agency. The contact for the Corrective
Action Plan designates the state agency contact person. For those findings not subject to reporting
under the Single Audit Act, the CFDA No./Compliance Requirement/Federal Entity column is
marked “not applicable.”

Summary of Progress in Implementing Prior Recommendations

This report includes an assessment of the disposition of prior audit recommendations reported in the
previous Statewide Single Audit Reports. Prior years’ recommendations that were implemented in
Fiscal Year 2008 or earlier are not included.

Outstanding Statewide Single Audit Report Recommendations by Fiscal Year

Total 2008 2007 | 2006 | 2005 | 2004 | 2002 | 2001

Implemented 64 45 13 4 - - 2 -
Partially

Implemented 65 42 17 2 2 1 - 1
Not Implemented 18 16 2 - - - - -
Deferred 9 6 3 - - - - -

Total 156 109 35 6 2 1 2 1
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Summary of Auditor’s Results

Financial Statements

Type of auditor’s report issued: Unqualified
Internal control over financial reporting:

e Material weaknesses identified? Yes X No

e Significant deficiencies identified
that are not considered to be
material weaknesses? X Yes No

Noncompliance material to financial
statements noted? Yes X _No

Federal Awards

Internal control over major programs:

e Material weaknesses identified? X Yes No

e Significant deficiencies identified
that are not considered to be
material weaknesses? X Yes No

Type of auditor’s report issued on compliance for major programs:

Unqualified for all major programs except for the Secure Payments for States and Counties
Containing Federal Lands Program, Supplemental Nutrition Assistance Program Cluster,
Children’s Health Insurance Program, and Medicaid Cluster, which were qualified.

Any audit findings disclosed that are
required to be reported in accordance with
Section 510(a) of OMB Circular A-133? X Yes No
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Identification of major programs:
CFDA Number
10.551, .561

10.557

10.665

15.unknown
17.207, .801, .804
17.225

17.258, .259, .260

20.205

84.010, .389
84.027, .173, .391
84.048

84.357

84.367

84.394, .397
93.558

93.563

93.568

93.575, .596

93.658

Name of Federal Program or Cluster
Supplemental Nutrition Assistance Program Cluster

Special Supplemental Nutrition Program for Women,
Infants, and Children (WIC)

Secure Payments for States and Counties Containing
Federal Lands

Royalties Management
Employment Service Cluster
Unemployment Insurance (Ul)
Workforce Investment Act Cluster

Highway Planning and Construction (Federal-Aid Highway
Program)

Title I Part A Cluster

Special Education (IDEA) Cluster

Career and Technical Education - Basic Grants to States
Reading First State Grants

Improving Teacher Quality State Grants

State Fiscal Stabilization Cluster

Temporary Assistance for Needy Families (TANF)

Child Support Enforcement

Low-Income Home Energy Assistance Program (LIHEAP)
Child Care and Development Fund Cluster

Foster Care_Title IV-E
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93.659
93.667

93.713

93.767
93.775, .777, .778

93.959

Various

Various

Dollar threshold used to distinguish
Between type A and B programs:

1-13
Adoption Assistance
Social Services Block Grant

American Recovery and Reinvestment Act — Child Care
and Development Block Grant

Children’s Health Insurance Program (CHIP)
Medicaid Cluster

Block Grants for Prevention and Treatment of Substance
Abuse

Research and Development Cluster

Student Financial Aid Cluster (including CFDA No. 84.032
Federal Family Education Loans-Lenders)

$18.2 million

Auditee qualified as low-risk auditee? Yes X _No
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RECOMMENDATION LOCATOR

Rec.

No.

Page
No.

Recommendation
Summary

Agency
Response

Implementation

Date

Financial Statement Findings

1

-3

The Department of Agriculture should improve its internal controls over payroll by (a) ensuring that
human resources staff review the payroll-related data provided by division supervisors for accuracy and
completeness before inputting the data into the Colorado Personnel Payroll System and (b) expanding
the existing monthly payroll reconciliation process to include a review of employee job-split
percentages.

Agree

December 2009

2

I1-6

The Department of Corrections’ Division of Correctional Industries should improve controls over user
rights in the Global Shop Solutions (Global Shop) system by (a) implementing formalized policies and
procedures for adding and removing users, and establishing user rights within Global Shop and
(b) periodically performing a formally documented review of all user rights in Global Shop to determine
that rights are representative of each employee’s role and responsibilities within the Division.

Agree

January 2010

3

n-11

The Department of Education should continue to improve and strengthen controls over hiring employees
by () retaining complete personnel files, reference check forms and other selection materials to assure
that important documentation regarding employee hiring is maintained; (b) assuring that the Personnel
and/or Position Action forms (CDE-43) are reviewed by human resources before an offer is extended
to assure that all signatures are appropriate, that the form has been completed prior to an offer being
extended, and that all of the signatures required on the CDE-43 form have been obtained; and
(c) evaluating, by an independent and objective committee, any objections made during the hiring
process, with the final conclusion documented before an offer is extended to an applicant.

Agree

February 2010

4

Il-16

The Department of Health Care Policy and Financing should improve its controls over the calculation
of the Incurred But Not Reported expenditure estimate for Medicaid by (a) implementing an independent
review of the calculation, including the drug rebate amounts and (b) continuing to annually evaluate the
calculation methodology and modify it, if necessary, to ensure a more accurate estimate.

Agree

a. July 2010
b. August 2010

5

Il1-18

The Department of Health Care Policy and Financing should strengthen its internal controls over
financial reporting by (a) cross-training staff on the preparation and reporting of financial information
and (b) segregating the responsibility for preparing year-end financial information from the
responsibility for reviewing and approving that information.

Agree

July 2010

1-15



RECOMMENDATION LOCATOR

Rec.  Page Recommendation Agency Implementation
No. No. Summary Response Date
6 11-20 The Department of Health Care Policy and Financing should improve its internal controls over financial Agree June 2010
reporting process by (a) creating and documenting the process for communicating financial adjustments
to the accounting section and the Office of the State Controller and (b) providing training throughout
the Department on this process.
7 I-21 The Department of Health Care Policy and Financing should establish and document a process to gather Agree June 2010
and analyze related party information throughout the year to ensure appropriate analysis and
understanding of how related parties' transactions may affect the State's financial statements and report
this information as appropriate to the Office of the State Controller.
8 I-23 The Department of Health Care Policy & Financing should follow its established policies in completing Agree April 2010
performance plans and consider changing policies to be consistent with current practice. 1f changes are
warranted, a revised policy should be issued and communicated to staff.
9 I-24 The Department of Health Care Policy and Financing should establish and implement policies and Agree April 2010
procedures for recording, investigating, and refunding, if appropriate, excess amounts repaid by
providers.
10 11-30 The Colorado Historical Society should strengthen controls over travel expenditures by (a) ensuring that Agree October 2009

travel expenditures are appropriately reviewed prior to approval, that correct per diem rates are used,
that travel expenditures are coded correctly in the State’s accounting system, COFRS, and that all other
State Fiscal Rules regarding travel are followed; (b) training staff and supervisors on state travel rules
and policies; and (c) obtaining repayment from employees for excess reimbursements.
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11

Il-38

The Department of Human Services’ Division of Facilities Management should address statutory
compliance issues and strengthen controls over the rental of state-owned surplus facilities by
(a) evaluating the lease agreements for the two buildings leased to nonprofit organizations and either
renegotiate the leases to include terms that will not result in a loss to the State as required under House
Bill 08-1268 or seek statutory change to allow these arrangements to continue; (b) ensuring that
expenditures for facility improvements are evaluated for capitalization requirements and capitalizing as
required and making appropriate adjustments for the leasehold improvements identified during the audit
that should have been capitalized; (c) instituting periodic secondary reviews of all leases of State-owned
property, to ensure that they are current, documented on the approved Office of the State Architect lease
agreement, clearly describe the property to be rented, and are properly authorized; (d) renegotiating any
leases found after review to be inadequately documented, authorized, expired, or out of compliance; and
(e) assigning rental collections to another division within the Department, such as Central Accounting,
and ensuring rents are collected on time and referred to Central Collection Services as appropriate.

Agree

a. June 2010
b. June 2010
c. June 2010
d. June 2010
e. March 2010

12

I-41

The Department of Human Services should improve controls over donated capital assets by instituting
notification procedures to ensure that all donated assets are properly and timely recorded in the State’s
accounting system, COFRS.

Agree

January 2010

13

Il-42

The Department of Human Services should ensure that the financial data in COFRS related to counties’
administration of public assistance programs are accurate and complete by (a) developing a procedure
by which to reconcile the County Financial Management System (CFMS) and COFRS data each month,
(b) assigning responsibility to specific employees for conducting the monthly reconciliation process and
the supervisory review of the process, and (c) reconciling the CFMS and COFRS accounts of the
reimbursement due the counties at the end of Fiscal Year 2009 and making the necessary adjustments.

Agree

June 2010

14

Il-45

The Department of Human Services should improve controls over financial reporting for Medicare Part
D revenue and receivables at the Fort Logan and Pueblo Mental Health Institutes by ensuring monthly
and fiscal year-end reconciliations are performed on the Part D revenue and related accounts receivable
balances in COFRS to billings from the pharmacy subsystem, and making adjustments as appropriate.

Agree

June 2010
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15

Il-46

The Department of Human Services should improve controls over financial reporting of revenue and
receivables at the Fitzsimons, Florence, Rifle, and Trinidad nursing homes operated by the Department
by implementing and formally documenting a reconciliation process in which monthly and fiscal year-
end reconciliations are performed on revenue and related accounts receivable balances in COFRS to
amounts recorded in the Achieve-Matrix system, and making adjustments as appropriate.

Agree

February 2010

16

Il-48

The Department of Human Services should improve its controls over the payroll process by ensuring
that time sheets are certified within the timeframes specified in Department policy and are maintained
and available for review.

Agree

April 2010

17

I1-50

The Department of Human Services should improve its controls over the preparation of fiscal year-end
exhibits submitted to the Office of the State Controller by (a) continuing to ensure that the staff who
prepare the exhibits receive adequate training each year on exhibit preparation and (b) continuing to
conduct secondary reviews of exhibits, including in-depth, detailed reviews of all supporting
documentation used to prepare the exhibits.

Agree

August 2010

18

I1-51

The Department of Human Services should improve its controls over the processing and deposit of
background check payments to ensure that the payments are deposited with the State Treasurer in
accordance with State Fiscal Rules.

Agree

March 2010

19

I1-53

The Department of Human Services should establish adequate controls over benefit authorization and
issuance data for the cash programs by (a) performing routine and comprehensive reconciliations among
the Colorado Benefits Management System (CBMS), CFMS, the State’s Electronic Benefits Transfer
service provider, and COFRS to ensure that financial information is accurately and completely recorded;
(b) ensuring that all reconciliations are reviewed by knowledgeable personnel not involved in preparing
the reconciliations; and (c) making any necessary adjustments in a timely manner to the appropriate
systems.

Agree

June 2010

20

Il -57

The Judicial Department should implement processes to ensure that appropriate fees and charges are
assessed in accordance with statutory requirements. Inaddition, in instances where the fees and charges
assessed are waived or reduced from statutory requirements, the Judicial Department should ensure that
the reasoning behind the waivers or reductions is documented in the electronic case file.

Agree

Ongoing
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21 Il-58 The Judicial Department should ensure that supervisory review is performed on the accuracy of time Agree February 2010 and
sheet data entered into the Department’s timekeeping system, JETRS, with emphasis on the areas July 2013
identified.

22 Il-59 The Judicial Department should strengthen its internal controls to ensure appropriate sign offs as Agree July 2010
evidence that all bank reconciliations are reviewed and approved.

23 Il-62 The Department of Labor and Employment should continue the process started in Fiscal Year 2009 to Agree June 2010
evaluate the accuracy of the liability to employers for overpayment of Unemployment Insurance taxes.

24 Il-64 The Department of Labor and Employment should continue to evaluate the process for preparing and Agree April 2010
reviewing significant estimates and implement detailed supervisory review procedures for the
Unemployment Insurance Taxes Receivable and Unemployment Benefits Payable estimates.

25 Il - 68 The Department of Labor and Employment should improve its Information Technology controls over Agree a. July 2010
the Colorado Unemployment Benefits System (CUBS) and the Colorado Automated Tax System b. March 2010
(CATS) by (a) developing, documenting, and implementing a user access management process, c. December 2010
including procedures for periodically producing and reviewing a list of current system users; d. December 2010
(b) developing and implementing a written procedure for granting user access to CUBS and CATS; e. July 2010
(c) generating and reviewing application activity logs (i.e., audit logs) to identify and investigate f. December 2010
anomalous activity; (d) increasing the activities of the internal fraud staff by having them regularly
review CUBS and CATS transactions for anomalous activity; (e) developing written configuration
management and change control policies and procedures, including procedures for handling emergency
changes; and (f) implementing an annual security awareness program that addresses topics relevant to
CUBS and CATS and the data they contain and process.

26 I-73 The Department of Law should strengthen its controls over the processing of revenue transactions by Partially Agree July 2010

ensuring that staff are adequately trained on accounting policies, that revenue transactions are reviewed
and deposited in a timely manner, and that all State Fiscal Rules and requirements regarding revenue
are followed.

1-19



RECOMMENDATION LOCATOR

Rec.  Page Recommendation Agency Implementation

No. No. Summary Response Date

27 I1-78 The Department of Personnel & Administration should develop and implement procedures to ensure that Partially Agree Ongoing
potential overexpenditures are identified timely so that they can be prevented or limited. The
Department should also ensure that supplemental or emergency appropriation requests are submitted
timely and meet required criteria.

28 Il-80 The Department of Personnel & Administration should improve its internal controls over capital assets Agree Implemented and
by (a) ensuring that useful lives are accurately applied when calculating the accounting gain or loss on Ongoing
the disposal of vehicles, (b) investigating and resolving differences identified during the reconciliation
process to ensure that Colorado Automotive Reporting System and the State’s accounting system,

COFRS data are accurate and that necessary adjustments are made, and (c) ensuring that vehicle sale
losses and depreciation expense are accurately recorded in COFRS.

29 Il1-83 The Department of Personnel & Administration should improve controls over the preparation of fiscal Agree a. July 2010
year-end exhibits submitted to the Office of the State Controller by (a) ensuring staff who prepare b. July 2010
exhibits are adequately trained on exhibit preparation requirements, (b) developing procedures that c. Ongoing
address the compilation of required documents for exhibit preparation, and (c) implementing a
documented secondary review process over exhibits that includes a detailed review of all supporting
documentation used to prepare the exhibits.

30 Il1-85 The Department and Personnel & Administration should improve its internal controls over payroll by Agree a. July 2010 and
(a) strengthening its secondary review process over the monthly payroll reconciliations to include a Ongoing
comparison of data to supporting documentation and (b) making adjustments to employee pay as b. Implemented
necessary to address over- and underpayments noted in the audit.

31 Il-87 The Department of Personnel and Administration should strengthen controls over travel expenditures Agree a. July 2009 and

by (a) ensuring that travel expenditures are appropriately reviewed and approved, that correct per diem
rates are used, that travel expenditures are coded consistently in COFRS, and that all other State Fiscal
Rules and Department policies regarding travel are followed; (b) training staff and supervisors on state
travel rules and policies; and (c) obtaining repayment from employees for excess reimbursements.

Ongoing

b. July 2009 and
Ongoing

c. Implemented
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32

Il-88

The Department of Personnel & Administration should strengthen overall accounting controls by
(a) developing written procedures to ensure that all accounting functions are appropriately performed,
such as calculation and preparation of account balance reconciliations and significant adjustments;
(b) ensuring that adequate supervisory reviews are in place and documented for all accounting functions;
and (c) providing additional training to staff, as necessary.

Agree

June 2010

33

I1-91

The Department of Personnel & Administration should ensure that State Archives develops a schedule
for the timely conversion of all remaining state agencies from a paper cataloging system to an electronic
cataloging system, as resources allow.

Agree

September 2009

34

11-95

The Department of Public Safety should strengthen controls over travel expenditures by (a) ensuring that
travel expenditures are appropriately reviewed and approved, that correct per diem rates are used, that
travel expenditures are coded correctly in COFRS, and that all other State Fiscal Rules and Department
policies regarding travel are followed and (b) address over- and underpayments to employees for
inaccurate reimbursements.

Partially Agree

March 2010

35

I1-102

The Department of Public Safety should strengthen its internal controls over the Colorado Auto Theft
Prevention Cash Fund by (a) ensuring that the review of grant reimbursement requests includes verifying
that the amounts requested are accurate, are accompanied by supporting documentation, are
appropriately authorized, and comply with all Department policies; (b) educating grant recipients on
invoicing procedures, necessary supporting documentation, and reporting; and (c) developing a
standardized reimbursement request form.

Agree

February 2010

36

Il -107

The Department of Regulatory Agencies should ensure that the information reported on its Exhibit K
is accurate and complete, reconciles to COFRS, and complies with the Office of the State Controller’s
Fiscal Procedures Manual.

Agree

September 2010

37

I1-113

The Department of Revenue should strengthen its internal controls over the processing of severance tax
returns by (a) updating written severance tax procedures to reflect procedures in place with the GenTax
system and providing training to tax examiners on the processes and procedures and (b) ensuring that
severance tax processes and procedures are followed.

Agree

December 2009
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38 I1-116  The Department of Revenue should improve controls over the processing of business tax refunds by (a) Agree December 2009
developing written policies and procedures to address the computation of interest and reimbursement
of interest and penalty overpayments, (b) strengthening its existing supervisory review process to ensure
that refund errors are identified and corrected, and (c) ensuring that staff are adequately trained on
existing business tax policies and procedures.

39 I1-118  The Department of Revenue should improve controls over refunds of estimated taxes by (a) adopting a. Partially Agree a. December 2010
formal, written procedures for the secondary refunds review process and (b) assigning specific staff b. Agree b. December 2010
responsibility for the review and training them on the review procedures.

40 I1-121  The Department of Revenue should strengthen controls over EFT payments by (a) updating written Agree April 2010
procedures for the EFT undistributed cash reconciliation process; (b) ensuring that reconciliation
variances, including errors and irregularities, are identified and that necessary adjustments are made in
a timely manner; and (c) incorporating a secondary review over the EFT undistributed cash
reconciliation process.

41 11-124 The Department of Revenue should improve internal controls over Information Security Awareness and a. Partially Agree Implemented
Anti-Fraud Awareness Training by (a) enforcing its policy requiring employees to attend Information b. Agree
Security Awareness and Anti-Fraud Awareness training and sign and timely submit the acknowledgment
form to the Department’s Office of Human Resources on an annual basis and (b) ensuring training
records in the internal database used to track employee training attendance are accurate and complete.

42 I1-126  The Department of Revenue should seek statutory change to require transfer of expired business tax Agree June 2011
warrants to the Office of the State Treasurer’s Unclaimed Property Division.

43 I1-127  The Department of Revenue should improve controls over the processing of severance tax refunds by Agree a. December 2009
(a) reviewing the current system edits to determine if additional edits are necessary, (b) establishing a b. Implemented
secondary review process for refunds released from manual review, and (c) reviewing its current c. December 2009
established threshold for severance tax refunds for efficiency and accuracy.

44 I1-127  The Department of Revenue should strengthen controls over the security of tax warrants by ensuring Agree November 2010

that its new tax information system is designed to allow the internal transfer of funds for the collection
of costs associated with county and special district taxes.
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45 I-127 The Department of Revenue should improve controls over taxpayer accounts by instituting a secondary Partially Agree November 2010
review and approval process over modifications of taxpayer information within the individual income
and business tax systems.

46 I1-131  The Department of State should strengthen its controls over travel and bingo hall investigation a. Agree a. July 2009
expenditures by (a) verifying that travel expenditures are allowable, properly supported, submitted b. Agree b. Implemented
timely, and coded correctly in COFRS, and that all other State Fiscal Rules regarding travel are c. Disagree c. Not Applicable
followed; (b) ensuring that supervisors thoroughly review travel expenditure requests and resolve any d. Agree d. December 2009
problems before approving reimbursements; (c) obtaining repayment from employees for excess and
other improper reimbursements; and (d) establishing written procedures for the allowability and
appropriateness of expenditures for bingo hall investigations and for the reporting of bingo game
winnings.

47 I1-136  The Department of State should improve its general computer controls related to the Sizler application Agree a. January 2010
and the protection of credit card data by (a) ensuring system administrators adhere to Department policy b. March 2010
that requires written approval by an employee’s supervisor prior to the creation of user IDs and c. April 2010
assignment of user access; (b) reviewing all system and network IDs and ensuring that each ID is d. May 2010
associated with an identified and documented owner; (c) developing and implementing formal e. May 2010
configuration management and control policies and procedures, including procedures for handling f. January 2010
emergency changes; (d) developing and implementing written policies and procedures for data backups;

(e) documenting and implementing procedures for creating and retaining backup logs; and
() reevaluating its strategy for achieving compliance with PCI DSS, including the option of
implementing compensating controls.

48 I1-142  The Department of Treasury should strengthen internal controls over unclaimed property and ensure Agree a. June 2010
compliance with state statute by (a) conducting periodic physical inventories to ensure that the inventory b. March 2010
list of unclaimed property is accurate and current and that all items on the inventory list can be located c. March 2010
in a timely manner; (b) strengthening and fully implementing written procedures for conducting timely d. March 2010

sales and disposals of unclaimed property, as appropriate; (c) strengthening and fully implementing
written procedures for distinguishing collectible currency from uncollectible currency and for promptly
depositing uncollectible currency in the Trust Fund; and (d) determining the face value of the currency
held in the vault and ensuring that the inventory listing details the face value of all currency held in the
vault.
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49 I1-144  The Department of Treasury’s Unclaimed Property Division should improve controls over claims Agree a. Ongoing
processing by (a) ensuring that staff obtain adequate documentation to support identity and rights to b. Ongoing
claims prior to claims processing and maintain the documentation in processing files; (b) strengthening c. October 2009
its existing supervisory review process to ensure that instances in which supporting documentation is d. May 2010
lacking are identified and corrected prior to payment and that all claims are appropriately reviewed in
accordance with Division procedures; () ensuring that proper segregation of duties exists over claims
processing by requiring separate individuals to review and approve claims, and making system
modifications as appropriate; and (d) expanding existing claims processing guidelines to further address
the use of staff discretion.
50 I1-155  The Department of Transportation should review the contractor expenditures that were processed in Agree September 2010
SiteManager after the period 13 close and determine why and how such expenditures were not identified
during the year-end accrual process. The Department should then determine if there is a need to revise
or develop new accrual procedures to reduce or prevent such expenditures from not being accrued.
51 I1-157 The Department of Transportation should strengthen its controls over local agency receivables, revenue, Partially Agree June 2010

and deferred revenue by (a) ensuring that supervisory reviews of accounts receivable are adequate to
identify and correct errors in a timely manner, (b) completing the research on the seven confirmations
from local agencies who disputed their account balances and making adjustments as appropriate,
(c) following up with local agencies on a regular and timely basis regarding outstanding balances owed
to the State and providing sufficient detail to the local agencies that supports the outstanding balance,
(d) considering the need for an allowance for outstanding balances that are 60 days or more in arrears,
and (e) ensuring that SAP operates as intended when processing transactions related to accounts
receivable and that all system errors are addressed.
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Federal Award Findings

52

-3

The Department of Education should ensure compliance with federal grant requirements by
(a) evaluating job descriptions and ensuring that descriptions are consistent with related job activities
and salary allocations correspond with time worked on grants for employees, (b) documenting employee
time and effort capturing the work actually performed for grant objectives, and (c) adequately supporting
the allocation of non-payroll expenditures with written documentation.

Agree

July 2010

53

I -10

The Department of Health Care Policy and Financing should improve controls over documentation in
Medicaid case files to support eligibility by (a) continuing to monitor counties and MA sites to ensure
that they are obtaining and maintaining the required case file documentation to support eligibility
determinations, (b) requiring that counties and MA sites review case files to ensure consistency of
information between the case file and CBMS, and (c) working with the Department of Human Services
to identify and implement revisions to policies and procedures for documenting and monitoring
Medicaid eligibility determination/redetermination for the Title IV-E population.

a. Agree
b. Agree
c. Partially Agree

February 2010
through December
2013

54

11 -14

The Department of Health Care Policy and Financing should improve controls over Medicaid program
eligibility determinations and data entry into the Colorado Benefits Management System by (a) ensuring
that county departments of human/social services and medical assistance sites have in place effective
supervisory reviews of CBMS data entry, including comparisons of case file data with CBMS data as
part of the eligibility determination process; (b) reviewing counties' and medical assistance sites' data
input and monitoring their supervisory reviews; and (c) expanding the Medicaid training and technical
assistance provided to counties and medical assistance sites to emphasize the issues identified.

Agree

February 2010
through December
2010

55

" -17

The Department of Health Care Policy and Financing should ensure that county departments of
human/social services and medical assistance sites are addressing Income, Eligibility, and Verification
System (IEVS) discrepancies within 45 days of receiving notification of a discrepancy, including
discrepancies related to Department of Labor and Employment data, as required by federal regulations
and in accordance with its state plan filed with the federal government.

Agree

January 2011 -
Contingent upon
Department of
Human Services
acceptance
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56 I11-20  The Department of Health Care Policy and Financing should improve its controls over eligibility of Agree February 2010
Medicaid providers by (a) ensuring that the Medicaid Management Information System (MMIS) through December
contains current licensing information for all Medicaid providers that are required to have a license; 2013
(b) developing and implementing a process for verifying the current licensure of all providers that are
required to have a license, including out-of-state providers; and (c) ensuring that all providers have valid
current provider participation agreements or contracts.

57 I -24 The Department of Health Care Policy and Financing should improve controls over requests for federal Agree a. March 2010
funds through the American Recovery and Reinvestment Act (Recovery Act) by (a) adequately b. March 2010
segregating duties related to preparing and approving requests for Recovery Act funds, (b) documenting c. Implemented
written procedures and ensuring adequate review of federal draws and supporting information to ensure d. June 2010
their accuracy, (c) submitting an adjustment on the next quarterly federal report for amounts excluded
in its October 2008 Recovery Act draw, and (d) request reimbursement for those amounts not already
corrected that were identified by this audit.

58 I - 28 The Department of Health Care Policy and Financing should ensure that the Colorado Benefits Agree a. March 2010
Management System (CBMS) alerts are working as designed and that Medicaid eligibility is terminated b. January 2011
in a timely manner, when appropriate, by (a) correcting the CBMS problem related to the Transitional c. Implemented
Medicaid program to ensure prompt termination of eligibility when a beneficiary does not submit a
Transitional Benefits Report as required; (b) ensuring that CBMS alerts are working as designed for all
Medicaid programs that have specified time limitations for eligibility, such as the Medicaid Qualified
Pregnant Woman program; and (c) identifying and recovering any additional erroneous Medicaid
payments that may have occurred as a result of the system problems, within CBMS and MMIS, as
appropriate.

59 I1-33 The Department of Health Care Policy and Financing should reduce eligibility determination errors for Agree a., b., c. March 2009

Children's Basic Health Plan (CBHP) by improving oversight and training of eligibility sites by
(a) continuing to provide eligibility sites with CBHP training and technical assistance on eligibility and
documentation requirements; (b) enforcing eligibility sites' supervisory review processes and corrective
action plans by following up on problems identified through the Department's monitoring program and
this audit; (c) investigating the causes of the CBMS errors identified in the audit and modify CBMS as
needed to correct them; and (d) recovering payments made after a beneficiary's eligibility has ended, as
appropriate.

through December
2013
d. Implemented
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60 I11-37  The Department of Health Care Policy and Financing should ensure that all county departments of Partially Agree January 2011
human/social services and medical assistance sites have access to IEVS data and address any Contingent upon
discrepancies, including those related to Department of Labor and Employment data, as required by state Department of
regulations. Additionally, the Department should incorporate IEVS requirements within the Children’s Human Services
Basic Health Plan program’s state plan and within the Department rules for this program. acceptance

61 I11-39  The Department of Health Care Policy and Financing should ensure that requirements related to Agree a. January 2010
determining whether an individual has creditable coverage and is therefore ineligible for the CBHP b. January 2011
program are met by (a) investigating and resolving all reports of other health insurance coverage for
applicants or beneficiaries and documenting the basis for the determination of whether the coverage
precludes an individual from being eligible for CBHP and (b) denying eligibility or disenrolling
individuals determined to have other creditable coverage and recovering any unallowable payments, as
appropriate.

62 I-41 The Department of Health Care Policy and Financing should improve controls over CBHP program data Agree February 2010
entry into CBMS by (a) ensuring that county departments of human/social services and medical through December
assistance sites have in place effective supervisory reviews of CBMS data entry, including comparisons 2013
of case file data with CBMS data as part of the eligibility determination process; (b) reviewing counties'
and medical assistance sites' data input and monitoring their supervisory reviews; and (c) expanding the
CBHP training and technical assistance provided to counties and medical assistance sites to emphasize
the issues identified, such as CBMS income calculations.

63 I1-45 The Department of Health Care Policy and Financing should ensure compliance with federal regulations Agree January 2010 through
governing Medicaid and CBHP programs by (a) ensuring that all Medicaid applications include the December 2013

citizenship and identity documentation required by the Deficit Reduction Act (DRA) prior to approving
or denying eligibility for Medicaid, (b) maintaining DRA documentation received with Medicaid
applications in CBHP case files, and (c) working with the Centers for Medicare and Medicaid Services
to ensure the appropriateness of the Department's corrective action plan for implementing the DRA as
it affects CBHP.
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64 I11-50  The Department of Health Care Policy and Financing should ensure that all program processing Agree February 2010
requirements for Medicaid and CBHP eligibility are met by (a) using existing mechanisms, such as through December
CBMS reports and the Monitoring and Quality Unit, to identify all cases, including long-term-care cases, 2013
which exceed processing guidelines and (b) working with county departments of human/social services
and Medical Assistance sites to improve the application processing timeliness by offering technical
assistance that focuses on the cause of untimely processing to ensure that new cases and
redeterminations for Medicaid and for the CBHP program are processed within state and federal
guidelines.

65 I11-53  The Department of Health Care Policy and Financing should improve its controls over the calculation Agree a. June 2010
and reporting of family planning expenditures under the Medicaid Managed Care Program by b. July 2010
(a) completing its review of the methodology used to calculate and report family planning expenditures c. June 2010
and developing and implementing written policies and procedures for the methodology; (b) training all d. June 2010
staff on the policies and procedures involved with the methodology; (c) maintaining all supporting e. June 2010
documentation used for the calculation of the family planning expenditures; (d) ensuring that supervisors f. Implemented
review the data used, the calculations, and the supporting documentation for compliance with the
established methodology prior to submission of reports to the federal government; (€) ensuring all data
from the State’s accounting system, COFRS are extracted in a consistent manner and in accordance with
policies and procedures; and (f) submitting the Department's methodology for calculating and reporting
Family Planning expenditures to the federal government for approval, as appropriate.

66 I11-56  The Department of Health Care Policy and Financing should improve controls over payments to Agree a. July 2011
laboratory providers for the Medicaid program by (a) ensuring that MMIS edits necessary for accepting b. December 2009
complete certification information from providers are working as intended to ensure compliance with ¢. March 2010
the Clinical Laboratory Improvement Amendment (CLIA) requirements; (b) until system edits can be
completed, establishing an alternative method to verify that only providers with CLIA certification are
receiving payment through the Medicaid program; and (c) identify and recover any payments
erroneously made to laboratories that were not CLIA-certified.

67 I11-59  The Department of Health Care Policy and Financing should improve controls over occupational and Agree December 2009

physical therapy claims processed through MMIS by working with Affiliated Computer Services, Inc.,
and policy staff to ensure that the resolution text related to these claims is consistent with Department
policy, including the requirement to receive authorization prior to processing these claims when the
annual service limit has been reached.
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68 I-61 The Department of Health Care Policy and Financing should improve controls in the Medicaid program Agree a. December 2009
over the date of death match process by (a) developing formal, written procedures that outline the b. November 2009
process for performing the data match, the schedule and frequency for conducting the match, and the
process for recovering payments that appear unallowable and (b) continuing to work to recoup erroneous
payments identified through the date-of-death match process conducted by the Department and during
our Fiscal Years 2008 and 2009 audits.

69 I - 63 The Department of Health Care Policy and Financing should improve its monitoring and reporting of Agree April 2010
the State Survey and Certification grant, by ensuring that (a) all expenditures are properly recorded and
included in the monitoring of grant awards and expenditures, (b) the review of supporting documentation
for expenditures is adequate to identify and correct errors, and (c) the federally approved indirect cost
rate is applied to indirect cost expenditures when determining the amount of reimbursement to request
from the federal government.

70 I11-65  The Department of Health Care Policy and Financing should improve its controls over the Medicare Agree a. August 2010
Supplementary Medical Insurance Benefits (SMIB) program to ensure the accuracy of, and proper b. August 2010
support for, federal reporting and reimbursements by (a) training all staff involved in the SMIB program c. July 2010
on the program policies and procedures; (b) ensuring that all program staff and their supervisors are
cross-trained in program and accounting areas and that their supervisors perform adequate reviews; and
(c) developing an automated reporting system for SMIB reporting, including performing adequate
testing of the new system to ensure that it is operating as intended prior to implementation.

71 I1-69 The Department of Health Care Policy and Financing should ensure compliance with federal regulations a. Agree a. Implemented and
governing payments to providers for the Disproportionate Share Hospitals and the Upper Payment b. Disagree Ongoing

Limits by (a) ensuring that the Medicaid State Plan contains the current methodology used to calculate
payments to providers and that the methodology has been approved by CMS prior to implementing the
methodology and making payments to providers, (b) following up with the Centers for Medicare and
Medicaid Services (CMS) about the allowability of payments calculated under the revised methodology
and paid before the Department had obtained CMS approval of the revised methodology, and
(c) performing periodic reviews of providers classified as publicly owned to ensure that these providers
meet the definition of a publicly owned provider and maintaining supporting documentation of the
reviews.

c. Partially Agree

o

. Not Applicable
c. Implemented and
Ongoing
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72 ln-72 The Department of Health Care Policy and Financing should improve its controls over expenditures by Agree April 2010
strengthening its supervisory review process to ensure the accuracy of expenditure allocations among
Medicaid, the Children's Basic Health Plan, and the Old Age Pension program, and request
reimbursement for the $22,000 in federal funds identified in the audit.

73 I11-74  The Department of Health Care Policy and Financing should improve MMIS user access controls by Agree a. March 2010
immediately implementing our prior year recommendation and strengthening MMIS’s operating system, b. January 2010
including (a) evaluating MMIS user access profiles and identifying those profiles, or combinations of c. May 2010
profiles, that are appropriate for different system users. This information should be shared with the d. May 2010
supervisors of MMIS users; (b) establishing a written procedure that HCPF I T security staff follow when e. February 2010
MMIS access is requested; (c) ensuring that profiles or profile combinations that provide escalated
system privileges are identified and tightly controlled, including the establishment of compensating
controls; (d) periodically reviewing MMIS user access levels for appropriateness and promptly removing
access for terminated users, including comparing active MMIS users to termination information
contained in the Colorado Personnel Payroll System and requiring business managers to annually verify
the accuracy and relevance of access levels belonging to the MMIS users they supervise; and
(e) strengthening the configuration of the MMIS operating system by implementing the
recommendations made under separate cover.

74 I11-80 The Department of Health Care Policy and Financing should ensure that Medicare is the primary payer Agree a. December 2011
on claims processed through MMIS for dual-eligible Medicaid clients by (a) reviewing and revising its b. Implemented
policies, as necessary, to require providers to submit a Medicare explanation of benefits for paper claims c. Implemented
after Medicare makes a payment determination; (b) analyzing the paid claims for all clients whose d. March 2010 and
eligibility changed from Medicaid-only to dual-eligible, identifying claims for which recovery should Ongoing
be sought, and instituting recovery action; (c) instituting a quarterly audit of all claims paid for
dual-eligible clients and identifying claims that may have been paid incorrectly; and (d) enhancing its
effort to educate providers about the Department's billing policies and processes for claims associated
with dual-eligible clients.

75 I11-84  The Department of Health Care Policy and Financing should review its policy that excludes certain Agree January 2011

procedures from the Medicare lower of pricing logic to assess the appropriateness of these exclusions,
particularly related to cost-control strategies for the Medicaid Program.
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76 I11-87  The Department of Health Care Policy and Financing should improve controls to prevent Medicaid a. Agree a. July 2010
payments for services to deceased individuals by (a) periodically evaluating the effectiveness of methods b. Agree b. July 2011
used to identify payments made for services provided after a client's death and implementing changes c. Partially Agree c. July 2010
to these methods, as necessary; (b) working with its contractor, Health Management Systems, to expand d. Agree d. June 2010 and
data matches and recoveries for claims paid after a client's death to include oxygen services and other Ongoing
rental supplies; (c) continuing to investigate the claims identified by this audit that were paid for services
provided after the date of death recorded in CDPHE's or the Department's files for Medicaid clients; and
(d) enhancing its efforts in educating providers on claims payment issues surrounding clients' date of
death, including proper death notification and billing for services provided during the month of death.

77 I -94 The Department of Health Care Policy and Financing should improve its monitoring of and a. Partially Agree a. Ongoing
communication with Medicaid durable medical equipment and supplies providers by (a) performing b. Agree b. June 2010
periodic clinical reviews of providers, preferably on-site, to assess whether claims paid by the Medicaid c. Agree c. March 2010
Program meet medical necessity, prior authorization, and other clinical requirements.; (b) developing d. Agree d. November 2009
uniform standards for providers to follow for the purchase and billing of new and used equipment and and Ongoing
related-party purchases and referrals; (c) regularly updating its provider manual and bulletins to include
detailed information about providers' responsibilities for maintaining documentation in each client's
medical record; and (d) strengthening communication with providers and educating them about the
Medicaid Program and technical assistance available to them from the Department and its contractors.

78 I11-98  The Department of Health Care Policy and Financing should improve its oversight of Medicaid  a. Partially Agree a. Ongoing
laboratory and radiology providers by (a) performing periodic clinical reviews, preferably on-site, of ~ b. Agree b. October 2009
laboratory and radiology providers to assess whether providers comply with the six criteria established ~ c¢. Agree c. October 2009
in state regulations related to laboratory and radiology services; (b) periodically reviewing laboratory ~ d. Agree d. July 2011

and radiology claims to ensure that it has not double paid for the technical and professional components
of these services; and (c) developing utilization and cost trend reports.
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79 I11-105 The Department of Health Care Policy and Financing should strengthen contract provisions and its a. Agree July 2010
monitoring of contractors responsible for performing prior authorization reviews of durable medical b. Partially Agree
equipment and supplies requested for Medicaid clients by (a) standardizing the requirements in its c. Agree
contracts related to prior authorization and medical necessity activities for durable medical equipment d. Agree
and supplies; (b) strengthening the contracts by defining the qualifications of staff performing prior e. Agree
authorization and medical necessity functions; (c) implementing a formal oversight program for each
of its prior authorization contractors, including on-site visits; (d) requiring its prior authorization
contractors to standardize how providers submit prior authorization requests, including the use of
electronic processing and interfaces; (e) assessing whether consolidating prior authorization functions
under one contract would be cost-effective.
80 I11-109  The Department of Health Care Policy and Financing should hold its management staff accountable for Partially Agree Implemented
the effectiveness of its data systems and for timely, accurate, and complete responses to audit and other
information requests by oversight agencies.
81 I11-120  The Department of Health Care Policy and Financing should ensure a comprehensive and uniform Agree October 2009

assessment process for determining functional eligibility and the services necessary to address the needs
of individuals seeking long-term care services by (a) improving written guidance to direct Single Entry
Point (SEP) agencies on all aspects of the intake, functional assessment, and service planning processes,
including how case managers should document information in the Benefits Utilization System;
(b) modifying State Medicaid Rules to more clearly define how to score functioning when the individual
uses an assistive device, and making appropriate corresponding changes to the Department's functional
assessment instrument; (c) strengthening its state-sponsored training by making standard core training
courses available to all SEP agencies; and (d) setting minimum standards for SEP agencies' quality
assurance and case file review practices. Standards should include steps for measuring inter-rater
reliability of functional assessment scoring and for systematically compiling, reporting, and addressing
systematically compiling, reporting, and addressing the results of the case file reviews.
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82 111 -127  The Department of Health Care Policy and Financing should ensure eligible individuals have timely Agree a. October 2009
access to Medicaid long-term care services by developing an integrated approach to monitor the b. December 2009
timeliness of all components of the eligibility determination process, identify problems, and make c. Spring 2009
improvements by (a) providing clear and consistent written guidance to SEP agencies regarding how d. Contingent upon
the timeliness of the functional assessment and other processes will be measured; (b) making available funding
improvements to the Benefits Utilization System to capture all dates necessary to evaluate the timeliness and joint
of SEP agencies' intake and functional assessment processes; (¢) providing written guidance to ensure prioritization with
county Medicaid technicians consistently and accurately capture the start of the Medicaid application the Department of
processing timeframe in CBMS; (d) making changes to weekly reports in CBMS to identify all pending Human Services
Medicaid long-term care applications that exceed required processing timeframes and compile summary e. June 2009
statistics on the timely processing of Medicaid applications by county and statewide; (e) working with f. October 2010
the disability determination contractor and county departments of human/social services to investigate g. Ongoing
and address the underlying factors contributing to delays in transmitting disability applications; (f)
capturing and analyzing data on an ongoing basis to monitor and evaluate how long it takes eligible
individuals to gain access to Medicaid long-term care services from the time they first enter the system;
and (g) establishing an overall goal or timeframe for determining whether access to long-term care
services is timely.

83 I11-132  The Department of Health Care Policy and Financing should ensure that reports submitted to the federal Agree June 2009
government regarding the Home and Community Based Services (HCBS) waivers are accurate and
complete by (a) developing procedures to review the accuracy of CMS-372 reports and the underlying
data prior to submitting the reports to CMS and (b) completing its research on the discrepancy identified
during the audit regarding the Fiscal Year 2007 CMS-372 report for the Elderly, Blind, and Disabled
Waiver and submitting a corrected report to CMS as necessary.

84 I11-134  The Department of Health Care Policy and Financing should improve monitoring and oversight of its Agree June 2010

interagency agreement with the Division to ensure compliance with agreement provisions, as well as
with federal requirements. The Department should make monitoring improvements to ensure the
Division (a) develops clear, written fiscal and administrative procedures for the HCBS-DD waiver
program; (b) provides timely training and technical assistance to the CCBs; and (c) monitors service
provision, quality, and financial accountability.
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85

11-136

The Department of Health Care Policy and Financing should improve controls over updating Medicaid
provider licenses in MMIS by (a) ensuring that all Medicaid providers required to have a license have
current license information entered into MMIS, (b) continuing to develop and implement a plan to
automate the process for updating licenses for providers participating in the Medicaid program, and
(c) developing a process for obtaining all current licenses for all out-of-state providers.

Agree

December 2010

86

111 -138

The University of Colorado should implement review procedures at University of Colorado at Denver
over the Return of Title IV calculations.

Agree

August 2009

87

I - 142

Colorado State University - Pueblo should develop policies and procedures to help assure that
institutionally scheduled breaks are excluded from its calculation of amount earned for the return of Title
IV funds for students who have withdrawn and have been recipients of Title IV grant or loan assistance.

Agree

September 2009

88

11 -143

Colorado State University - Pueblo should implement a review process to assure the amounts reported
on the Fiscal Operations Report and Application to Participate (FISAP) are reconciled to both the
financial aid and financial reporting systems prior to the October 1 submission of the FISAP report.
Differences noted on such reconciliations should be investigated and documented on a timely basis.

Agree

October 2010

89

111-145

Colorado State University should ensure that discrepancies in federal grant information are investigated
and addressed on a timely basis. Furthermore, any required changes should also be communicated
timely to subrecipients. Differences in the Catalog of Federal Domestic Assistance (CFDA) number
should be discussed by Colorado State University and the awarding agency to resolve the discrepancy
in a timely manner.

Agree

September 2009

90

I -147

The University of Northern Colorado should ensure that federal requirements for return of funds under
federal Title IV are met by improving the process for calculating the number of days per semester by
ensuring proper withdrawal dates are used in calculations, and implementing a review process for
adjustments to student accounts.

Agree

July 2009

91

11 - 149

The Colorado School of Mines should develop policies and procedures to assure that the calculation of
amounts earned for withdrawn students who are receiving Title IV loan or grant assistance excludes
institutionally scheduled breaks.

Agree

September 2009
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92

I11-151

The Colorado School of Mines should implement a review process that includes a detailed review prior
to the submission of the FISAP and approval by an individual other than the person preparing the report.
The review should be formally documented by the reviewing individual.

Agree

September 2009

93

11 - 152

The Colorado School of Mines should use the Excluded Parties List System (EPLS) system to verify
subrecipients (subcontracts and vendors) have not been suspended or debarred and obtain amendments
to all subcontract agreements entered into prior to the addition of the certification clause in the standard
federal subcontract agreement template.

Agree

July 2009

94

111 -154

The Colorado School of Mines should assure that its existing review policies are strictly adhered to for
documenting supervisory review of project summary sheets and financial reports for federally funded
projects.

Agree

July 2009

95

11 - 155

The Colorado School of Mines should implement policies and procedures to increase the frequency of
reporting to the National Student Clearinghouse from once a month to twice a month, as well as to
establish internal policies and procedures to assure all changes in student status are dealt with in the 60-
day reporting requirement.

Agree

November 2009

96

I11-158

Colorado Community College System (CCCS) should work with Northeastern Junior College (NJC) to
strengthen controls over the cash management process and establish segregation of duties so that no one
person has the ability to calculate the amount to request for reimbursement, and submit for
reimbursement, and approve the request and associated journal entry.

Agree

September 2009

97

111 - 160

Western State College should improve the internal controls over bank accounts by (a) modifying and
implementing policies and procedures that ensure the proper segregation of duties for all bank accounts
and (b) establishing electronic funds transfers for these accounts with appropriate segregation of duties.

Agree

June 2010

98

11 -162

Colorado Student Loan Program dba College Assist should establish procedures to periodically test the
accuracy and completeness of the default aversion rebate reports from Nelnet Guarantor Solutions
(NGS) to ensure the proper functioning of the new system.

Agree

January 2010
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99 I11-165  Collegelnvest should strengthen its processes for monitoring its third party service provider with respect  a. Disagree a. Not Applicable
to the 9.5 percent SAP-eligible loans. Specifically (a) properly document its internal controls over b. Agree b. Ongoing
tracking 9.5 percent SAP-eligible loan balances in order to comply with the requirements of the c. Partially Agree c¢. October 2009
Department, (b) retain all source documents related to its comparison of data provided by Nelnet to the
actual LaRS/799 reports submitted to the United States Department of Education, and (c) reconcile the
LaRS/799 filings with the population certified by the independent audit firm and re-perform the
extraction of eligible loan data to ensure correct filings with the Department.

100 I[11-172  The Department of Human Services should continue to work with the county departments of Agree Implemented and
human/social services to ensure the accuracy of SNAP/Food Assistance program eligibility Ongoing
determinations and benefits by (a) monitoring the counties” maintenance of case file documentation, data
entry, and follow up on Income, Eligibility, and Verification System (IEVS) discrepancies and
(b) ensuring that county review reports are provided to the counties within 60 days of completing the
review and that corrective action plans are obtained from the counties within 30 days of the report.

101 I11-174  The Department of Human Services should continue to work with the counties to ensure that Agree Implemented and
applications for SNAP/Food Assistance benefits are processed within federal and state requirements. Ongoing

102 I11-178  The Department of Human Services should continue to work with the county departments of Agree Ongoing
human/social services to ensure the accuracy of eligibility determinations and benefit payments for the
Temporary Aid for Needy Families/Colorado Works (TANF) program by monitoring and reviewing
counties’ case file documentation and data entry.

103 I11-182  The Department of Human Services should improve controls over the Child Support Enforcement Agree a. July 2010
program by (a) ensuring that counties document all relevant information, including medical coverage b. Implemented
information, according to federal and state regulations; (b) correcting the programming error in the c. Implemented
Automated Child Support Enforcement System (ACSES) to ensure timely attempts to locate non- d. September 2010
custodial parents; (c) ensuring that counties enforce medical support obligations by using the National e. March 2010

Medical Support Notice, where appropriate; (d) ensuring that counties conduct interstate referrals within
federally required timeframes; and (e) finalizing and implementing guidelines that define “diligent
effort” for service of process.
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104 111-185  The Department of Human Services should strengthen controls over the reporting process for the federal Agree June 2009
Social Services Block Grant (SSBG) by (a) ensuring staff preparing reports are adequately trained on
the reporting requirements, (b) ensuring that reports are reviewed by a supervisor prior to being
submitted, and (c) correcting and resubmitting the 2008 “Post-Expenditure Report” to the federal
awarding agency.
105 I11-187  The Department of Human Services should ensure that staff are aware of all federal requirements that Agree January 2011
must be met for funds transferred from the TANF program to the SSBG program.
106 I11-190  The Department of Human Services should strengthen controls over case file documentation for the Title Partially Agree January 2010
IV-E Adoption Assistance program by using training and monitoring programs to ensure that county
case workers are aware of all eligibility requirements of the Adoption Assistance program and maintain
all required documentation in the case files.
107 I11-194  The Department of Human Services should ensure, through continued monitoring and training, that the Agree October 2009, with
counties are obtaining and maintaining in the case files all the documents required to demonstrate full implementation
families’ eligibility for Child Care and Development Program Cluster subsidies under the Colorado by November 2010
Child Care Assistance Program.
108 I11-195  The Department of Human Services should ensure that it has procedures in place to identify and monitor Agree November 2009
federal earmarking requirements related to Child Care and Development Program Cluster funds and
makes use of the mechanisms it has in place to track and report compliance.
109 I11-197  The Department of Human Services should improve controls related to manual overrides of Colorado Agree a. April 2010

Child Care Assistance Program (CCCAP) eligibility determinations within the Child Care Automated
Tracking System (CHATS) by (a) completing the drafting and implementation of rules governing the
acceptable reasons for overrides and documentation required at the counties to support them and
(b) monitoring overrides through the use of reports that identify state and county trends and
irregularities, and ensuring proper follow-up.

b. October 2009
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110 I11-199  The Department of Human Services should ensure that county departments of human/social services Agree April 2010
properly authorize child care for CCCAP participants by (a) promulgating rules to clarify that counties
shall authorize only the amount of child care needed by CCCAP families based on their schedule of
eligible activities and (b) working with the counties to improve their internal control systems, such as
requiring counties to conduct monthly CCCAP case file reviews to identify errors in their case
management and their causes and require corrective actions to prevent future errors.

111 I11-201  The Department of Human Services should improve the review of CCCAP provider attendance records Agree a. May 2010
by county departments of human/social services by (a) providing guidance to the counties on how to b. April 2010
select samples of providers’ attendance sheets for review and (b) revising Department regulations to
require that counties implement a risk-based approach for conducting the reviews.

112 I11-204  The Department of Human Services should improve its oversight of quality initiative spending for Agree a. December 2009
CCCAP by county departments of human/social services by (a) auditing the $2.8 million transaction we b. January 2010
identified as a potential questioned cost to ensure that the expenditure was made in accordance with all c. December 2009
applicable requirements; (b) requiring counties to institute formal grant processes for distributing quality d. January 2010
initiative funds to child care providers and reviewing the counties' grant processes to ensure that counties
distribute and monitor funds appropriately; (c) ensuring that its guidance to counties on the allowability
of types of quality initiative expenditures reflects current Department policy and federal requirements;
and (d) clarifying whether administrative expenses and paying for the expenses of other programs such
as Head Start are appropriate uses of county quality initiative funds and, if so, establishing limits for
such expenses.

113 I11-207  The Department of Human Services should improve controls over the preparation of the Exhibit K and Agree September 2010

supporting documentation by (a) developing formal, written procedures for preparing the Exhibit K and
related supporting documentation; (b) ensuring adequate supervisory review of the Exhibit K and
supporting documentation; and (c) continuing to provide training to staff who prepare the Exhibit K and
the supporting documentation.
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114 I11-211  The Department of Human Services should improve its oversight of Title IV-E child welfare funds by a. Agree a. July 2009
(@) reimbursing the Ute Mountain Ute Tribe only for the costs of foster care services provided to b. Agree b. July 2009
children previously determined to be eligible under federal Title IV-E, (b) discontinuing the practice of c. Disagree c. Not Applicable
implementing hold harmless agreements with the Ute Mountain Ute Tribe that allow the Tribe to receive d. Agree d. March 2010
reimbursements for the costs of foster care services provided to children determined to be ineligible
under federal Title IV-E, (c) including appropriate reimbursements to the Ute Mountain Ute Tribe in the
Department’s federal Title IV-E reimbursement claims to the federal government, and (d) documenting
in writing the compensating controls for ensuring that signed checks given to program staff are
distributed appropriately to payees or discontinuing the practice of giving signed checks to program staff
for distribution.
115 I11-213  The Department of Human Services should conduct ongoing monitoring to ensure that counties and Agree February 2010
child placement agencies are verifying that foster care providers are U.S. citizens or legal permanent
residents of the United States.
116 I11-216  The Department of Human Services should improve oversight of child placement agencies for the foster Agree May 2010
care program by (a) continuing testing and implementing risk-based schedules for licensing and
monitoring child placement agencies, (b) establishing and implementing policies to fully document all
key areas reviewed during licensing and monitoring visits and to retain the supporting documentation,
and (c) evaluating current licensing and monitoring procedures to identify and eliminate duplication.
117 I11-219  The Department of Human Services should improve controls over administrative foster care funds a. Agree a. June 2010
expended by child placement agencies (CPAS) by (a) evaluating the substance of the relationship b. Agree b. September 2010
between counties and CPAs based on OMB Circular A-133 criteria and concluding on whether CPAs c. Agree c. May 2010
should be considered vendors or subrecipients, (b) implementing requirements for audits of CPAs in d. Agree d. May 2010
accordance with the determination suggested in part “a” of the recommendation, (c) establishing e. Disagree e. Not Applicable

procedures to review the CPA audits and follow up on any findings identified, (d) evaluating options
for reviewing the allowability and appropriateness of CPA expenditures made with child welfare funds,
and (e) including examples of unallowable costs in regulations.
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118

11-222

The Department of Human Services should ensure that county departments of human/social services pay
foster care rates that reflect the foster child’s level of care and service needs by (a) continue working
with counties to develop and implement a validated, statewide level-of-care assessment tool; (b)
updating the Trails system to include fields for recording the child’s level of care and requiring counties
to include this information in Trails whenever they enter new provider rates; and (¢) conducting periodic
file reviews at counties and analysis of actual rates paid by counties to ensure they are using level-of-
care tools to assist with setting and negotiating appropriate foster care rates.

Agree

June 2010

119

11 -225

The Department of Human Services should establish a process to prioritize foster care case reviews that
have not been completed within a predetermined period, such as a year.

Partially Agree

January 2010

120

11 - 229

The Department of Human Services should improve its internal controls over purchasing cards by
(a) continuing to train approving officials and cardholders on their responsibilities to ensure compliance
with Department policy and imposing consequences for policy violations; (b) updating all written
purchasing card policies to indicate that recurring, automatic charges and payments are prohibited
purchases, clearly communicating this requirement to all card holders, and ensuring that all established
automatic payments currently being processed are identified and deactivated by the cardholders;
(c) utilizing the automated violation tracking system’s reporting function to monitor the results of the
Department’s internal purchasing card audits and ensuring the actions taken by approving authorities
in response to cardholder violations are adequate; (d) ensuring purchasing card accounts are closed in
a timely manner upon employee termination; and (e) coding all procurement card purchases accurately
in COFRS.

P00 o

Agree
Partially Agree
Agree
Agree
Agree

April 2010

121

111-233

The Department of Human Services should strengthen controls over travel expenditures by (a) ensuring
that employees and supervisors are consistent in their compliance with existing State and Department
travel policies, through continuing periodic training and enforcement; (b) recovering identified
overpayments from employees; and (c) considering using its internal audit function to conduct periodic
reviews to ensure compliance with State Fiscal Rules and Department policies over travel.

Agree

a. February 2010
b. June 2010
c. February 2010

122

111-236

The Department of Human Services should strengthen its controls over the telecommunications payment
process by ensuring that all divisions and programs perform monthly reviews of their
telecommunications bills in the Telecommunications Financial Management System (TFMS) and submit
signed certifications and any identified errors to Central Accounting.

Agree

April 2010
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123 I11-238 The Department of Human Services should improve controls over the indirect cost process by Agree a. May 2010
(@) submitting the Fiscal Year 2009 Amendment to the Public Assistance Cost Allocation Plan b. May 2010
(PACAP); (b) correcting the allocation of indirect costs for Fiscal Year 2009 according to the final 2008 c. June 2010
and 2009 Amendments to the PACAP, after federal approval; (c) ensuring future PACAP amendments
are submitted within the required timeframes, or certification statements are submitted within 60 days
of the end of the fiscal year, whichever is applicable and in accordance with federal regulations.
124 I11-242  The Department of Human Services should seek guidance from the U.S. Department of Veterans Affairs Agree March 2010
on the appropriate use of grant funds for construction costs that have been deferred through an Energy
Performance Contract lease.
125 111-245  The Department of Human Services should improve general computer controls over Trails and CHATS Agree a. May 2010
by (a) hardening system configuration settings for Trails as recommended under separate cover; b. May 2010
(b) promptly removing user access for terminated employees and strengthening procedures to ensure c. May 2010
that employee termination notifications are initiated and acted upon in a timely manner; (c) requiring d. November 2010
supervisors to annually verify the accuracy and relevance of user access for the employees they e. November 2010
supervise; (d) identifying and documenting Trails and CHATS user profiles that, when combined,
provide incompatible system privileges; and (e) implementing password parameters that comply with
State Cyber Security Policies.
126 I11-252  The Department of Human Services, Division for Developmental Disabilities should improve controls Agree a. December 2009

to ensure service plan documentation is sufficient to support the service request and subsequent
payments. Specifically, the Department should work with the Department of Health Care Policy and
Financingto (a) develop standardized guidelines for documenting the frequency and duration of services
in service plans to support service requests and payments; (b) implement additional edits in the BUS
system requiring that CCBs enter service frequency information before exiting the service plan
document, and automating the calculation of total service units approved; and (c) eliminate duplicate
data entry of service requests in the CCMS and BUS systems by automatically populating the service
request in CCMS from the service plan information contained in the BUS system.

b. November 2009
c. October 2009

1-41



RECOMMENDATION LOCATOR

Rec.

No.

Page
No.

Recommendation
Summary

Agency Implementation
Response Date

127

I - 258

The Department of Human Services, Division for Developmental Disabilities should improve its
processes for selecting HCBS-DD service plans for review to ensure clients receive only the services
necessary, in amounts sufficient to address their needs. Specifically, the Department should (a) ensure
that criteria used for selecting service plans for review are documented, based on best practices in
service provision, and are set at levels that will effectively identify high-risk or high-cost services for
review; (b) develop risk- and sample-based review processes that will provide better coverage of the
universe of requests and reduce the predictability of the service request review and approval process;
and (c) automate the flagging of service requests for review to eliminate errors in the manual selection
process.

Agree October 2009

128

11 - 263

The Department of Human Services, Division for Developmental Disabilities should improve its
processes for reviewing service requests to ensure that an adequate basis exists for its approval and
denial decisions and that clients are treated equitably. Specifically, the Department should (a) establish
a standardized process, including a checklist or other review protocol for reviewers to follow, for
conducting and documenting reviews and for clearly communicating reasons for service denials to
CCBs; (b) implement an automated mechanism to track data on the number of reviews conducted, the
number of and reasons for denials and reductions in service, and the number of service requests that are
re-submitted and re-reviewed; (c) reassess and revise job descriptions and qualification requirements
for service request reviewers to ensure that individuals performing reviews are qualified and authorized
to make approval and denial decisions; and (d) develop a process for supervisory review of service
request reviews.

Agree a. December 2009
b. Re-evaluate
resources
annually
c. December 2009
d. December 2009

129

I - 267

The Department of Human Services, Division for Developmental Disabilities should develop and
implement policies and procedures for a post-payment review system to ensure that payments for
HCBS-DD waiver services are appropriate, allowable, and provided by qualified providers.
Specifically, the Department should (a) develop a risk-based post-payment review process that
incorporates a sampling approach to review claims paid; (b) use automated tools to identify payments
made for unallowable services or non-approved providers; and (c) revise billing policies and procedures
as necessary based on patterns of errors identified during post-payment review.

Agree October 2009

130

11 -268

The Department of Health Care Policy and Financing and the Department of Human Services, Division
for Developmental Disabilities should work together to develop standards for the types of documentation
that providers must maintain for each type of service provided.

Agree December 2009

I-42
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131

111-270

The Department of Health Care Policy and Financing and the Department of Human Services, Division
for Developmental Disabilities should reassess whether targeted case management and the client
questionnaires serve as effective tools for validating HCBS-DD payments.

Agree

June 2010

132

I -272

The Department of Human Services, Division for Developmental Disabilities should establish
mechanisms for monitoring the implementation and operation of appropriate fiscal controls to ensure
accountability for services and payments. Specifically, the Department should (a) develop and issue a
comprehensive, written policy and procedures manual for CCBs and update the manual on a routine
basis; (b) provide training on the policy and procedures manual to the CCBs; and (c) establish a
comprehensive system of ongoing monitoring and evaluation of payment controls as discussed above.

Agree

December 2009

133

11 -274

The Department of Human Services should take immediate steps to correct the system problems related
to inappropriate restoration payments and enforcement of sanctions in the Colorado Benefits
Management System to lessen the risk of errors in benefit payments.

Agree

December 2009

134

I -274

The Department of Human Services should ensure that SNAP/Food Stamps redeterminations and
Change Report Forms are processed within federal and state guidelines, as applicable.

Agree

December 2009

135

I1-274

The Department of Human Services should strengthen controls over the Low Income Energy Assistance
Program (LEAP) program by (2) ensuring that eligibility is determined in a timely manner and vendors
are contacted when required; (b) ensuring that required documentation is obtained to support LEAP
eligibility, benefit determination, and Estimated Home Heating Cost changes by performing a periodic
review of case files; (c) strengthening supervisory review process over data entry by instituting an
effective supervisory review process; and (d) instituting a programming change to the LEAP system
documenting when a change occurs to Estimated Home Heating Cost by including record of the initial
heat costs.

Agree

September 2009

I-43
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136

I -274

The Department of Human Services should improve controls related to manual overrides of Colorado
Child Care Assistance Program eligibility determinations within the Child Care Automated Tracking
System (CHATS) by (a) developing rules governing the acceptable reasons for overrides and
documentation required at the counties to support them; (b) requiring that the counties establish
supervisory review and approval for all overrides; (c) ensuring county case managers and supervisors
are adequately trained in proper procedures for overrides; (d) building automatic supervisory review,
approval, and reporting capabilities into the CHATS replacement system; (€) monitoring overrides
through the use of reports that identify state and county trends and irregularities, and ensuring proper
follow-up; and (f) following up on information provided to the Department from our audit on the high
rate of overrides within one county.

Agree

July 2009

137

I -274

The Department of Human Services should ensure that county departments of human/social services
properly authorize child care for Colorado Child Care Assistance Program (CCCAP) participants by
(@) promulgating rules to clarify that counties shall only authorize the amount of child care needed by
CCCAP families based on their schedule of eligible activities, (b) working with counties to improve the
counties' internal control systems, (c) improving its monitoring of the counties' CCCAP operations by
revising its county case file review process to include developing a risk-based approach that reviews
those counties that manage larger CCCAP caseloads and determines why counties make errors, and
(d) requiring that counties submit corrective action plans to address problems identified in part “c” and
following up on these plans as appropriate.

Agree

July 2009

138

I -274

The Department of Human Services should improve the review of Colorado Child Care Assistance
Program provider attendance records by county departments of human/social services by (a) verifying
that counties are conducting the reviews in accordance with Department regulations during the
Department's monitoring reviews, (b) providing guidance to the counties on how to select samples of
providers' attendance sheets for the reviews, and (c) revising Department regulations to require that
counties implement a risk-based approach for conducting the reviews.

Agree

July 2009

| -44
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139

11 -274

The Department of Human Services should improve its oversight of county-owned child care providers
to ensure an arm's-length bargaining relationship between counties and their county-owned providers
and to provide assurance that Colorado Child Care Assistance Program payments are reasonable and
necessary by (a) reviewing and approving all rates negotiated between the county department of
human/social services and the county-owned provider, (b) requiring Prowers County to immediately
renegotiate the current slot contract between Prowers County and its county-owned child care center to
ensure that the contracts do not pay for more slots than are needed and that the slot rates do not exceed
the center's private-pay rates and are reasonable, and (c) considering increasing its audit coverage of
Prowers County using the Department's Audit Division and current resources until the problems with
its county-owned child care center have been resolved.

Agree July 2009

140

I -274

The Department of Human Services should improve information for evaluating county administrative
and case management costs in the child welfare allocation model by (a) working with counties to
identify and evaluate options for using or modifying existing systems to improve cost information and
(b) using the improved cost information to analyze administrative and case management costs in the
program services cost driver and considering allocating funds for administrative and case management
costs in the child welfare allocation model separately.

Partially Agree October 2009

141

11-276

The Department of Labor and Employment should improve controls over reporting federal expenditures
and the preparation of the Exhibit K by (a) developing formal, written procedures for preparing the
Exhibit K and supporting documentation and (b) ensuring adequate documented supervisory review of
the Exhibit K and supporting documentation.

Agree September 2010

142

I -279

The Department of Labor and Employment should establish policies and procedures to ensure BAM
reviews include documentation of adequate supervisory reviews and complete the required numbers of
reviews for calendar year 2008 and subsequent years.

Agree June 2010

143

11 - 281

The Department of Labor and Employment should ensure customized reports accurately accumulate
federal expenditures and implement procedures to ensure that reconciliations between total cash requests
and total expenditures are completed timely.

Agree January 2010

I-45
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144

I - 284

The Department of Labor and Employment should improve controls over federal reporting by
(a) instituting a secondary review and approval process to ensure amounts recorded on reports to the
U.S. Department of Labor are accurately reported and supported by source documentation, (b) correcting
the carry-forward balances in the Employment and Training Administration 227 report, and (c)
maintaining supporting documentation of the edit checks and verification process used in preparing the
Employment and Training Administration 9001 and 9091 reports as required by federal requirements.

Agree

March 2010

145

11 - 292

The Colorado Department of Labor and Employment should improve the accuracy of wages paid to
program participants in the WIA program by (a) developing guidance for the Regions on the elements
of adequate time sheet review and approval, including steps to identify calculation errors and
(b) developing and offering the workforce Regions a standard template or other tool for recording time.

Agree

December 2009

146

111-295

The Colorado Department of Labor and employment should ensure compliance with the Recovery Act's
limitation on work experience placements for the Summer Youth Program by (a) identifying any
Recovery Act funds that were spent to employ youth in prohibited job categories and ensuring those
funds are refunded or replaced as necessary; (b) implementing ongoing or refresher training on the
Recovery Act and Summer Youth Program for Regions that plan to continue the Program in summer
2010; and (c) considering modification of its electronic client database to facilitate review and reporting
of work experience job titles, if the Summer Youth Program is continued using Recovery Act funds in
2010.

Agree

a. December 2009
. April 2010
c. April 2010

(o

147

I - 297

The Department of Labor and Employment should ensure that payroll processing costs are allocated in
accordance with federal regulations by (a) developing and issuing guidance to ensure all Regions
consistently allocate payroll processing costs for work experience as a program cost, in accordance with
federal regulations; (b) incorporating this guidance into its current financial internal controls review
program and reviewing workforce center cost allocations to ensure compliance with federal
requirements; and (c) working with workforce centers to determine the amount of payroll processing
costs incorrectly charged as administrative costs and submitting revised reports to the U.S. Department
of Labor.

Agree

a. December 2009
. June 2010
c. February 2010

(o

148

I -302

The Department of Public Health and Environment should ensure compliance with the Special
Supplemental Nutrition Program for Women, Infants and Children by taking appropriate actions against
a vendor in a timely manner when compliance buy investigations disclose vendor violations. Such
action includes delaying payment or imposing sanctions based upon the severity of the violation.

Agree

October 2009

| -46
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149 I11-304  The Office of the State Treasurer should implement procedures for monitoring counties’ compliance Partially Agree June 2010
with the earmarking requirements of the federal Secure Payments for States and Counties Containing
Federal Lands program.
150 I11-307 The Department of Transportation should track subrecipient activity based on payments made to Agree December 2009

subrecipients in each current year and obtain audits from subrecipients that have $500,000 or more in
federal funds as required by OMB Circular A-133.

I -47
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Department of Agriculture

Introduction

The Department of Agriculture (Department) regulates, promotes and supports
various agriculture activities throughout Colorado. Department personnel
perform a wide range of services, including regulatory and inspection services
relating to agriculture; investigations and hearings; agricultural-related policy
analysis; and efforts to foster and encourage the standardizing, grading,
inspection, labeling, handling, storage, and marketing of agricultural products.
The Department is comprised of the following six divisions:

Commissioner's Office and Administrative Services
Agricultural Services Division

Agricultural Markets Division

Brand Board

Colorado State Fair

Conservation Board

In Fiscal Year 2009 the Department was appropriated approximately
$39.1 million, with 292 full-time-equivalent staff, or FTE. The following chart
shows Department of Agriculture appropriations for Fiscal Year 2009 by funding
source:

Department of Agriculture
Fiscal Year 2009 Appropriations by Funding Source
(In Millions)

Federal Funds
$4.0

General Fund
$7.2

1

L

Reappropriated
Funds $1.1

Cash Funds
$26.8

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.
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Internal Controls Over Payroll

During Fiscal Year 2009, the Department spent approximately $15.6 million on
salaries and wages for approximately 292 full-time-equivalent staff, or FTE.
These employees are paid through the Colorado Personnel Payroll System (CPPS)
based on information entered into CPPS by human resources staff. In entering
this information into CPPS, human resources staff rely on information provided
by the Department’s various divisions. Because in some cases an employee’s
salary is funded by several different divisions, each division is to report the
percentage of the employee’s salary that it funds. For each employee, the funding
percentages should total 100. The divisions also report any changes to an
employee’s salary, including changes in the divisions’ funding percentages and
deductions or increases in an employee’s salary. The reported information and
changes are to be supported by the necessary documentation, such as Personnel
Action Forms and time sheets.

Each month, after the payroll has been processed, Department human resources
staff prepare a payroll reconciliation. This reconciliation is intended to ensure
that all payroll information, including any adjustments reflecting deductions or
increases in an employee’s salary, was accurately entered into CPPS and is
accurately reflected in the State’s accounting system, COFRS.

During Fiscal Year 2009, we reviewed a sample of 40 payroll adjustments
contained in the Department’s November 2008 and February 2009 monthly
payroll reconciliations. We identified two adjustments—one for $626 and one for
$1,532—that were made by the Department to correct underpayments to two full-
time employees. Based on discussions with Department staff, we determined that
each of the employees had been underpaid for four months, beginning in July
2008, because the funding percentages provided by division staff were
incomplete. Specifically, the reported funding percentages for the two employees
totaled 97 percent and 91 percent, respectively, instead of 100 percent. The
Department did not identify the errors until November 2008, when human
resources staff reviewed the “Employee Listing” report they run quarterly. The
“Employee Listing” report shows the payroll detail, along with the job-split
percentages for each of the Department’s employees. We determined through
discussions with the Department that its monthly payroll reconciliation process
does not include a review of job-split percentages to ensure that the percentages
total 100 for each employee.

These payroll errors indicate a need for the Department to strengthen its payroll
review procedures. Specifically, the Department should ensure that human
resource staff review the payroll data provided by division supervisors, including
job-split percentages, prior to inputting the data into CPPS to ensure the data’s
accuracy and completeness. In addition, the Department should expand its
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existing monthly payroll reconciliation process to include a review of the
completeness of employee job-split percentages.

(Classification of Finding: Control Deficiency.)

Recommendation No. 1:

The Department of Agriculture should improve its internal controls over payroll
by:

a. Ensuring that human resources staff review the payroll-related data
provided by division supervisors for accuracy and completeness before
inputting the data into the Colorado Personnel Payroll System (CPPS).

b. Expanding the existing monthly payroll reconciliation process to include a
review of employee job-split percentages.

Department of Agriculture Response:
Agree. Implementation date: December 1, 2009.

The Department of Agriculture will implement business processes and
internal controls to ensure that job-split percentages add up to 100 percent
prior to entering into CPPS and that salaries and job-splits are reconciled.

The human resources (HR) office will review each Personnel Action Form
(PAF) to confirm that job splits equal 100 percent and will initial this
review and confirmation on each PAF.

The payroll officer will continue to print job screens after HR entry and
ensure that all job-split percentages add up to the PAF and update the
personal services budget before monthly payroll runs. Any discrepancies
not captured will be handled and adjusted in a timely manner within the
reporting period.
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Department of Corrections

Introduction

The Department of Corrections (Department) manages the State’s adult correctional
facilities, youthful offender system, and the adult parole and community corrections
system. In addition, the Department operates the prison canteens and Colorado
Correctional Industries (CCI). The canteens provide various personal items for
purchase by inmates, including hygiene items, snack foods, and phone services. CCl
operates businesses that employ inmates, including furniture manufacturing facilities,
metal fabrication, security cells and furnishings, modular office systems, garment
shops, a leather products shop, Colorado State forms production and distribution
facilities, dairy, K-9 dog training, fish farming and agri-business facilities, the State’s
license plate manufacturing facility, and the state surplus property program.

The Department’s Fiscal Year 2009 appropriation was 6,576 full-time-equivalent
staff and $751.8 million, of which $640.5 million, or 85 percent, was general funds.
Administrative offices for the Department are located in Cafion City, Colorado and
Colorado Springs, Colorado. During Fiscal Year 2009, the Department owned and
operated 22 of the State’s 28 correctional facilities. State-owned correctional
facilities are located throughout Colorado and include sites in Buena Vista, Cafion
City, Denver, Pueblo, Limon, Ordway, Delta, Rifle, Golden, Sterling, Trinidad, and
Fort Lyon. The six non-state facilities are privately owned and operated and are
located in Burlington, Colorado Springs, Las Animas, Olney Springs, Walsenburg,
and Brush. The Department contracts with various counties or cities, which in turn
subcontract with private firms, to provide correctional services at most of these
facilities, with the exception of the pre-release facility located in Colorado Springs
which is a direct contract with the operator. During the latter part of Fiscal Year
2009, the Department closed the Colorado Women’s Correctional Facility due to
budget constraints.

A high security prison (Colorado State Penitentiary Il) is being constructed at the
East Cafion City Complex. CCI made 967 steel cells at its metal shop for this
project. The facility is being built due to the State’s need for high custody beds.
This facility is scheduled to be completed in the spring of 2010, but the opening is
expected to be delayed beyond Fiscal Year 2011 due to budget constraints.

The following comment was prepared by the public accounting firm BKD, LLP,
which performed Fiscal Year 2009 audit work at the Department of Corrections.
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User Rights in Global Shop System

In Fiscal Year 2009, CCI had annual sales of about $46.3 million. In January 2008,
CCl installed and implemented a modern manufacturing enterprise resource planning
information system called Global Shop Solutions (Global Shop). The purpose of
Global Shop is to improve and increase the efficiency of the recording and tracking
of several operations, including sales order entry, customer invoicing, account
receivable collections, and eventually, inventory management. As of the date of
testwork, CCl had 71 individuals listed as users in Global Shop. Financial data from
Global Shop is not recorded directly into the State’s accounting system, COFRS;
rather, COFRS is updated with the information from Global Shop via a separate
journal voucher.

Within Global Shop, certain group proxies are set up to allow users access to either
view reports, record transactions, or edit data once it has been initially input in regard
to purchasing, billing, and inventory tracking activity. There are currently 15 group
proxies, ranging from administration abilities including accounting and billing, to
shop floor activity. These group proxies allow or restrict the ability of users to edit
report data or view reports within Global Shop based on the user’s job assignment
and responsibilities.

We discovered that CCI does not have a formal, documented process for adding and
removing users and assigning user rights in Global Shop. No formal support is
maintained to document the request and approval of rights. In addition, CCI does not
periodically perform a review of existing user rights in Global Shop to determine
whether rights are representative of each employee’s role and responsibilities within
CCI. Unnecessary or unauthorized user privileges could result in inaccurate data
being entered into Global Shop which could potentially increase the risk of
misstatement due to error or fraud.

(Classification of Finding: Control Deficiency.)

Recommendation No. 2:

The Department of Corrections’ Colorado Correctional Industries should improve
controls over user rights in the Global Shop Solutions (Global Shop) system by:

a. Implementing formalized policies and procedures for adding and removing
users, and establishing user rights within Global Shop.



Report of the Colorado State Auditor In-7

b. Periodically performing a formally documented review of all user rights in
Global Shop to determine that rights are representative of each employee’s
role and responsibilities within CCI.

Department of Corrections Response:
Agree. Implementation date: January 1, 2010.

Colorado Correctional Industries’ (CCI’s) conversion to the Global Shop
system took several months to complete and during that time, management
authorized access without a policy. Since this oversight was identified, CCl
has developed a policy “Implementation Adjustment” to the Department’s
Administrative Regulation, Computer Security, Access, and Usage. This
newly adopted policy specifically documents the Global Shop physical
security access process, which includes an access agreement form. The
agreement serves to request, amend, or remove user rights as needed, address
physical security access terms and conditions, and provide user
accountability. User access information will be reviewed and approved by
immediate supervisors and the CCI Division Director. The Global Shop
Program Administrator will periodically perform a review of all existing
Global Shop user privileges.
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Department of Education

Introduction

Article IX of the Colorado Constitution places responsibility for the general
supervision of the State’s public schools with the Colorado State Board of
Education (the Board). The Board appoints the Commissioner of Education to
oversee the Department of Education (Department), which serves as the
administrative arm of the Board by providing assistance to 178 local school
districts and implementing administrative rules. The Department’s Fiscal Year
2009 appropriation was approximately $4.2 billion with 336 full-time-equivalent
staff (FTE). Of this amount $2.8 billion, or 67 percent, was general funds.

The following comments were prepared by the public accounting firm of BKD,
LLP, which performed Fiscal Year 2009 audit work at the Department of
Education.

Management Override of Hiring Controls

Section 24-5-135, C.R.S., provides the Department exempt status from the State
Personnel hiring rules for certain positions. Exempt positions within the
Department are referred to as at-will employees. At-will staff generally includes
positions such as directors, supervisors, instructors, or consultants. The
Department is not required to post at-will staff positions; however, Department
policy does require that the most qualified candidates be hired. The Department
hires at-will employees as deemed necessary and documents the hiring process
through the use of a completed application and a Request for Personnel and/or
Position Action form (CDE-43). The CDE-43 form includes a signature line for
approvals from supervisors, unit directors, budget personnel, human resources
personnel, and Assistant Commissioner or Commissioner/Chief of Staff. The
Department also utilizes the CDE-43 form to document the hiring of classified
employees.  Classified personnel represent non-exempt (from State hiring
policies) staff employed by the State.

Based on discussions with the Department’s Human Resources (HR) Director, the
first step in the hiring process is the completion of a CDE-43 to approve the
position creation or filling of a vacant position. The next steps include the
interview process and reference checks of the applicant. Once these steps have
been conducted, a recommendation is made to HR which will extend an offer, if
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appropriate. An offer of employment and the establishment of a start date are
expressed by the Department either by letter or verbally.

In an effort to provide consistent procedures for the reference check process, the
Department instituted, effective March 10, 2009, a policy to formally document
information obtained about an individual from the references. The policy
includes a document, the “CDE Confidential Reference Report,” which is a listing
of 23 questions that appointing authorities, through their supervisors and
assignees, must use when conducting the checks to obtain information pertinent to
the position. The policy requires that at least two or three references must be
completed for each candidate for employment, including both at-will and
classified positions. After completion, this document is submitted to HR for
retention in a secure location along with other selection materials.

In addition to the exemption from the hiring rules noted above, the Department
was also exempt from the statewide hiring freeze, effective October 1, 2008.
While officially exempt, the Department elected to participate in the hiring freeze.
An exemption approval process for hiring and purchasing was implemented
requiring a memorandum outlining the reason for the hire request and the
consequence if not permitted. This memorandum requires supervisory and
Deputy Commissioner approval before the hire can proceed through the normal
channels of approval.

During the audit for Fiscal Year 2007, the Department received a
recommendation to strengthen controls over personnel processes by maintaining
sufficient documentation with the proper approval for initial hires and salary
adjustments for current employees. This recommendation was considered
implemented based on the audit procedures for Fiscal Year 2008. We continued
to follow-up on these recommendations by evaluating 13 targeted hires made
during the Fiscal Year 2009 and noted at least one exception with eight (61
percent) of the hires tested indicating the following areas where continued
improvement is needed:

e We observed three hires where the CDE-43 forms did not have budgetary
approval; instead a memo was attached, from the budget director,
explaining the reasoning for not approving the hires. These hires were
executed without the required approval from budget personnel.

e We observed two hires where the CDE-43 forms were signed subsequent
to an offer letter being sent. In both instances, the Commissioner and
budget personnel signed the CDE-43 forms after an offer letter had
already been extended by someone other than HR.
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We observed that one CDE-43 form was signed only by the Commissioner
and contained none of the remaining required signatures. Furthermore, the
Commissioner’s signature occurred subsequent to the offer letter.

We observed that one CDE-43 form did not have HR approval; instead a
memo was attached, from the HR director, explaining the reasoning for
not approving the position. The filling of the position was executed
without the required approval from HR.

We noted that 51 employees were hired by the Department subsequent to
the Department-instituted hiring freeze date of October 1, 2008. Seven of
our thirteen targeted selections were hires subsequent to this date. Six of
these seven hires did not have the required exemption memo in their
personnel files.

Three of the 13 targeted selections were hires subject to the new reference check
requirements and lacked documentation of the reference checks.

The exceptions noted above resulted from the Department not following its own
established procedures.

Failure to follow the required hiring procedures could result in inappropriate
hiring decisions.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 3:

The Department of Education should continue to improve and strengthen controls
over hiring employees by:

a.

Retaining complete personnel files, reference check forms and other
selection materials to assure that important documentation regarding
employee hiring is maintained.

Assuring that the Request for Personnel and/or Position Action forms
(CDE-43) are reviewed by human resources before an offer is extended to
assure that all signatures are appropriate, that the form has been completed
prior to an offer being extended, and that all of the signatures required on
the CDE-43 form have been obtained.
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Evaluating, by an independent and objective committee, any objections
made during the hiring process, with the final conclusion documented
before an offer is extended to an applicant.

Department of Education Response:

Agree. Implementation date: February 2010.

a.

b.

During the time period of this audit, the Department has made progress
in assuring compliance in retaining complete personnel files and will
aggressively continue improvement in this area. Improvements to the
hiring policy will include requiring complete personnel records before
an employment offer is made to any prospective employee.
Communications to all employees regarding not only changes to our
policies but the importance of such compliance will be completed by
February 15, 2010.

As part of the actions that will occur in response (a) above, the
revision to our policy and protocols will include language regarding
corrective action to occur on any employee who extends an offer prior
to the completion of the CDE-43 form. All corrective actions will be
documented.

The Department will revise its existing policy by February 15, 2010,
regarding required signatures on the CDE-43 form. The process will
establish a Commissioner-appointed three member committee whose
sole purpose is to review any CDE-43 when a required signatory
believes he or she cannot approve the CDE-43. The committee will
provide a recommendation to the Commissioner, who will make the
final decision.
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Department of Health Care Policy and
Financing

Introduction

The Department of Health Care Policy and Financing (Department) is the state
agency responsible for developing financing plans and policy for publicly funded
health care programs. The principal programs administered by the Department
are the Medicaid program, which provides health services to eligible needy
persons, and the Children’s Basic Health Plan (CBHP), which furnishes
subsidized health insurance for children 18 years or younger who are from low-
income families and are not eligible for Medicaid. The CBHP also subsidizes
health insurance for low-income prenatal women who are not eligible for
Medicaid. The Medicaid program—the largest federal grant program
administered by the State—is funded by about 50 percent federal funds and 50
percent state general funds. Beginning October 1, 2008, the Department obtained
additional federal funding through the American Recovery and Reinvestment Act
for the Medicaid program, receiving an additional 8.58 percent to 11.59 percent of
federal funds for Medicaid expenditures. Funding for CBHP (marketed in
Colorado as “Child Health Plan Plus,” or “CHP+”) consists of approximately
two-thirds federal funds and one-third state funds.

In Fiscal Year 2009, the Department was appropriated approximately $3.9 billion
(in federal and state funds) and 269.2 full-time-equivalent (FTE) staff positions.
The following chart shows the Department’s Fiscal Year 2009 appropriations, by
funding source:
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Department of Health Care Policy and Financing
Fiscal Year 2009 Appropriations, by Funding Source
(in Millions)

General Funds
$1567.7

Reappropriated Funds
$22.8

Cash Funds
$389.1

Federal Funds
$1901.6

Source: Joint Budget Committee, Fiscal Year 2009-10 Appropriations Report.

We identified 27 areas in which the Department could improve its operations. Of
these areas, six are related to financial controls and 21 are related to federal
awards. The following section describes our findings and recommendations
related to financial controls. Our findings and recommendations related to federal
awards appear in the Department’s chapter in the Ill. Federal Award Findings
section.

Incurred But Not Reported (IBNR) Liability

During Fiscal Year 2009 the Department paid about $3 billion to medical
providers to reimburse their expenditures on behalf of eligible Medicaid
beneficiaries. Because these payments are for claims submitted after services
have been rendered, the Department does not know its actual Medicaid payment
liability until it has received the claims and processed them for payment.
Therefore, at the end of each fiscal year, the Department is required to estimate its
expenditure reimbursement liability for services that have been provided to
beneficiaries but for which claims have not been submitted. These expenditures
are known as IBNR expenditures. As of June 30, 2009, the Department had
recorded Medicaid IBNR expenditures totaling about $127.8 million, compared to
$176.8 million for Fiscal Year 2008.

The Department calculates the IBNR each year by analyzing the current year’s
expenditures for claims, subtracting any expenditures that will not have any
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claims submitted after the fiscal year ends, and multiplying the result by a
percentage. This percentage is determined by comparing the claims submitted
during the current year that were for services in the prior year to the current year’s
claims. In prior years, the percentage of claims submitted after fiscal year-end
was 8.33 percent. In prior audits, the Department has stated that it would review
its percentage and methodology every three years; the last review occurred in
Fiscal Year 2006. For the Fiscal Year 2009 IBNR, the Department reviewed and
made some revisions to its methodology from the prior year. These revisions
included a three-year analysis of the prior year expenditures compared to the
current year expenditures to determine the percentage to apply. Additionally, the
Department determined it would perform a separate calculation and analysis on
drug rebate expenditures. This calculation included a three-year analysis on the
drug rebate expenditures that related to the current year and the expenditures for
the prior year. The Department plans to re-analyze this methodology during
Fiscal Year 2010.

During our Fiscal Year 2009 audit, we found that the Department did not perform
an independent review of the IBNR calculation and, consequently, had not
detected and corrected errors we found in the calculation. Specifically, we found
amounts in the calculation that did not tie to the State’s accounting system,
COFRS; expenditures that were inappropriately excluded from the calculation; a
percentage that was not calculated in accordance with the methodology; and an
amount in the calculation that should have been excluded. These errors resulted
in the Department’s underestimating its Fiscal Year 2009 IBNR liability by
$17.7 million. Our calculation, which corrected the errors noted above, resulted
in an IBNR estimate of $145.5 million, whereas the Department’s estimate was
$127.8 million. The Department subsequently corrected the IBNR amount
recorded based on the errors that we identified. In addition, we noted that the
expenditure estimate related to drug rebates appears to fluctuate extensively from
year to year, which can cause IBNR discrepancies. Although we did not find
errors related to the drug rebate amount included in the IBNR, these fluctuations
indicate a need for an additional review to ensure that they are reasonable.

The Department should improve its controls over the IBNR calculation by
implementing an independent review process of the calculation, including a
review of the drug rebate amounts. Additionally, the Department should continue
to review and update its IBNR calculation methodology each year, based on an
analysis of the expenditures that were for the prior year compared to the IBNR
amount recorded.

(Classification of Finding: Control Deficiency.)
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Recommendation No. 4:

The Department of Health Care Policy and Financing should improve its controls
over the calculation of the Incurred But Not Reported expenditure estimate for
Medicaid by:

a.

Implementing an independent review of the calculation, including the drug
rebate amounts.

Continuing to annually evaluate the calculation methodology and modify
it, if necessary, to ensure a more accurate estimate.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: July 2010.

The Department will ensure the preparation of the calculation is
segregated from the review of the calculation in order to implement an
independent review of the calculation, including the drug rebate
amounts. The policy and procedure documentation for this calculation
will be updated to clearly reflect the segregation of the preparation and
review processes.

. Agree. Implementation date: August 2010.

The Department will annually evaluate the calculation methodology
and will modify it, when necessary, to ensure a more accurate
estimate. Any modifications to the calculation will be noted with the
Department’s year-end financial reporting submissions to the Office of
the State Controller.

Internal Controls over Financial Reporting

The Department’s accounting section is responsible for the Department’s
financial reporting, which includes recording financial transactions in COFRS,
and reporting the year-end accounting information to the Office of the State
Controller (OSC) for inclusion in the statewide financial statements. The
accounting section consists of about 13 employees, including supervisors.
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Accounting supervisors are responsible for ensuring that internal controls are in
place to ensure the accuracy and integrity of the financial reporting process.
Basic internal controls include cross-training of staff to ensure the continuity and
efficiency of the financial reporting process and segregation of duties to ensure
that financial information is not approved by the same person who prepared it,
thus mitigating the risk that errors will go undetected.

During our Fiscal Year 2009 audit, we found that the accounting section lacked
two basic internal controls over the financial reporting process. First, we noted
that the accounting section did not have an adequate number of staff cross-trained
on the reporting process. Rather, a supervisor was the sole source of financial
information related to the Department’s potential over-expenditure of funds in the
Family Planning program (discussed separately in Recommendation No. 65) and
for developing and documenting the methodology used in calculating the year-end
estimates recorded to accrue expenditures for the Medicaid and CBHP programs.
A supervisor had sole responsibility for responding to questions about the
Department’s final evaluation of the Family Planning program’s over-
expenditures and reviewing problems identified. Although another accounting
staff person was involved in this issue, that person had not been made aware of
important links to information critical to this issue. Similarly, for the Medicaid
and CBHP programs, a supervisor was solely responsible for developing and
documenting the methodology used in calculating the year-end estimates recorded
to accrue the expenditures for these programs and reported on the State’s financial
statements, although another person signed off as the preparer of this information.
A supervisor was the only individual able to answer questions related to the
methodology or the calculations for these estimates. A lack of cross-training
relating to the year-end Medicaid and CBHP estimates impedes the Department’s
ability to ensure the continuity and efficiency of the financial reporting process.

The second internal control weakness we noted was a lack of segregation of
duties in some areas of financial reporting. In addition to being involved with the
preparation of the Department’s year-end Medicaid and CBHP accrual estimates,
a supervisor was responsible for reviewing and approving that information. A
supervisor’s involvement in preparing this financial information is not only
inappropriate, given their review and approval responsibility, but also affects the
timeliness of the reviews. For year-end information relating to estimates and
adjustments that were to be completed by August and September 2009, a
supervisor’s review was not completed until the end of October 2009 or later.

The Department reports that position vacancies in the accounting section during
the year-end financial reporting process contributed to the problems noted above.
To ensure the continuity, efficiency, accuracy, and integrity of its financial
reporting, the Department should cross-train accounting staff on the year-end
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financial reporting processes and should ensure the segregation of responsibility
for preparing and approving this financial information.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 5:

The Department of Health Care Policy and Financing should strengthen its
internal controls over financial reporting by:

a. Cross-training staff on the preparation and reporting of financial
information.

b. Segregating the responsibility for preparing year-end financial information
from the responsibility for reviewing and approving that information.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: July 2010.

As the Department does with all other areas of accounting, we will
ensure that accounting staff involved with the year-end reporting of
financial information are cross-trained on the preparation and reporting
of all financial reporting requirements.

b. Agree. Implementation date: July 2010.

Although segregation of responsibility in the Accounting Section
exists, the Department will update its current year-end financial
reporting process to ensure that the duties of preparing year-end
financial information are segregated from the duties of reviewing and
approving year-end financial information.
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Department Communication of Financial
Adjustments

The Department’s accounting section is responsible for all financial reporting for
the Department, including the accurate and timely approval and entry of financial
transactions into COFRS. The financial data in COFRS are used by the OSC to
prepare the State’s financial statements; therefore, it is critical that the data are
accurate and communicated to the OSC in a timely manner. The accounting
section is responsible for ensuring that any adjustments to financial data are
properly reflected in the Department’s financial records. The need for such
adjustments may be communicated or detected during the Department’s
monitoring of financial information or during the annual audit. The accounting
section ensures that the adjustments are reflected in COFRS by either recording a
financial transaction in COFRS during the fiscal year or by reporting the
adjustment to the OSC after the end of the fiscal year for entry into COFRS.
Detecting the need for adjustments and communicating them timely increases the
likelihood that financial information will be adjusted and input into COFRS
before the fiscal year-end. If an adjustment is communicated to OSC by
Department staff after year-end, the accounting section must ensure that it
communicates to the OSC all portions of the adjustment through a manual entry,
which increases the chances for errors to occur. Further, delays in communicating
adjustments result in associated delays in repayments to or refunds by the federal
government that may result from the adjustments.

During our Fiscal Year 2009 audit, we found that the Department does not have a
process in place for communicating financial adjustments to the accounting
section, and as a result, three adjustments were identified and two of the three
adjustments totaling $2.6 million were recorded after the fiscal year-end.
However, program staff were aware of these adjustments prior to fiscal year-end
but did not communicate them to the accounting section in time for these
adjustments to be made prior to the close of the fiscal year. The Department
needs to ensure there is an internal process in place for Department staff to
communicate financial adjustments to the accounting section, since adjustments
can be identified through internal reviews conducted by the Department or other
audits conducted by other external agencies, such as the federal government. The
two adjustments mentioned above were reported by the Department’s accounting
section to the OSC on October 21, 2009, well after year-end.

The Department should improve controls over financial reporting by creating a
process for communicating financial adjustments to the accounting section and
the OSC and provide training on this process throughout the Department.

(Classification of Finding: Significant Deficiency.)
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Recommendation No. 6:

The Department of Health Care Policy and Financing should improve its internal
controls over financial reporting process by:
a. Creating and documenting the process for communicating financial
adjustments to the accounting section and the Office of the State
Controller.

b. Providing training throughout the Department on this process.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: June 2010.

The Department’s Audit Section will revise its Audit Communication
Standard Operating Procedure to include a process for communicating
financial adjustments to the accounting section. The Department’s
Accounting Section will create and document a process for tracking,
recording and communicating financial adjustments, when necessary,
to the Office of the State Controller.

b. Agree. Implementation date: June 2010.

The Department’s Audit Section will include a segment in its training
materials that educates staff on the process of communicating financial
adjustments to the accounting section and the Department’s
Accounting Section will provide additional training to staff on the
process for communicating financial adjustments during the yearly
Open/Close training.

Disclosure of Related Party Transactions

At the end of each fiscal year, the Department submits exhibits with financial and
related information that aids the OSC in preparing the State’s financial statements
and note disclosures. The Fiscal Procedures Manual sets forth the requirements
for each exhibit, including the exhibit that discloses significant or material
transactions among related parties. In general, a related party is one that can
exercise control or significant influence over the management or operating
policies of another party, to the extent that one of the parties is or may be
prevented from fully pursuing its own separate interests. Accordingly, the Fiscal
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Procedures Manual requires that certain information be disclosed about related
parties. This information includes, at a minimum, the nature of the relationship
and the name of the related party (if needed to understand the relationship); a
description of the material related party transactions, including amounts, even if
nominal; and any other pertinent information.

While the Department has a large number of contracts with outside entities, we
found that it does not have a process in place to gather information about related
parties and their transactions with the Department. Department officials stated
that they review and follow the requirements set forth for each exhibit in the
Fiscal Procedures Manual, including the exhibit used for disclosure of related
party transactions. In prior years and the current fiscal year, however, the
Department has not submitted the specific exhibit (Exhibit O) that discloses
related party transactions. Without a process in place for gathering information
about related parties and their transactions with the Department, the Department
cannot analyze the information to determine whether this information could affect
the State’s financial statements and, thus, warrant reporting on the Exhibit O. In
addition, by not performing this analysis, the State may potentially be omitting
critical information that is required to be disclosed in the notes to the financial
statements.

The Department should have a process in place for gathering information on any
related parties to enable users of the State financial statements to obtain an
understanding of relationships between the Department and other entities that may
impact the State’s operations.

(Classification of Finding: Control Deficiency.)

Recommendation No. 7:

The Department of Health Care Policy and Financing should establish and
document a process to gather and analyze related party information throughout
the year to ensure appropriate analysis and understanding of how related parties’
transactions may affect the State’s financial statements and report this information
as appropriate to the Office of the State Controller (OSC).
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Department of Health Care Policy and Financing
Response:

Agree. Implementation date: June 2010.

The Department relies on guidance provided in the Fiscal Procedures
Manual (produced by the OSC), authoritative accounting literature, and
professional judgment when determining if related party disclosures must
be made. During Fiscal Year 2009 and prior years, the Department
determined that related party transactions did not exist and therefore
disclosures were not made to the OSC.

The Department will review its current process for disclosing related party
transactions and will make any necessary changes to ensure it is
appropriately analyzing its relationship with other entities and how those
relationships impact the State’s operations. The Department’s process will
then be formalized and documented.

Performance Planning for New Employees

The Department hired 36 employees during Fiscal Year 2009, bringing its total
number of employees to 278. According to State Personnel Rules, the
Department’s director of human resources is responsible for establishing policies
governing the Department’s performance management system, which includes
performance plans and evaluations. Performance plans are important for all
employees because they specify performance expectations and measurable
performance goals. In addition, performance evaluations inform employees about
their performance based on the expectations and goals that were set in their
performance plan. According to Department personnel policies, a performance
plan is to be completed for new employees within 30 days of their start date.
Thereafter, as for all employees, performance plans are to be prepared at the
beginning of the State-mandated evaluation cycle—April 1 through March 31—
and are to be completed by April 30. Performance evaluations are due April 30 of
each year for the review period of April 1 to March 31.

During our Fiscal Year 2009 audit, we selected and reviewed a sample of 11 new
employees hired between January 1 and March 31 of 2008 or 2009 to test the
Department’s adherence to its personnel policies. Of the 11 employees tested, six
(55 percent), hired in 2008, received their performance plans from 34 to 105 days
after their start dates, rather than within 30 days. The remaining five employees,
three hired in 2008 and two hired in 2009, received their performance plans
within the 30 days.
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Department officials stated that for two of the six employees with late
performance plans, the plans were not prepared within the 30-day requirement
because the employees changed managers and that in such circumstances,
additional time is allowed for preparation of performance plans. Further,
according to the officials, when an employee’s start date is in March, then a
performance plan for that employee is not required until the next evaluation
period. However, Department policy does not allow for this scenario.

Without timely performance plans, new employees are at risk of lacking a clear
understanding of their performance expectations.  Further, the lack of
performance plans could result in future repercussions for both the Department
and the employee, as performance plans are considered in the preparation of
evaluations and in decisions about promotions, salary adjustments, career
planning and development, and corrective actions.

(Classification of Finding: Control Deficiency.)

Recommendation No. 8:

The Department of Health Care Policy & Financing should follow its established
policies in completing performance plans and consider changing policies to be
consistent with current practice. If changes are warranted, a revised policy should
be issued and communicated to staff.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: April 2010.

Two of the six employees identified in the audit were hired close to the
start of the new performance year. Since there would be inadequate time
to rate the employee, their performance plans started with the new
performance period beginning April 1, 2008. Two other employees’
managers changed and the new managers were given an additional 30
days to establish a performance plan. The fifth individual whose
performance plan was four days late had their plan created by a manager
who was temporarily covering two sections within the Department.

The Department notes that there were no exceptions found in the sampled
performance plans for the employees hired in Fiscal Year 2009 but agrees
there is always room for improvement and will further clarify the policy to
address some of the scenarios identified in the audit.
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Excess Amounts Repaid by Providers

Under the Medicaid program, medical service providers submit claims for
reimbursement to the Department for services provided to Medicaid beneficiaries.
These claims are processed through the Department’s claims processing and
payment system, the Medicaid Management Information System (MMIS). This
system is managed and operated by the Department’s fiscal agent, Affiliated
Computer Services, Inc. (ACS). If a claim is submitted for the incorrect amount,
the payment to the provider must be adjusted.

When a provider finds that it has billed incorrectly for a claim, the provider
submits a request to ACS for an adjustment to the claim, along with the
identifying information, and a corresponding repayment for the full amount of the
claim that was incorrect. ACS then adjusts the provider’s original claim(s) in
MMIS; however, controls within MMIS prevent ACS from adjusting anything
other than the original claim for the original amount. If ACS cannot locate the
claim associated with the payment or a portion of the payment sent by the
provider, then ACS logs the payment as an *“excess amount” on the
documentation sent to the Department. ACS submits all provider documentation,
along with the log that identifies account coding, to the Department.

During our Fiscal Year 2009 audit, we found that the Department does not have
written policies and procedures regarding the account where excess amounts
repaid by providers should be tracked, a timeframe for investigating these
amounts, and issuing refunds to providers, if appropriate. The Department
recorded more than $21,000 in excess payments as revenue, which ranged from
$0.02 to approximately $5,600 for individual providers, and reimbursed one
provider approximately $780 in Fiscal Year 2009.

In order to maintain adequate controls over excess amounts repaid by providers,
the Department should establish policies and procedures over the handling of
these transactions.

(Classification of Finding: Control Deficiency.)

Recommendation No. 9:

The Department of Health Care Policy and Financing should establish and
implement policies and procedures for recording, investigating, and refunding, if
appropriate, excess amounts repaid by providers.
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Department of Health Care Policy and Financing
Response:

Agree. Implementation date: April 2010.

The Department will work with its fiscal agent, Affiliated Computer
Services, Inc. (ACS), to discuss and review any procedures that currently
exist related to excess amounts repaid by providers. Updated or new
policies and procedures for recording, investigating and refunding, when
necessary, excess amounts paid by providers will be documented and
communicated to ACS.
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Department of Higher Education

Introduction

The Department of Higher Education was established under Section 24-1-114,
C.R.S., and includes all public higher education institutions in the State. It also
includes the Auraria Higher Education Center, the Colorado Commission on
Higher Education, the Colorado Student Loan Program dba College Assist,
Collegelnvest, the Colorado Historical Society, and the Division of Private
Occupational Schools.

State public institutions of higher education are governed by ten different boards.
The governing boards and the schools they oversee are:

Board of Regents of the University of Colorado

University of Colorado at Boulder

University of Colorado at Colorado Springs

University of Colorado at Denver and Health Sciences Center

Board of Governors of the Colorado State University System
Colorado State University

Colorado State University — Pueblo

Colorado State University — Global Campus

Trustees of the University of Northern Colorado
University of Northern Colorado

Trustees of the Colorado School of Mines
Colorado School of Mines

State Board for Community Colleges and Occupational Education
(SBCCOE)
13 Community Colleges

Trustees of Adams State College
Adams State College

Trustees of Fort Lewis College
Fort Lewis College
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* Trustees of Mesa State College
Mesa State College

e Trustees of Metropolitan State College
Metropolitan State College

» Trustees of Western State College
Western State College

Colorado Historical Society

The Colorado Historical Society (Society) is statutorily designated as an
“educational institution” in the Department of Higher Education. The Society has
exclusive control over the State’s historical museums and monuments, which
includes the duty of surveying suitable sites and structures for historical
designations. The Society is also responsible for the administration of the State
Register of Historic Properties, and it distributes gaming revenue through a grant
program for historic preservation.

The Society was appropriated $33.6 million and 126.9 full-time-equivalent (FTE)
staff for Fiscal Year 2009. The funds consisted of $32.6 million in cash funds,
$0.1 million in general funds, and $0.9 million in federal funds. The following
graph shows the breakdown of appropriations for the Society by program for
Fiscal Year 2009.

Colorado Historical Society
Fiscal Year 2009 by Appropriation

(In Millions)
Statewide
State Museu_m and e T Preservation Grant
Preservation Program $18.7

Operations $6.7

Cumbres and
Toltec Railroad
Commission $0.1

Sponsored
Programs $0.3

Auxiliary

Programs $1.6 Gaming Cities

Distribution $6.3

Source: House Bill 08-1875.
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Travel Expenditures

During Fiscal Year 2009, the Society spent more than $133,000 for employees’
in-state and out-of-state business travel. State Fiscal Rules, issued by the Office
of the State Controller, require state agencies to follow certain procedures
concerning business travel. After returning from business travel, employees are
required to complete a travel expense form, itemizing all travel expenses incurred
and stating the purpose of travel. The travel expense form must be signed by the
employee and the employee’s supervisor. If the travel was to an out-of-state
location or the travel expenses were greater than $1,000, then the travel expense
form must be signed by the executive director as well. Department accounting
staff are to review each travel expense form before entering and approving it in
the State’s accounting system, COFRS.

During our Fiscal Year 2008 audit, we reviewed a sample of 40 of the Society’s
travel expenditures and identified problems with 17 (43 percent) of them. We
recommended that the Society strengthen its controls over travel expenditures by
ensuring that travel expenditures were appropriately reviewed and contained
adequate supporting documentation, and that Society staff were adequately
trained on travel rules and policies. The Society indicated at that time that it
would hire a new accounting staff person to take over the travel reimbursement
function and that all travel reimbursements would be reviewed for proper
approval, support, coding, and adherence to State Fiscal Rules.

During our Fiscal Year 2009 audit, we continued to identify problems with travel
expenditures. We reviewed a sample of 25 of the Society’s travel expenditures
and identified problems with eight (32 percent) of them:

We noted the following:

» Three reimbursements, totaling approximately $2,800, did not adhere to
authorized per diem rates and contained approximately $65 in
overpayments.

* One reimbursement claimed 423 miles for reimbursement, but the actual
distance driven from the employee’s place of work was 316 miles. As a
result, the employee was overpaid approximately $57.

* One reimbursement, totaling approximately $1,300, included nine days of
airport parking, even though the employee had traveled on state business
for only six days. As a result, the employee was overpaid approximately
$33.

e One reimbursement, totaling approximately $650, did not state the
purpose of the travel on the travel expense form.
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« Two travel expenditures, totaling approximately $1,300, were coded
incorrectly in COFRS.

All of these reimbursements had been approved by supervisors and accounting
staff prior to payment. Our findings indicate that the Society continues to lack
adequate controls over travel expenditures. Although Society policies require that
travel requests and reimbursements contain adequate supporting documentation
and be reviewed and approved by a supervisor, the errors we identified indicate
that employees and supervisors are not consistently adhering to the policies.

The Society should continue to strengthen its controls over travel expenditures.
Specifically, the Society should enforce its policies requiring that employee
requests for travel and travel reimbursement contain adequate supporting
documentation and be reviewed for appropriateness, that reimbursement requests
contain purpose statements, and that all other state policies regarding travel be
followed. The Society should also ensure that employees and supervisors are
adequately trained on travel expenditure policies. In addition, the Society should
recover all overpayments made to employees.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 10:

The Colorado Historical Society should strengthen controls over travel
expenditures by:

a. Ensuring that travel expenditures are appropriately reviewed prior to
approval, that correct per diem rates are used, that travel expenditures are
coded correctly in the State’s accounting system, COFRS, and that all
other State Fiscal Rules regarding travel are followed.

b. Training staff and supervisors on state travel rules and policies. For
supervisors, emphasis should be placed on the importance of thoroughly
reviewing all requests for travel reimbursements and resolving any
problems prior to approval for payment.

c. Obtaining repayment from employees for excess reimbursements.
Colorado Historical Society Response:

Agree. Implementation date: October 2009.

It is the accounting department’s responsibility to administer state travel
rules and policies. Division Directors and Unit Heads (supervisors) will
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be trained on state travel rules and policies at a meeting to be held on
October 20, 2009, and made aware of their roles and responsibilities.
Whenever new travel rules and policies are instituted, accounting will hold
classes in addition to the customary email notifications of the changes. To
reinforce adherence to the rules and policies, accounting will return
improperly completed reimbursement requests to the traveler instead of
making the corrections for them as has been the practice. Repayment was
received for the excess reimbursements.
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Department of Human Services

Introduction

The Department of Human Services (Department or DHS) is solely responsible,
by statute, for administering, managing, and overseeing the delivery of the State’s
public assistance and welfare programs throughout Colorado. Most of these
programs are administered through local county or district departments of
human/social services. The Department also manages and directly administers
programs in the areas of developmental disabilities, mental health, nursing homes,
and youth corrections. In Fiscal Year 2009 the Department was appropriated
approximately $2.1 billion and nearly 5,500 full-time-equivalent staff, or FTE.
The following charts show the appropriations by funding source and FTE by
major areas within the Department for Fiscal Year 2009:

Department of Human Services
Fiscal Year 2009 Appropriations by Funding Source
(In Millions)

Cash Funds

/" $350.0

Federal Funds

$6796  \

Reappropriated
Funds $429.0

General Funds
$679.6

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.
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Department of Human Services
Fiscal Year 2009 Full-Time-Equivalents (FTE) by Major Areas

Mental Health and Alcohol and Drug Abuse Services
1,395.9

Division of Youth Corrections
1,009.8

Office of Operations
462.7

Services for People with Disabilities
1,923.4 Other

450

Office of Self-Sufficiency
286.3

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.

We identified 34 overall areas where the Department could make improvements
to its operations—38 related to financial controls and 26 related to federal awards.
Please refer to the DHS chapter in the Federal Award Findings section for
recommendations related to federal awards.

Division of Facilities Management and the Fort Logan
Campus

The Department’s Division of Facilities Management manages the Department’s
capital assets (long-lived assets owned by the State). The Division’s asset
management responsibilities include maintaining buildings and grounds, leasing
building space, and overseeing capital construction. The Department’s capital
assets include land and buildings located on the Fort Logan campus in southwest
Denver. Some of these buildings house Department-sponsored initiatives, such as
a mental health institute and a substance abuse and prevention and treatment
program. Buildings not currently in use by the Department are considered
“surplus facilities” and are available for rent to other agencies or to entities
outside state government. The surplus facilities at Fort Logan are managed by the
Division’s North Central District staff.

House Bill (HB) 08-1268 (codified in Section 26-1-133.5, C.R.S.), which took
effect in May 2008, created the Department of Human Services Buildings and
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Grounds Cash Fund (the Fund) for recording and reporting rent revenue collected
on surplus facilities that the Department leases to other agencies or entities.
According to the bill, the Department is authorized to rent surplus facilities if
those rentals are not prohibited by state law, do not endanger the State’s
ownership of the property, and will not result in a financial loss to the State. The
Department identified 16 buildings and 49 garages on the Fort Logan campus that
are considered surplus facilities and could generate rent revenue to the Fund. In
Fiscal Year 2009, approximately $654,000 in capital assets net of accumulated
depreciation and approximately $482,000 in rent revenue were recorded to the
Fund.

Several state agencies have requirements that pertain to the Department’s rental of
surplus facilities. First, for all rental agreements between state departments and
entities outside state government, the Office of the State Architect directs that all
state agencies use the standard property lease agreement it has created. The
Office of the State Architect has statutory authority to negotiate and execute
leases of surplus State-owned property. This lease agreement has been reviewed
by the State’s Attorney General and outlines the rights and obligations of both the
lessor (the State) and the lessee.

Second, for all rental agreements between the Department and entities outside
state government, the Department policy allows only authorized personnel to sign
leases on behalf of the State. The list of authorized Department personnel includes
the executive director, the deputy executive director of the Office of Operations
and Financial Services, and the Facilities Management Division director.

Finally, the Department is to collect rent on time. Under the Department of
Personnel & Administration’s Accounts Receivable Collections Administrative
Rule, all state agencies are to implement policies and procedures that ensure the
prompt payment of monies due the State. Unless authorized by statute or other
applicable rule, agencies may not extend credit to any party and must refer any
amounts 30 days past due to the Department of Personnel & Administration
Division of Finance and Procurement for collection by Central Collection Service
(CCS). Department personnel reported that they have adopted this policy.

During our Fiscal Year 2009 audit, we reviewed the Department’s property
management practices for the rented buildings and garages at Fort Logan. We
found issues with the compliance of several lease agreements with statutory
requirements under HB 08-1268, the valuation of one of the buildings in the
Fund, problems with lease agreement authorization and documentation, and lack
of timely collection of rental revenue.
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Lease Agreements and Compliance with HB 08-1268

Out of the 16 rented buildings at Fort Logan, we found two (12.5 percent) with
leases that result in a financial loss to the State. However, HB 08-1268 only
authorizes the Department to rent surplus facilities if those rentals will not result
in a financial loss to the State. Division officials report that because these two
buildings house nonprofit operations, a homeless shelter and a museum operated
by Friends of Historic Fort Logan (FHFL), the Department has chosen not to
collect rent and to provide building maintenance and utilities free of charge.
Plans for the homeless shelter began in 2004, and the agreement with the FHFL
has been in place since 1995.

We also noted that, for both of these buildings, the Department did not have
current documentation specifying the fiscal and operational arrangements between
the Department and the lessee. For the homeless shelter, Division officials
located a lease, the term of which ended in 2006, with the lease then continuing
on a month-to-month basis. According to the lease, the lessee is to pay $10 per
year for rent. However, Department officials could not verify that this rent has
been collected. Lack of timely rental collections is discussed later in this section.
In addition, the Division personnel could not locate documentation supporting the
arrangement between the Department and the FHFL. The FHFL, however, was
able to provide a 1995 Memorandum of Understanding (MOU). This MOU is
effective from October 1, 1995, until it is terminated. While the MOU discusses
the details of the agreement such as the parties responsible for liability insurance
and building repairs, it contains no provision for rent. According to Division
officials, the MOU is still in place.

Valuation of Building

For the building containing the museum, the Department understated the book
value of the building in the Fund by nearly $200,000. According to generally
accepted accounting principles and the Office of the State Controller’s (OSC’s)
Fiscal Procedures Manual, expenditures related to the repair or remodeling of a
capital asset are to be added to the book value of the asset when such expenditures
exceed certain thresholds and when they are identified as increasing the operating
efficiency or extending the useful life of the asset. As of August 2009, the book
value of the building was recorded on the State’s accounting system, COFRS, as
$3,500. The FHFL provided documentation showing improvements made to the
building such as a complete electrical wiring upgrade and other restorations to the
interior and exterior. Although several of the remodeling projects for this
building have exceeded the recommended dollar thresholds for capitalization and
added long-term value to the condition of the building, the cost of the
improvements has not been added to the building’s book value in COFRS. As a
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result, the building’s book value, depreciation expense and accumulated
depreciation are understated.

Problems with Lease Agreements

Lease agreements should clearly define the property to be leased, including any
free-standing or attached garages tied to the building lease. Lease agreements
also should specify all rights and obligations of both the lessor and the lessee, be
written on the form approved by the Office of the State Architect, and be signed
by properly authorized personnel. Lease agreements should also be reviewed
periodically to ensure they are still appropriate.

We identified problems with 48 of 49 garages recorded in the Fund. Of these 48,
Division officials reported that 24 are included in leases of buildings at Fort
Logan. We reviewed the leases for these 24 buildings and found none of the
leases indicate that a garage is included in the lease.

For the remaining 24 garages, which are rented to entities outside of state
government, we found that none of the lease agreements were written using the
agreement specified by the Office of the State Architect. In addition, six
(25 percent) of the lease agreements had been signed by an individual not
authorized to sign leases on behalf of the Department. Division officials reported
that routine secondary reviews are not performed on all rental agreements in order
to ensure that they conform to the standard lease agreement or are properly
authorized or current.

Lack of Timely Rent Collection

Rental charges to lessees outside of state government are due monthly and range
from $37.50 for a small garage to approximately $4,928 for the largest building
recorded in the Fund. The total monthly rental charge for these buildings and
garages is approximately $33,000.

We found that rents at Fort Logan are not collected on time and, in fact, are
consistently past due. During Fiscal Year 2009 we found no months in which all
rents were collected on time. In May 2009, the total rent outstanding was
approximately $79,000—nearly two and a half times the $33,000 typical monthly
rent due. Rents ranged from two to eight months past due. Division officials
reported problems with timely rent collection during Fiscal Year 2008. They also
reported that none of the past-due rents had been referred to CCS for collection.

We also noted that the same Facilities” officials who negotiate leases with lessees
and physically manage the properties are the same individuals who are
responsible for collecting rents. In order to ensure that adequate controls are in
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place over the management of the rentals at Fort Logan, the property management
role and the collection of rents should be segregated.

The issues identified indicate the Department lacks adequate internal controls
over rentals of State-owned surplus facilities. Specifically, the Department is not
ensuring compliance with HB 08-1268 as well as other state legal requirements.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 11:

The Department of Human Services’ Division of Facilities Management should
address statutory compliance issues and strengthen controls over the rental of
State-owned surplus facilities by:

a.

Evaluating the lease agreements for the two buildings leased to nonprofit
organizations and either renegotiate the leases to include terms that will
not result in a loss to the State [as required under House Bill (HB) 08-
1268] or seek statutory change to allow these arrangements to continue.
In either case, the lease agreements should clearly outline the rights and
obligations of all parties involved.

Ensuring that expenditures for facility improvements are evaluated for
capitalization requirements and capitalizing as required and making
appropriate adjustments for the leasehold improvements identified during
the audit that should have been capitalized.

Instituting periodic secondary reviews of all leases of State-owned
property, to ensure that they are current, documented on the approved
Office of the State Architect lease agreement, clearly describe the property
to be rented, and are properly authorized.

Renegotiating any leases found after review to be inadequately
documented, authorized, expired, or out of compliance.

Assigning rental collections to another division within the Department,
such as Central Accounting, and ensuring rents are collected on time and
referred to Central Collection Services as appropriate.
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Department of Human Services Response:

a.

Agree. Implementation date: June 2010.

The Department will renegotiate the leases to include terms that will
not result in a loss to the State as required under HB 08-1268. In
addition, the Department will ensure that the lease agreements clearly
outline the rights and obligations of all parties involved.

Agree. Implementation date: June 2010.

The Department will obtain the detailed information from the Friends
of Historic Fort Logan to determine the dollar amounts of the repairs,
maintenance, and capital improvements. The Department would
properly account for any valuation increase of the building
improvements in COFRS by fiscal year-end 2010.

Agree. Implementation date: June 2010.

The Department will institute a process to review all leases annually to
ensure that current leases are in place and are in a format approved by
the Office of the State Architect. All leases lacking proper form shall
be updated to meet the standards at the time of the annual review, i.e.
upon the renewal of the lease. The properly designated authority will
approve all leases going forward.

Agree. Implementation date: June 2010.

Any leases found to be inadequately documented, improperly
authorized, expired, or out of compliance shall be brought into
compliance and in accordance with the Office of State Architect
policies.

Agree. Implementation date: March 2010.

Central Accounting will work with the Division of Facilities
Management at Fort Logan in improving timely rent collection.
Central Accounting will monitor cash receipts of rental payments and
report to the Division of Facilities Management on delinquent
accounts on a regular basis to ensure that rents are collected in a timely
manner and the identified past due rents are referred to Central
Collection Services as appropriate.
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Accounting for Donated Capital Assets

The Department is responsible for maintaining accurate accounting information
for its capital assets and ensuring that their value is accurately reflected on the
COFRS. As of June 30, 2009, the Department was responsible for approximately
$342 million in capital assets, net of related depreciation. The Department’s
capital assets are overseen and maintained by capital asset custodians within each
of the Department’s three accounting districts, with one additional staff person at
Central Accounting as the overall capital asset accounting coordinator. The
Department’s capital assets are physically managed by the Division of Facilities
Management (the Division). The Division’s responsibilities include maintaining
the buildings and grounds; leasing space in the buildings; and planning,
budgeting, and implementing capital construction and controlled maintenance
projects.

Capital assets are tangible and intangible assets that will provide benefit beyond
the current fiscal year, such as land, buildings, and software. Capital assets at the
Department are typically purchased and, according to generally accepted
accounting principles and the Fiscal Procedures Manual issued by the OSC,
should be recorded on COFRS at their purchase price. On occasion, however, the
Department will receive donated capital assets. In this case, the donated capital
asset is recorded on COFRS at its appraised value. Donated or purchased capital
assets should be recorded at or near the date of acquisition.

In September 2009, after the close of Fiscal Year 2009, Central Accounting staff
discovered that a $1.6 million parcel of land had been donated by Adams County
to the Department in January 2009 but had not been recorded on COFRS. As a
result, the Department’s assets were understated by $1.6 million as of June 30,
2009. The Department provided the OSC with documentation of the land
acquisition for inclusion in the Fiscal Year 2009 financial statements.

Department officials reported that they have no notification policy in place to
ensure that the Division routinely communicates information about donated
capital assets to Central Accounting. The risk that capital assets will be
understated on COFRS remains as long as no formalized notification policies are
in place to ensure that donated assets are recorded. The Department should
implement adequate internal controls to ensure that donated capital assets are
appropriately recorded.

(Classification of Finding: Significant Deficiency.)
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Recommendation No. 12:

The Department of Human Services should improve controls over donated capital
assets by instituting notification procedures to ensure that all donated assets are
properly and timely recorded in the State’s accounting system, COFRS.

Department of Human Services Response:
Agree. Implementation date: January 2010.

The fact that the Department receives donated capital assets very
infrequently, indicated by the omission of the asset, has resulted in the
Division of Facilities Management’s incorporating into its Capital
Development Committee (CDC) presentation plan to include the Division
of Accounting as a copied entity when the Department requests acceptance
of a donated capital asset. This will ensure that the Division of
Accounting will be aware of a pending transaction as well as the outcome
of CDC action regarding that potential capital asset. This process will
ensure that accounting posts the donated capital assets to COFRS on a
timely basis.

County Administrative Costs

With oversight by the Department, the 64 counties’ departments of human/social
services operate both federally and state-funded public assistance programs and,
in doing so, incur administrative costs. The counties maintain financial
information related to administering these programs in the County Financial
Management System (CFMS), which accumulates cost data and calculates the net
federal and state reimbursements owed to the counties. Information in CFMS is
uploaded to COFRS each month. When the upload is performed, the transactions
are recorded in the appropriate COFRS account to reflect amounts owed to the
counties.

In Fiscal Years 2007 and 2008, we noted discrepancies between the accounts in
CFMS and those in COFRS for the net administrative cost reimbursement due the
counties at fiscal year end. The discrepancy between the two systems was more
than $5 million at the end of Fiscal Year 2007 and more than $3.3 million at the
end of Fiscal Year 2008. Department officials were unable to explain or reconcile
the discrepancy. Accordingly, we recommended that the Department determine
the cause of discrepancies between CFMS and COFRS and institute a
reconciliation process.



Il-42

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

In Fiscal Year 2009, we reviewed the Department’s progress toward correcting
the systems’ discrepancies and found that the Department has not yet developed a
working reconciliation process. The Department reported attempts to reconcile
the difference have been made in the last two years, but staff turnover has
prevented the completion of the reconciliation. At the end of Fiscal Year 2009,
CFMS showed approximately $46.7 million owed to the counties, while COFRS
showed approximately $48.4 million—a discrepancy of more than $1.7 million.

Without a reconciliation process to resolve these discrepancies, the Department
cannot ensure the accuracy of either its reimbursements to, or its receipts from,
the counties. The accuracy of reimbursements to, and receipts from, the counties
is essential because federal and state funds used to administer public assistance
programs should be safeguarded.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 13:

The Department of Human Services should ensure that the financial data in
COFRS related to counties’ administration of public assistance programs are
accurate and complete by:

a. Developing a procedure by which to reconcile the County Financial
Management System (CFMS) and COFRS data each month. The
reconciliation procedure should include investigating and resolving all
discrepancies and making adjustments as appropriate. The monthly
reconciliation should be reviewed by a supervisor, and the review should
be documented.

b. Assigning responsibility to specific employees for conducting the monthly
reconciliation process and the supervisory review of the process.

c. Reconciling the CFMS and COFRS accounts of the reimbursement due

the counties at the end of Fiscal Year 2009 and making the necessary
adjustments.

Department of Human Services Response:
Agree. Implementation date: June 30, 2010.
The Department of Human Services, Division of Accounting, is in the

process of identifying the transactions, and transaction types, that cause
the Due To/Due From account in CFMS to be out of balance with its
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control account in COFRS. Once these are identified, procedures will be
documented and a monthly reconciliation will be developed to ensure that
COFRS reflects an accurate balance due to the counties on the State’s
financial statements. We currently believe there will be no net financial
impact resulting from the discrepancies and that the adjustments will be
within and between balance sheet accounts.

The initial effort to identify the causes for the differences was completed
through March 2008 by the county accounting supervisor but has not been
undertaken since that date due to his resignation in May 2008. Since this
vacancy created an extremely heavy year-end workload for the
Department, the reconciliation was put on hold until all audits and the
corresponding responses were completed. This situation was subsequently
exacerbated by a hiring freeze and the additional American Recovery and
Reinvestment Act-required reporting that continues to leave the
Department significantly short-staffed.

The responsibility to develop the reconciliation has been assigned to the
supervisor of program accounting, and the reconciliation development will
once more be undertaken. Once the reconciliation process has been
developed and the staffing shortage addressed, the reconciliation will be
completed monthly, will receive supervisory review, and an electronic
approval signature attached. It is anticipated that the necessary
adjustments and the reconciliation will be current by June 30, 2010.

Mental Health Institutes’ Revenue

The Department operates both the Fort Logan Mental Health Institute and the
Pueblo Mental Health Institute for the care of children and adults who have been
diagnosed with mental illnesses or have been legally determined to be in need of
mental health services. For their services, the two institutes receive payments
from various sources, including patients, Medicare, and Medicaid, as well as
general funds. In Fiscal Year 2009 the Fort Logan Institute and the Pueblo
Institute earned approximately $7.8 million and $13.5 million, respectively, in
revenue from all non-general fund sources.

In December 2003 federal Public Law 108-173 added Part D to the Medicare
program. Under Part D, Medicare may contract with certain drug insurance
companies to provide prescription drug benefits to Medicare beneficiaries. The
drug insurance companies act as insurers for the prescription drug benefit by
paying claims submitted by the institutes for drugs administered to inpatient
Medicare beneficiaries. Fiscal Year 2007 was the first full fiscal year in which
the institutes received revenue related to Part D. In Fiscal Year 2009 the Fort
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Logan Institute and the Pueblo Institute received about $211,900 and $718,100,
respectively, in Part D pharmacy revenue.

In our Fiscal Year 2007 and 2008 audits, we recommended that the Department
improve its controls over the Medicare Part D revenue and receivable process.
The Department has made progress in ensuring that information related to Part D
revenue and related accounts receivable recorded in COFRS is in accordance with
generally accepted accounting principles. However, the Department continues to
have difficulties in reconciling Medicare Part D revenue and receivable amounts
recorded in COFRS and AVATAR, the computerized system used by the
institutes to record all financial information for patients committed for care by the
institutes.

On a monthly basis, the Institutes manually enter all financial information from
AVATAR into COFRS. Also on a monthly basis and at fiscal year-end,
reconciliations are performed to ensure that the data in COFRS are consistent with
the data in AVATAR. Specifically to capture the Medicare Part D information,
AVATAR was designed with a subsystem for tracking doctor orders, filling
prescriptions, and creating itemized billings for drugs provided to Medicare
beneficiaries.

During our Fiscal Year 2009 audit, we reviewed the Department’s revenue
reconciliation processes, including the institutes’ year-end reconciliation of the
revenue data in AVATAR with the data in COFRS. We found that the
Department did not reconcile Fiscal Year 2009 Part D revenue and the related
receivable information in COFRS to billings from the AVATAR’s pharmacy
subsystem.  Subsequent to year-end, the institutes provided us with a
reconciliation of the Medicare Part D revenue amounts for both institutes, but the
institutes did not perform a reconciliation to ensure the accuracy of the related
accounts receivable balances.

According to Department staff, the lack of timely reconciliations of Medicare Part
D data is due, overall, to the complexity of the reconciliation and lack of
resources at the institutes to perform this function. Specifically, the accounts
receivable balance is difficult to reconcile because the pharmacy subsystem does
not have an accounts receivable component. Accordingly, a reconciliation is a
labor-intensive, manual process that is complicated by the volume of transactions
and variety of details provided on the prescription drug companies’ payments.

While the amounts identified in our audit are not material in terms of the
Department’s overall Fiscal Year 2009 revenue, the lack of timely reconciliations
at fiscal year-end for the Medicare Part D revenue and related receivable accounts
can lead to inaccurate financial reporting. The Department should perform year-
end reconciliations to ensure that the mental health institutes’ Medicare Part D
revenue and the related receivable accounts are appropriately recorded on COFRS
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by the institutes, and that information on the State’s financial statements is
accurate and complete.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 14:

The Department of Human Services should improve controls over financial
reporting for Medicare Part D revenue and receivables at the Fort Logan and
Pueblo Mental Health Institutes by ensuring monthly and fiscal year-end
reconciliations are performed on the Part D revenue and related accounts
receivable balances in the State’s accounting system, COFRS, to billings from the
pharmacy subsystem, and making adjustments as appropriate.

Department of Human Services Response:
Agree. Implementation date: June 30, 2010.

The Department of Human Services, Division of Accounting
acknowledges the need to improve controls over financial reporting for
Medicare Part D revenue and accounts receivable. An Access database is
in the process of being developed by Accounting staff for the purpose of
electronically downloading billed Medicare Part D claims from AVATAR
and posting payments received from the prescription drug companies, and
it will include reconciliation and reporting functionality. Reconciliations
will be prepared monthly and at fiscal year-end; necessary adjustments to
revenue and accounts receivable will be made as appropriate.

Nursing Home Revenue

The Department’s Office of State and Veterans Nursing Homes (Office) oversees
six facilities that provide skilled nursing care and one domiciliary, or assisted
living unit. These facilities are located around the state, specifically at the
Fitzsimons site in Denver and in Florence, Homelake, Rifle, Trinidad, and
Walsenburg. The Walsenburg Home is operated by the Huerfano County
Hospital District under contract with the Department and is not included in our
Statewide Audit. The remaining five homes are operated directly by the Office.
In Fiscal Year 2009, the five homes directly operated by the Office reported
operating revenue from all sources of more than $50.3 million.
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The nursing homes initially record all revenue and accounts receivable amounts in
the Achieve-Matrix system, which tracks resident information and charges.
Expenditure information at the nursing homes is entered directly into COFRS. At
minimum on a monthly basis the nursing homes manually enter revenue and
accounts receivable information in COFRS based on reports generated by
Achieve-Matrix. However, during our Fiscal Year 2009 audit, we determined that
although the Fitzsimons, Florence, Rifle, and Trinidad Nursing Homes are
entering information into COFRS, they are not performing a monthly and year-
end formal reconciliation of revenue and accounts receivable amounts to ensure
data in COFRS are consistent with the data in Achieve-Matrix.

In Fiscal Year 2009, a separate financial statement audit of the Homelake Nursing
Home was performed by the public accounting firm of McPherson, Breyfogle,
Daveline, & Goodrich, PC. The auditors found that the Homelake Nursing Home
is performing formally documented monthly and year-end reconciliations between
Achieve-Matrix and COFRS.

According to nursing home staff from Fitzsimons, Florence, Rifle, and Trinidad,
the lack of reconciliations of revenue and accounts receivable information is due
to the lack of resources available to perform this function. Staff indicated that
when they manually enter this information into COFRS, they ensure that it agrees
to Achieve-Matrix; however, this is not a formally documented process.

While the amounts identified in our audit are not material in terms of the
Department’s overall Fiscal Year 2009 revenue, the lack of a formally
documented reconciliation process and actual reconciliations performed on a
monthly basis and at fiscal year-end for the nursing homes’ revenue and related
receivable accounts can lead to inaccurate financial reporting. The Department
should ensure the nursing homes reconcile revenue and the related receivable
accounts throughout the year and at fiscal year-end to ensure amounts are
appropriately recorded on COFRS, and that information on the State’s financial
statements is accurate and complete.

(Classification of Finding: Control Deficiency.)

Recommendation No. 15:

The Department of Human Services should improve controls over financial
reporting of revenue and receivables at the Fitzsimons, Florence, Rifle, and
Trinidad nursing homes operated by the Department by implementing and
formally documenting a reconciliation process in which monthly and fiscal year-
end reconciliations are performed on revenue and related accounts receivable
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balances in COFRS to amounts recorded in the Achieve-Matrix system, and
making adjustments as appropriate.

Department of Human Services Response:
Agree. Implementation date: February 2010.

A formal process and standard format will be provided to each nursing
home in January 2010. Instruction will be provided to the business office
managers at the January business office manager meeting regarding the
process. Full implementation of monthly revenue and related accounts
receivable reconciliations between the State’s accounting system and the
Matrix system will begin in February 2010.

Time Sheet Certification

During Fiscal Year 2009, the Department spent nearly $277 million on salaries
and wages and had approximately 5,500 full-time-equivalent employees. The
Department’s employees are paid through the Colorado Personnel Payroll System,
and payroll amounts are reflected in COFRS.

Employees record their time in the Department’s timekeeping system, on either a
monthly or a biweekly basis. On this same basis, unit timekeepers are responsible
to approve time sheets in the Department’s timekeeping system for the pay
period. The time sheets are to be printed and signed by both the employee and the
supervisor within 20 calendar days of the close of the system. The signatures
certify that the information on the time sheet is complete and accurate. Unit
timekeepers are responsible for maintaining the certified time sheets.

During Fiscal Year 2009, we tested internal controls over monthly and biweekly
payrolls. In relation to this testwork, we reviewed a total of 198 employee time
sheets. We found problems with 93 (47 percent) of the 198 time sheets.
Specifically, we identified the following:

e 65 time sheets were not certified timely by the employee, the supervisor,
or both.

e 16 certified time sheets could not be provided by the Department.



Il -48

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

e 11 time sheets were not provided by the Department when originally
requested. Once the Department did provide the time sheets, they were
not certified timely.

e One of the time sheets reviewed had been backdated by both the employee
and the supervisor.

Although the problems identified in our sample did not impact the amounts paid
to the employees, payroll is an inherently high-risk area. The lack of adequate
controls and supervision indicate an environment in which errors and
irregularities could occur and not be detected in a timely manner, which could
result in more significant problems. The Department should improve its controls
to ensure that time sheets are certified within the timeframes established by
Department policy.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 16:

The Department of Human Services should improve its controls over the payroll
process by ensuring that time sheets are certified within the timeframes specified
in Department policy and are maintained and available for review.

Department of Human Services Response:
Agree. Implementation date: April 1, 2010.

It appears that the exceptions identified in the payroll samples were
largely from two areas, Wheat Ridge Regional Center and the Fitzsimons
Nursing Home. Department staff will contact agency directors to review
the audit findings and determine where additional communication and/or
training is needed to convey the importance of staff compliance with time
sheet certifications and maintaining data so that it is readily available
when requested for audit.

In addition, an automated e-mail message will be sent to all staff following
each of the Department’s timekeeping system (Kronos) closings to remind
employees and supervisors of the requirements of the time sheet
certification, including timeframes.
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Exhibit Preparation

At the end of each fiscal year, the OSC requires that each department submit
uniform reports, called exhibits. These exhibits contain financial and related
information that aids OSC in preparing the State’s financial statements in
accordance with generally accepted accounting principles. The accuracy of the
exhibits is important because it affects the accuracy of the State’s financial
statements.

In our Fiscal Year 2009 audit, as in previous years, we noted errors in several of
the Department’s exhibits. Of the 18 exhibits the Department submitted to OSC
for Fiscal Year 2009, we noted problems with four (22 percent). The Department
was required to revise these exhibits to correct the errors we identified. (We also
noted problems associated with the Department’s preparation of the Exhibit K, as
described in Recommendation No. 113.)

For example, we found problems with the following exhibits:

* Schedule of Capital Leases (Exhibit F1): This exhibit records the
Department’s capital assets acquired under lease financing and discloses
future minimum lease payments. Two errors in this exhibit resulted in a
net understatement of $92,000.

* Schedule of Operating Leases (Exhibit F2): This exhibit records the
Department’s operating leases and discloses future minimum lease
payments. Two errors in this exhibit resulted in a net overstatement of
$49,500.

The Department corrected and resubmitted the erroneous exhibits to OSC prior to
the issuance of the State’s financial statements.

We have identified errors in the Department’s exhibits since Fiscal Year 2002.
The error rate has fluctuated between Fiscal Years 2002 and 2009 from a high of
49 percent in Fiscal Year 2003 to a low of 11 percent in Fiscal Year 2004. Based
on our previous recommendations, the Department instituted a year-end training
session and a secondary review process in 2004. In 2007 the Department shifted
the focus of the training to one-on-one training of the staff responsible for
preparing the exhibits. In 2008 the Department expanded the secondary review
process to include review by the deputy controller and to require the review of
additional supporting documentation for the exhibits.

Although these training and review processes appear to be reasonable controls,
they do not appear to be functioning effectively, as evidenced by the continued
errors. Accordingly, the Department should continue to improve its controls to
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ensure that the exhibits are accurate and to minimize the time required to correct
and revise erroneous exhibits.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 17:

The Department of Human Services should improve its controls over the
preparation of fiscal year-end exhibits submitted to the Office of the State
Controller by:

a. Continuing to ensure that the staff who prepare the exhibits receive
adequate training each year on exhibit preparation.

b. Continuing to conduct secondary reviews of exhibits, including in-depth,
detailed reviews of all supporting documentation used to prepare the
exhibits.

Department of Human Services Response:
Agree. Implementation date: August 31, 2010.

The Department will continue to provide one-on-one training to the
responsible staff who prepare the fiscal year-end exhibits. Worksheets
and templates will be developed to improve the accuracy of the exhibit
reporting.

The supervisors will continue to conduct the secondary reviews of exhibits
and supporting documentation to ensure that these exhibits are prepared
accurately.

Timely Recording of Revenue in the Records and
Reports Fund

The Records and Reports Fund (Fund) established in Section 19-1-301, C.R.S.,
was created by the Children’s Code Records and Information Act and took effect
on January 1, 1997. The Fund tracks revenue collected from background checks
performed by the Department’s Background Investigation Unit (BIU), which is
overseen by the Division of Boards and Commissions. These background checks,
which search for criminal history, are to be performed on prospective or current
employees of the Department who will be working with children, on prospective
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adoptive parents, and on certain persons who provide childcare. For a fee, the
BIU will also conduct background checks for private citizens. The current fee for
a background check is $30 and is paid by the childcare facility, agency, or
division requesting the background check.

During Fiscal Year 2009, the BIU performed more than 24,000 background
checks and collected about $732,000 in fees from performing these checks. The
fees are paid by mail or in person at the Department’s Fort Logan campus in
southwest Denver. As payments are received, they are entered on a daily log.
This log and the payments are transported to Central Accounting at the
Department’s main office in downtown Denver. Upon receiving the checks and
log, Accounting staff prepare a cash receipt document (to record the payments on
COFRS and then deposit the payments with the State Treasurer.

Accounting staff report that the time from receipt of the daily payments by the
BIU until deposit with the Treasurer should take no more than five business days,
but no written policies have been established concerning the timeliness of these
deposits. The State Fiscal Rules issued by the Office of the State Controller,
however, assert that state agencies must make timely deposits to the State
Treasury and that "all money received and not deposited during the month shall
be deposited on the last working day of the month."”

During our Fiscal Year 2009 audit, we found that the Department is not timely
depositing the payments it receives for conducting background checks.
Specifically, of the 25 transactions we tested, nine (36 percent) had not been
deposited by the last day of the month in which they were received. The lag
between the payments’ receipt and deposit ranged from three to 26 business days.
The delays resulted in 57 days where approximately $24,500 in income was not
deposited timely with the State Treasurer.

Controls over payments to the State and their timely deposit are important to
safeguard the payments from the risks of loss or theft. Moreover, because funds
on deposit with the State Treasurer earn interest, unnecessary deposit delays result
in a loss of interest income. Accordingly, the Department should strengthen its
controls over the processing and deposit of background check payments.

(Classification of Finding: Control Deficiency.)

Recommendation No. 18:

The Department of Human Services should improve its controls over the
processing and deposit of background check payments to ensure that the
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payments are deposited with the State Treasurer in accordance with State Fiscal
Rules.

Department of Human Services Response:
Agree. Implementation date: March 31, 2010.

The Background Investigation Unit (BIU) has been working with the
Accounting Division to implement a system for transferring the large
volume of daily deposits that are received at the assigned workstation at
the Fort Logan campus to the Main Office at 1575 Sherman Street where
the Division of Accounting is located. The Accounting staff have
recommended that the BIU send the deposits downtown daily, via Central
Services Inter Office Mail. This new process has been implemented. The
Division of Boards and Commissions has instituted a tracking system to
determine if this transfer method will consistently meet the stated
timeframes. If Inter Office Mail does not deliver the deposits downtown
quickly enough, the Division of Boards and Commissions will work with
the Division of Accounting to identify other possible methods. The
Department will work collaboratively to determine how to fully comply
with the State Fiscal Rule that deposits received at the end of a month will
be deposited at the State Treasury in that same month. Finally, the
Department will work collaboratively to ensure that Fiscal Rule
requirements are clearly communicated, to ensure full compliance.
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Department of Human Services

Prior Recommendations
Material Weakness or Significant Deficiency
Not Remediated by the Department
As of June 30, 2009

The following recommendations relating to internal control deficiencies classified as material
weaknesses or significant deficiencies were communicated to the Department in previous years
and have not been remediated as of June 30, 2009. These recommendations can be found in the
original report and the V. Prior Recommendations Section of this Report.

Current Prior Report Recommendation/ Implementation Date

Rec. No. and Rec. No. Classification Provided by
Department

2009 Single 2008 Single Reconciliation of County ~ June 2010

Audit Rec. No. Audit Expenditures

19 Rec. No. 8 Significant Deficiency
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Judicial Department

Introduction

The Judicial Department (Department) is a constitutionally separate branch of
state government. The state court system includes the Colorado Supreme Court,
the Colorado Court of Appeals, district courts in 22 judicial districts throughout
the state, county courts in every county (except Denver County Court which is not
part of the state court system), and water courts, one in each major river basin in
Colorado. In addition, the Judicial Department operates and manages adult and
juvenile probation within the 22 judicial districts. The Colorado Judicial
Department employs more than 300 judges and 3,500 support staff members and
is centrally administered by the Chief Justice of the Supreme Court. To assist the
Chief Justice, the Supreme Court appoints the State Court Administrator. The
Office of the State Court Administrator provides management supervision and
support for the court system and the probation department, pursuant to the
policies, guidelines, and directives promulgated by the Chief Justice. The Judicial
Department also includes three independent agencies: the Colorado State Public
Defender, the Office of Alternate Defense Counsel, and the Office of the Child's
Representative.  In Fiscal Year 2009 the Department was appropriated
approximately $431.6 million with 4,082.9 full-time-equivalent staff, or FTE. Of
this amount $327.7 million, or 76 percent, was general funds.

The following comments were prepared by the public accounting firm of Clifton
Gunderson, LLP, which performed Fiscal Year 2009 audit work at the Judicial
Department.

Assessment of Fines and Fees

Various state statutes outline the fines and fees that are to be applied to both civil
and criminal court case types and filings. The monies collected are disbursed to
the State Treasurer, various county and municipal governments, and other
accounts, such as the local Victim Assistance and Victim Compensation Funds.
The statutes also outline the distribution of the fees and fines disbursed to the
State Treasurer to be credited to various funds within the Judicial Department.
For criminal cases, the amounts are assessed at the time of sentencing, while for
civil cases the amounts are collected at the time of filing various documents with
the court. Some statutes allow the judge to reduce or waive the fines for criminal
cases based on certain factors, including financial hardship.  However,
documentation related to the reasoning behind the reduction or waiver of the fines
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assessed is required to be maintained in the electronic case file under Department
policies.

As part of our Fiscal Year 2009 audit, we reviewed a sample of 25 cash receipts
relating to civil and criminal court cases at three Judicial Districts in the State; our
total sample was 75 cash receipts assessed and collected during Fiscal Year 2009.
We noted six instances where the fees/fines assessed were less than the minimum
amount required by statute. In all instances, the electronic case file did not
document the reasoning behind assessing the amount at less than the minimum.
Specifically, we noted:

e Under Section 42-4-1301, C.R.S., in the court’s discretion a fine of not
less $200 nor more than $500 is to be assessed for all Driving Under the
Influence/Ability Impaired charges. We found one instance where the
amount assessed was less than the $200 minimum. In total, the amount
under-collected for these charges in our sample was $100. The amount of
the fine changed effective July 1, 2008. However, all items in our sample
were assessed after the date of the statutory change.

e Under Section 42-4-1301 (7), C.R.S., any person that is convicted of
Driving Under the Influence (DUI) shall pay, in the court’s discretion, a
fine of not less than $600 and not more than $1,000. We found two
instances where the amount assessed was less than the minimum allowed.
The amount under-collected for these convictions was $500.

e Under Section 18-1.3-501, C.R.S., the minimum penalty for a Class 2
Misdemeanor is $250. We found one instance in which the amount
assessed was less than this minimum amount. The amount-under
collected for this misdemeanor was $150.

e Under Sections 24-4.2-104 and 42-4-1701, C.R.S., the Victim’s
Assistance Surcharge is to be assessed at 37 percent of the fine or at an
applicable minimum depending on the type of offense. We found two
instances where the fee was incorrectly assessed at the minimum or was
calculated incorrectly; one was greater than and one was less than the
correct amount. This resulted in a net over-collection of $45.

Overall, our testing found that the Department did not collect $705 in required
fees. Our findings indicate that the Department does not have adequate controls
in place to ensure that fees assessed are in accordance with statutory requirements
or that waivers or reductions are appropriately documented in the files.

(Classification of Finding: Significant Deficiency.)
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Recommendation No. 20:

The Judicial Department should implement processes to ensure that appropriate
fees and charges are assessed in accordance with statutory requirements. In
addition, in instances where the fees and charges assessed are waived or reduced
from statutory requirements, the Judicial Department should ensure that the
reasoning behind the waivers or reductions is documented in the electronic case
file.

Judicial Department Response:
Agree. Implementation date: Ongoing.

The State Court Administrator’s Office has taken a number of steps
already to address errors in assessments made by judicial officers and
staff. First, the case management system automatically populates statutory
costs in certain offenses where the penalties imposed are standard or
predictable. The amounts that auto populate can be changed if the court
orders a different amount, but the standard amounts are populated
automatically. Second, the internal auditing of judicial districts has raised
awareness of the issue of lack of consistent imposition of mandated fees,
fines and surcharges. Audit results are helpful in highlighting any
inconsistencies in the orders from judicial officers, which are then
addressed within the district. Third, training for judicial officers and staff
on fees, fines and surcharges has been developed and delivered throughout
the state. This training addresses statutory mandates, making a clear
record on the court’s sentencing order, and provides resources to judicial
officers and staff to help clarify the numerous potential surcharges, fees,
and fines required by statute.

Payroll

During Fiscal Year 2009 the Department spent more than $171.9 million in
salaries and wages. To ensure that each hourly worker’s time is accurately
recorded and approved, the Department requires hourly employees to record the
hours worked. Most Department employees complete electronic time sheets into
the Department’s timekeeping system, JETRS. Some District courts use manual
time sheets to track time; these are entered into the Colorado Personnel Payroll
System (CPPS) by the Payroll Unit of the State Court Administrator’s Office.
The employee’s supervisor is required to review the employee’s time sheet and
approve the time sheet either manually or electronically in the system.
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As part of our Fiscal Year 2009 audit, we reviewed a sample of 55 individual
payroll transactions. We noted all time sheets contained supervisory approval.
However, for three of the electronic time sheets tested, the hours worked were
incorrectly entered into the JETRS system. This indicates that the supervisory
review and approval of electronic time sheets was not effective. Specifically, we
found two instances where the employee did not record the minimum required
hours for the employee’s FTE status. In these instances, the employee did not
record paid time off (PTO) or leave without pay to ensure that the amount
recorded in JETRS agreed to the hours required. In the third instance, the
employee was on a leave schedule and the amount of time recorded did not
accurately reflect the employee’s approved leave. Our testing did not identify any
employees that were over/under paid.

Our findings indicate that the Department does not have an adequate review
process in place to ensure that employees hours recorded are in accordance with
the required hours to be worked by the employee. The Department should
emphasize the importance of supervisory review and approval over employees’
time sheets to ensure accuracy of hours reported.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 21:

The Judicial Department should ensure that supervisory review is performed on
the accuracy of time sheet data entered into the JETRS system, with emphasis on
the areas identified.

Judicial Department Response:

Agree. Implementation date: MOSAIC - July 2013, Training — February
2010.

The Judicial Department is developing a new time sheet program
(MOSAIC) that will prevent supervisors from approving time sheets in
which the required number of hours have not been met. Additionally,
payroll staff will incorporate the procedures for ‘time sheet entry and
approval’ into training materials.
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Cash Reconciliations

The Department uses about 160 checking accounts for the financial activity for
the 22 Judicial Districts throughout the state. The bank balances for these 160
accounts totaled more than $54.1 million as of June 30, 2009. The Financial
Services Division has established fiscal rules that establish the internal controls
and practices that are to be adhered to by the district courts. Established internal
controls include the preparation and review of monthly bank reconciliations for
all bank accounts at each of the districts. The bank reconciliation form created by
the Financial Services Division includes a place for the preparer and approver (the
District Administrator or delegate) to complete and sign off.

As part of our Fiscal Year 2009 audit procedures, we reviewed a sample of 22
bank account reconciliations for the time period covering June 2009. We noted
that three of the reconciliations tested did not contain evidence of the District
Administrator or his/her delegate’s review and approval of the bank
reconciliation.

The Department does not have an adequate review process in place to ensure that
all bank reconciliations are reviewed and approved, as required under Department
fiscal rules. Due to the significant number of bank accounts and the significant
cash balances, the Department should ensure that all bank reconciliations are
reviewed and approved.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 22:

The Judicial Department should strengthen its internal controls to ensure
appropriate sign offs as evidence that all bank reconciliations are reviewed and
approved.

Judicial Department Response:
Agree. Implementation date: July 2010.

Judicial’s Fiscal Year-End Closing Instructions will be amended to
emphasize the necessity of documenting the review/approval process. In
addition, State Court Administration Office staff will review the
reconciliations for compliance.
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Department of Labor and
Employment

Introduction

The Department of Labor and Employment (Department or CDLE) is responsible
for providing services to employers and job seekers and enforcing laws
concerning labor standards, unemployment insurance, workers’ compensation,
public safety, and consumer protection.

The Department is comprised of the following major organizational units:

Executive Director’s Office

Division of Employment and Training
Division of Workers’ Compensation
Division of Oil and Public Safety
Division of Labor

The Department was appropriated $162 million and 1,118 full-time-equivalent
staff, or FTE, for Fiscal Year 2009. Approximately 40 percent of the
Department’s funding is from cash and reappropriated funds, and the other
60 percent is from federal funds. The following chart shows the operating budget
by major organizational unit during Fiscal Year 2009:

Department of Labor and Employment
Fiscal Year 2009 Appropriations by Organizational Unit

Division of (in Millions)
Workers'
Compensation
$21.7 Executive
Division of Oil Director's Office

and Public Safety
$7.0

Division of Labor
$1.1

$32.7

Division of
Employment and
Training $98.8

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.
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The following comments were prepared by the public accounting firm of Cliton
Gunderson LLP, which performed Fiscal Year 2009 audit work at the
Department.

Unemployment Insurance Overpayment Reporting

The Department collects unemployment insurance taxes from employers on a
quarterly basis during the year, based upon an employer’s tax rate and amount of
employee wages. Unemployment insurance taxes collected for the year ended
June 30, 2009, totaled approximately $403 million.

The Department records a liability for unemployment insurance tax owed to
employers for overpayments of the tax. Refunds to employers arise mainly due to
mathematical errors by employers in the calculation of taxes due. The liability is
recorded based on actual amounts due to employers. The Department uses the
Colorado Automated Tax System (CATS) to process employer tax reports and
payments for Unemployment Insurance and to process refunds for overpayment.
The Department is responsible for ensuring that balances reflected in its
accounting records and reported in the statewide financial statements are
materially accurate.

As reported in prior years, the Department had not established procedures to
verify the unemployment insurance tax refund balance on the State’s accounting
system, COFRS. During Fiscal Year 2009, the Department assigned staff to
review the most significant employer accounts, and as a result, refunded employer
balances and reduced the balance in the account from $24 million in Fiscal Year
2008 to $18 million at the end of Fiscal Year 2009.

The lack of verification procedures could potentially result in a material
misstatement in the Unemployment Insurance Liability Account. The lack of
verification procedures are a result of CATS reporting limitations, and a lack of
technically qualified staff.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 23:

The Department of Labor and Employment should continue the process started in
Fiscal Year 2009 to evaluate the accuracy of the liability to employers for
overpayment of Unemployment Insurance taxes.
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Department of Labor and Employment Response:
Agree. Implementation date: June 2010.

The Unemployment Insurance (Ul) program has assigned staff resources
to work each outstanding employer credit balance by verifying and
validating individual credit accounts and issuing corresponding refunds to
employers when deemed appropriate. Ul has prioritized outstanding
overpayments working the largest dollar amount accounts, inactive
employer accounts, and credits requested from employers, as first priority.
Ul is actively working the overpayment accounts with a prioritization to
effectively reduce the outstanding control account balance.

CDLE has been performing an internal review (Internal Auditor) of
processing and procedures over the Ul Overpayment tracking and
refunding activities. It is expected that Ul will incorporate suggested
recommendations for processing improvements into the overpayment
tracking and refunding activities. CDLE is committed to improvements in
efficiencies while ensuring necessary internal controls are in place an
operating as prescribed. In addition to increases in staff and processing
resources, the Department is exploring the long term viability of additional
fiscal system resources to manage the large and challenging fiscal account
activity.

Estimation Procedures

The Department prepares several significant accounting estimates that are
included in the State’s financial statements. During our testing of these estimates,
we did not identify any material misstatements, but noted that although the
Department has established procedures for estimating each of these balances,
internal control procedures to complete a supervisory review of the accuracy of all
significant estimates have not been documented. Consequently, there continues to
be a risk that these estimates could contain errors, including miscalculations, or
may not consider all relevant factors, and therefore, the resulting account balance
may not be accurate. The Department is responsible for ensuring that estimates
reflected in their accounting records and reported in the statewide financial
statements are materially accurate.

During Fiscal Year 2009 and in response to the Fiscal Year 2008
recommendation, the Department evaluated the estimation process, and
determined the need to revise certain estimation and review procedures.
However, the Department did not complete a detailed supervisory review for the



Il - 64

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

Unemployment Insurance Taxes Receivable and Unemployment Benefits
Payable estimates as described below.

Unemployment Insurance Taxes Receivable (estimate of approximately $100
million) — Due to the timing of closing the Department’s books at year-end, the
Department must estimate the Unemployment Insurance Taxes that are due as of
the end of the fiscal year, but not yet collected. The Department utilizes an
internal economist to evaluate the relevant factors that affect taxes that will
ultimately be collected from employers including job and wage growth or
contraction, prior collections, and other factors. Due to a lack of technically
qualified staff, the Department has not implemented a detailed supervisory review
of the estimate completed by the internal economist.

Unemployment Benefits Payable (estimate of approximately $32 million) — The
Unemployment Benefits Payable is estimated by the accounting department. The
estimation process includes an analysis of benefits paid in the prior six months
and payments made through the first 14 days of the subsequent fiscal year.
However, there is no documented evidence of a detailed supervisory review
performed on the calculation.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 24:

The Department of Labor and Employment should continue to evaluate the
process for preparing and reviewing significant estimates and implement detailed
supervisory review procedures for the Unemployment Insurance Taxes
Receivable and Unemployment Benefits Payable estimates.

Department of Labor and Employment Response:
Agree. Implementation date: April 2010.

CDLE continues to refine and evaluate the process for preparing and
reviewing significant estimates and implement detailed supervisory review
procedures for the Unemployment Insurance Tax Receivable and
Unemployment Benefit Payable estimates. The CDLE economist
continuously updates his quarterly estimate each and every fiscal quarter
and estimates are replaced by actual cash receipts every 90 calendar days.
Actual results are known and reviewed by CDLE program accountants
quarterly for employer tax amounts. These amounts are published to
numerous internal stakeholders in the form of daily production activity
reports: Ul Trust Fund Balance Tracking-Ul Employer Taxes In and Ul
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Benefit Issuance Out. Based on prior year recommendations, the CDLE
economist, key Ul staff and CDLE Finance meet twice a year to review
our estimation process in detail. This process reviews prior quarters and is
being refined based on auditor recommendations. In accordance with
audit recommendations, CDLE will document its process review meetings
including discussion agenda, quarterly results and action items.

Colorado Unemployment Benefit and Tax
Information Systems

The Department is responsible for providing services to employers and job
seekers and enforcing laws concerning labor standards, unemployment insurance,
workers’ compensation, public safety, and consumer protection. The Department
owns, operates, and supports two critical information systems that it uses to
process unemployment benefits and collect unemployment taxes. These systems
are the Colorado Unemployment Benefits System (CUBS) and the CATS.
Through CUBS, in Fiscal Year 2009, the Department disbursed approximately
$1.1 billion in unemployment insurance benefits to eligible individuals. Through
CATS, in Fiscal Year 2009, the Department collected approximately $360 million
in employer payments for unemployment insurance. CATS is also used by the
Department to process employer tax reports and refunds for overpayments.

We tested the Department’s information system security controls over CUBS and
CATS and found that the Department needs to strengthen its controls in three
areas: user identity and access management, software configuration management,
and security awareness training.

User Access Management

User access management involves deciding who is allowed to access specific
information systems, granting access to users commensurate with their job
responsibilities, and monitoring user access to ensure its appropriateness. User
access to CUBS and CATS must be tightly controlled because these systems
contain and process critical and sensitive information.

State Cyber Security Policies require state agencies to provide users with the least
amount of access necessary to perform their job duties. We reviewed the
Department’s controls for managing user access and found them to be inadequate.
Of greatest concern, the Department was unable to produce a list of current users
with access to CUBS and CATS. Without this list, neither we nor the Department
can determine whether each individual’s access, or the associated level of access,
is appropriate and authorized and that terminated employees are deleted in a
timely manner. In the absence of the list, the Department also cannot periodically
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review user access levels to ensure that they correspond with employees’ job
responsibilities.

We also found that the Department lacks written procedures governing how
access to CUBS and CATS is to be granted. State Cyber Security Policies require
agencies to develop written procedures for granting users access to information
systems. Agency procedures must include, at a minimum, a process for verifying
that each user has read and signed an “acceptable use” policy prior to being
granted access to the system.

Finally, we found that the Department does not generate audit logs for CUBS and
CATS. These logs, which record successful and failed access attempts and
anomalous activity (i.e., transactions processed in the middle of the night), are
required by State Cyber Security Policies. Audit logs are critical for identifying
and investigating possible data breaches, fraud, or other unauthorized activity.
Without such logs, it is unlikely that Department Information Technology (IT)
security staff could detect unauthorized or anomalous activity within CUBS or
CATS applications.

To correct these problems, the Department should develop and implement a
documented user access management process for CUBS and CATS. As a first
step, the Department should develop a reporting mechanism that will generate a
user list for the two systems. This list should be periodically reviewed by the
Department to ensure that user access is commensurate with job responsibilities
and that terminated users’ access is removed in a timely manner. Second, the
Department should develop a written procedure for granting users access to
CUBS and CATS. Third, the Department should begin generating and reviewing
application activity logs (i.e., audit logs) to identify and investigate anomalous
activity. Until these system changes have been made, the Department should
increase the activities of the fraud detection staff within the unemployment
insurance division. Specifically, the Department should require the division to
regularly conduct analytical reviews of CUBS and CATS transactions and to
share anomalous activity reports with IT and Division of Employment and
Training staff.

Software Configuration Management

State Cyber Security Policies require that state agencies develop and implement a
documented configuration management and change control policy that includes
procedures for approving and implementing emergency changes. A software
configuration management and change control policy is an important control that,
in conjunction with other automated controls, provides reasonable assurance that
only authorized and tested software changes are made to a system. We found that
the Department lacked documented policies and procedures for making
configuration changes to CUBS and CATS. To ensure that changes to CUBS and
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CATS are properly authorized and tested, the Department should develop a
written configuration management and change control policy. The policy should
identify the roles, responsibilities, procedures, and documentation required for
making changes; provide guidance for personnel involved in the change
management function; and describe the process by which routine and emergency
changes are to be authorized and tested, tracked, and migrated into the production
environment.

Security Awareness Training

Information security awareness training is critical to an organization’s
information security strategy. Users are the first line of defense against threats
posed by malicious code, disgruntled employees, and malicious third parties. As
such, information system users need to know what an organization considers
appropriate security-conscious behavior and what security best practices they
need to incorporate into their daily business activities. Because of the importance
of having security-conscious users, State Cyber Security Policies require that all
employees, contractors, and users of state systems receive initial and ongoing
security awareness training on at least an annual basis. Agencies are to track the
completion of this training centrally and require users to attest in writing that they
have completed the training and agree with the agency’s acceptable-use policy.

We found that improvements are needed to the Department’s information security
awareness training program. Although the Department requires newly hired
personnel and contractors to read and sign the Department’s acceptable-use
policy, we found no evidence that the Department provides users with job-specific
security awareness training or requires users to annually recertify their
understanding and compliance with the Department’s acceptable-use policy.

Additionally, while the Department has provided some security awareness
communications to users, these communications tend to be general rather than
targeted to the Department’s specific work environment. According to
Department staff, the security communications are irrelevant to their working
environment and do not relate to the systems they use or to the confidential data
they handle and process. A recent Internal Revenue Service audit affirmed our
finding, reporting that the Department’s current security awareness program does
not adequately ensure that each employee understands the Department’s security
policies and procedures for safeguarding federal tax information as well as the
penalties for unauthorized access to, or disclosure of, such information.

For the user awareness training program to be effective and relevant, the
Department should initiate a joint effort between its information security and
business functions (i.e., Division of Insurance program staff). The Department
should design a security awareness training program specific to CUBS and CATS,
including details about the state and federal requirements for safeguarding
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confidential and federal tax data. Additionally, the Department should require all
employees to annually recertify their understanding and compliance with the
acceptable-use policy. These recertifications should be maintained in employees’
personnel files or by information security staff.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 25:

The Department of Labor and Employment should improve its Information
Technology controls over the Colorado Unemployment Benefits System (CUBS)
and the Colorado Automated Tax System (CATS) by:

a.

Developing, documenting, and implementing a user access management
process, including procedures for periodically producing and reviewing a
list of current system users.

Developing and implementing a written procedure for granting user access
to CUBS and CATS.

Generating and reviewing application activity logs (i.e., audit logs) to
identify and investigate anomalous activity.

Increasing the activities of the internal fraud staff by having them
regularly review CUBS and CATS transactions for anomalous activity.
Anomalous activity reports should be shared with IT and business staff
(i.e., Division of Employment and Training program staff) and fully
investigated and documented.

Developing written configuration management and change control policies
and procedures, including procedures for handling emergency changes.
The policies and procedures should define the joint roles and
responsibilities of IT and Division of Employment and Training program
staff.

Implementing an annual security awareness program that addresses topics
relevant to CUBS and CATS and the data they contain and process. The
program should require that all employees recertify their understanding
and compliance with the Department’s acceptable-use policy. The annual
recertification documentation should be maintained for at least the term of
staff’s employment with the Department.
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Department of Labor and Employment Response:
a. Agree. Implementation date: July 2010.

The Access Control Group, in conjunction with the Agency
Information Security Officer (ISO) and the impacted business groups,
will select a sample of user IDs on a quarterly basis and verify that
current access is appropriately authorized and based on the minimum
functions required by users to perform their assigned duties. On an
annual basis, the unemployment insurance director will be responsible
for signing off that these reviews have been completed.

b. Agree. Implementation date: March 2010.

There are various written policies and procedures regarding the request
for service and work orders that the Access Control Group adheres to.
However, there is no detail on the roles and responsibilities of who has
authority to grant certain types of access. The Access Control Group,
in conjunction with the Agency ISO and the impacted business groups,
will be responsible for defining and documenting the responsibilities
of the different groups that are involved in setting up IDs. A
segregation-of-duty strategy will also be documented for CUBS and
CATS that will describe how segregation of duties is to be
accomplished, implemented, and monitored. Additionally the
combinations of access that should be prohibited, restricted, logged,
and monitored will be identified. Guidance related to how
management authorizations for user IDs are to be evidenced and
retained will also be defined.

c. Agree. Implementation date: December 2010.

The Unemployment Insurance Division, together with the Inspector
General, will design processes that will ensure anomalous activity
within CUBS and CATS is detected, logged, and reviewed. An
incident response plan related to this process will be documented.

d. Agree. Implementation date: December 2010.

The CDLE Internal Fraud Unit will document a strategy as to how
fraud detection reviews are to be completed. This strategy will detail
the objective of the reviews, how often these reviews will be
completed, and how the results are to be documented and
communicated. An incident response process related to this process
will also be documented.



I1-70

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

e. Agree. Implementation date: July 2010.

CDLE IT will work with the impacted business groups to identify
roles, responsibilities, and procedures related to configuration
management and change control. This will include describing
processes and procedures related to how customary and emergency
changes are to be authorized, communicated, tested, tracked, and
migrated into the production environment. Additionally, procedures
related to how changes are to be backed out if problems are detected
will also be included. Documentation requirements related to these
processes will be defined.

Agree. Implementation date: December 2010.

CDLE will implement an annual security awareness program that will
include topics relevant to the CUBS and CATS applications and the
data they contain and process. CDLE will additionally ensure that an
annual recertification process is in place and compliant with Cyber
Security Policy.




I-71

Department of Law

Introduction

The Department of Law (Department) is directed by the Attorney General, who is
an elected state official as provided by Article 1V of the State Constitution. The
primary functions of the Department are to:

e Provide legal counsel and advice to all state agencies (i.e., departments,
commissions, boards, and elected officials).

e Represent the legal interests of all citizens of Colorado.

e Enforce the Colorado Consumer Protection Act, state and federal antitrust
laws, and the Uniform Consumer Credit Code.

The Department also reviews state contracts for compliance with State Fiscal
Rules and statutes.

In Fiscal Year 2009, the Department of Law was appropriated approximately $48
million and 392 full-time-equivalent (FTE) staff positions. The following charts
show the Department’s operating budget by administrative section, and the
appropriations by funding source, respectively, for Fiscal Year 2009:

Department of Law
Fiscal Year 2009 Operating Budget, by Administrative
Section
(In Millions)

Special Purpose
$2.7

_—

Administration
$8.8

Consumer
Protection $3.3

Water and Natural
Resources $3.4

Criminal Justice
and Appellate
$7.8

Legal Services to
State Agencies
$21.9

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.
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Department of Law
Fiscal Year 2009 Operating Budget, by Funding Source
(In Millions)

Federal Funds $1.1

— General Funds $8.9
~ $

N
Cash Funds
$1.1

Reappropriated
Funds $29.8

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.

Internal Controls over Revenue

The Department earns revenue from various sources, including legal service fees
paid by other state agencies and funds received by the Department’s Special
Prosecutions Unit, Insurance Fraud Unit, Securities Fraud Unit, and Medicaid
Fraud Unit. In Fiscal Year 2009, the Department earned approximately
$37.3 million in revenue from all sources.

The Department is responsible for maintaining adequate internal controls over
revenue to ensure compliance with laws and regulations. The Department is
required to follow State Fiscal Rules as well as guidance published by the Office
of State Controller in the Fiscal Procedures Manual. The Fiscal Procedures
Manual specifically requires departments to record cash receipts and revenue in
the proper fiscal year and to establish internal controls over the estimation of
accrued revenue and the approval of revenue transactions. The Department’s
accounting procedures require that all revenue transactions be reviewed and
approved by the Department controller or a senior accountant.

During our Fiscal Year 2009 audit, we tested the Department’s internal controls
over the processing of revenue transactions. We reviewed a sample of 40 revenue
transactions and identified problems with three (7.5 percent) of them:

e One revenue transaction related to a reimbursement of a prior-year
expenditure was recorded in the incorrect fiscal year: $599 earned in
Fiscal Year 2008 was recorded as revenue in Fiscal Year 2009. As a
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result, Fiscal Year 2008 revenue was understated by $599, while Fiscal
Year 2009 revenue was overstated by $599.

e Two revenue transactions related to the reimbursement of prior year
expenditures were not deposited timely in the State Treasury. In the first
instance, a check dated July 30, 2008, was not deposited until October 10,
2008—more than two months later. In the second instance, a check dated
July 22, 2008, was not deposited until September 11, 2008—more than
seven weeks later. Under State Fiscal Rules, the Department is required to
deposit receipts in the month they are received.

The errors we identified resulted from a lack of adequate staff training on
accounting policies and procedures and a lack of timely review of receipts. To
strengthen its internal controls over the processing of revenue transactions, the
Department should ensure that Department staff are adequately trained on all
accounting policies and procedures and that receipts are reviewed timely.

(Classification of Finding: Control Deficiency.)

Recommendation No. 26:

The Department of Law should strengthen its controls over the processing of
revenue transactions by ensuring that staff are adequately trained on accounting
policies, that revenue transactions are reviewed and deposited in a timely manner,
and that all State Fiscal Rules and requirements regarding revenue are followed.

Department of Law Response:
Partially agree. Implementation date: July 2010.

Generally, reimbursement of expenditures reduces or eliminates
previously recorded expenditures in the same fiscal year in which the
previously recorded expenditures were made. The $599 reimbursement
was for certain travel expenses for employee travel/training expenses
reimbursed by an external organization, which would not be recorded in a
program revenue appropriation but was classified as a reimbursement of
expenditure. However, the Department of Law does agree that the
reimbursement should have been recorded as a receivable at year-end
closing to properly record the anticipated reimbursement from the
professional organization.
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Two cash transactions were not deposited timely in the State Treasury as
indicated by Rule 6-1, Cash Receipts and Deposits. However, the Fiscal
Procedures Manual published by the Office of the State Controller as
authorized by Section 24-30-202 (19) C.R.S., indicates that Rule 6-6,
Refunds and Reimbursements should also be applied to the two items
questioned. These transactions were from prior year expense
reimbursements and refunds that were received during the following fiscal
year and, as such, do not serve as funding sources for appropriated
expenditures. The Department agrees that the deposits should have been
made in a timelier manner to comply with Rule 6-1.
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Department of Personnel &
Administration

Introduction

The primary function of the Department of Personnel & Administration
(Department) is to support the business needs of the Executive Branch of state
government. The Department administers the classified personnel system, which
includes approximately 31,400 full-time employees across state government
(excluding the Department of Higher Education), and provides general support for
state agencies. The Department includes the following major organizational units:

Executive Director’s Office

Division of Human Resources
Division of Central Services
Division of Finance and Procurement
Office of Administrative Courts
Office of the State Controller

State Personnel Board

Independent Ethics Commission

The Department was appropriated total funds of approximately $148.9 million
and 392.9 full-time-equivalent staff, or FTE, for Fiscal Year 2009.
Approximately 4 percent of the funding is from general funds and approximately
92 percent is from reappropriated funds. Reappropriated funds are provided by
sources including, but not limited to, vehicle and building rentals, copying,
printing, graphic design, and mail services, and user fees from state agencies. The
chart on the following page shows the operating budget by major areas for Fiscal
Year 2009:
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Department of Personnel & Administration
Fiscal Year 2009 Appropriations by Organizational Units
(In Millions)

Executive
Director's Office

0 siLs

Other $11.1

Central Services

$63.5 Human

Resources
$62.7

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.

Fiscal Year Overexpenditures

According to State Fiscal Rules, an overexpenditure of appropriated funds exists
when the total expenditures, based on the accrual basis of accounting, exceed the
amount that was statutorily appropriated. An overexpenditure also exists for a
cash appropriated expenditure when accrued revenue is not sufficient to cover the
expenditures in any fiscal year and when the fiscal year-end balance in a fund is
insufficient to cover a revenue shortfall. Overexpenditures may be allowed by the
State Controller, with the Governor’s approval. When a department becomes
aware of an overexpenditure, the department’s chief executive officer is to submit
an overexpenditure request to the Office of State Planning and Budgeting (OSPB)
and Governor through the State Controller.  OSPB staff review the
overexpenditure request and consider any related Joint Budget Committee (JBC)
approvals or disapprovals of the department’s requests for supplemental
appropriations. If OSPB approves the request, the State Controller then verifies
that the statutory requirements allowing the overexpenditure have been met; if so,
the State Controller may approve the overexpenditure (with the Governor’s
concurrence). The State Controller may approve overexpenditures only between
May 1 and the accounting close of the fiscal year, which is near the end of July.
For any approved overexpenditure, the State Controller is to restrict an amount
equal to the overexpenditure in the next fiscal year’s appropriation for the state
department involved. The amount is to be restricted from a corresponding line
item (or items) of appropriation. Section 24-75-109, C.R.S., does not allow the
State Controller to approve total overexpenditures in excess of $1 million.
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In Fiscal Year 2009, the Department overexpended four accounts by a total of
approximately $4.7 million. Of that amount, only $10,200 was approved by
OSPB. The Department overexpended the following budgetary line items:

$4,306,071 in Workers’” Compensation Premiums - Department staff indicated
that workers” compensation claims are difficult to predict due to their nature, and
the claims payments were larger than expected for Fiscal Year 2009. Because the
Department failed to process May and June 2009 claims payments in a timely
manner, the deadline for submitting an emergency supplemental request had
passed by the time the Department identified the overexpenditure. OSPB did not
approve this overexpenditure because it exceeded the statutory cap of $1 million
on allowed overexpenditures. The State Controller recommended that the
Governor restrict the Department’s Fiscal Year 2010 reappropriated funds budget
for the amount of this overexpenditure.

$373,890 in Mail Services Personal Services - Department staff indicated that
Senate Bill 08-155, which centralized the management of the State’s information
technology resources and moved the Division of Information Technology to the
Office of the Governor, limited the Department’s ability to adjust personal
services allocations between divisions and led to this overexpenditure. The
Department submitted a supplemental appropriation request; however, the
supplemental request was denied by the JBC because JBC staff believed it did not
meet the JBC’s supplemental criteria. OSPB did not approve this overexpenditure
because the JBC had denied the Department’s supplemental appropriation request
for this account.

$10,200 in Deferred Compensation Administration - Department staff
indicated that an unexpected increase in third-party administrator fees for the
retirement plan due to a larger-than-predicted number of participants enrolled in
the plan led to this overexpenditure. OSPB approved this overexpenditure, and
the State Controller recommended that the Governor approve it. As of the end of
our testwork, the Governor had not approved the overexpenditure.

$10,045 in Vehicle Lease Payments - Department staff indicated that a decrease
in spending authority by Senate Bill 08-155 led to this overexpenditure. The
Department submitted a supplemental appropriation request to OSPB. According
to JBC staff, however, a supplemental request was not submitted to the JBC and
therefore, was not formally acted on. The State Controller recommended that the
Department’s vehicle lease appropriation be restricted by an equal amount for
Fiscal Year 2010.

The Department’s overexpenditures in Fiscal Year 2009 indicate that the
Department lacks procedures to ensure that potential overexpenditures are
prevented or are promptly identified and limited, and that supplemental requests
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are submitted timely and in accordance with applicable criteria. Accordingly, the
Department should strengthen its internal controls over expenditures.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 27:

The Department of Personnel & Administration should develop and implement
procedures to ensure that potential overexpenditures are identified timely so that
they can be prevented or limited. The Department should also ensure that
supplemental or emergency appropriation requests are submitted timely and meet
required criteria.

Department of Personnel & Administration
Response:

Partially agree. Implementation date: Ongoing.

The Department has made improvements to its internal budget to actual
tracking procedures. The Department will continue to work closely with
the Office of State Planning and Budgeting and Joint Budget Committee
staff on budgetary requests.

Regarding the Mail Services Personal Services and the Vehicle Lease
Payment, the Department identified these overexpenditures and followed
the proper budget procedures, and is unable to identify any other courses
of action which could have prevented or limited these overexpenditures.

Capital Assets

According to the Fiscal Procedures Manual issued by the Office of the State
Controller (OSC), all state departments are to maintain a detailed record of their
capital assets. Capital assets are long-lived assets, owned by the State, that are
held primarily for use in an agency’s operations and programs. Examples of such
assets include land, improvements to land, buildings, leasehold improvements,
furniture, equipment, and vehicles. Capital assets have a useful life of more than
one year and must be recorded as an asset on the State’s accounting system
(COFRS), or “capitalized,” rather than expensed if they meet certain cost
thresholds (e.g., an acquisition cost of $5,000 or more). At a minimum, the
records should include each asset’s cost, acquisition date, estimated useful life,
and disposal date. For each capitalized asset, the record should also include
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calculated annual depreciation and the accumulated depreciation. Under full
accrual accounting required for the State’s government-wide financial statements,
state agencies must record the accounting gain or loss realized on the sale or
disposal of a capital asset. An accounting gain or loss occurs when the net book
value of the asset (i.e., the original cost minus the accumulated depreciation) is
greater or less than the cash or other consideration received upon the asset’s sale
or other disposal.

The Department accounts for its vehicle fleet of approximately 6,960 vehicles and
vehicle attachments, such as trailers and police lights, in the Colorado Automotive
Reporting System (CARS). The information contained in the CARS database is
uploaded to COFRS on a monthly basis. The Department reported to us in prior
years that for vehicles entered into CARS prior to Fiscal Year 2005, Department
staff used each vehicle’s lease term as the basis for the vehicle’s useful life when
entering vehicles into the CARS inventory system. During Fiscal Year 2006,
federal Division of Cost Allocation (DCA) auditors determined that some of the
vehicles that had been fully depreciated in CARS were still in use by the
Department and that the Department had accelerated its depreciation of those
vehicles up to that point. As a result, the Department agreed to perform annual
calculations to determine the depreciation expense that should be applied for
vehicles entered into CARS prior to Fiscal Year 2005 until the vehicles were fully
depreciated under the new methodology. The revised useful life was to be based
on an average of the Department’s vehicle useful lives, with State Patrol vehicles
calculated separately. Therefore, Department staff recalculate depreciation
expense at fiscal year-end and perform a reconciliation at fiscal year-end between
CARS and COFRS to ensure that the information in COFRS is complete and
accurate.

During our Fiscal Year 2009 audit, we tested the Department’s accounting
controls over capital assets and found weaknesses in the Department’s procedures
for calculating accounting gains and losses when disposing of vehicles, resolving
differences identified in reconciling CARS and COFRS data, and accurately
recording vehicles sale losses. Specifically, we found the following:

e The Department used the vehicle useful lives contained in CARS, and not
recalculated useful lives under the methodology in place since Fiscal Year
2006 when calculating and recording accumulated depreciation for nine
(30 percent) of the 30 disposed vehicles we tested. This resulted in the
Department’s overstating its gain on COFRS on vehicle disposals for the
nine vehicles by approximately $37,000.

e The Department did not identify the reason for an $8,000 difference
between CARS and COFRS at the end of the fiscal year. Although the
Department identified the difference during its reconciliation process, it
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did not fully reconcile the two systems or make an adjustment to either
system for the difference.

e At the end of the fiscal year, the Department erroneously overstated
depreciation expenses on COFRS by approximately $1.2 million. The
Department determined that about $652,000 of the approximately $1.2
million should have been recorded as losses on vehicle sales. The
Department submitted an accounting entry to the OSC to reclassify
approximately $652,000 of the depreciation expenses as losses on vehicle
sales after the end of the fiscal year. The Department could not identify
the appropriate account where the remaining $537,000 should have been
reclassified.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 28:

The Department of Personnel & Administration should improve its internal
controls over capital assets by:

a. Ensuring that useful lives are accurately applied when calculating the
accounting gain or loss on the disposal of vehicles.

b. Investigating and resolving differences identified during the reconciliation
process to ensure that Colorado Automotive Reporting System (CARS)
and COFRS data are accurate and that necessary adjustments are made.

c. Ensuring that vehicle sale losses and depreciation expense are accurately
recorded in COFRS.

Department of Personnel & Administration
Response:

a. Agree. Implementation date: Implemented and ongoing.

The Department followed the same depreciation methodology for the
recalculation of useful lives and depreciation expense that has been in
place since Fiscal Year 2006. However, we agree that the
methodology may not have been correct for the year-end adjustment.
Going forward the Department will re-evaluate this methodology and
make any necessary adjustments to the total annual accounting gain or
loss on the disposal of vehicles.
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b. Agree. Implementation date: Ongoing.

The Department has always been committed to investigating and
resolving differences between CARS and COFRS. In fact, the
approximate $400,000 discrepancy reported by the Department at the
end of Fiscal Year 2008 has been identified and resolved, with only a
remaining discrepancy in Fiscal Year 2009 of $8,000 out of a total
vehicle inventory of $127 million. We will continue to investigate the
reason for any differences; however, the Department will not
arbitrarily assign an amount to one system without clearly identifying
the exact source of the difference.

c. Agree. Implementation date: Ongoing.

The Department does and will continue to ensure that vehicle sale
losses and depreciation expense are accurately recorded in COFRS.

Exhibit Preparation

At the end of each fiscal year, the OSC requires that each department submit
financial information that aids in the preparation of the State’s financial
statements and related disclosures. The OSC requires that all departments submit
this information in uniform reports, or “exhibits.” If departments submit incorrect
exhibits, the State’s financial statements and disclosures could be incorrect.

We reviewed exhibits that had been prepared and submitted to the OSC by the
Department at the end of Fiscal Year 2009. We determined that nine of the
Department’s 18 exhibits (50 percent) contained errors. The specific errors are
identified below.

Custodial Risk of Cash Deposits (Exhibit M): This exhibit is used to report
a department’s cash that is held by a financial institution other than the State
Treasurer. The State is required to disclose in its financial statements how
safe public funds are (e.g., whether the funds are insured by the Federal
Deposit Insurance Corporation, or secured by other means) by classifying
these funds into risk categories. The Department revised this exhibit two times
because of errors or omissions identified through our audit. Specifically, the
Department omitted three bank accounts totaling approximately $227,000 in
funds deposited in financial institutions.

Schedule of Changes in Long-Term Liabilities (Exhibit C): This exhibit
provides information to the OSC regarding changes in a department’s long-
term liabilities throughout the fiscal year. The Department prepares the exhibit
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based on a spreadsheet outlining the payment schedules for vehicle purchases.
The Department revised this exhibit one time because it determined that staff
erroneously used the May spreadsheet instead of the June fiscal year-end
spreadsheet to prepare fiscal year-end accounting entries that affected the
Exhibit C.

Governmental and Internal Service Fund — Debt Service Requirements to
Maturity (Exhibit D1) and Business-Type Activities — Debt Service
Requirements to Maturity (Exhibit D2): These two exhibits report the debt
service requirements for the liabilities reported in the governmental activities
and business-type activities columns, respectively, on the Statement of Net
Assets. The Department revised each of these exhibits once because the OSC
determined that the "Original Obligation for Each Type of Debt" row was left
blank on both exhibits. In addition, the OSC identified a cross-footing error
on the Exhibit D2.

Proposed Financial Statement Post-Closing Entry for Identified COFRS
Errors over $1,000/$200,000 (Exhibit H): This exhibit is used to report
errors on COFRS that exceed $200,000, including audit adjustments, that
were identified after fiscal year-end. This exhibit must also be submitted for
the correction of errors over $1,000 that would cause an overexpenditure. The
Department resubmitted two Exhibit Hs to the OSC because the OSC
determined that entries on one of the exhibits did not balance and staff
included the incorrect account on the other exhibit.

Schedule of Capital Leases (Exhibit F1): This exhibit is used to report
information on a department’s capital assets acquired under lease financing.
The Department revised this exhibit once because it was determined that staff
had incorrectly calculated the gross amount of capital assets under lease as of
June 30, 2009.

Schedule of Operating Leases (Exhibit F2): This exhibit provides
information relating to a department’s operating leases, including a
description of the operating lease arrangement and disclosure of future
minimum lease payments. The Department revised this exhibit two times. We
determined that the Department had underreported future minimum lease
payments for leased space on the exhibit and used the incorrect calculation
when determining each fiscal year’s required operating lease payment.

Schedule of Changes in Capital Assets Governmental and Internal
Service Funds (Exhibit W1): This exhibit is used to report changes in capital
assets owned or used by governmental funds and internal service funds. The
Department revised this exhibit four times due to related Exhibit H revisions.
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Department staff indicated that they follow the instructions included in the OSC’s
Fiscal Procedures Manual when preparing exhibits. However, the errors we
identified and the number of revised exhibits submitted indicates that the
Department’s review process is inadequate and that the Department does not have
sufficient procedures in place to ensure that the overall compilation of accounting
information is accurate and complete.

Therefore, the Department should develop and implement internal controls over
the preparation of fiscal year-end exhibits. This could be accomplished by
providing more in-depth training for staff who prepare exhibits, as well as
implementing a detailed supervisory review of exhibits and supporting
documentation.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 29:

The Department of Personnel & Administration should improve controls over the
preparation of fiscal year-end exhibits submitted to the Office of the State
Controller by:

a. Ensuring staff who prepare exhibits are adequately trained on exhibit
preparation requirements.

b. Developing procedures that address the compilation of required
documents for exhibit preparation.

c. Implementing a documented secondary review process over exhibits that
includes a detailed review of all supporting documentation used to prepare
the exhibits.

Department of Personnel & Administration
Response:

a. and b. Agree. Implementation date: July 31, 2010.
The Department will ensure that staff who are preparing exhibits have

received training on exhibit preparation requirements as well as
requirements for documentation needed related to the preparation.
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c. Agree. Implementation date: Ongoing.

The Department will continue to improve and refine its secondary
review process over exhibits and all supporting documentation.

Internal Controls over Payroll

During Fiscal Year 2009 the Department spent approximately $21 million on
salaries and wages for approximately 393 full-time-equivalent staff. Department
employees are paid on either a monthly or bi-weekly basis. Employees’ base
salaries are paid automatically through the Colorado Personnel Payroll System
(CPPS). After payroll has been processed, but prior to distribution to employees,
Department staff prepare routine monthly payroll reconciliations between
expected payroll and the actual payroll processed using timesheets, overtime
approvals, and transactions to ensure that all payroll information was accurately
entered into CPPS and COFRS. The payroll reconciliations include the current
regular payroll and any adjustments needed to reflect deductions or increases in
each employee’s pay. Payroll deductions may be made, for example, for leave
taken without pay or as a result of disciplinary actions. Payroll increases may be
made, for example, due to overtime worked or higher pay for certain shifts.
Adjustments that are supported by the Department’s timekeeping system,
KRONOS, are processed through KRONOS and uploaded into CPPS. All other
payroll adjustments are manually entered into CPPS by Department staff.
Department policy requires base salary adjustments to be authorized by the
employee’s supervisor and documented by the supervisor’s approval in the
Employee Data System (EDSys).

During our Fiscal Year 2008 audit, we identified problems with the Department’s
internal controls over payroll adjustments. Specifically, we identified problems
with three of the 63 transactions (5 percent) we reviewed. During our Fiscal Year
2009 audit we continued to find problems in this area.

We reviewed a sample of 64 payroll adjustments (deductions or increases) made
to 40 employees’ monthly pay. We found problems with six of the 64
adjustments (9 percent). In all six instances, the payroll adjustments included on
the reconciliation did not match the supporting documentation provided. Three of
the six errors resulted in employee underpayments totaling approximately $100.
The remaining three errors resulted in employee overpayments totaling
approximately $510. The errors resulted from staff data input errors as well as a
lack of a secondary review process over the adjustments made to employees’
monthly pay.
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The Department needs to continue to strengthen controls to ensure that payroll is
accurate and that payroll adjustments match the supporting documentation.
Although the incorrect payments identified in our sample are small, payroll is an
inherently high-risk area. Errors could occur and not be detected in a timely
manner, which could result in more significant problems such as continued or
compounded under or overpayments, fraud, or theft. Therefore, the Department
should strengthen its secondary review process over monthly payroll
reconciliations by ensuring the review includes a comparison of data to
supporting documentation. The Department should also make adjustments to
employee pay as necessary to address all over- and underpayments noted in the
audit.

(Classification of Finding: Control Deficiency.)

Recommendation No. 30:

The Department and Personnel & Administration should improve its internal
controls over payroll by:

a. Strengthening its secondary review process over the monthly payroll
reconciliations to include a comparison of data to supporting
documentation.

b. Making adjustments to employee pay as necessary to address over and
underpayments noted in the audit.

Department of Personnel & Administration
Response:

a. Agree. Implementation date: July 1, 2010 and ongoing.
The Department will establish additional procedures for a more
detailed secondary review process over the payroll reconciliation
process.

b. Agree. Implementation date: Implemented.

The identified over- and underpayments have been corrected.
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Travel Expenditures

During Fiscal Year 2009, the Department spent more than $183,000 for
employees’ in-state and out-of-state business travel. State Fiscal Rules, issued by
the OSC, require state agencies to follow certain procedures concerning business
travel. After returning from business travel, employees are required to complete a
travel expense form, itemizing all travel expenses incurred and stating the purpose
of travel. The travel expense form must be signed by the employee and the
employee’s supervisor and must be submitted to accounting staff within 60
calendar days of the date the employee returned from business travel. State Fiscal
Rules also allow employees to receive a per-day travel per diem amount based
upon the location to which the employee traveled. Department accounting staff
are to review each travel expense form for accuracy and appropriateness before
entering and approving it in COFRS.

During our Fiscal Year 2009 audit, we reviewed a sample of 40 of the
Department’s travel expenditures. We identified one or more problems with 12
(30 percent) of the 40 expenditures.

We noted the following:

e One travel reimbursement, totaling $520, did not adhere to authorized per
diem rates; as a result, the employee was overpaid a total of $3.

e Five travel reimbursements, totaling approximately $3,150, did not state
the purpose of the travel on the travel expense form.

e Four travel reimbursements, totaling approximately $1,640, were not
submitted for processing within the 60-day period after the travel return
date.

e One travel reimbursement, totaling approximately $1,120, did not contain
necessary receipts for a total of $27. Per State Fiscal Rules, a receipt must
be provided for any single expense greater than $25.

e Three travel reimbursements, totaling approximately $280, were
inconsistently recorded in COFRS. For example, $98 of per diem expenses
were recorded as “In State Travel” and should have been recorded as “In
State Personal Travel Per Diem” in order to be consistent with other travel
reimbursements.

Although Department policies require review and approval and supporting
documentation for travel expenditures, our review indicates that employees and
supervisors are not consistently adhering to these requirements. Therefore, the
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Department needs to strengthen its controls over travel expenditures. Specifically,
the Department should adhere to State Fiscal Rules and Department policies for
travel expenditures and ensure that employees and supervisors are adequately
trained on state travel rules and policies. The Department should also obtain
repayment from employees for the excess reimbursements identified in our audit.

(Classification of Finding: Control Deficiency.)

Recommendation No. 31:

The Department of Personnel & Administration should strengthen controls over
travel expenditures by:

a. Ensuring that travel expenditures are appropriately reviewed and
approved, that correct per diem rates are used, that travel expenditures are
coded consistently in COFRS, and that all other State Fiscal Rules and
Department policies regarding travel are followed.

b. Training staff and supervisors on state travel rules and policies. For
supervisors, emphasis should be placed on the importance of thoroughly
reviewing all requests for travel reimbursements and resolving any
problems prior to approval for payment.

c. Obtaining repayment from employees for excess reimbursements.

Department of Personnel & Administration

Response:

a. and b. Agree. Implementation date: July 2009 and ongoing.
The Department will strengthen controls over travel expenditures by
following State Fiscal Rule 5-1 based on our interpretation of the
Rule’s provisions. Guidance will be provided to employees and
supervisors on the above referenced Rule, and employee expense
reports will be monitored more closely.

c. Agree. Implementation date: Implemented.

The $3 overpayment has been recovered.
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Accounting Oversight and Controls

The Department’s Executive Director’s Office (EDO) provides the structure and
support for the Department’s divisions and programs. Within the EDO,
accounting staff are responsible for performing all accounting-related functions
for the Department, including entering and approving all expenditure and revenue
transactions on COFRS and performing adequate reconciliations of fiscal year-
end data to ensure information submitted to the OSC is accurate for presentation
in the State’s financial statements.

As discussed previously in this chapter, during our Fiscal Year 2009 audit we
noted instances in which the Department’s general accounting controls in the
areas of capital assets, payroll, expenditures, and year-end preparation of reports,
or exhibits, to the OSC were not sufficient to prevent or detect errors and make
corrections in a timely manner. We also found that the Department submitted 15
proposed journal entries to the OSC after the fiscal year-end accounting close
period to correct the State’s financial statements. The adjusting journal entries
ranged from approximately $5,000 to $4.9 million. The underlying errors
requiring the entries were primarily made by the Department when recording
routine transactions in COFRS. During our audit, the Department also in some
cases did not provide requested documentation for the audit in a timely manner.

The issues identified point to a need for a strengthened supervisory review and
training in critical areas. In addition, the Department did not have sufficient
detailed, written procedures related to the preparation of year-end accounting
adjustments for assigned personnel to follow or refer to for questions.

The Department should establish adequate written procedures to ensure
accounting functions are performed properly, including assigning the appropriate
levels of oversight and review of the accounting activities conducted by
Department staff. Further, the Department should also ensure staff are adequately
trained in all accounting areas including critical year-end accounting duties and
tasks and that staff provide audit documentation as requested in a timely manner.

(Classification of Finding: Control Deficiency.)

Recommendation No. 32:

The Department of Personnel & Administration should strengthen overall
accounting controls by:
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a. Developing written procedures to ensure that all accounting functions are
appropriately performed, such as calculation and preparation of account

balance reconciliations and significant adjustments.

b. Ensuring that adequate supervisory reviews are in place and documented
for all accounting functions.

c. Providing additional training to staff, as necessary.

Department of Personnel & Administration
Response:

a. Agree. Implementation date: June 30, 2010.

The Department will develop procedures to ensure that accounting
functions are appropriately performed.

b. Agree. Implementation date: June 30, 2010.

The Department will develop procedures to ensure that accounting
functions are appropriately reviewed.

c. Agree. Implementation date: June 30, 2010.

Staff training will be provided as necessary and to the extent possible
within budgetary limitations.

State Archives’ Records Management

The Executive Director of the Department by statute, is responsible for the proper
administration of public records. Colorado State Archives (State Archives) within
the Department serves as the legal repository for permanent public records
generated by state agencies, as well as state boards, bureaus, and commissions.
By statute, agencies may appoint records liaison officers to help perform archival
duties and functions. For example, the records liaison officers assist in
monitoring their agencies’ compliance with the State’s Record Retention Manual,
creating policies and procedures regarding record retention and destruction,
ensuring that records are purged and destroyed according to established
schedules, and establishing protocols for the safeguarding of confidential records.

State Archives works with records liaison officers to develop and approve
retention, transfer, and destruction schedules for agency records. Retention
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schedules and destruction requests are to be reviewed and/or approved by the
Attorney General’s Office, the State Archivist, the Office of the State Auditor,
and the Records Liaison. In some cases, records must be kept permanently. State
agencies are responsible for transferring records to State Archives in accordance
with their established retention schedules. In addition, any state or local
government agency that copies records onto storage media such as microfilm or
imaging may store the original records at State Archives for backup or disaster
recovery purposes. For Fiscal Year 2009, State Archives was appropriated 8.5
full-time-equivalent staff positions and approximately $533,000.

During our Fiscal Year 2001 audit, we found that State Archives maintained a
paper catalog of all permanent records in its possession. As a result, State
Archives staff must manually look up records from a single access point. In
contrast, an electronic cataloging system would allow Archives staff to retrieve
information from multiple access points and to use a variety of search terms to
locate records. Accordingly, we recommended that the State Archives convert its
cataloging system from a paper format to an electronic format.

During our Fiscal Year 2009 audit we determined that as of June 30, 2009, State
Archives had converted to electronic format the records of 11 of the 21 (52
percent) state agencies. The converted agencies include:

Department of Agriculture

Department of Corrections

Department of Education

Department of Health Care Policy and Financing
Department of Higher Education
Department of Human Services

Department of Law

Department of Local Affairs

Department of Military and Veterans Affairs
Department of Natural Resources

Office of the Governor

State Archives staff said that budget and staffing limitations have prevented them
from completing the conversion of all archived records to an electronic cataloging
system. Although State Archives has a plan and intends to complete the
conversion as resources allow, it has no specific schedule for doing so. Until the
remaining records have been converted, State Archives staff will continue to lack
efficient, multi-point information retrieval for all state agencies. Therefore, State
Archives should develop a schedule to complete the conversion as resources
allow.

(Classification of Finding: Control Deficiency.)
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Recommendation No. 33:

The Department of Personnel & Administration should ensure that State Archives
develops a schedule for the timely conversion of all remaining state agencies from
a paper cataloging system to an electronic cataloging system, as resources allow.

Department of Personnel & Administration
Response:

Agree. Implementation date: September 30, 20009.

The Department will develop a schedule to implement the current plan for
conversion of the remaining state agencies to an electronic cataloging
system. In general, the schedule will be to convert one agency per fiscal
year as resources allow. This schedule will be completed by September
30, 20009.
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Department of Public Safety

Introduction

The Department of Public Safety (Department) is responsible for providing a safe
environment for the citizens of Colorado. The Department operates under the
authority of Section 24-1-128.6, C.R.S., and is composed of an Executive
Director’s Office and the following four divisions:

Colorado State Patrol

Colorado Bureau of Investigation

Division of Criminal Justice

Office of Preparedness, Security, and Fire Safety

The Department was appropriated approximately $245.7 million and 1,350.9 full-
time-equivalent staff for Fiscal Year 2009. The following graph shows the
Department’s operating budget by division for Fiscal Year 2009:

Department of Public Safety

Fiscal Year 2009 Operating Budget by Division
(In Millions)

Office of
Preparedness,
Colorado Bureau Security, and Fire
of Investigation Salfety $2.10

$27.70 Division of
Criminal Justice
$78.80
Colorado State
Patrol $108.80 Executive
Director's Office
$28.50

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.
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Travel Expenditures

During Fiscal Year 2009, the Department spent more than $940,000 for
employees’ in-state and out-of-state business travel. State Fiscal Rules, issued by
the Office of the State Controller, require state agencies to follow certain
procedures concerning business travel. After returning from business travel,
employees are required to complete a travel expense form, itemizing all travel
expenses incurred and stating the purpose of travel. The travel expense form must
be signed by the employee and the employee’s supervisor. State Fiscal Rules also
allow employees to receive a per-day travel per diem amount based upon the
location to which the employee traveled. Department accounting staff are to
review each travel expense form before entering and approving it in the State’s
accounting system, COFRS.

During our Fiscal Year 2008 audit, we reviewed a sample of 25 of the
Department’s travel expenditures and identified problems with two (8 percent) of
them. We recommended that the Department strengthen its controls over travel
expenditures by ensuring that travel expenditures were appropriately reviewed
and contained adequate supporting documentation, and that Department staff were
adequately trained on travel rules and policies.

During our Fiscal Year 2009 audit, we continued to identify problems with travel
expenditures. We reviewed a sample of 25 of the Department’s travel
expenditures and identified problems with four (16 percent) of them.

We noted the following:

e Two reimbursements, totaling approximately $835, did not adhere to
authorized per diem rates; as a result, staff were overpaid approximately
$20.

e One reimbursement, totaling approximately $745, was coded incorrectly
in COFRS. Approximately $29 of the reimbursement was recorded as In-
State Travel but should have been recorded as In-State Personal Vehicle
Reimbursement.

e One reimbursement was $9 less than the $691 requested by the employee.
The $9 was appropriately requested for overnight incidental expenses, as
authorized by State Fiscal Rules.

Although the Department recently conducted training for its accounting staff, our
findings indicate a continuing lack of adequate controls over travel expenditures.
Department policies require that requests and reimbursement of travel expenses
contain adequate supporting documentation and undergo review and approval by
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a supervisor. The errors we identified indicate that employees and supervisors are
not consistently adhering to these policies.

The Department should continue to strengthen its controls over travel
expenditures. Specifically, the Department should enforce its policies requiring
that requests for reimbursement of travel expenses contain adequate supporting
documentation, that travel expenditures are coded correctly in COFRS, that
appropriate travel expenses are reimbursed, and that all other State Fiscal Rules
regarding travel are followed. The Department should also address the over- and
underpayments to employees.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 34:

The Department of Public Safety should strengthen controls over travel
expenditures by:

a. Ensuring that travel expenditures are appropriately reviewed and
approved, that correct per diem rates are used, that travel expenditures are
coded correctly in the State’s accounting system, COFRS, and that all
other State Fiscal Rules and Department policies regarding travel are
followed.

b. Addressing over- and underpayments to employees for inaccurate
reimbursements.

Department of Public Safety Response:
Partially agree. Implementation date: March 2010.

The Department agrees with Recommendation No. 34(a) and partially
agrees with Recommendation No. 34(b). The items noted in the
recommendation were caused by not making a complete review of all
relevant facts. There needs to be an emphasis placed on an accurate
review, while also prioritizing timely approval of reimbursement requests.

The steps in reviewing travel reimbursements need to be more formalized
to prevent important items from being overlooked. The Department will
develop a review checklist for all steps that need to be covered on a travel
reimbursement request. Employees will be directed to use the checklist as
they approve travel reimbursements to ensure a thorough review is
performed. The employee currently reviewing travel reimbursements will
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retire at the end of December, and two new staff members will be hired to
perform the review function.

Overpayments to employees will be offset by applying incidental expense
per diem allowances not claimed on original expense reports. Additional
payment will be made to the employee who was underpaid due to a
mathematical error.

Colorado Automobile Theft Prevention Cash Fund

The Colorado Automobile Theft Prevention Cash Fund (Fund) was created in
Fiscal Year 2004 by Section 42-5-112 (4)(a), C.R.S., within the Department to
provide grants to law enforcement agencies or other qualified applicants to
support automobile theft prevention and related programs. From Fiscal Year
2004 through Fiscal Year 2008, the Fund was funded by insurance company
donations. As of July 1, 2008, the Fund is primarily funded by fees required by
Section 10-4-617, C.R.S. Specifically, each insurer that issues a Colorado
automobile insurance policy is required to pay one dollar annually to the Fund for
each policy written.

Grant Application and Award Process

The Fund is administered by the Automobile Theft Prevention Board (Board),
which is composed of the executive directors or their designees of the Department
of Public Safety and the Department of Revenue and nine other members
appointed by the Governor. The Board solicits and reviews applications for
grants and may award grants to qualified applicants for one to three years, subject
to the monies available in the Fund. A qualified applicant is a Colorado law
enforcement agency, state agency, local unit of government, independent school
district, nonprofit organization, or for-profit organization that can demonstrate
that its proposed program addresses some aspect of motor vehicle theft
prevention. Each qualified applicant shall, at a minimum, specifically describe
the proposed program (e.g., motor vehicle theft prevention, enforcement,
prosecution, or offender rehabilitation program). The Board annually announces
the availability of grant funds and the start of the application process. The
Department of Public Safety has assigned two staff members to assist the Board
by collecting applications and notifying grant applicants of award decisions.

The Board reviews each application based upon guidelines that include the
following:
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e Whether the application addresses an auto theft problem that is clearly
identified, measurable, and supported by relevant statistical evidence.

e Whether the application minimizes duplicative or overlapping existing
programs.

e Whether the application demonstrates a cost structure that is realistic when
compared to the program’s goals.

e Whether the application includes a proposed evaluation design that
provides relevant data to measure the effectiveness of the project and a
plan for performing such evaluation.

The Board scores each application based on the program criteria, giving priority
to applications that represent multijurisdictional programs, and approves or denies
the application. For each approved application, the Board determines the grant
award amount, based on criteria including the amount of funds available for the
current grant cycle; the applicant’s experience, qualifications, and past
performance; and the applicant’s plan for auto theft crime prevention, education,
and training.

Expenditure Reimbursement Process

To receive grant funds, the grantee must submit a reimbursement request and
provide documentation for the expenditures. The grantee is reimbursed only for
expenditures necessary to complete the objectives of the grant. For example,
payroll expenditures for automobile theft investigations are eligible for
reimbursement because the expenditures contribute to achieving the grant’s
objectives. Grant recipients are required to submit quarterly financial and
progress reports to the Board, which reviews them to monitor grant
implementation and achievement of objectives. The Board members indicate that,
in accordance with grant rules, they review each report based on identified goals
and objectives before providing feedback to grant recipients, if necessary.

Fund Revenue

As the state agency responsible for maintaining the Fund, the Department is
responsible for tracking and recording revenue earned by the Fund. As discussed,
the Fund is primarily funded by fees collected from automotive insurers on
automobile insurance policies. Prior to the start of Fiscal Year 2009, automotive
insurers were not required to pay fees into the Fund, but were allowed to make
donations to the Fund. Beginning in Fiscal Year 2009, however, automotive
insurers are required to pay fees equal to one dollar for every automobile policy
they underwrote during the year. Insurers must pay the fee on a biannual basis on



Il1-98

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

or before January 1 and July 1, respectively. On or before August 15 of each
year, automobile insurers must complete and submit to the Department a
standardized assessment form reporting the number of automobile policies
underwritten as of July 1 of that year. Department staff process the assessment
form and document the amount of fees each insurer is required to pay.
Department staff collect the fees and record them as Fund revenue in COFRS.
The Department will bill any insurer that does not pay its required fees by the due
dates. The following chart shows revenue and expenditures by fiscal year for the
Fund since its inception:

Department of Public Safety
Colorado Automobile Theft Prevention Cash Fund
Revenues and Expenditures
Fiscal Years 2004 through 2009

$3,000,000

$2,500,000

$2,000,000

Revenues

$1,500,000 B Expenditures

$1,000,000

$500,000 +—

$0 I . N  m
2004 2005 2006 2007 2008 2009

Source: Office of the State Auditor analysis of COFRS reports.

Program Results

Fund Board members report that, since the inception of the Colorado Automobile
Theft Prevention Authority in Fiscal Year 2004, statistical data and evidence
indicate a reduction in automobile thefts in Colorado. In 2003, according to the
Federal Bureau of Investigation, Colorado was ranked 11™ highest in the nation
for vehicle thefts. In 2008, Colorado had dropped to 23 highest. The following
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chart shows automobile thefts per 100,000 residents in Colorado during 2003
through 2008, as reported by the Federal Bureau of Investigation:
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State of Colorado
Automobile Thefts per 100,000 Residents
Calendar Years 2003 and 2008

499 523
|274|
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Source: Federal Bureau of Investigation, Uniform Crime Reports.

The Board reports that, since the inception of the Fund, numerous successful auto
theft prevention operations have been developed throughout the state and have
received funding from the Fund. Some of these operations include:

The Denver Metro Auto Theft Team (DMATT): This team is composed
of 14 law enforcement agencies from the Denver metropolitan area,
including the Colorado Attorney General’s Office, the Department of
Revenue, and State Parks. The team reported that between its inception in
October 2004 and January 2009, it had recovered a total of 400 stolen
vehicles with an estimated value of more than $4.0 million, investigated
67 chop shops (illegal business operations that sell parts from dismantled
stolen vehicles), inspected 58 businesses, and arrested a total of 189
persons on automobile theft-related charges.

The Regional Auto Theft Team of Northern Colorado (RATTNC): This
team is a collaborative effort among 10 law enforcement agencies in
northern Colorado. The team reported that between the team’s inception
in December 2004 and January 2009, it had recovered a total of 249 stolen
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vehicles with an estimated value of about $2.8 million, investigated 19
chop shops, inspected 26 businesses, and arrested 106 persons on
automobile theft-related charges.  Additionally, team members had
provided automobile theft training to 198 officers.

e Metropolitan Reduce Automobile Theft (RAT): This partnership is
comprised of the Colorado Springs Police Department, the El Paso County
Sheriff's Office, and the Colorado State Patrol; these entities are working
together to reduce automobile theft in the Colorado Springs area. RAT
reports that this multi-jurisdictional partnership led to 53 felony arrests
and 92 recovered stolen vehicles in El Paso County and the Colorado
Springs area during 2004 and 2005.

e Roaring Fork Valley Task Force: Located on Colorado’s Western Slope,
this task force is composed of the eight law enforcement agencies in the
Glenwood Springs and Aspen area. During 2006 and 2007, this task force
reported that it had recovered a total of 149 stolen vehicles with an
estimated value of approximately $1.6 million and had arrested 40 persons
on automobile theft-related charges.

Audit Testwork

Section 42-5-113, C.R.S., requires the State Auditor to perform an audit of the
Fund beginning in Fiscal Year 2009, and every two years thereafter. The audit is
to include a test of grant distributions and expenditures from the Fund for
compliance with program requirements and guidelines. Accordingly, as part of
our Fiscal Year 2009 audit, we tested a sample of grant distributions and
expenditures for compliance with program requirements and guidelines. We also
tested a sample of revenue transactions for proper recording and reviewed grant
applications for compliance with established criteria for qualified applicants. The
results of our tests are discussed below.

Grant Expenditure Reimbursement Process

As discussed, grant recipients must submit eligible grant expenditures to the
Board for reimbursement on a quarterly basis. Board procedures require that
Department staff review the reimbursement requests for reasonableness and
appropriateness before approving them.

We tested a sample of 20 grant expenditures made by grant recipients during
Fiscal Year 2009 and the related reimbursement requests. We found the
following problems:
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e Seven invoices, totaling more than $4,800, submitted for reimbursement
contained no identifying stamp or signature, as required by Department
policies, to indicate when the Department received the invoice from the
grantee.

e Two grant reimbursement requests, for approximately $430 of payroll
expenditures related to grant programs, did not contain all the necessary
authorizing signatures. Specifically, both requests contained signature
lines for the on-duty supervisor and the division administrator, but neither
form was signed by a supervisor or a division administrator.

e Two grant reimbursement requests, totaling approximately $740, were not
verified for mathematical accuracy. As a result, the grantees were over-
reimbursed a total of $99 in overtime earnings.

We found that the Department does not have a standardized reimbursement
request form. As a result, reimbursement requests vary among grant recipients
and do not always contain the necessary information required for the
reimbursement.

Grant Award Process

We also reviewed the grants issued by the Board during Fiscal Year 2009 for
compliance with the established criteria for selecting qualified applicants as grant
award recipients. During Fiscal Year 2009, the Department issued four grants.
For each grant issued, we reviewed the grant application, statement of grant
award, and all quarterly financial and progress reports submitted to the Board for
review. We did not identify any areas of noncompliance related to the grant
award process.

Fund Revenue

As discussed, prior to Fiscal Year 2009, the Fund received the majority of its
revenue from insurance company donations. As of Fiscal Year 2009, the Fund
receives the majority of its revenue from fees charged to insurance providers on
automobile policies. As allowed by statute, the fund also retains interest earnings.

Our revenue sample consisted of 10 transactions. Among the items tested were
interest earnings distributed to the Fund by the Office of the State Treasurer and
payments received by the Fund from insurance providers. Each revenue
transaction was tested for accuracy, timeliness, and compliance with Department
internal controls. We did not identify any areas of noncompliance.
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Internal Controls

We discussed the growing needs of the Fund with the Department’s grant
administrator. Since its creation, the Fund has grown considerably in size, and the
Department anticipates a related increase in the number of grants it issues.
Therefore, it is especially important that the Department ensure that it has strong
internal controls in place over the Fund’s administration. Based on our findings,
the Department should take additional steps to strengthen its internal controls over
the grant expenditure reimbursement process. Specifically, the Department
should develop a standardized reimbursement request form to create consistency
among grantees’ reimbursement requests and ensure that Department staff are
adequately trained on and adhere to reimbursement process requirements when
reviewing grant reimbursement requests. Staff reviews of reimbursement requests
should include verifying each request’s mathematical accuracy and ensuring that
the requests are supported by appropriate and adequate supporting documentation
and contain the necessary authorizations.

To accommodate the growth in its grant program, the Department should also
consider implementing additional procedures that are not necessarily required by
statute. For example, the Department could require grant recipients to attend
training on timely reporting and reimbursement procedures.

(Classification of Finding: Control Deficiency.)

Recommendation No. 35:

The Department of Public Safety should strengthen its internal controls over the
Colorado Auto Theft Prevention Cash Fund (CATPA) by:

a. Ensuring that the review of grant reimbursement requests includes
verification that the amounts requested are accurate, are accompanied by
supporting documentation, are appropriately authorized, and comply with
all Department policies.

b. Educating grant recipients on invoicing procedures, necessary supporting
documentation, and reporting.

c. Developing a standardized reimbursement request form.
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Department of Public Safety Response:
Agree. Implementation date: February 2010.

On March 23, 2009, the Department of Public Safety hired the CATPA
Grant Manager. Filling this position was a priority by the Department and
the CATPA Board because the program’s internal control risks were
elevated due to increased revenues from a fee based system. The Grant
Manager took steps to implement new procedures when the first fee based
grants were awarded on June 30, 2009. (The 2004-2009 donation based
grants were closed.) These new procedures provide a strong and accurate
verification for invoicing and reimbursement. The grant recipients use
standardized forms with detailed instructions and report quarterly on their
goals. In addition, CATPA staff follows an internal control process that
reviews reimbursement requests using a detailed check list. The checklist
includes 57 items of verification including dates, signatures, amounts,
payroll, and totals. A second review is conducted by other staff providing
a double check. After these two reviews, the grantee is contacted, a “one-
on-one” meeting is arranged to review all issues. After re-submittal of
corrections, staff reviews the updated information and the final review is
conducted by the Grant Manager. The invoice is signed for approval by
two CATPA staff and entered into COFRS followed by payment approval
in the Department’s Financial Services Section. Lastly, CATPA meetings
with Division and Department fiscal staff are held to review procedures
and monitor program implementation on a proactive basis.
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Department of Regulatory Agencies

Introduction

The Department of Regulatory Agencies (Department) oversees various
professions and industries to protect the citizens of Colorado from fraudulent or
dangerous businesses and professionals. The Department regulates banks and
credit unions, public utilities, and securities, and oversees professions including
insurance providers and agents, real estate agents and mortgage brokers. The
Department consists of the following divisions:

Executive Director’s Office and Administrative Services

Banking

Civil Rights

Financial Services
Insurance

Public Utilities Commission
Office of Consumer Counsel
Real Estate

Registrations

Securities

The Department was appropriated $77.7 million and 576.1 full-time-equivalent
(FTE) staff for Fiscal Year 2009. Approximately 85 percent of the funding is
from cash funds, while the remaining 15 percent is attributable to the General
Fund, reappropriated funds, and federal funds, as shown in the following chart:
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Department of Regulatory Agencies
Fiscal Year 2009 Appropriations by Funding Source
(In Millions)

Federal Funds
$1.3

Reappropriated
Funds $8.6

General Fund
$1.5

Cash Funds
$66.3

Source: Joint Budget Committee Fiscal Year 2009-10 Appropriations Report.

Preparation of Schedule of Federal Assistance
Exhibit

Each year, the Department is required to report, on the Exhibit K, its fiscal year
expenditures of federal award monies. This exhibit aids the Office of the State
Controller (OSC) in preparing the statewide Schedule of Expenditures of Federal
Awards, as required by the federal Office of Management and Budget’s Circular
A-133. On the Exhibit K, the Department reports, for each federal program it
administers, the fiscal year beginning balance (the amount due from or to the
federal government), the funds received from the federal government during the
fiscal year, the federal funds spent during the fiscal year, and the fiscal year
ending balance. According to the Fiscal Procedures Manual issued by the OSC,
the beginning program balance, less receipts, plus federal expenditures, should
equal the ending program balance on the Exhibit K. The information reported on
the Exhibit K is derived from the State’s accounting system, COFRS, based on
individual transactions made during the fiscal year. During Fiscal Year 2009, the
Department administered six federal programs and spent approximately
$1.7 million in federal program funds as reported in COFRS.

During our Fiscal Year 2009 audit, we found that the Department did not prepare
its Exhibit K correctly. Specifically, for three (50 percent) of the Department’s
six federal programs, the year-end balances reported on the Exhibit K were
erroneous.
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e The Department reported a fiscal year-end balance of $147,400 due from
the federal government for the Employment Discrimination at State and
Local Fair Employment Practices program; however, our calculation of
the amounts reported on the Exhibit K showed that the balance was
approximately $134,200, a difference of $13,200.

e The Department reported a fiscal year-end balance of $0 for the Fair
Housing Assistance Program; however, our calculation showed a balance
due from the federal government of approximately $194,300, a difference
of $194,300.

e The Department reported a fiscal year-end balance of $96,000 due from
the federal government for the Pipeline Safety Program; however, our
calculation showed a balance due from the federal government of
approximately $396,500, a difference of $300,500.

Department staff said they had included all expenditures eligible for federal
reimbursement for the three programs on the Exhibit K, but they did not anticipate
the Department would be reimbursed for all of the expenditures. Therefore, they
reported reduced federal receivable amounts on both the Exhibit K and on
COFRS that reflected the amount of reimbursement that they expected they would
receive. As a result, the Department is inconsistent in its reporting of federal
expenditures and federal receivable balances on COFRS, on the Exhibit K, and
ultimately on the statewide report of federal expenditures. In total, the
Department appears to have overstated federal expenditures on its Exhibit K by
approximately $500,000.

The Department should improve controls over its fiscal year-end accounting
procedures for federal programs, including the preparation of its Exhibit K, to
ensure that information reported is accurate and complete and that the Department
is in compliance with the OSC’s Fiscal Procedures Manual.

(Classification of Finding: Control Deficiency.)

Recommendation No. 36:

The Department of Regulatory Agencies should ensure that the information
reported on its Exhibit K is accurate and complete, reconciles to the State’s
accounting system, COFRS, and complies with the Office of the State
Controller’s Fiscal Procedures Manual.



Il1-108

State of Colorado Statewide Single Audit - Fiscal Year Ended June 30, 2009
Department Response:
Agree. Implementation date: September 2010.

The Department of Regulatory Agencies agrees with the recommendation
and will adjust the beginning balances on the Exhibit K in Fiscal Year
2010. These one-time beginning balances adjustments will be based on
the actual reimbursements received for the grants expenditures from the
U.S. Equal Employment Opportunity Commission, U.S. Department of
Housing and Urban Development and U.S Department of Transportation
in Fiscal Year 2010. The Department will ensure that the Exhibit K
reporting is accurate and in compliance with the Fiscal Procedures
Manual.
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Department of Revenue

Introduction

The Department of Revenue (Department) is responsible for managing the State’s
tax system. Tax collections totaled about $10.7 billion in Fiscal Year 2009. Of
this amount, about $8.7 billion represents collections for the General Fund; the
remainder represents collections made on behalf of other government entities,
such as local governments and the Highway Users Tax Fund (HUTF). In addition,
the Department is responsible for performing various other functions as follows:

Administer the State Lottery, which grossed more than $493 million in
ticket sales in Fiscal Year 2009. Of this amount, about $120 million was
available for conservation as well as for wildlife, parks, open space, and
outdoor recreation projects.

Act as a collection agent for city, county, Regional Transportation District
(RTD), and special district taxes. The Department collected more than
$1.2 billion in taxes and fees on behalf of entities such as these.

Collect taxes and fees for the HUTF, which is primarily for the benefit of
highway maintenance projects in the State. In Fiscal Year 2009, amounts
collected for the HUTF totaled approximately $820 million.

Regulate the limited stakes gaming activities in Cripple Creek, Black
Hawk, and Central City. Adjusted gross proceeds totaled about $702
million during Fiscal Year 2009, on which the Division of Limited
Gaming collected about $95 million in gaming taxes.

Enforce tax, alcoholic beverage, motor vehicle, and emissions inspection
laws.

Operate the State’s 20 ports of entry, including 10 mobile ports and 10
fixed ports.
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Department of Revenue
General Fund Revenue Collections for Year Ended June 30, 2009

(In Millions)
Corporate Income Tax
B
State Sales Tax
$1,997

Individual Income Tax
$5,220

Source: Department of Revenue, Fiscal Year 2009 Collections Report.

In Fiscal Year 2009, the Department was appropriated total funds of $687 million
and 1,496.8 full-time-equivalent (FTE) staff. Approximately 14.7 percent of the
funding is from general funds, 85.1 percent is from cash funds, and 0.2 percent is
from federal funds.

Controls Over Severance Tax Returns

As part of its overall responsibility for administering and enforcing the State’s tax
laws, the Department oversees the collection of severance taxes. Severance taxes
are special excise taxes imposed on income derived from the extraction of
nonrenewable natural resources. Five natural resources are subject to severance
taxes in Colorado: oil and gas, coal, metallic minerals, molybdenum ore, and oil
shale. Of these resources, oil and gas is by far the largest single source of
severance tax revenue. In Fiscal Year 2009, oil and gas severance tax revenue
was about $286 million—97 percent of the Department’s total severance tax
revenue of about $296 million. In Fiscal Year 2009 the Department issued
approximately $13.8 million in severance tax refunds.

Oil and gas severance taxes are calculated on the gross income received from oil
and gas production. Anyone who receives taxable income from oil and gas
produced in Colorado must file a Colorado Severance Tax Oil and Gas Return.
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The taxpayer must include any Oil and Gas Withholding Statements the taxpayer
has received from an oil and gas producer. The Oil and Gas Withholding
Statement lists the taxpayer’s gross oil and gas income and the amount of
severance tax the producer has withheld from the taxpayer’s royalty or production
payments and paid to the State. If the taxpayer owns an interest in more than one
oil or gas well or field, the taxpayer should receive a separate withholding
statement from each producer. The Department requires each producer to submit
an annual statement, or reconciliation, which reports the total amount of
severance taxes the producer withheld from taxpayers’ oil and gas payments and
remitted to the Department each month of the tax year.

During the first four months of Fiscal Year 2009 (July through October 2008), the
Department processed severance tax returns through its legacy tax information
system. In November 2008, the Department implemented the severance tax
information component (GenTax) of its new tax system, Colorado Integrated Tax
Architecture (CITA). The Department plans to implement four additional
components of CITA by Fiscal Year 2013. The Department’s implementation of
GenTax required CITA staff to transfer taxpayer information from the
Department’s previous system to the new system.

In order to identify errors, GenTax contains system edits that identify certain
severance tax returns that require a manual review. These returns are identified in
the system as “work items.” Department processes require that tax examiners
address work items by performing additional research and correcting any errors
identified. GenTax also identifies an additional random sample of severance tax
returns as work items for tax examiners’ secondary review. However, the
Department requires these secondary reviews only if the amount of the return
meets or exceeds thresholds established by the Department. During our Fiscal
Year 2008 audit, we identified problems with the Department’s internal controls
over severance tax returns. Specifically, we found that seven (13 percent) of the
56 returns we reviewed had errors that resulted in under- or overpayments of
severance tax refunds. These errors resulted from the Department’s lack of an
adequate review process over severance tax returns.

During our Fiscal Year 2009 audit, we continued to find problems in this area. We
reviewed a sample of 60 severance tax returns—40 that claimed a refund and 20
that showed an additional tax liability. We identified problems with 11 (18
percent) of the 60 returns. Specifically we identified the following:

Mathematical Errors

e In five instances, the documentation provided by the taxpayer contained
mathematical errors that Department staff did not detect through their
review of the return and the related documentation. The errors resulted in
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total refund overpayments to the taxpayer (i.e., underpayments to the
Department) of approximately $141,000.

e In one instance, the taxpayer incorrectly reported on the severance tax
return $56 less in severance tax withholding than the taxpayer actually
paid. The supporting documentation supplied with the return was accurate,
but Department staff did not identify the discrepancy during their review.
As a result of the error, the taxpayer overpaid $56 in severance taxes.

Procedural Issues

e In four instances, the Department did not comply with procedures
regarding annual reconciliations filed by oil and gas producers. Procedures
require the Department to verify that Colorado oil and gas producers
submit by March 1 of each year their reconciliations of oil and gas
severance taxes owed and withheld and that any refund requests are
reviewed timely. We determined that the Department did not process four
refund requests claimed by producers on their annual reconciliations
submitted by April 30, 2008, until October 2008 because of the upcoming
implementation of GenTax. As a result, the two oil and gas producers in
our sample did not receive refunds in a timely manner.

Data Entry Error

e In one instance, the Department staff erroneously entered in GenTax $0,
rather than $63, as the amount of severance tax withholding the taxpayer
claimed. As a result, the taxpayer overpaid the Department $95 (based on
the taxpayer’s income and withholding).

We also found that since implementing the GenTax system in November 2008,
the Department has not revised its written procedures to reflect the associated
changes in processes and procedures. As a result, tax examiners do not have
current written procedures to follow when processing severance tax refunds in
GenTax. The errors we identified during our audit indicate that the Department’s
current procedures and review process for severance tax returns are inadequate to
ensure that errors or discrepancies on severance tax returns are identified and
corrected, and that refund requests made through annual oil and gas severance tax
reconciliations are processed timely. Adequate controls over severance tax
returns and reconciliations are important, given the risk of error, fraud, and abuse.

The Department should improve its internal controls over the processing of
severance tax returns and reconciliations. Specifically, the Department should
update its written severance tax procedures to reflect current procedures in place
with the GenTax system. In addition, the Department should strengthen its
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review process over severance tax returns and oil and gas severance tax
reconciliations by ensuring that tax examiners are adequately trained on severance
tax processes and procedures and that procedures requiring timely verification of
annual oil and gas severance tax reconciliations are followed.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 37:

The Department of Revenue should strengthen its internal controls over the
processing of severance tax returns by:

a. Updating written severance tax procedures to reflect procedures in place
with the GenTax system and providing training to tax examiners on the
processes and procedures.

b. Ensuring that severance tax processes and procedures are followed.

Department of Revenue Response:
a. Agree. Implementation date: December 31, 2009.

Updates to severance tax procedures have been on hold since
November 2008 due to improvements to the severance tax portion of
GenTax. Those improvements are in conjunction with the current
development of the income tax system, which will be available
November 2009. Revisions to severance tax procedures are underway
and a draft will be ready by October 31, 2009. Final procedures will
be ready by December 31, 2009, although we anticipate there will be
continual updates to the procedures as CITA/GenTax provides updates
to the severance tax program.

It is important to note that the majority of the $141,000 amount under
“Mathematical Errors” heading consists of a $157,292 underpayment
based on an undocumented deduction. While the Department did not
verify the deduction as specified by the procedures, the nature of the
deduction does not lend itself to third-party verification, as is the
norm. The Department determined the best way to verify this
deduction and other issues on the return is to have the Department’s
Field Audit section review the item during an audit. The Department’s
Field Audit Section has scheduled the item for audit. While the actual
solution exceeded the solution provided in the existing procedures, the
procedures will be updated to address this situation.
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b. Agree. Implementation date: October 31, 2009 and December 31,
20009.

The Department will create procedures and work with severance
tax examiners to ensure they are aware of the procedures.
Reviewers will ensure the procedures are followed.

Controls Over Business Tax Refunds

The Department oversees the collection of business taxes as part of its overall
responsibility for administration and enforcement of the State's tax laws. In Fiscal
Year 2009 the Department issued approximately $70 million in business tax
refunds. These refunds are made up of excess sales, use, and other business taxes
that were paid by the taxpayers.

The Department has established policies and procedures for tax examiners to
follow when processing business tax refunds. For example, according to the
Department’s written policies, Department staff must pay interest to taxpayers on
refunds greater than $100 that were not processed within 90 days of a taxpayer’s
original payment.

During our Fiscal Year 2009 audit, we reviewed the Department’s internal
controls over the processing of business tax refunds. We tested a sample of 40
business tax refunds and the related supporting documentation. We found one or
more problems with 20 of the 40 refunds (50 percent) and/or the supporting
documentation that we reviewed. Overall, we identified $896 in overpayments
and $1,537 in underpayments to taxpayers. Specifically, we noted the following:

Interest Calculation Errors

In 15 instances, Department staff incorrectly calculated interest due on business
tax refunds. For example, in 13 of the 15 instances, Department staff did not use
the correct beginning date when calculating interest; this type of error resulted in
total overpayments of $624 and total underpayments of $709. We determined that
while the Department has a written policy requiring the payment of interest as
discussed above, the Department has not established written procedures that
specifically address the methodology that should be used to calculate interest.

Procedural Errors

In five instances, Department staff did not issue refunds in accordance with
Department procedures. For example, we identified one refund upon which the
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Department did not pay interest although the refund exceeded $100 and was not
processed within 90 days. According to the Department’s refund procedures, the
taxpayer should have received interest of $162. In another instance, Department
staff failed to refund interest and penalties totaling $94 that a taxpayer had
erroneously paid. Department staff indicate that they have verbal procedures
requiring the reimbursement of overpaid interest and penalties, but these
procedures are not written.

Mathematical Errors

In two instances, refunds were calculated incorrectly due to mathematical errors.
In the first instance, Department staff entered data into the tax information system
incorrectly, resulting in a $13 overpayment to a taxpayer. In the second instance,
Department staff did not identify a mathematical error made by a taxpayer on a
sales tax return, which resulted in a $20 overpayment by the taxpayer.

Supporting Documentation

In three instances, Department staff did not refund the correct amount of tax based
on the supporting documentation provided by the taxpayer. For example, in one of
the instances Department staff underpaid a taxpayer by $367 because the refund
of state sales tax was made for only one of two invoices submitted by the
taxpayer. In another instance, we noted that the Department refunded sales tax of
$115 without obtaining adequate supporting documentation from the taxpayer.

The errors we identified indicate that the Department needs to strengthen its
internal controls over the processing of business tax refunds. First, the
Department has not ensured that all procedures related to the calculation of
business tax refunds are adequately documented and communicated to tax
examiners. Specifically, the Department does not have written procedures for the
calculation of interest on business tax refunds or the reimbursement of overpaid
penalties and interest. Second, tax examiners do not appear to be adequately
trained on existing policies. A portion of the errors we identified indicate that
Department staff are not consistently following written procedures for processing
business tax refunds. In addition, although the Department has a supervisory
review in place over refunds based on dollar thresholds, these errors indicate that
the supervisory review is not effective.

The Department should improve its internal control procedures over the
processing of business tax refunds to ensure that payments are appropriate. This
should include developing written policies and procedures to address the
computation of interest and reimbursement of overpaid interest and penalties. In
addition, the Department should strengthen its existing supervisory review
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process to ensure that refund errors are identified and corrected and ensure that
staff are adequately trained on existing business tax policies and procedures.

(Classification of Finding: Control Deficiency.)

Recommendation No. 38:

The Department of Revenue should improve controls over the processing of
business tax refunds by:

a. Developing written policies and procedures to address the computation of
interest and reimbursement of interest and penalty overpayments.

b. Strengthening its existing supervisory review process to ensure that refund
errors are identified and corrected.

c. Ensuring that staff are adequately trained on existing business tax policies
and procedures.

Department of Revenue Response:
a. Agree. Implementation date: December 31, 2009.

The Department is in the process of adding a section to the existing
business tax refund procedures which will describe and explain how to
compute interest and will establish guidelines for the reimbursement of
penalty and interest overpayments.

b. Agree. Implementation date: December 31, 2009.

In order to strengthen the refund reviewing process, the Business Tax
Accounting Section has created reviewer checklists for sales/use tax
and wage withholding tax. Reviewers will complete one checklist for
each refund, sign and date it and check off the items outlined.
Reviewers must include the completed checklist with the refund
paperwork.

c. Agree. Implementation date: December 31, 2009.

The Business Tax Accounting Section holds regularly scheduled staff
meetings. In addition to those meetings and in order to strengthen the
adherence to policies and procedures, in-service training will be
scheduled annually. The training will include review of existing
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procedures and policies and discussion regarding required updates to
those procedures and policies. A training program will be developed
for new employees to the section.

Internal Controls Over Estimated Taxes

State statutes require that certain taxpayers make estimated tax payments to the
Department on a quarterly basis during the calendar year. An individual taxpayer
must make quarterly estimated income tax payments if the taxpayer’s net income
tax liability is expected to exceed the Department’s internally established
threshold for the year. A corporation must make quarterly estimated income tax
payments if the corporation’s net income tax liability is expected to exceed the
Department’s internally established threshold for the year. Taxpayers are not
required to make estimated tax payments for Colorado estate or trust income
taxes.

The Department’s Taxpayer Services Division (TPS) is responsible for reviewing
and crediting estimated payments to the applicable taxpayer’s account as the
Department receives the payments. Annually, all taxpayers, including those who
made estimated payments, must file an income tax return to either claim a refund,
determine the tax liability that the taxpayer must pay to the Department, or
request that any overpayments be applied to the subsequent year. If a taxpayer
who made estimated payments does not file a tax return with the Department for a
tax year or notify the Department to apply the estimated payments to the
subsequent tax year, any estimated payments the taxpayer made during the year
are considered to be “unclaimed” by the Department. If the taxpayer fails to file a
tax return within four years, the Department will assume that the taxpayer’s
estimated payments equal the taxpayer’s tax liability and will adjust the
taxpayer’s account accordingly. As of December 2008, the Department reported
$1.6 billion in estimated tax payments. The Department indicated that the
reported amount of estimated tax payments included estimated payments made in
calendar year 2008 that were anticipated to be claimed in calendar year 2009.
The Department was unable to provide an aging report indicating the tax years for
which the payments had been made.

In many cases, a taxpayer may be unaware that unclaimed estimated payments are
associated with his or her tax account or that he or she must notify the Department
to apply any tax overpayments to a subsequent tax year. As a result, estimated
payments are associated with a higher risk of erroneous or fraudulent activity.
The risk of fraudulent activity increases for older unclaimed payments.

As part of our Fiscal Year 2009 audit, we reviewed the Department’s internal
controls over refund payments. Department staff indicated that the Department
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has a process in place requiring the review of higher-risk refunds, including
refunds made for overpayments of estimated taxes. The process consists of two
separate layers of review. The first layer of review is performed by TPS staff and
consists of a review of refunds flagged by the system due to system edits. The
second layer of review is performed by the staff outside of the TPS division. The
primary purpose of the Department’s second layer of review is to identify reviews
and approvals of unusual or inappropriate refund payments through the review of
system-generated refund reports. We tested a sample of refund reports generated
by the Department’s internal tax information system during Fiscal Year 2009 and
interviewed the Department personnel responsible for reviewing the reports
during the year as part of the second-layer review process. We found that the
Department’s current secondary review process over higher-risk refunds should
be strengthened.

First, the Department does not have formal written procedures for the review of
the higher-risk refunds report. Specifically, we noted that the Department does
not have specific procedures in place to standardize the sampling methodology,
including the number or percentage of the sample items to be tested for each type
of refund identified on the refunds report. Further, the Department does not have
specific procedures in place to address specific follow-up steps that should be
taken based on the review. The Department also has not assigned specific staff
responsibility for the refund review. Finally, staff do not maintain supporting
documentation or provide evidence of review on the reports reviewed. These
components are considered elements of an effective internal control process.
Without strong review controls in place, the Department cannot ensure that it will
detect or prevent erroneous or fraudulent activity.

(Classification of Finding: Significant Deficiency.)

Recommendation No 39:

The Department of Revenue should improve controls over refunds of estimated
taxes by:

a. Adopting formal, written procedures for the secondary refunds review
process.  Procedures should standardize the sampling methodology,
including the size of the sample that should be tested, follow-up steps that
must be taken, and the maintenance of supporting documentation and
evidence of review.

b. Assigning specific staff responsibility for the review and training them on
the review procedures.
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Department of Revenue Response:
a. Partially agree. Implementation date: December 2010.

The Taxpayer Services (TPS) division is the Department’s subject
matter expert in processing tax returns and refunds, and the TPS staff
has the expertise in identifying issues with tax returns and requested
refunds. All of the items noted in this recommendation exist for the
review process performed by the TPS staff. The current TPS
procedures for reviewing large refunds could include upwards to five
different reviews and approvals. Also, with the implementation of
phase 2 of GenTax, additional controls and edits exist systematically
that improve the processing of tax returns and refunds.

The TPS division is charged with reviewing and approving refunds.
The second layer of review by individuals independent of the TPS
division was an examination of the review and approval process
performed, not an approval of the refund. This second layer of review
of the process was implemented as a short-term solution until the
implementation of phase 2 of GenTax.

Because the interim review process was not a formal process, official
procedures for review and sampling could not be developed. Official
procedures for handling this secondary review under GenTax will be
developed when a permanent employee is put in place to perform the
review process.

b. Agree. Implementation date: December 2010.

The Department of Revenue agrees an independent review outside the
TPS division would add value. The Department will pursue the
possibility of creating a new quality control position independent of
the TPS division, which would be responsible for the examination of
the review and approval process performed by the TPS division. If the
Department is successful in creating this new position, written
procedures will be developed and training will be provided.

Electronic Fund Transfer Reconciliation

The Department requires certain taxpayers to pay their tax liabilities to the
Department through Electronic Funds Transfer (EFT). These taxpayers include
entities filing fuel, cigarette, or tobacco taxes and employers with annual wage
withholding liabilities greater than $50,000. In addition, the Department offers
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almost all other taxpayers the option to pay taxes by EFT. During Fiscal Year
2009, the Department received nearly 924,000 tax payments, totaling over $7.1
billion, through EFT. An EFT payment goes from the taxpayer’s bank to the
Department’s account within the State’s bank account and is recorded on the
Department’s internal system. Department staff make a corresponding accounting
entry in the State’s accounting system, COFRS, to record the funds as
undistributed cash receipts. The majority of EFT transactions are processed and
posted automatically to the Department’s internal system. Occasionally,
Department staff must determine the type of tax for which an EFT payment was
made, and reclassify the payment—in COFRS and in the Department’s internal
system—to the appropriate tax revenue account.

Staff in the Department’s Division of Central Operations perform a monthly
reconciliation of the EFT undistributed cash receipts recorded in the Department’s
internal revenue accounting system to those recorded in COFRS. Any variance
between the internal system’s and COFRS’ lists of undistributed EFT payments is
reviewed by Department personnel. Variances can result from timing differences
or human error.

During our Fiscal Year 2008 audit, we found that the Department lacked adequate
controls over EFT payments. Specifically, the Department lacked a secondary
review over the EFT reconciliation process to ensure the first level of review is
performed appropriately. In addition, the Department did not have adequate
procedures to detect and correct any errors in a timely manner.

Our Fiscal Year 2009 audit testwork showed that the Department continued to
have problems in this area We reviewed the Department’s July 2008 and January
2009 EFT Undistributed Cash Receipts Reconciliations and the related supporting
documentation and determined that both months’ reconciliations were incomplete
at the time of our review in April 2009. Specifically, the July 2008 and January
2009 reconciliations contained “unknown adjustments” totaling $460 and
approximately $2,238,000, respectively. The unknown adjustments represented
the difference between amounts reported as EFT undistributed cash receipts on
the Department’s internal system and COFRS at the end of each month. We
subsequently reviewed the remaining seven monthly reconciliations prepared by
the Department for Fiscal Year 2009 (through March 2009) and identified
unknown adjustments on each of the reconciliations. The gross amount of the
unknown adjustments on the nine reconciliations totaled approximately
$1,768,000. The Department did not resolve the unknown adjustments until July
2009.

The Department does not have official, updated written procedures for the EFT
reconciliation process. As a result, Department staff lack documented guidance
on reconciliation procedures and on the timing and frequency of reconciliations.
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In November 2008 the Department implemented the first component (GenTax) of
its new tax system, CITA. This new tax system will eventually replace the
current legacy-based system over many phases by Fiscal Year 2013. Department
staff indicated that the CITA implementation has introduced many new timing
differences to the EFT reconciliation process and, thus, made the process more
difficult.

The issues identified in our testwork indicate that the Department should
stregthen its internal controls to ensure that errors and irregularities related to EFT
payments are detected and corrected in a timely manner and that EFT payments
are accurately reflected in the Department’s internal system and in COFRS. The
Department should develop procedures to be followed when reconciling EFT
payments and should train staff on the procedures. The Department should also
incorporate a secondary review process over the EFT reconciliation process that
includes a review of supporting documentation to ensure adequacy of the first
level of review.

(Classification of Finding: Significant Deficiency.)

Recommendation No: 40:

The Department of Revenue should strengthen controls over electronic funds
transfer (EFT) payments by:

a. Updating written procedures for the EFT undistributed cash reconciliation
process.

b. Ensuring that reconciliation variances, including errors and irregularities,
are identified and that necessary adjustments are made in a timely manner.

c. Incorporating a secondary review over the EFT undistributed cash
reconciliation process.

Department of Revenue Response:
a. Agree. Implementation date: April 2010.

Revising procedures has been in process since the Department began
processing delinquent payments from the Colorado.gov payment portal
in 2008. Through the course of that year, the Department realized that
having a Portal undistributed account and an EFT undistributed
account was counterproductive and caused more work and
reconciliation problems than having a single account. Therefore, in
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January 2009, we combined the two accounts. Since then, we have
spent considerable time trying to understand and document how
transactions move through multiple mainframe based tax modules
create timing discrepancies and variances. We revised the format of
the reconciliation spreadsheet and we believe we have finally
identified most of the conditions causing variances. We have given a
high priority to the tasks of documenting the issues and creating
procedures that provide a framework for locating discrepancies.

Agree. Implementation date: April 2010.

Prior to implementing the option to pay income tax delinquencies
using the Colorado.gov payment portal, the reconciliation was a
straightforward process easily completed in a day or two. After we
began accepting delinquent payments on the Portal, unanticipated
timing problems created large variances in the reconciliation due to
transaction volume and the complexity of the Department’s mainframe
accounts receivable system. Department staff spend countless hours
trying to identify the source of the discrepancies, including over 100
hours of time from the Controller’s staff. Now that income tax has
converted to the new GenTax system, the reconciliation process has
changed again and procedures must be modified for that system. We
believe the understanding we gained from all the analysis done in the
last year will assist us in developing new procedures to accommodate
the most recent system change.

Agree. Implementation date: April 2010.

This is already in process as a result of the 2008 audit recommendation
to strengthen controls over the EFT reconciliation process. The
Department now verifies all entries into all documents used in the
reconciliation process and we have cross-trained a second person to
perform the reconciliation.

Additionally, the Department’s Controller currently reviews the
reconciliation and we will formalize a sign-off procedure as part of the
implementation of the recommendations above.
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Information Security Awareness and Anti-Fraud
Awareness Training

Because of the highly confidential nature of the data that Department employees
process and the importance of the duties they perform, the Department
implemented the Information Security Awareness and Anti-Fraud Awareness
Training during calendar year 2008.  The training is designed to provide
employees with an increased understanding of information security risks and best
practices and the Department’s code of ethics and anti-fraud policy. At the
completion of the course, each employee is required to sign the Security and Anti-
Fraud Training acknowledgement form. By signing the form, the employee
acknowledges that he or she completed the Department’s Information Security
Awareness and Anti-Fraud Awareness Training and is responsible for complying
with state and Department policies, statutes, and rules. Department staff indicated
that all staff will be required to attend the training annually. The Department
tracks employees’ attendance at the security training through an internal database.
In Fiscal Year 2009, the Department had approximately 1,500 full-time-
equivalent staff.

During our Fiscal Year 2009 audit, we performed testing to determine whether
Department employees had attended the Information Security Awareness and
Anti-Fraud Awareness Training and signed and submitted the acknowledgement
form to the Department’s Office of Human Resources (OHR). We found that the
Department did not ensure that all employees in our sample attended the training
and signed and submitted the acknowledgement form.

e First, we found that of 123 employee we sampled, 18 (15 percent) did not
attend the required training during Fiscal Year 2009. Further, five of the
18 had not attended the required training during Fiscal Year 2008. By the
end of our audit, three of these five had attended the required training, and
two had not.

e Second, we found that 13 of 18 employees in our sample who attended a
training session in May 2008 had not signed and submitted the Security
and Anti-Fraud Training acknowledgement forms to OHR by the time of
our audit testwork in March 2009. After we notified the Department of
our findings, the Department obtained signed forms from nine of the 13
employees. The remaining four employees were no longer working for
the Department at the time of our audit.

e Out of the 123 employees sampled, we identified one instance in which
the Department’s training database information indicated that the
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employee had completed the required training when the employee had not
attended the training.

Our findings indicate that the Department should improve its current procedures
to ensure that all employees attend the Information Security Awareness and Anti-
Fraud Awareness Training and submit the required acknowledgement form.
Further, the Department should improve its procedures to ensure that the internal
training database is accurate.

By not adequately enforcing its policy that requires that all employees attend the
Information Security Awareness and Anti-Fraud Awareness Training and sign
and submit the acknowledgement form to OHR, the Department is not
consistently emphasizing the standards of conduct expected of Department
employees and ensuring that all employees are aware of the Department’s security
and fraud policies. In addition, by not ensuring that the Department’s internal
training database is accurate, the Department may not identify all employees who
have not completed the training. The Department should ensure that all
employees attend the training and sign and submit an acknowledgement form on
an annual basis and improve its tracking process to ensure that training records
are accurate.

(Classification of Finding: Control Deficiency.)

Recommendation No. 41:

The Department of Revenue should improve internal controls over Information
Security Awareness and Anti-Fraud Awareness Training by:

a. Enforcing its policy requiring employees to attend Information Security
Awareness and Anti-Fraud Awareness training and sign and timely submit
the acknowledgement form to the Department’s Office of Human
Resources on an annual basis.

b. Ensuring training records in the internal database used to track employee
training attendance are accurate and complete.

Department of Revenue Response:
a. Partially agree. Implemented.
The Department of Revenue developed and kicked off the first

Information  Security Awareness and Anti-Fraud Awareness
(ISA/AFA) training program in May of 2008. All existing Department
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employees were required to attend one of the 104 ISA/AFA classroom
trainings offered throughout the State by the middle of November
2008. This was a major undertaking by the Department and it was
extremely successful with only one existing employee unable to
attend. Since the Department was under a hiring freeze, additional
ISA/AFA training classes for newly hired Department employees were
not scheduled until May 2009 in Pueblo and June 2009 in Denver.
Starting in Fiscal Year 2010 these classes are scheduled on a quarterly
basis and new employees are enrolled as their work schedules and
travel arrangements permit.

As part of the new employee orientation employees are required to
read all Department policies, including the Anti-Fraud and Security
Standards policies, and attest to their understanding of the policies by
signing the Statement of Understanding. The ISA/AFA training
highlights and reinforces the information already provided to
Department staff through these policies.

Starting in Fiscal Year 2010, current employees will complete the
annual on-line ISA/AFA training and will provide their
acknowledgment form upon completion. The form will be maintained
by the Office of Human Resources.

b. Agree. Implementation date: Implemented.

The Department’s internal database used to track the ISA/AFA
training is updated once the employee attends the ISA/AFA classroom
training or completes the annual on-line ISA/AFA training and
submits the associated ISA/AFA quiz and acknowledgement form.

Tax Refund Transfers to Unclaimed Property

The Department issues payments to the taxpayers for refunds of income, business,
and other taxes. Any individual taxpayer refund payment, or warrant, that has not
been presented for payment within six months of the issuance date is considered
void, according to state statutes. As required by the statutes, the Department
transfers these voided income tax warrants to the Office of the State Treasurer’s
Unclaimed Property Division (Division). The Division then notifies the affected
taxpayers of the unclaimed funds, as required by the Unclaimed Property Act. In
Fiscal Year 2009, the Department transferred voided income tax warrants totaling
approximately $8.4 million to the Unclaimed Property Division.
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Unclaimed business tax warrants are to be treated differently, however.
According to a 2006 statutory interpretation by the Office of Legislative Legal
Services, the Department’s current statutes do not allow for the transfer of
unclaimed business tax warrants to Unclaimed Property. Therefore, unlike
expired income tax warrants, expired business tax warrants are not transferred to
Unclaimed Property. Rather, any unclaimed expired business tax warrant is
recorded as a credit on the taxpayer’s account. As of June 30, 2009, the
Department had approximately $530,000 in expired unclaimed business tax
warrants. Department staff report that they do not notify taxpayers of any credits
due to unclaimed business tax warrants but will provide a refund if it is requested
by the taxpayer. However, because these warrants were never deposited by the
taxpayer, it is possible that some taxpayers who are entitled to refunds of business
tax overpayments may not be aware of the overpayments and therefore would not
seek a refund. Therefore, the Department should seek statutory change to require
transfer of expired business tax warrants to the Unclaimed Property Division.

(Classification of Finding: Not applicable — not an internal control issue.)

Recommendation No. 42:

The Department of Revenue should seek statutory change to require transfer of
expired business tax warrants to the Office of the State Treasurer’s Unclaimed
Property Division.

Department of Revenue Response:
Agree. Implementation date: June 30, 2011.

The Department of Revenue submitted a request to modify existing statute
39-21-108(5)(a) C.R.S. to allow the transfer of expired business warrants
to the Office of the State Treasurer’s Unclaimed Property Division. The
request did not move forward due to limitations on the number of
proposals the Department was allowed to submit.

The Department of Revenue will seek a statutory change again in Fiscal
Year 2011. The Department of Revenue will implement the expiring of
business warrants based on statutory modifications.
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Department of Revenue

Prior Recommendations
Material Weakness or Significant Deficiency

Not Remediated by the Department
As of June 30, 2009
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The following recommendations relating to internal control deficiencies classified as material weaknesses
or significant deficiencies were communicated to the Department in previous years and have not yet been
remediated as of June 30, 2009. These recommendations can be found in the original report and the
IV. Prior Recommendations Section of this Report.

Current
Rec. No.

Prior Report
and Rec. No.

2009 Single Audit
Rec. No. 43

2008 Single Audit
Rec. No. 42

2009 Single Audit
Rec. No. 44

2007 Single Audit
Rec. No. 30

2009 Single Audit
Rec. No. 45

2007 Single Audit
Rec. No. 31

Recommendation/
Classification

Controls over Severance
Tax Refunds
Significant Deficiency

Transfers of Interest and
Collection Costs
Significant Deficiency

Modification of Taxpayer
Account Information
Significant Deficiency

Implementation Date
Provided by Department

a. December 2009
b. [1]
c. December 2009

November 2010

November 2010

™ This part of the recommendation has been implemented, partially implemented, or is not applicable.
See IV. Prior Recommendations Section of this Report.
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Department of State

Introduction

The Secretary of State is the chief executive of the Department of State
(Department) and is an elected official who serves a four-year term. The
Department of State’s primary responsibilities include supervision and
administration of the following:

e Colorado’s Business and Commercial Statutes. Businesses are required
to file documents with the Department relating to various business
organizations and business names.

e The Colorado Election Code. The Department oversees voter
registration and administers campaign finance laws. The Department is
also responsible for administering the federal Help America Vote Act, and
lobbyists must register with the Department.

e The Uniform Commercial Code. Businesses file financing statements
with the Department to provide evidence of security interests for use in
determining the rights of the various parties in commercial transactions.

e Bingo and Raffle Games. The Department regulates organizations that
operate games of chance, which are required to file various reports with
the Department.

e Notaries Public. The Department oversees the commissioning of notaries
public in the State.

e Various other laws, including the Colorado Charitable Solicitations Act.

The duties of the Department are divided primarily among the following three
divisions: Business, Elections, and Licensing. The Department also has an
Information Technology Division responsible for providing technical services and
support to the Department, including the electronic filing and online services that
are offered by the Business Division. In Fiscal Year 2009 the Department was
appropriated approximately $27.6 million in cash funds and 127.1 full-time-
equivalent staff, or FTE.
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Travel Expenditures

During Fiscal Year 2009, the Department expended nearly $86,000 for
employees’ in-state and out-of-state business travel. State Fiscal Rules, issued by
the Office of the State Controller, require state agencies to follow certain
procedures concerning business travel. Within 60 days of returning from business
travel, employees are required to complete a travel expense form, itemizing all
travel expenses incurred and stating the purpose of the travel. The travel expense
form, which serves as the request for reimbursement, must be signed by the
employee and the employee’s supervisor. In addition to being reimbursed for
allowable travel expenses incurred, employees receive a per diem travel amount
based upon the location to which they traveled. The per diem rate is determined
by State Fiscal Rules. Department accounting staff are required to review each
travel expense form before approving it for reimbursement and entering it in the
State’s accounting system, COFRS.

As part of our Fiscal Year 2009 audit, we reviewed a sample of 40 of the
Department’s travel expenditures. We noted one or more problems with 11
(28 percent) of them. Specifically, we found the following:

e Four travel reimbursements included a total of approximately $94 of
nonreimbursable expenses, which were paid to employees. For example,
in two cases, the employee was reimbursed for miles in excess of the trip
distance. In another case the employee was reimbursed for breakfast,
although meal reimbursement was not allowed under State Fiscal Rules
since the travel occurred within one day.

e Two travel reimbursements, totaling approximately $130, were not
submitted within 60 days of the traveler’s return date.

e One travel reimbursement, totaling about $1,415, did not specify the
purpose of the travel.

e Six travel reimbursements, totaling $381, were coded incorrectly in
COFRS. Two of the reimbursements should have been coded as “Official
Functions” instead of “In-State Personal Travel Per Diem.” The other four
reimbursements should have been coded as “Other Operating Expenses”
instead of “In-State Travel.”

We also found that the Department lacks policies related to the allowability and
appropriateness of expenditures for bingo hall investigations, which the
Department is responsible for conducting under Section 12-9-103, C.R.S. We
identified four travel reimbursements totaling $271 for bingo pull tabs and bingo
packets. Department staff indicated that the purchases were made by bingo
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investigators during their bingo hall investigations. However, Department staff
indicated that they do not have policies in place to limit or otherwise outline the
appropriateness of bingo game purchases or to address how bingo game winnings
should be reported. As a result, the Department risks inappropriately reimbursing
excess or inappropriate bingo game purchases incurred during its investigations.

The Department should strengthen its controls over travel expenditures and ensure
that supervisors thoroughly review travel expenditure requests and resolve any
problems before approving reimbursements. The Department should also
document policies that address the allowability of expenditures related to bingo
hall investigations and consider setting limits on the related expenditures. The
policy should also address the proper reporting of bingo game winnings. The
Department should obtain repayment from employees for the excess
reimbursements and reimbursements for non-reimbursable or unsupported
expenses identified in our audit.

(Classification of Finding: Control Deficiency.)

Recommendation No. 46:

The Department of State should strengthen its controls over travel and bingo hall
investigation expenditures by:

a. Verifying that travel expenditures are allowable, properly supported,
submitted timely, and coded correctly in the State’s accounting system,
COFRS, and that all other State Fiscal Rules regarding travel are followed.

b. Ensuring that supervisors thoroughly review travel expenditure requests
and resolve any problems before approving reimbursements.

c. Obtaining repayment from employees for excess and other improper
reimbursements.

d. Establishing written procedures for the allowability and appropriateness of
expenditures for bingo hall investigations and for the reporting of bingo
game winnings.

Department of State Response:
The Department partially agrees with the findings documented in the

report. The Department has clearly written policies and procedures for
travel, and that information is provided to each division’s travel
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coordinator. All policies and procedures are modeled after the State Fiscal
Rules, Chapter Five.

a. Agree. Implementation date: July 1, 2009.

The Department has internal policies and procedures in processing
travel reimbursements that coincide with the fiscal rules. This has
been implemented as of July 1, 2009.

b. Agree. Implementation date: Implemented.

The Department has always received supervisor signatures on travel
reimbursements. All reimbursements have followed fiscal rules with
the exception of expenses approved verbally by the appointing
authority and not in writing. The Department is no longer allowing
travel due to budget restrictions.

c. Disagree. Implementation date: Not applicable.

The Department does not feel that any employee has been overpaid
nor reimbursed for expenditures that were not allowed while in travel
status. We believe that the amount is immaterial and will not seek
reimbursement from those employees. The Department always
consults with the Office of the State Controller when there is an
expense in question, and therefore we followed the fiscal rules and
guidance we received.

Auditor’s Addendum:

We determined that the Department overpaid employees by a total of
$94 for expenses that were unallowable under State Fiscal Rules.
This is an improper use of public funds, and therefore we
recommend that the Department obtain reimbursement for the
overpayments from the affected employees.

d. Agree. Implementation date: December 15, 2009.

The Department plans on implementing written procedures for
expenditures for bingo hall investigations by December 15, 2009.




Report of the Colorado State Auditor I1-133

Sizler Accounting System

Sizler is the Department’s automated, accounts receivable subsidiary ledger.
Department employees record all point-of-sale transactions in Sizler, including
cash and checks received both by mail and in person at the Department’s central
office location. Accounting staff within the Department’s finance office use the
information entered into Sizler to generate the daily bank deposit and create a
cash receipt transaction in COFRS. In Fiscal Year 2009, the Department reports
that it processed approximately $17.4 million through Sizler. Sizler is considered
a significant computer application because of its impact on recording, tracking,
and reporting the Department’s financial activities.

For Fiscal Year 2009, we evaluated the general computer controls relevant to
Sizler. General computer controls are pervasive controls that provide for the
integrity of the computer-based applications that support the company-wide
internal control environment. The primary objective of these controls is to ensure
the confidentiality, integrity, and availability of program and data files. Overall,
we identified problems with the Department’s controls related to user identity and
access management, software configuration management, and data backups.
During our audit work, we also found that the Department is not in compliance
with industry standards for securely processing and storing credit card data.

User Identity and Access Management

User identity and access management involves deciding who is allowed to access
specific information systems, granting access to users commensurate with their
job responsibilities, and then monitoring user access to ensure its appropriateness.
Before an employee is granted access to Sizler, the employee’s supervisor is
required to approve the access and specify the level of access to be granted. The
employee is then granted both an application user ID (for access to the Sizler
application) and a network user ID. Our review of the Department’s user identity
and access management practices found problems with user access authorizations
for both Sizler and the Department’s network. First, for Sizler application users,
not all the user access forms contained the required supervisory approval for
access. Specifically, of the 25 Sizler user access forms we sampled, nine (36
percent) did not contain documented supervisory approval. According to
Department policies and procedures and State Cyber Security Policies, access to
the Sizler application should be granted only after the user’s supervisor has
approved the access. Creating a user ID without the appropriate authorization
increases the risk that a person may gain unauthorized access to the system or
receive privileges that are not compatible with the user’s job duties.

Second, we found that approximately half of the 293 active network IDs were
generic—that is, they were not linked to identified owners. To ensure the
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appropriate level of system accountability, State Cyber Security Policies stipulate
that all users and their information technology (IT) system activities are to be
uniquely identifiable. Accordingly, each user should be assigned an individual
system ID, and each ID should tie to an identified, documented owner. Lack of
specific user ID designation can undermine security and accountability by making
it difficult to tie system activity to a specific individual. As such, the Department
should ensure that individual owners are designated for all IDs.

Software Configuration Management

State Cyber Security Policies require that state agencies develop and implement a
documented configuration management and change control policy that includes
procedures for approving and implementing emergency changes. A software
configuration management and change control policy is an important control that,
in conjunction with other automated controls, provides reasonable assurance that
only authorized and tested software changes are made to a system. We found that
the Department lacked documented policies and procedures for making
configuration changes to the Sizler application. To ensure that changes to Sizler
are properly authorized and tested, the Department should develop and document
a configuration management and change control policy. The policy should
identify the roles, responsibilities, procedures, and documentation required for
making changes; provide guidance for personnel involved in the change
management function; and describe the process by which routine and emergency
changes are to be authorized by managers and tested, tracked, and migrated into
the production environment.

Data Backups

The process of backing up data refers to making copies of data so that the data are
available for restoration in case of a hardware failure, accidental deletion,
incorrect modification, software corruption, or malicious activity, including
catastrophic events. Generally accepted information security standards stipulate
that agencies should have documented policies and procedures pertaining to data
backups. These policies and procedures should specify the data availability
requirements of the Department and not just reflect what IT believes is adequate.
At a minimum, the procedures should stipulate the approach for accomplishing,
monitoring, and validating successful backups; frequency and timing of backups;
location of stored data; file-naming conventions; rotation frequency of backup
media; and methods for securely transporting data offsite. Retention requirements
for the backups should also be documented, as specific contractual or legal
requirements may apply to the retention of financial data. Further, to ensure
effective backups, data backup processes should be monitored to confirm their
successful completion and should include the generation and review of backup
activity logs.
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We found that the Department did not have documented backup procedures for
Sizler. Further, because the Department uses a manual process to produce
backups for Sizler, no backup activity logs are produced and stored for later
review. The lack of backup activity logs makes it difficult to verify the success of
backups or to later analyze any error messages or recurring problems. To ensure
the availability of Sizler data in the event of a disaster or other problem, the
Department should develop a data backup strategy and incorporate it into written
policies and procedures. These procedures should require Department IT staff to
record and store backup activity logs for future review.

Payment Processing

During our audit work, we learned that the Department processes credit card
payments for the various fees it collects. These fees range from $1 to $5,000.
The Department, like any other merchant or company that collects and processes
credit card payments, must comply with the Payment Card Industry (PCI) Data
Security Standard (DSS). PCI DSS was created by the major credit card
companies and establishes requirements regarding information security
management, network architecture, software design, and other important IT
controls designed to protect credit card data from compromise.

If noncompliance with PCI DSS results in a security breach, the credit card
companies can charge the merchant fines as high as $500,000 per data security
incident and/or $50,000 for each day of noncompliance. Noncompliant merchants
must also assume all liability for losses incurred from compromised account
numbers and for the cost of reissuing cards associated with the compromise.
Noncompliant merchants also risk suspension of their credit card payment
processing privileges.

The Department is considered a Level 3 merchant. Levels are defined by the
major credit card companies and are based on the volume of credit cards
processed by the merchant during a 12-month period. In calendar year 2008, the
Department processed more than 500,000 credit card transactions: about 325,000
for Visa; 126,000 for MasterCard International; and 64,000 for American
Express. As a Level 3 merchant, the Department is required to perform quarterly
network security scans, complete an annual PClI DSS self-assessment
questionnaire, and attest to its level of compliance with PCI DSS.

In its 2008 PCI self-assessment questionnaire, the Department attested that it was
not fully compliant with PCI DSS in the areas of network and firewall
configuration, cardholder data retention, logging, and incident response.
Noncompliance with PCI DSS not only places credit cardholder information at
risk of disclosure and potential fraud, but also can result in substantial penalties
imposed by credit card companies should a security breach occur. The
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Department has begun to remediate the deficiencies identified in its self-
assessment questionnaire but is experiencing delays that it attributes to budget
cuts and hiring freezes. The Department estimates the cost of achieving full PCI
DSS compliance at $33,600.

The Department should reevaluate its strategy for achieving compliance with PCI
DSS. As one option, the Department could implement compensating controls.
PClI DSS authorizes merchants with legitimate or documented business
constraints to use compensating controls to achieve compliance. If it selects this
option, the Department would be required to undertake a risk analysis of its IT
operations and to identify and implement compensating controls for each area of
noncompliance.

(Classification of Finding: Control Deficiency.)

Recommendation No. 47:

The Department of State should improve its general computer controls related to
the Sizler application and the protection of credit card data by:

a. Ensuring system administrators adhere to Department policy that requires
written approval by an employee’s supervisor prior to the creation of user
IDs and assignment of user access. The Department should review
existing Sizler users and ensure that the level of access granted them has
been approved in writing by their supervisors, as required by Department
policies, and delete or resolve all users where approvals are not in place.

b. Reviewing all system and network IDs and ensuring that each ID is
associated with an identified and documented owner.

c. Developing and implementing formal configuration management and
control policies and procedures, including procedures for handling
emergency changes.

d. Developing and implementing written policies and procedures for data
backups.

e. Documenting and implementing procedures for creating and retaining
backup logs.

f. Reevaluating its strategy for achieving compliance with Payment Card
Industry (PCI) Data Security Standard (DSS), including the option of
implementing compensating controls.
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Department of State Response:
a. Agree. Implementation date: January 2010.

The Department obtains written approval from an employee’s
supervisor prior to creation of user IDs and assignment of user access
as a standard practice. This procedure has been instituted within the
past few years and was not always followed for long-time employees
hired in years past. The Department will perform a review of existing
users, delete access or obtain approvals where appropriate, and
continue periodic reviews to ensure compliance.

b. Agree. Implementation date: March 2010.

The Department did review system and network IDs during the course
of the audit and following. Some IDs are associated with generic
accounts (e.g., “typingl”, “etrainl”, “public10”) used for specific
purposes where individual named accounts are not possible, such as
for administering typing tests for job applicants, facilitating training
sessions for county and/or the public, and providing access in our
office to public terminals without internet access for use by walk-in
customers. Other domain accounts are created to allow centralized
management of shared resources and/or services. Both of these types
of accounts have limited permissions and/or are not actually logged
into by users. All other accounts are associated with identified and
documented users. The Department will ensure that owners are
assigned and accountable for all system and network IDs. The
Department will continue to periodically review IDs and accounts to
remain in compliance.

c. Agree. Implementation date: April 2010.

The Department is developing formal policies and procedures in these
areas. While informal practices exist, formal documentation is needed.

d. Agree. Implementation date: May 2010.

The Department will develop written policies and procedures for data
backups, including the creation and retention of backup logs. While
daily operational practices identify and resolve issues with backups
when they occur, the Department agrees that comprehensive written
policies should be created.
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Agree. Implementation date: May 2010.

The Department will develop written policies and procedures for data
backups, including the creation and retention of backup logs. While
daily operational practices identify and resolve issues with backups
when they occur, the Department agrees that comprehensive written
policies should be created.

Agree. Implementation date: January 2010.

The Department will review its existing strategy for achieving
compliance with PCI DSS and consider this option.
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Introduction

The Office of the State Treasurer (Treasury) is established by the State
Constitution. The Treasurer is an elected official who serves a four-year term.
The Treasury’s primary function is to manage the State’s pooled investments and
implement and monitor the State’s cash management procedures. Other duties
and responsibilities of the Treasury include:

e Receiving, managing, and disbursing the State’s cash.
e Safekeeping the State’s securities and certificates of deposit.

e Managing the State’s Unclaimed Property Program, the School District
Loan Program, and the Elderly Property-Tax Deferral Program.

The State’s pooled investments are made up of a variety of securities as shown in
the following chart:

Colorado Treasury Pool Portfolio Mix
June 30, 2009 (In Millions)

Other

$466 Money Market
Funds
$397

_Asset Backed
$619
Federal
Agencies — Corporates
$3,323 $405
Treasuries
$404

Source: Office of the State Treasurer records.
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In Fiscal Year 2009 the Treasury was appropriated approximately $389 million
and 29.5 full-time-equivalent staff, or FTE. The majority of the Treasury’s
funding (99 percent) was for special purpose programs, and the remaining
1 percent was for Treasury operations. The Treasury received approximately
22 percent of its funding from general funds and 78 percent from cash funds.

Internal Controls Over Unclaimed Property

The Treasury’s Unclaimed Property Division (Division) is responsible for the
State’s unclaimed property under the Colorado Unclaimed Property Act (Act)
(Section 38-13-101 et seq., C.R.S.). The Act requires Colorado businesses to
transfer to the Division custody of any customer property (e.g., the contents of
safe deposit boxes) that has not been claimed within one to 15 years, depending
on the type of property. Upon receipt of the unclaimed property, the Division
assumes custody and responsibility for the safekeeping of the property until the
property has been distributed to its rightful owner. According to the Act, within
three years of the receipt of abandoned property, the Division is to sell the
property to the highest bidder at a public sale unless a bid for property is
insufficient or the Division determines that the cost of sale would exceed the
value of the property. The Act requires the Division to hold securities for a
minimum of one year and then sell the securities on an established stock exchange
at prevailing prices within the three-year period, if it is in the best interest of the
State. If the Division determines that abandoned property has an insubstantial
commercial value, the Division may destroy or otherwise dispose of the property
at any time after it is received. The proceeds of each sale, excluding sales of
securities, and all other funds (i.e., currency) collected as unclaimed property are
to be deposited into the Unclaimed Property Trust Fund (Trust Fund). Statutes
require that, as of January 1, 2009, a portion of the Trust Fund shall be used to
fund the CoverColorado program, which provides health insurance to Colorado
citizens who have been denied insurance by other providers due to preexisting
medical conditions. The proceeds from sold securities are to be deposited into the
Unclaimed Property Tourism Promotion Trust Fund.

As of June 25, 2009, the Division was holding in its inventory more than 9,000
safekeeping and safe deposit property items that had been turned over by
Colorado businesses as unclaimed property. Since 1998, the Division has
assigned each item a unique identification number for tracking purposes.
Securities are not held by the Division in its unclaimed property inventory but are
transferred to Mellon Bank, where they are held and tracked on behalf of the
Division until they are sold.

During our Fiscal Year 2009 audit, we tested the Division’s internal controls over
its unclaimed property inventory. Specifically, we tested a sample of 25
unclaimed safekeeping and safe deposit items included in the Division’s inventory
records. We found the following problems:
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e The Division did not maintain accurate inventory records. We identified
eight exceptions. In two instances, an item contained in the Division’s
vault was listed twice on the inventory, with two different identification
numbers. In four instances, the Division could not physically locate items
listed on the inventory. In two additional instances, items that had been
disposed of were still listed on the inventory.

e The Division did not sell unclaimed property within three years of
receiving it or determine that the unclaimed property had an insubstantial
sale value and dispose of it. Alternatively, the Division did not provide
written documentation to support the retention of the items past three
years, due to insufficient bids or a determination that the cost of the sale
would exceed the proceeds of the sale of the item. The Division had held
all 25 of the property items in our sample for periods ranging from four to
22 years.

e The Division does not deposit currency into the Trust Fund on a regular
basis. At the time of our testing, the Division was maintaining both
collectible currency (e.g., rare coins and rare paper money) and
uncollectible currency in its vault. Division staff indicated that they lack
comprehensive procedures for distinguishing between collectible and
uncollectible currency, so they frequently maintain both in the vault.
Additionally, the Division was unable to verify the face value of the
currency held in the vault because the inventory listing does not
consistently detail this information.

The issues we identified indicate that the Division’s internal controls over its
inventory of unclaimed property should be strengthened. For example, by not
maintaining accurate inventory records, the Treasury creates an environment in
which errors and irregularities could occur and not be detected and corrected in a
timely manner. The lack of adequate internal controls could also create the
opportunity for fraud or abuse. Further, by not adequately documenting efforts to
sell or decisions not to sell unclaimed property items (including collectible
currency) within three years of receiving the property and depositing sale revenue
and uncollectible currency into the Trust Fund, the Treasury cannot demonstrate
that it is in compliance with statutory requirements.

The Treasury should ensure that its unclaimed property inventory records are
accurate, that it develops and implements written policies and procedures to
ensure that unclaimed property items (including collectible currency) are either
sold within three years of receipt or determined to be insubstantial in value and
destroyed, and that uncollectible currency is promptly deposited into the Trust
Fund.

(Classification of Finding: Control Deficiency.)
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Recommendation No. 48:

The Office of the State Treasurer should strengthen internal controls over
unclaimed property and ensure compliance with state statute by:

a. Conducting periodic physical inventories to ensure that the inventory list
of unclaimed property is accurate and current and that all items on the
inventory list can be located in a timely manner.

b. Strengthening and fully implementing written procedures for conducting
timely sales and disposals of unclaimed property, as appropriate.

c. Strengthening and fully implementing written procedures for
distinguishing collectible currency from uncollectible currency and for
promptly depositing uncollectible currency in the Trust Fund.

d. Determining the face value of the currency held in the vault and ensuring

that the inventory listing details the face value of all currency held in the
vault.

Office of the State Treasurer Response:

a. Agree. Implementation date: June 2010.
The Treasury plans to perform periodic physical inventories to ensure
that the inventory list of unclaimed property is accurate and current
and that all items on the inventory list can be located in a timely
manner.

b. Agree. Implementation date: March 2010.

The Treasury plans to further document existing procedures for
conducting timely sales of unclaimed property.

c. Agree. Implementation date: March 2010.
The Treasury plans to further document existing procedures for
distinguishing collectible currency from uncollectible currency and to
promptly deposit uncollectible currency in the Trust Fund.

d. Agree. Implementation date: March 2010.

The inventory listing currently details the face value of currency held
in the vault in a text field titled “Description.” The Treasury plans to
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provide a running tally of the face value of the currency held in the
vault.

Unclaimed Property Claims

As discussed, the Treasury’s Unclaimed Property Division (Division) maintains a
list of unclaimed property that has been remitted to the Division by Colorado
businesses. Individuals or businesses may claim property held by the Division by
completing and submitting a claim form to the Division. The Division requires
that each claimant provide sufficient evidence to prove his or her identity and
right to, or ownership of, the property. The required documentation for each
claim varies depending on the property being claimed or the type of claimant.
The claim form indicates that the following examples of supporting
documentation can be used to prove property ownership: a current driver’s
license, a social security card, and/or proof of the individual’s association with the
address reported with the unclaimed property. The claim form indicates that for
claims made on behalf of a business, supporting documentation can include
documentation demonstrating that the claimant is authorized to act on the
business' behalf, that the business is presently operating unless the business has
been merged or dissolved, and/or verification of the business' reported address.
The claim form indicates that for claims made on behalf of estates or trusts, the
supporting documentation can include documentation such as the owner's death
certificate, proof of the owner’s business relations with the entity who transferred
the unclaimed property to the Division, verification of the owner’s reported
address, the probate will, and the schedule of distribution of the owner’s property.
While the Treasury lists required documents to establish the chain of ownership,
Treasury staff indicate that they can use discretion when reviewing individual
claims.

In order to ensure that claims are processed appropriately, the Division has
established a review process for claims. For those claims that exceed a dollar
threshold specified by the Division, either a claims manager or division director
must provide a third level of review and approval to the claim. Division staff also
indicated that staff are not allowed to review their own work (i.e. of the three
reviews, the second review could not be completed by the person who had
completed the first review, and the third review could not be completed by the
person who had completed the second review). Division staff’s review must
include a review of the claim and the supporting documentation to ensure that the
payment is appropriate and that all supporting documentation has been obtained.

During our Fiscal Year 2009 audit, we reviewed a sample of 25 unclaimed
property payments and the related supporting documentation. We found the
following problems:
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e The Division did not provide supporting documentation at the time of our
testing for 3 of 25 claims (12 percent). For example, for one business
claim, the Division did not provide supporting documentation to
demonstrate that Division staff had verified the business’ reported address,
that the business was currently operating or had been merged or dissolved,
or that the claimant was authorized to act on the business’ behalf. For one
estate claim, the Division did not provide a copy of the owner’s death
certificate. Subsequent to our review, the Department provided adequate
documentation for the three claims.

e Division staff did not follow established review procedures for 1 of 4 (25
percent) claims in our sample that met the Treasury’s threshold for three
levels of review and approval. Specifically, the claims manager or
division director did not review or approve the claim as required by
Division procedures.

We also identified one instance in which the same individual initiated, provided
first level approval, and provided final approval for a claim totaling
approximately $17,600. While this instance was allowed under the Division’s
procedures, it weakens the segregation of duties over claims processing as
discussed below.

The errors we identified indicate that the Division should strengthen its internal
controls over unclaimed property claims processing. Although the Department’s
unclaimed property claim form lists supporting documentation to prove
ownership, Treasury staff indicated subsequent to our testing that they can use
discretion in determining whether alternative documentation is sufficient to prove
ownership. The Treasury also indicated that because of limited resources, it is its
policy to allow the same individual to provide more than one of the three levels of
approval to a claim. However, this policy weakens the segregation of duties that
need to be in place over claims processing. For example, there is a risk that an
individual could initiate and/or apply first-level approval to a claim and make
subsequent changes and provide the final approval for an inappropriate claim. As
a result of the internal issues we noted, there is a risk that unclaimed property will
not be returned to the correct owner.

(Classification of Finding: Control Deficiency.)

Recommendation No. 49:

The Office of the State Treasurer’s Unclaimed Property Division should improve
controls over claims processing by:



Report of the Colorado State Auditor Il - 145

a. Ensuring that staff obtain adequate documentation to support identity and
rights to claims prior to claims processing and maintain the documentation
in processing files.

b. Strengthening its existing supervisory review process to ensure that
instances in which supporting documentation is lacking are identified and
corrected prior to payment and that all claims are appropriately reviewed
in accordance with Division procedures.

c. Ensuring that proper segregation of duties exists over claims processing by
requiring separate individuals to review and approve claims, and making
system modifications as appropriate.

d. Expanding existing claims processing guidelines to further address the use
of staff discretion.

Office of the State Treasurer Response:

a. Agree. Implementation date: Ongoing.
The Treasury plans to continue to ensure staff obtains adequate
documentation to support identity and rights to claims prior to claims
processing and maintain the documentation in processing files.

b. Agree. Implementation date: Ongoing.
The Treasury plans to continue to strengthen its existing supervisory
review process to ensure that should instances arise in which
supporting documentation is lacking, they will be identified and
corrected prior to payment.

c. Agree. Implementation date: October 20009.
The Treasury has implemented changes to computer programming to
ensure that proper segregation of duties exists over claims processing
by requiring separate individuals to review and approve claims.

d. Agree. Implementation date: May 2010.

The Treasury plans to refine existing claims processing guidelines to
continue to address the use of staff discretion.
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Public School Fund

The Public School Fund (Fund), created under Section 22-41,101, C.R.S., is used
for the deposit and investment of proceeds from the sale of land granted to the
State by the federal government for educational purposes, as well as for other
monies as provided by law. Interest and income earned on the Fund are to be
distributed to and expended by the State’s school districts for the maintenance of
the State’s schools. In accordance with state statutes, the State Treasurer has the
authority to “effect exchanges or sales” whenever the exchanges or sales will not
result in the loss of the Fund’s principal.

Statute 2-3-103 C.R.S., requires the Office of the State Auditor to annually
evaluate the Fund’s investments and to report any loss of the Fund’s principal to
the Legislative Audit Committee. During our Fiscal Year 2009 audit, we obtained
confirmations from JPMorgan Chase Bank on the fair value of all investments
held in the Fund. We compared the total fair value of the Fund’s investments to
the cost of the investments as recorded in COFRS and noted that the fair value of
the investments exceeds the cost by approximately $22.5 million. We did not
identify any loss of principal to the Fund during Fiscal Year 2009. We also tested
a sample of transactions recorded to the Fund during the fiscal year. We agreed
the transactions to third-party source documentation and determined that the
balance of the investments in COFRS was accurate at fiscal year-end. We noted
no exceptions through our testwork. No recommendation is made in this area.

Compliance with Colorado Funds Management
Act and the Tax Anticipation Note Act

The Colorado Funds Management Act (the Funds Management Act) under
Section 24-75-902, C.R.S., allows the State to finance temporary cash flow
deficits caused by fluctuations in revenue and expenditures. Under the Funds
Management Act, the State Treasurer is authorized to sell Tax and Revenue
Anticipation Notes (TRANS) to meet these shortfalls. The Tax Anticipation Note
Act under Section 29-15-112, C.R.S., authorizes the State Treasurer to issue tax
and revenue anticipation notes for school districts for the purpose of alleviating
temporary cash flow deficits of such districts by making interest-free loans to the
districts. TRANS are short-term notes payable from anticipated pledged revenue.

Section 24-75-914, C.R.S., requires the Office of the State Auditor to review
information relating to TRANS and report this information to the General
Assembly. The following table and discussion provide information about the
Treasurer’s July 8, 2008, issuance of $350 million in General Fund Tax and
Revenue Anticipation Notes (hereafter referred to as the General Fund Notes) and
the July 23, 2008, issuance of $215 million (2008A) and December 18, 2008,
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issuance of $300 million (2008B) in Education Loan Program (ELP) Tax and
Revenue Anticipation Notes (hereafter referred to as the ELP Notes).

State of Colorado
Details of General Fund and
Education Loan Program Note Issuances
For the Fiscal Year Ended June 30, 2009
Education Loan Education Loan
General Program Notes Program Notes
Fund Notes Series A Series B
Date of
Issuance July 8, 2008 July 23, 2008 December 18, 2008
Issue Amount $350,000,000 $215,000,000 $300,000,000
Denominations $5,000 $5,000 $5,000
Face Interest
Rate 3% 1.75% 1%
Premium on
Sale $4,359,800 $451,502 $51,000
Net Interest
Cost to the
State 1.71% 1.55% .97%
Source: Office of the State Treasurer records.

Terms and Price

The maturity dates of the General Fund Notes and the ELP Notes comply with
statutory requirements. Specifically, the General Fund Notes have a maturity date
of June 26, 2009, and the ELP Notes have a maturity date of August 7, 2009.
Neither is subject to redemption prior to maturity. The General Fund Notes are
required to mature at least three days prior to the end of the fiscal year. The ELP
Notes are required to mature on or before August 31 of the fiscal year
immediately following the fiscal year in which the notes were issued. In addition,
on or before the final day of the fiscal year in which the ELP Notes are issued,
there shall be deposited, in one or more special segregated and restricted accounts
and pledged irrevocably to the payment of the ELP Notes, an amount sufficient to
pay the principal and interest related to the ELP Notes on their stated maturity
date.

Notes in each series are issued at different face interest rates. These are the rates
at which interest will be paid on the notes. The average net interest cost to the
State differs from the face interest rates because the notes are sold at a premium,
which reduces the net interest cost incurred.

Security and Source of Payment

In accordance with the Funds Management Act, principal and interest on the
General Fund Notes are payable solely from any cash income or other cash
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receipts recorded in the General Fund for Fiscal Year 2009. General Fund cash
receipts include those that are subject to appropriation in Fiscal Year 2009 and
any pledged revenue, including the following:

e Revenue not yet recorded in the General Fund at the date the notes were
issued.

e Any unexpended note proceeds.

e Proceeds of internal borrowing from other state funds recorded in the
General Fund.

The State Treasurer records monies reserved to pay the principal and interest of
the notes in the 2008 Note Payment Account on COFRS. The notes were secured
by an exclusive first lien on assets in the account. The State Treasurer held in
custody the assets in the 2008 Note Payment Account (Acount).

On June 15, 2009, and at maturity on June 26, 2009, the account balance was
sufficient to pay the principal and interest without borrowing from other state
funds. If the balance in the Account on June 15, 2009, had been less than the
principal and interest of the General Fund Notes due at maturity, the Treasurer
would have been required to deposit into the account all general fund revenue
available at that time and borrow from other state funds until the balance met the
required level.

According to Section 29-15-112, C.R.S., interest on the ELP Notes is payable
from the General Fund. Principal on the ELP Notes is payable solely from the
receipt of property taxes received by the participating school districts on and after
March 1, 2009, which are required to be deposited to the general fund of each
school district. Statutes require the school districts to transfer funds for the entire
principal on the ELP Notes into the State Treasury by June 25, 2009. The State
Treasurer used these funds to repay the principal on the ELP Notes. The school
districts completed these transfers by June 25, 2009, and the State Treasurer used
these funds to repay the principal on the ELP Notes.

If, on June 26, 2009, the balance in the Education Loan Program Notes
Repayment Account is less than the principal of the ELP Notes at maturity, the
Treasurer must deposit from any funds on hand that are eligible for investment an
amount sufficient to fully fund the ELP account. On June 26, 2009, the balance in
the Education Loan Program Notes Repayment Account was sufficient to fund
both the Series A and Series B ELP Notes at maturity, and no additional deposits
from other funds were necessary.

The amount due at maturity for the General Fund Notes is $360,150,000,
consisting of principal of $350,000,000 and interest of $10,150,000. The amount
due at maturity for the 2008A ELP Notes is $218,678,889, consisting of principal
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of $215,000,000 and interest of $3,678,889. The amount due at maturity for the
2008B ELP Notes is $301,908,333, consisting of principal of $300,000,000 and
interest of $1,908,333. To ensure the payment of the General Fund and ELP
Notes, the Treasurer agreed to deposit pledged revenue into both the General
Fund Notes and ELP Notes Repayment Accounts so that the balance on June 15,
2009, and June 26, 2009, respectively, would be no less than the amounts to be
repaid. The note agreements also provide remedies for holders of the notes in the
event of default.

Legal Opinion

Sherman & Howard LLC and Kutak Rock LLP, bond counsels, have stated that,
in their opinion:

e The State has the power to issue the notes and carry out the provisions of
the note agreements.

e The General Fund and ELP Notes are legal, binding, secured obligations
of the State.

e Interest on the notes is exempt from taxation by the United States
government and by the State of Colorado.

Investments

The Colorado Funds Management Act, the Tax Anticipation Note Act, and the
General Fund and ELP Note agreements allow the Treasurer to invest the funds in
the General Fund and ELP Notes Repayment Accounts in eligible investments
until they are needed for note repayment. Interest amounts earned on the
investments are credited back to the General Fund, since the General Fund pays
interest at closing. The State Treasurer is authorized to invest the funds in a
variety of long-term and short-term securities according to Article 36 of Title 24,
C.R.S. Further, Section 24-75-910, C.R.S., of the Funds Management Act and
Section 29-15-112(4)(b), C.R.S., of the Tax Anticipation Note Act state that the
Treasurer may:

e Invest the proceeds of the notes in any securities that are legal investments
for the fund from which the notes are payable.

¢ Deposit the proceeds in any eligible public depository.
Purpose of the Issue and Use of Proceeds

The General Fund Notes were issued to fund the State’s anticipated General Fund
cash flow shortfalls during Fiscal Year 2009. The Treasurer deposited the
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proceeds of the sale of the General Fund Notes in the State’s General Fund. Note
proceeds were used to alleviate temporary cash flow shortfalls and to finance the
State’s daily operations in anticipation of taxes and other revenue to be received
later in Fiscal Year 20009.

The ELP Notes were issued to fund a portion of the anticipated cash flow
shortfalls of the school districts during Fiscal Year 2009. The net proceeds of the
sale of the notes were used to make interest-free loans to the school districts in
anticipation of the receipt of property tax revenue by the individual districts on
and after March 1, 2009, to and including June 25, 2009.

Additional Information

The General Fund Notes and the ELP Notes were issued through competitive
sales. A competitive sale involves a bid process in which notes are sold to bidders
offering the lowest interest rate.

The issuance of both types of notes is subject to the Internal Revenue Service’s
(IRS) arbitrage requirements. In general, arbitrage is defined as the difference
between the interest earned by investing the note proceeds and the interest paid on
the borrowing. In addition, if the State meets the IRS safe harbor rules, the State
is allowed to earn and keep this arbitrage amount. The Office of the State
Treasurer is responsible for monitoring compliance with the arbitrage
requirements to ensure the State will not be liable for an arbitrage rebate.

State Expenses
The State incurred expenses as a result of the issuance and redemption of the
General Fund and ELP Notes. These expenses totaled approximately $304,737.
The expenses include:

e Bond legal counsel fees and reimbursement of related expenses incurred
by the bond counsel.

e Disclosure counsel fees and expenses.
e Fees paid to rating agencies for services.

e Costs of printing and distributing preliminary and final offering statements
and the actual notes.

e Travel costs of state employees associated with note issuance and
selection of a financial advisor.
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e Redemption costs, consisting of fees and costs paid to agents to destroy
the redeemed securities.

Subsequent Events

On July 20, 2009, the State issued $650 million in General Fund Tax and Revenue
Anticipation Notes with a maturity date of June 25, 2010. The notes carry a
coupon rate of 2.00 percent and were issued with a premium of $9.4 million. The
total due at maturity includes $650 million in principal and $12.1 million in
interest.

On July 22, 2009, the State issued $255 million in Education Loan Program Tax
and Revenue Anticipation Notes with a maturity date of August 12, 2010. The
notes carry a coupon rate between 1.5 percent and 2.0 percent and were issued
with a premium of $3.4 million The total due at maturity includes $255 million in
principal and $4.7 million in interest.

On January 14, 2010, the State issued $260 million in Education Loan Program
Tax and Revenue Anticipation Notes with a maturity date of August 12, 2010.
The notes carry a coupon rate of 1.50 percent and were issued with a premium of
$1.8 million. The total due at maturity includes the $260 million in principal and
$2.3 million in interest.

No recommendation is made in this area.
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Department of Transportation

Introduction

The Department of Transportation (Department or CDOT) is responsible for
programs throughout the State that impact all modes of transportation. The State
Transportation Commission, composed of eleven members appointed by the
Governor and confirmed by the Senate, governs its operations.

In Fiscal Year 2009, about 74 percent of the Department’s expenditures were
related to construction. Financing for construction and other expenditures comes
from the Federal Highway Administration (FHWA), the Department’s portion of
the State Highway Users Tax Fund (HUTF), local entities, and aviation-related
taxes. The Department also receives other federal monies that are passed through
to local governments and other entities for highway safety and transportation
improvement programs. The Department was appropriated 3,359 full-time-
equivalents, or FTE, for Fiscal Year 2009. The Department’s Fiscal Year 2009
revenue totaled $1,192 million as shown in the following chart:

Department of Transportation
Fiscal Year 2009 Revenue by Source
(In Millions)

Federal
$509.8

Misc
$47.2

Other Interest
$37.8

Auviation
$32.6

Local and Other
$66

Sales and Use Tax
$58.6

HUTF
$440

Source: Department of Transportation records.
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The following comments were prepared by the public accounting firm of Clifton
Gunderson, LLP, which performed Fiscal Year 2009 audit work at the
Department of Transportation.

Accrued Contractor Expense Estimation
Procedures

The Department pays contractors based on a contractor estimate payment voucher
(voucher). This voucher is a consolidation of multiple invoices, and other
support, received from the contractor and entered into the Department’s
SiteManager software. The total estimated contractor accruals at June 30, 2009
were approximately $26.7 million.

During our testing of accounts payables for Fiscal Year 2009 we noted $8 million
in contractor expenditures that were not accrued. The Department currently
calculates contractor expenditures through the close of period 13 based on
vouchers that have been received and processed but not paid. If a voucher has not
been processed because the information either has not been input into
SiteManager or the Department is waiting on support from contractors, the
Department does not attempt to estimate or accrue these costs. This results in an
understatement of liabilities and expenses at year end.

As part of the Department’s accrual process it conducts an annual training that
specifically addresses contractor expense accruals. The Department instructs its
project engineers and business managers to input known contractor expenses
timely into SiteManager. The training also requires project engineers and
business managers to contact the contractors to request invoices, or an estimate of
the expenses incurred, so that such information can be input into SiteManager and
a voucher prepared. Even with these procedures in place, we noted expenditures
that were not accrued. Of the $8 million, $5.7 million was a result of no
contractor estimate payment voucher information being processed since the end of
May for five projects.

When expenditures incurred prior to year end are not processed the Department
cannot provide an accurate picture of its financial condition at year end. It is the
Department’s responsibility to identify expenses incurred as of year end that have
not been input into SiteManager and to determine why such expenses were not
included in the accrual process.

(Classification of Finding: Significant Deficiency.)
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Recommendation No. 50:

The Department of Transportation should review the contractor expenditures that
were processed in SiteManager after the period 13 close and determine why and
how such expenditures were not identified during the year-end accrual process.
The Department should then determine if there is a need to revise or develop new
accrual procedures to reduce or prevent such expenditures from not being
accrued.

Department of Transportation Response:
Agree. Implementation date: September 15, 2010.

The Department will conduct this analysis at the next available
opportunity which is when it executes its close for the Fiscal Year 2010.

Receivables from Local Agencies

Several of the Department’s construction projects are funded in part by local
agencies, such as municipalities. The total revenue received from local agencies
for construction in Fiscal Year 2009 was approximately $28.6 million. These
local agencies may provide upfront funding to the Department for the project,
which is recorded by the Department as deferred revenue until earned. As the
Department incurs expenditures related to the projects, a receivable is created in
the Department’s Systems, Applications, and Products (SAP) accounting system.
If there is sufficient deferred revenue available, the receivable from the local
agency will be entirely offset by applying deferred revenue against it. If there is
not sufficient deferred revenue, the Department will request payment from the
local agency for the remaining balance in the receivable.

Total receivables outstanding at June 30, 2009 were $27.3 million. During our
testing of local agency receivables we noted two concerns. First, receivables and
related revenue and deferred revenue were overstated by almost $3.3 million.
These overstatements were the result of three issues.

e The Department set up a project with a local agency in SAP that
erroneously caused an overstatement of $1.6 million in the receivable
balance and revenue for the project. The Department’s lack of timely
communications and billings to the local agencies caused the error.

e When the June 2009 billings to local agencies were processed, SAP
erroneously included the billing from May 2009 as well. This caused May
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billings to be posted twice; once in May and once in June and resulted in
an overstatement of about $1.0 million in both receivables and revenue.
The Department reported that an error within SAP due to an IT failure and
customer tables not being restored properly caused this error.

e The Department did not apply about $687,000 in deferred revenue against
the outstanding receivable because SAP did not post the specified
documents appropriately. As such, both receivables and deferred revenue
were overstated by this amount. The Department reported that this error
resulted from a lack of review to determine if related documents cleared
properly in SAP.

The first issue above was discovered through our audit procedures. The second
and third issues above were identified by the Department.

The second concern we noted was that out of the receivable balance of $27.3
million, $23.4 million (86 percent) was 60 days or more in arrears. We sent
confirmations to nine local agencies in an attempt to verify the receivable
amounts reported by the Department. Out of the nine confirmations received
from the local agencies, eight did not confirm the Department’s recorded
receivable balance.

e One of the confirmations returned resulted in the Department writing the
entire balance off because the project was set up incorrectly in SAP, as
noted above.

e For the remaining seven confirmations returned, the Department is
currently researching the balances for these seven local agencies to verify
whether or not the Department’s records support the balances shown as
outstanding at year end.

Overall, we found the Department does not communicate timely or effectively
with local agencies in regard to their outstanding balances. For example, we
noted the Department does not provide monthly statements to local agencies in
regard to their outstanding balances. Local agencies only receive a statement
when there is current activity on the project. Therefore, if a local agency falls
behind on its payments after the project is completed, the local agency will not
receive a monthly statement. This lack of timely and effective communication
with local agencies contributed to the two concerns noted in our test work.

The Department's failure to properly monitor its outstanding receivables resulted
in an overstatement of both intergovernmental receivables and revenues requiring
an adjustment of $3.3 million at fiscal year end. The Department’s lack of
regular communication with the local agencies resulted in inaccurate balances not
being resolved in a timely manner and likely has contributed to high delinquency
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rates. It is the Department’s responsibility to ensure that it is reporting financial
information accurately and completely and collecting amounts owed to the State
in a timely manner.

(Classification of Finding: Significant Deficiency.)

Recommendation No. 51:

The Department of Transportation should strengthen its controls over local
agency receivables, revenue, and deferred revenue by:

a.

Ensuring that supervisory reviews of accounts receivable are adequate to
identify and correct errors in a timely manner.

Completing the research on the seven confirmations from local agencies
who disputed their account balances and making adjustments as
appropriate.

Following up with local agencies on a regular and timely basis regarding
outstanding balances owed to the State and providing sufficient detail to
the local agencies that supports the outstanding balance. This could be
accomplished by issuing monthly statements to all local agencies with a
receivable or deferred revenue balance with the Department, as well as to
agencies with any account activity during the month. In cases where
receivables are past due, additional communication should be considered.

Considering the need for an allowance for outstanding balances that are 60
days or more in arrears.

Ensuring that SAP operates as intended when processing transactions
related to accounts receivable and that all system errors are addressed.

Department of Transportation Response:
Partially agree. Implementation date: June 2010.

a. Schedules and procedures have been implemented and documented
which establish the review and reconciliation of receivable accounts at
the subsidiary ledger level (by customer by project). These processes
provide for escalation of outstanding receivable collection review
through the Department Management Chain to ensure resolution at the
lowest possible level with increasing management level of review to
ensure that contractual, billing or communication problems are
resolved in a timely manner at the lowest managerial levels.
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b. The Department completed the review of the contested Local

Receivable Items using the process identified in part (a) and has
collected payment from the local Agency on 7 of the 7 items disputed
as follows:

City of Wheat Ridge pending $1,898,078.42
City of Arvada 12/18/09 $ 979,009.79
City of Broomfield 10/01/09 $1,947,769.75
City of Castle Rock 10/08/09 $1,940,203.81
City of Colorado Springs 09/02/09 $1,244,159.50
City of Westminster 09/29/09 $ 499,839.52

Regional Transp. District 08/25/09 $ 297,398.67

The Department has expanded this review and validation process to
include all Fiscal Year 2009 Local Agency Account Receivable items
and anticipates completion of the validation prior to Fiscal Year 2010
year end.

The Department implemented the process described in part (a), which
incorporates a request for payment of previously invoiced
expenditures, which provides sufficient detail to support the prior
billings. Additionally, the Department has re-instituted a request for
an SAP development initiative that will leverage basic SAP Dunning
transactions for use on Local Receivables that employ “customized
Dunning Letters” specifically to support this politically sensitive
process of requesting payment for previously invoiced expenditures.

. The Department has carefully reviewed this recommendation and for

specific business and legal reasons does not consider its
implementation viable.

The state constructs projects on a reimbursement basis, so all expenses
occur before an invoice is sent to a local government. Should a local
agency contractual commitment be set aside through an allowance
account, the State Planning process necessitates modifying the project
to reflect the commitment of state funds. This alteration in funding
would result in local revenues being un-billed and of the local
commitment being supplanted by State funding. The Department
Controller has no authority to take such an action. The Transportation
Commission would have to specifically allocate the additional state
funds and forgive the local government which would result in the
Department never collecting the amount owed to it.

CDOT has never had to write off as uncollectable a local account
receivable amount nor has the Department used the State’s Collection
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process to obtain Local Agency payment. Turning a local government
over to State Collections creates numerous issues and is generally
inappropriate.

Although local governments typically take more than 60 days to
process and pay invoices from CDOT, invariably they ultimately pay.
Many projects are multi-year in nature and often the local government
pays at project completion or when specific project elements are
constructed even though the Department bills it monthly.
Consequently, it is not unusual to carry the receivable beyond 60 days.

e. The Department implemented an internal review process for deferred
revenue postings that involves both daily validation of cash receipt
postings and monthly billing postings that ensures proper systematic
linkage of deferred revenues to project by provider billings.
Additionally, project setup and budget approval processes are being
reviewed against executed IGA’s, to ensure pass through projects are
properly established and billing tables are consistent with the pass
through nature of the projects.
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Introduction

Article IX of the Colorado Constitution places responsibility for the general
supervision of the State’s public schools with the Colorado State Board of
Education (the Board). The Board appoints the Commissioner of Education to
oversee the Department of Education (Department), which serves as the
administrative arm of the Board by providing assistance to 178 local school
districts and implementing administrative rules. The Department’s Fiscal Year
2009 appropriation was approximately $4.2 billion with 336 full-time-equivalent
staff (FTE). Of the dollar amount, $2.8 billion or 67 percent was general funds.

The following comments were prepared by the public accounting firm of BKD,
LLP, which performed Fiscal Year 2009 audit work at the Department of
Education.

Allowable Costs/Cost Principles

During Fiscal Year 2009, the Department expended over $524.4 million in federal
grant funds. Under the provisions of OMB Circular A-133, Audits of States,
Local Governments, and Non-Profit Organizations (OMB Circular A-133), we
tested Title IA Grants to Schools, Title 1A Improving Teacher Quality, IDEA
Special Education Grants to States and Preschool Grants, and Reading First as
major grant programs. Our audit tested, among other things, the Department’s
procedures for complying with Federal requirements for allowable costs/cost
principles. The OMB Circular A-133 Compliance Supplement outlines the
requirements that must be met for the majority of the grants operated by the
Department. While a State may adopt its own written fiscal and administrative
requirements, they must be consistent with OMB Circular A-87, Cost Principles
for State, Local, and Indian Tribal Governments which requires that funds
received are spent only for reasonable and necessary costs of the program, and
requires that funds are not used for general expenses required to carry out other
responsibilities of state governments.

As required in OMB Circular A-133, an employee who works in part on a federal
program must maintain time and effort distribution reports documenting the
portion of time and effort dedicated to each program or other cost objective or
other revenue sources. The purpose of maintaining such documentation is to
allow the entity to properly allocate that employee’s salary costs and related
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benefits to the program benefited from the employee’s time and to provide written
documentation of the basis for such allocations. The documentation 1) must
reflect an after-the-fact distribution of the actual activity of each employee, 2)
must account for the total activity for which each employee is compensated, 3)
must be prepared at least monthly and must coincide with one or more pay
periods, 4) must be signed by the employee, and 5) should not be based on budget
estimates or other distribution percentages determined before the services were
performed.

During our audit of major federal grant programs in Fiscal Year 2009, we found
that employee time and effort charged to federal programs is not consistently
representative of actual time worked toward program objectives. Department
employees complete and sign time sheets for each payroll period worked.
However, some employees are documenting time and effort according to salary
allocations based on available funding rather than time and effort actually
expended toward grant purposes. The process to record time actually worked on
specific grants if outside of the budgeted allocation is very cumbersome and does
not encourage accurate reporting.

We interviewed 20 employees to gain an understanding of the time reporting
process and the direction given to program employees by Department
management regarding how time sheets are to be completed. In some instances,
employees were not aware of their salary allocation and its connection with job
descriptions and duties and simply completed their time sheet as they were
instructed based on their budgeted salary allocation. In other instances,
employees were certain that salary allocations were inconsistent with actual time
and effort spent on program objectives. In Fiscal Year 2009, the Department
recorded payroll related costs of approximately $8.06 million to the major grant
programs subjected to Single Audit. The amount of questioned costs could not be
determined.

In addition to potential noncompliance noted with payroll costs, we also
discovered a $50,000 non-payroll expenditure for membership dues that was
charged to major federal programs in Fiscal Year 2009 without clear
documentation as to the justification for the allocation to particular grants. OMB
Circular A-87 requires that funds received are spent only for reasonable and
necessary costs of the program, and requires that funds are not used for general
expenses required to carry out other responsibilities of state governments. The
amount of actual questioned costs could not be determined. In Fiscal Year 2009,
the Department recorded non-payroll administrative costs of approximately $9.51
million to the major grant programs subjected to Single Audit.

Based on procedures performed and indicated results, the Department is
noncompliant with federal compliance requirements. Such noncompliance could
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result in a requirement to either return certain federal awards deemed
nonallowable or in the reduction of future federal awards.

(CFDA Nos. 84.010, 84.027, 84.173, 84.357, 84.367, 84.391; Grants to Local
Educational Agencies, Special Education Grants to States, Special Education
Preschool, Reading First State Grants, Improving Teacher Quality State Grants,
Special Education Grants to States, Recovery Act; Allowable Costs/Cost
Principles. Classification of Finding: Material Weakness.)

Recommendation No. 52:

The Department of Education should ensure compliance with federal grant
requirements by:

a. Evaluating job descriptions and ensuring that descriptions are consistent
with related job activities and salary allocations correspond with time
worked on grants for employees.

b. Documenting employee time and effort capturing the work actually
performed for grant objectives.

c. Adequately supporting the allocation of non-payroll expenditures with
written documentation.

Department of Education Response:
Agree. Implementation date: July 2010.

a. The Department has recognized the need to identify and resolve
employee funding issues and has been working toward full alignment
between funding sources and job duties for all of our employees. In
April 2008, an independent report commissioned by Commissioner
Dwight D. Jones by the Southwest Comprehensive Center, a Regional
Educational Laboratory through its subcontractor WestEd titled
“Examination of State and Federal Resources allocated to the
Colorado Department of Education.” This was followed by another
study finalized by WestEd in February 2009 that reviewed all
Department positions to assess whether they were appropriately
funded per state and federal law. Presently the Department, with the
assistance of an outside law firm specializing in federal compliance, is
conducting an intensive review of employee effort for purposes of
reconstructing compensation and specifically to measure the alignment
between employee effort and funding source.
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b. The Department is in the process of changing how employees report

time and effort spent on different grant objectives. This involves
developing new timekeeping policies and procedures and beginning to
use a cost-allocation module in COFRS called the Labor Data
Collection system designed to allocate costs for payroll. This is a
major undertaking because the Department is implementing the system
without the benefit of an electronic time-keeping system.

All purchases in the Department require the employee approving the
purchase to be able to support the direct benefit for each funding
source used to pay for the purchase. However, the existing policy does
not require the direct benefit for each funding source to be in writing.
Therefore, the Department will implement not later than February 15,
2010, a new policy requiring all purchases made with more than one
funding source to be accompanied by a written explanation supporting
the funding decision.
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Department of Health Care Policy and
Financing

Introduction

The Department of Health Care Policy and Financing (Department or HCPF) is
the state agency responsible for developing financing plans and policy for
publicly funded health care programs. The principal programs administered by
the Department are the Medicaid program, which provides health services to
eligible needy persons, and the federal Children’s Health Insurance Program
(CHIP), which is known in Colorado as the Children’s Basic Health Plan (CBHP).
CBHP furnishes subsidized health insurance for low-income children aged 18
years or younger not eligible for Medicaid. The CBHP also subsidizes health
insurance for low-income pre-natal women not eligible for Medicaid. Please refer
to the introduction in the Department of Health Care Policy and Financing chapter
within the Il. Financial Statement Findings section for additional background
information.

Colorado Benefits Management System (CBMS)

On September 1, 2004, the Department of Health Care Policy and Financing and
the Department of Human Services (DHS) jointly implemented the Colorado
Benefits Management System (CBMS). CBMS was designed to improve the
accuracy and timeliness of determining beneficiary eligibility for various
programs, including Medicaid, CBHP, Supplemental Nutrition Assistance
Program (SNAP)/Food Assistance, and Temporary Assistance for Needy Families
(TANF)/Colorado Works. Through CBMS, the Department tracks determinations
of beneficiary eligibility for the Medicaid and CBHP programs.

Eligibility Determinations for Federal Programs

In Colorado, the responsibility for determining recipient eligibility for medical
program benefits (i.e., eligibility for Medicaid and CBHP program benefits) is
shared between local county and designated Medical Assistance (MA) eligibility
sites and the State. For the Medicaid and CBHP programs, individuals and
families apply for benefits at their local county departments of human services or
social services or at designated MA sites. The eligibility sites are responsible for
administering the benefit application process, entering the required data for
eligibility determination into the CBMS, and approving the eligibility
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determinations. The Department is responsible for supervising the eligibility
sites” administration of the Medicaid and CBHP programs.

The Department is also responsible for ensuring that only eligible providers
receive reimbursement for their costs of providing allowable services on behalf of
eligible individuals.

During our Fiscal Year 2009 audit of the Department, we performed testing to
determine the Department’s compliance with federal grant requirements (for
example, eligibility and allowable activities) for the Medicaid and CBHP
programs. We also performed follow-up testing to determine the Department’s
progress in implementing numerous recommendations from our Fiscal Year 2008
audit.

As a result of the number and significance of our findings during the Fiscal Year
2009 audit, we determined that the Department has a material weakness in
internal controls over compliance with federal requirements governing eligibility
for the Medicaid and CBHP programs. According to the federal Single Audit Act
and federal Office of Management and Budget (OMB) Circular A-133, a material
weakness is the most serious internal control deficiency and occurs when there is
a more than remote likelihood the Department’s internal controls will not prevent
or detect material noncompliance in a federal program such as Medicaid and
CBHP. This is the fifth consecutive year in which we have concluded that the
Department has a material weakness in internal controls over eligibility
determinations for the Medicaid program, and this is the second consecutive year
in which we have concluded that the Department has a material weakness in
internal controls over eligibility determinations for the CBHP program.

For the Medicaid program, in Fiscal Year 2009 we tested a sample of 63
Medicaid payments that the Department made to providers on behalf of Medicaid
beneficiaries between July 1, 2008, and June 30, 2009. For each sampled
payment, we reviewed the associated case file to determine whether (1) the
payment was made on behalf of an eligible beneficiary and in accordance with
state and federal program guidelines, (2) the beneficiary’s eligibility information
was entered into CBMS correctly, (3) the information entered into CBMS was
supported by information in the beneficiary’s file, and (4) Medicaid benefits were
properly discontinued if the beneficiary became ineligible. Overall, our sample of
63 case files associated with Medicaid payments totaling $131,563, of which 38
payments (60 percent) contained at least one error. These 38 payments with
errors involved total questioned costs of about $16,986 (13 percent of costs).
While reviewing the case files and payments in our sample, we identified an
additional 27 errors in the reviewed cases, resulting in another $448,783 in
questioned costs. The total amount of questioned costs for all errors found was
$465,7609.
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Our Fiscal Year 2007 and 2008 audits identified similar material weaknesses in
the Department’s internal controls over compliance with federal requirements for
the Medicaid program. In Fiscal Year 2007, we identified errors in 37 percent of
the payments we sampled, and we questioned 15 percent of the sampled costs. In
Fiscal Year 2008, we identified errors in 48 percent of the payments sampled, and
we questioned 2 percent of the sampled costs.

For CBHP, in Fiscal Year 2009 we tested a sample of 60 case files for
beneficiaries who were enrolled between July 1, 2008, and June 30, 2009. We
reviewed each beneficiary’s case file to determine whether (1) the payment was
made on behalf of an eligible beneficiary and in accordance with state and federal
program guidelines, (2) the beneficiary’s eligibility information was entered into
CBMS correctly, (3) the information entered into CBMS was supported by
information in the beneficiary’s file, and (4) CBHP cases were properly
discontinued if the beneficiary became ineligible. Overall, of the 60 CBHP
beneficiary case files in our sample, totaling $68,837 in benefits paid, 27 (45
percent) contained at least one error. The 27 beneficiary case files with errors,
involved a total cost of $12,250 (18 percent). While reviewing the case files in
our sample, we identified an additional 15 errors associated with the sampled case
files, resulting in $27,552 in questioned costs. The total amount of questioned
costs was $39,802.

Our Fiscal Year 2008 audit identified similar material weaknesses in the
Department’s internal controls over compliance with federal requirements for the
CBHP program. In Fiscal Year 2008, we identified errors in 43 percent of case
files sampled.

In the case of both the Medicaid and CBHP programs, the error rates noted
indicate a substantial risk of the State’s making improper payments under
Medicaid and CBHP. From a state perspective, the risk is also significant
because, given the high level of federal and state expenditures for Medicaid and
CBHP, federal recoveries of disallowed costs could be substantial.

The specific results of our tests of the Medicaid and CBHP programs are
discussed below.

Medicaid Case File Documentation

In accordance with state and federal regulations, the Department is responsible for
overseeing the Medicaid program in the State and ensuring the adequacy of
internal controls over the program. This includes monitoring county departments
of human/social services and MA sites to ensure that they are obtaining and
maintaining sufficient supporting documentation to demonstrate that Medicaid



-8

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

eligibility determinations are appropriate and that medical assistance payments
are made only on behalf of eligible individuals.

During our Fiscal Year 2008 audit, we identified instances in which case files
lacked sufficient documentation to support eligibility determinations. Our Fiscal
Year 2009 audit revealed continuing deficiencies in this area. We selected a
sample of 63 Medicaid payments, totaling $131,563, and reviewed the 63 case
files associated with those payments to test counties’ and MA sites’
documentation of Medicaid eligibility determinations. Of the 63 cases, 28 (44
percent) had at least one error in case file documentation. These errors resulted in
a total of about $12,600 in questioned costs. In 4 of the 28 cases identified and in
three cases outside of our sample, with no associated questioned costs, the
Department was able to subsequently provide all of the supporting documentation
that was missing from the case files. While reviewing the case files, we also
found errors related to payments for these cases in addition to the 63 payments in
our sample. These additional errors resulted in additional questioned costs of
about $357,500. Not all of these errors related to Medicaid eligibility
determinations. Overall, we identified six types of documentation errors:

Lack of identity and citizenship documentation. Seven case files inside our
sample did not contain sufficient evidence to support the citizenship or identity of
the applicant. In addition, we found that six family member case files of the
individuals sampled also did not have sufficient evidence to support citizenship or
identity. These family members were also Medicaid beneficiaries. Evidence of
citizenship and identity is required by the federal Deficit Reduction Act of 2005,
which specifies the various documents that a county or MA site can accept as
verification of U.S. citizenship and identity. If a Medicaid applicant does not
provide the required documents, the county or MA site must deny the applicant
for the Medicaid program. In two of the seven cases, the county or MA site was
able to provide the documentation that was missing from the case file. For the
other five cases, the lack of documentation resulted in questioned costs of $658
from within our sample, and $141,207 from additional payments to these
individuals outside our sample.

Lack of a required level-of-care determination. Long-term care includes
nursing facility care and home-and-community-based services for individuals
assessed as requiring long-term care. According to state rules, a person’s
eligibility for basic Medicaid services does not automatically translate to that
person’s eligibility for long-term care. Rather, a person’s eligibility for long-term
care services is to be determined by the Single Entry Point entity and documented
on a level-of-care determination form (Form ULTC 100.2). The 63 cases in our
sample included 29 long-term-care cases. Of these 29 cases, nine (31 percent) did
not have the required level-of-care determination form in their case file. In six of
the nine cases, the county or MA site was able to subsequently provide the
required level-of-care determination form. As a result, we were unable to verify
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that the remaining three individuals were eligible for $11,834 in Medicaid
payments within our sample and $136,219 in additional payments outside our
sample.

Lack of completed redetermination packet. Nine case files did not contain the
completed eligibility redetermination packet required to be completed every 12
months by state and federal regulations. The county or MA site was able to
provide the redetermination packets for six of the nine case files. As a result, we
were unable to verify the remaining three beneficiaries’ eligibility. The resulting
questioned costs totaled $7,086 in payments within our sample and $111,729 in
additional payments outside our sample.

As part of the Fiscal Year 2009 audit, our office also conducted eligibility testing
on the federal Title IV-E Adoption Assistance program administered by the
Department of Human Services (DHS). The program provides subsidies to
parents who adopt children that have been removed from their birth parents due to
health and safety concerns, and who have special needs or circumstances that
would otherwise make them difficult to place in a traditional adoption. Our
findings related to the Adoption Assistance program are reported in the DHS
section of this report. With respect to Medicaid, under federal regulations
children who are eligible for subsidies under Title IV-E are categorically eligible
for Medicaid services. During our testing of Adoption Assistance we found that
out of the 40 cases tested for eligibility, 20 case files did not contain the required
Medicaid redetermination form, or the redetermination forms had been completed
after the annual eligibility period. Over the years, the Department, in cooperation
with DHS, created a form that county caseworkers were to complete each year to
document their Medicaid eligibility determinations or redeterminations for
children in Title I\V-E programs. We found that the Department is not monitoring
the counties and medical assistance sites to ensure that caseworkers are
completing the forms each year, and that neither Department nor DHS staff were
aware of the form, which was last revised in 2003. The Department should work
with DHS to establish a method for documenting Medicaid eligibility
redetermination for Title 1\VV-E children and for monitoring county compliance
with the requirement. There are no questioned costs in this area.

Case cleansing. For 14 beneficiaries within our sample, the information in the
case file did not match the information in the CBMS. CBMS indicated that the
beneficiary had provided a birth certificate, a social security card, or another legal
document, but a copy of the document was not included in the case file. The
Department stated that, for these cases, the information had been pre-populated
during the September 2004 conversion to CBMS. The majority of these cases
involve beneficiaries who were automatically enrolled in the Medicaid program
because they were receiving benefits from the federal Supplemental Security
Income program; in these cases the identification documents cited above are not
necessary for Medicaid eligibility determination. Nonetheless, the Department



I -10

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

has not reviewed and has not had the counties and MA sites cleanse the case files
to ensure the consistency of information in the case files and CBMS. None of
these instances impacted the eligibility determination for these beneficiaries.

Additional areas of noncompliance. In one case, the income entered in CBMS
was not supported by documentation in the case file. However, the county was
later able to provide support for the income amounts entered into CBMS.
Therefore, we verified that the beneficiary was eligible for Medicaid and there
were no questioned costs. In addition, for one case the third-party liability
information entered into CBMS could not be verified by documentation in the
case file. This documentation error did not result in questioned costs.

During the prior year’s audit, the Department responded that a goal of its
Medicaid Eligibility Quality Improvement Plan was to improve controls over case
file documentation. Based on our review, the Department needs to continue to
improve its controls over case file documentation. To comply with program
requirements and ensure that Medicaid benefits are provided only to eligible
individuals, the Department should continue to conduct ongoing monitoring to
ensure that counties and MA sites maintain the required information to support
eligibility determinations and that CBMS accurately reflects the information
documented in the case file.

(CFDA No. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost  Principles, Eligibility, Subrecipient Monitoring.
Classification of Finding: Material Weakness.)

Recommendation No. 53:

The Department of Health Care Policy and Financing should improve controls
over documentation in Medicaid case files to support eligibility by:

a. Continuing to monitor counties and Medical Assistance (MA) sites to
ensure that they are obtaining and maintaining the required case file
documentation to support eligibility determinations.

b. Requiring that counties and MA sites review case files to ensure
consistency of information between the case file and the Colorado
Benefits Management System (CBMS).

c. Working with the Department of Human Services to identify and
implement revisions to policies and procedures for documenting and
monitoring Medicaid eligibility determination/redetermination for the
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Title IV-E population. Changes should be communicated to counties and
medical assistance sites, as appropriate.

Department of Health Care Policy and Financing
Response:

a. and b. Agree. Implementation date: September 2010 (Phase Il MEQIP
Technical Assistance and Training), April 2010 (PEAK), February
2010 (CEPIC), December 2010 (Mapping Project), 2010-2013
(Electronic Interfaces).

The Department monitors case file documentation of the counties and
medical assistance sites through the Medical Eligibility Quality
Improvement Project (MEQIP). As of December 2009, 69 of 70
counties and medical assistance sites submitted their first quality
improvement plans that included case file maintenance. Ninety-one
percent of the counties and 100 percent of the medical assistance sites
have submitted their first quarterly report. The Department will
complete its review and analysis of the data by April 2010 and will
identify counties that need additional training and technical assistance
to improve their performance. The Department expects to begin the
technical assistance and training phase of MEQIP in the fall of 2010.

The Department, in conjunction with the Colorado Trust, is developing
and will maintain a robust searchable database that will allow
applicants to search for application assistance sites by location, type of
application assistance, and have an automatic mapping function to give
the applicant the exact location of the community-based organization.
People applying for medical assistance programs will be able to easily
find a location in their community to verify citizenship and identity
documentation and forward verified copies of the documentation
together with the application to counties and eligibility sites for
processing. When all of the case file documentation is submitted at
once, it is more likely to be properly maintained.

The Department received grant funding from the Health Resource and
Services Administration (HRSA) to create electronic interfaces with
other state and federal databases that reduces the reliance on paper
verifications to be maintained in a paper case file. The Colorado
Program Eligibility and Application Kit (PEAK) will permit applicants
to apply on-line, eliminating the need for a paper application.
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Each of the aforementioned initiatives are in the start-up stages,
therefore in the future, processes may need adjusting to improve
outcomes.

c. Partially agree. Implementation date: December 2010.

The Department does not have access to the eligibility records for the
Title IV-E population. The records are in a system operated and
managed by DHS. The Department believes that it is not its
responsibility to monitor the eligibility and enrollment for the Title 1V-
E population. However, the Department will initiate discussions with
DHS to determine the appropriate level of monitoring by the
Department and documentation required for the eligibility
determination process for this population.

Controls Over Data Input for the Medicaid
Program

The Department is responsible for ensuring the effectiveness of controls over the
Medicaid eligibility data in the CBMS. To receive public medical assistance in
Colorado, including Medicaid, individuals and families apply for benefits at their
local county department of human/social services or at an MA site. During
applicant interviews, county or MA site caseworkers enter applicant-provided
data into CBMS; these data are used in making eligibility determinations.
Controls over data input are critical to ensure that eligibility determinations are
accurate and that Medicaid claims are paid only on behalf of eligible individuals.

During our sample testing, we reviewed 63 Medicaid payments and the associated
recipient case files to determine if the data supporting the beneficiaries’ eligibility
had been accurately entered into CBMS. Our review indicated a lack of adequate
controls over data input. Of the 63 Medicaid files reviewed, 10 contained at least
one data entry error, and two of these case files had two types of errors (resulting
in a 16 percent error rate overall.) We identified a total of six types of errors. As
discussed below, only the first type of error affected the eligibility of the
Medicaid beneficiaries and resulted in questioned costs.

e In four of the Medicaid cases, either the caseworker had not entered into
CBMS the beneficiary’s reported financial resources or resource amounts
were not updated. In three of the four cases, the caseworker had not
entered the cash value of the life insurance policy that was included in the
case file. This error affected eligibility for two of the beneficiaries. In the
last case, the caseworker did not update the resource amount for the
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beneficiary; however, this did not affect eligibility. We identified a total
of $4,390 in questioned costs related to payments within our sample for
two cases and $81,052 in additional questioned costs related to payments
outside of our sample.

e In two cases, identification documentation was included in the case file
but had not been entered into CBMS. Without this information in CBMS,
a beneficiary could be inappropriately deemed ineligible for benefits. The
documentation pertained to two beneficiaries within our sample and five
beneficiaries outside of our sample.

e Intwo cases, CBMS had not been updated with the income information in
the file. The lack of current information in CBMS could affect the
determination of a beneficiary’s eligibility.

e In two cases, the beneficiaries reported third-party medical insurance,
which was documented in the case file but had not been entered into
CBMS.

In two additional cases we found the following:

e In one case, one parent’s income was not entered into CBMS. Although
this information was not required for the Needy Newborn program that the
child is enrolled in currently, this information will be needed in order to
reevaluate the child for future Medicaid eligibility.

e In one case, a child was placed in the Medicaid program because the
Department could not locate the case file for the child. However, because
the child’s mother was in the CBHP program, CBHP regulations require
that the child be placed in the CBHP program for one year. The child
stayed in the Medicaid program until CBHP benefits expired in December
2008.

These types of errors, regardless of whether they resulted in questioned costs,
compromise the integrity of the data in CBMS. During the prior year’s audit, the
Department responded that a goal of the Medicaid Eligibility Quality
Improvement Plan was to improve controls over data input for the Medicaid
program; the Department indicates that this effort is still in progress. Such errors
continue to indicate a need for additional supervisory review and training at the
county level related to data entry and Medicaid eligibility requirements.
Accordingly, the Department should ensure that effective supervisory review
processes are in place at the county level and that all caseworkers are adequately
trained on appropriate data entry and eligibility criteria.
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(CFDA No. 93.777, 93.778; Medicaid Cluster; Eligibility, Subrecipient
Monitoring. Classification of Finding: Material Weakness.)

Recommendation No. 54:

The Department of Health Care Policy and Financing should improve controls
over Medicaid program eligibility determinations and data entry into the Colorado
Benefits Management System (CBMS) by:

a. Ensuring that county departments of human/social services and Medical
Assistance (MA) sites have in place effective supervisory reviews of
CBMS data entry, including comparisons of case file data with CBMS
data as part of the eligibility determination process.

b. Reviewing counties’ and medical assistance sites’ data input and
monitoring their supervisory reviews. Follow-up procedures should be
performed as appropriate.

c. Expanding the Medicaid training and technical assistance provided to
counties and medical assistance sites to emphasize the issues identified.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date:  September 2010 (Phase Il MEQIP
Technical Assistance and Training), April 2010 (PEAK), February 2010
(CEPIC), December 2010 (IDE).

The Department continues to address internal controls over Medicaid
eligibility determinations and increased accuracy of data entry by using a
multi-faceted approach. This approach is outlined below.

The Department monitors CBMS data entry of the counties and medical
assistance sites through the Medical Eligibility Quality Improvement
Project (MEQIP). In December 2009, 69 of 70 counties and medical
assistance sites submitted their first quality improvement plans with
respect to data entry, timely processing and case file maintenance. On a
quarterly basis, counties and medical assistance sites report their results of
their reviews with respect to CBMS data entry. Ninety-one percent of the
counties and 100 percent of the medical assistance sites have submitted
their first quarterly report. The Department will complete its review and
analysis by April 2010 and will identify counties that need additional
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training and technical assistance to improve their performance. The
Department expects to begin the technical assistance and training phase of
MEQIP in the fall of 2010. The supervisors are responsible for submitting
their review and findings of CBMS data entry. The addition of
supervisory reviews will be integrated in a future phase of MEQIP in early
2011.

The Intelligent Data Entry (IDE) project seeks to redesign the front end of
CBMS to streamline the CBMS screens, eliminate unused data fields
within CBMS, and to eliminate duplicative data entry into CBMS. This
project will greatly increase the productivity of the CBMS worker, reduce
the data entry error rates and improve the overall timeliness of processing
applications. Phase I of IDE will be implemented in late summer of 2010
and Phase 11 of IDE will be implemented in late 2010.

In April 2010, the Colorado Program Eligibility and Application Kit
(PEAK) will be implemented. PEAK will allow applicants to apply
directly on-line for children’s and family medical assistance programs.
The PEAK interface with CBMS will permit data fields within CBMS to
be automatically populated within CBMS reducing the amount of CBMS
data entry and decreasing the probability of data entry errors.

In February 2010, the Department will begin work with 15 counties to
assist them in identifying changes to their work processes by using process
improvement methods that are common to the private sector. The
Colorado Eligibility Process Improvement Collaborative (CEPIC) funded
by the Colorado Health Foundation. This project will also have a
supervisory review component.

Each of the aforementioned initiatives are in the start-up stages, therefore
in the future, processes may need adjusting to improve outcomes.

Income, Eligibility, and Verification System
Compliance for the Medicaid Program

Federal regulations require that the Department make data comparisons with other
information systems, or “interfaces,” to verify the validity of recipient-provided
data. Data comparisons are an important control for ensuring the accuracy of
recipient-provided data used in determining eligibility for medical assistance, as
well as for the overall integrity of the data in CBMS. CBMS interfaces with the
federal Income, Eligibility, and Verification System (IEVS) to verify earned and
unearned income information used for eligibility determinations for Colorado’s
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public assistance programs, including Medicaid. 1EVS provides the State with
applicant income information from the Social Security Administration, the
Internal Revenue Service, and the Colorado Department of Labor and
Employment (DOLE). Through IEVS, applicants’ social security numbers are
matched with these agencies’ records to identify instances in which applicants
have potentially misstated their earned and unearned income and resources.
CBMS is programmed to collect the social security numbers of all individuals
approved for public assistance, as well as the social security numbers of their
family members that are included in CBMS, and compares the income
information with the information in IEVS. If any of the CBMS income-related
data reported by an individual do not match the data in the other systems, a “hit”
will be produced via a CBMS system alert and returned to the caseworker for
follow up and resolution. If there are no hits, it is assumed that all data related to
income and resources match with the data in other systems through IEVS.

Federal regulations require that caseworkers verify IEVS information on hits
within 45 days of the caseworker’s receipt. In addition, the state plan filed with
the federal government states that the Department will follow up on and reconcile
any IEVS hits associated with unemployment insurance benefits, as well as any
other hits that exceed $750 for a recipient in any reporting quarter.

In prior years’ audits and again in the current audit, we found that county
caseworkers are not addressing all IEVS hits. During our sample testing, we
reviewed 63 Medicaid case files to determine if IEVS hits existed and whether
caseworkers were addressing IEVS hits. In two of the sampled files and in two
files associated with sampled case files, we found IEVS hits related to DOLE that
showed differences in the earned income for recipients. For all of these files,
neither the case file nor CBMS contained any evidence that the caseworker
researched and cleared the IEVS hits. In all four instances, we determined that
the differences did not affect the recipients’ eligibility for Medicaid benefits.

The Department is not complying with IEVS federal regulations or its state plan
with regard to IEVS, specifically for hits associated with DOLE. In the prior
year’s response, the Department agreed to our recommendation and stated that
changes and additions had been made to CBMS to eliminate the inconsistent
processing of IEVS discrepancy records. In addition, the Department planned to
provide training to caseworkers during the spring of 2009. However, we found
that although the Department stated that it has made changes in CBMS to
eliminate inconsistent processing of IEVS discrepancy records, the Department
has not provided instruction to caseworkers to work the hits from DOLE.
Additionally, training related to IEVS hits has not yet been performed.

IEVS is designed to detect instances in which participants misreport earnings and
receive medical assistance on the basis of incorrect or incomplete information.
While our audit did not identify eligibility errors related to lack of follow-up on
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IEVS hits, if timely action is not taken on all IEVS data matches the Department
increases its risk of providing benefits to ineligible individuals and having
payments disallowed by the federal government. The Department should ensure
that caseworkers address all IEVS hits within 45 days.

(CFDA No. 93.777, 93.778; Medicaid Cluster; Eligibility, Subrecipient
Monitoring. Classification of Finding: Material Weakness.)

Recommendation No. 55:

The Department of Health Care Policy and Financing should ensure that county
departments of human/social services and Medical Assistance (MA) sites are
addressing Income, Eligibility, and Verification System (IEVS) data discrepancies
within 45 days of receiving notification of a discrepancy, including discrepancies
related to Department of Labor and Employment data, as required by federal
regulations and in accordance with its state plan filed with the federal
government.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: January 2011-Contingent upon Department
of Human Services (DHS) acceptance.

The Department received funding from a local health foundation grant and
from the U.S. Health and Human Services, Health Resources and Services
Administration to implement changes into CBMS so that county
departments and medical assistance sites can verify income through IEVS
and address any discrepancies. However, the Department is unable to
implement CBMS changes because of the adverse program impacts the
changes would have on the financial programs administered by the
Department of Human Services (DHS), most notably the Food Assistance
program.

The Department, DHS, and the Governor’s Office of Information
Technology (OIT) have been working with the CBMS maintenance and
operations vendor, Deloitte Consulting LLC to identify feasible options to
implement IEVS for all medical assistance programs that are acceptable to
DHS. Further analysis is underway to determine the best alternative and
develop a timeframe for implementation.
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Provider Eligibility

Providers in the Medicaid program are required to meet applicable federal and
state regulations in order to participate and receive funding through this program.
For example, federal and state laws require that certain types of providers, such as
hospitals and nursing facilities, must be licensed. All providers are required to
sign a provider participation agreement and disclose certain information, such as
the owners’ names and addresses and the business name and address. In Fiscal
Year 2009, the Department paid more than $2.7 billion to more than 30,000
Medicaid service providers.

The Department is responsible for having controls in place to ensure that only
eligible providers participate in and receive funding through the Colorado
Medicaid program. Specifically, for providers that are required to be licensed, the
Department is responsible for ensuring that the providers have current licenses
and that the licensing information is reflected in the Medicaid Management
Information System (MMIS). Additionally, for all providers, the Department is
responsible for maintaining provider participation agreements.

In our prior year’s audit, we identified instances in which current licensing
information was not reflected in MMIS for providers that were required to be
licensed, including out-of-state providers. The Department said it would explore
opportunities for automating the provider license data and would seek cost-
effective ways to obtain license information for out-of-state providers.

In our Fiscal Year 2009 audit, we again found problems with the Department’s
controls over provider eligibility. We reviewed 100 Medicaid providers and
identified instances in which current licensing information was not reflected in
MMIS for providers that were required to be licensed. In some of these instances,
the licensing information was also missing from the providers’ files. We also
identified instances in which provider participation agreements were not
maintained in providers’ files.

Licensing

Of the 100 providers in our sample, 83 were required to be licensed. These 83
providers included 41 nursing facilities; 39 other providers (e.g., physicians,
behavioral health organizations, health maintenance organizations, and a federally
qualified health center); and three out-of-state providers. However, we found that
for 52 (63 percent) of those 83 providers, current licensing information was not
reflected in MMIS. Additionally, for some of these providers, current licensing
information was not maintained in the provider files:
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e Nursing Facilities: Current licensing information was not reflected in
MMIS for 40 (98 percent) of the 41 nursing facilities we reviewed.
Additionally, for 11 (27 percent) of those 40, the providers’ files did not
contain licensing information. For those 11 facilities, the Department
requested and obtained a copy of the license from the state licensing
agency to show that the nursing facilities had current licenses.

e Other Providers: Current licensing information was not reflected in
MMIS for 11 (28 percent) of the 39 other providers we reviewed, nor was
it contained in the 11 providers’ files. Upon reviewing various state
license websites, we found that 10 of these 11 providers had current
licenses. However, we could not verify that one of these providers was
licensed. At the time of testing, the Department was unable to provide
documentation that this provider was currently licensed. The Department
later provided details confirming that this provider was licensed.

e Out-of-State Providers: Current licensing information was not reflected
in MMIS for one (33 percent) out of the three out-of-state providers we
reviewed, nor was it contained in the provider’s file. However, we were
able to confirm that this provider was licensed.

Last year, the Department reported that it was working with the Department of
Regulatory Agencies and the Colorado Department of Public Health and
Environment to investigate ways to automate the process of updating provider
license information in MMIS. This year, the Department reported that it is still in
the process of working with these Departments and that the anticipated automated
updates are not expected to occur until 2010. The Department has not devised an
alternative method for ensuring, in the interim, that provider licensing information
in MMIS is manually updated, nor does it have in place a consistent process for
verifying licensure for all providers required to be licensed, including out-of-state
providers. Consequently, the Department cannot ensure that it is paying claims
only to eligible, properly licensed providers. According to the Department, there
are currently 1,541 out-of-state providers alone in the Medicaid program, and the
Department paid about $17.5 million to these providers during Fiscal Year 20009.

Provider Participation Agreements

Provider participation agreements were not contained in the files for five of the
100 providers we reviewed. According to Department officials, these five
providers have been submitting claims for the Medicaid program for several
years. Without these agreements, the Department cannot demonstrate its
compliance with federal regulations, which require the Department to have either
an agreement or a contract in place with all Medicaid providers. Department rules
require the provider participation agreement to be signed by all providers before
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they are enrolled in the Medicaid program. According to Department staff, the
provider files should contain the provider participation agreements. The provider
participation agreement requires compliance with state and federal regulations for
the program and specifies the responsibilities of the Department and the provider.
The agreement also allows for the billing of services and the payment of those
services by the Department.

The Department needs to establish a process for updating current license
information in MMIS, including out-of-state licenses, either through automation
or through manual input into the system. The Department should also work on a
process for ensuring that all the Medicaid providers’ files contain a provider
participation agreement. The Department does not have adequate processes in
place to ensure compliance with federal regulations for ensuring that providers are
eligible for Medicaid funding.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Special Tests and Provisions.
Classification of Finding: Material Weakness.)

Recommendation No. 56:

The Department of Health Care Policy and Financing should improve its controls
over eligibility of Medicaid providers by:

a. Ensuring that the Medicaid Management Information System (MMIS)
contains current licensing information for all Medicaid providers that are
required to have a license. Until the implementation of licensure
information is automatically updated in MMIS, the Department should
implement an alternative method of ensuring that all providers are
currently licensed.

b. Developing and implementing a process for verifying the current licensure
of all providers that are required to have a license, including out-of-state
providers.

c. Ensuring that all providers have valid current provider participation
agreements or contracts.
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Department of Health Care Policy and Financing
Response:

a.

b.

C.

Agree. Implementation date: June 2010.

The Department acknowledges its responsibility to ensure eligibility of
its providers.

Full compliance to the Department’s responsibility regarding provider
licensure will require adjudication of claims against the provider’s
license data. This will require A) near real time access to the data from
the licensing agencies and B) significant changes to the MMIS. The
possible replacement of MMIS and the impact of the Unified Provider
Enrollment Project (UPEP) outlined in the response to part (c) below
discourages large changes to MMIS which might duplicate the effort
in these projects. In the interim, the Department will continue to
establish and improve systematic methods of gathering provider
licensure data from the licensing agencies and recording it in MMIS.
Where necessary, the Department will use alternate methods to
document licensure in the provider’s file.

Significant progress has been made in recent months. For in-state
providers, the percentage with current licensure recorded in MMIS has
risen from 27percent in August, 2009 to 88 percent in December 20009.
The percentage for Department of Regulatory Agencies (DORA)
licensed providers is currently 93 percent.

The Department will continue to work with the Department of Public
Health and Environment (DPHE) to implement automated updates of
MMIS from monthly DPHE reports. In the interim, DPHE licensure
information will be reviewed and updated in MMIS by appropriate
Department staff.

Agree. Implementation date: June 2010.

See part (a). For out-of-state providers and other providers where
automated updates are not feasible, the Department will seek paper
copies of licensure.

Agree. Implementation date: November 2010 (Interim), July 2011
(UPEP — CMS recently placed UPEP on hold and has not provided an
implementation or resume date.)



I -22

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

The Department is participating in a pilot project with CMS known as
the Unified Provider Enrollment Project (UPEP), which the
Department anticipates will result in an online provider enrollment
process. This project is currently on hold per the federal Centers for
Medicare and Medicaid Services (CMS) (resume date not yet provided
by CMS). Once developed, a provider data validation process will
begin. A selected number of existing providers will be required to
validate their enrollment information on a cyclic rotation. If the
provider is unable to comply, their provider participation agreement
will be terminated. All provider enrollment records will be stored
electronically. This will provide a more systematic method to record
and update licenses, exclusions, addresses, affiliations, convictions,
ownership, etc.

In the interim, the Department will continue to direct its fiscal agent to
ensure that provider files contain enrollment documentation. Unless
funding can be identified to fund temporary staff, a project dedicated
to gathering missing provider enrollment documentation will be
completed on a best efforts basis. Providers without enrollment
documentation will be asked to provide that documentation within
certain timeframes or enrollment will be terminated. It should be noted
that providers may choose to withdraw from the program rather than
accept the administrative burden of providing necessary
documentation.

American Recovery and Reinvestment Act
Controls

In Fiscal Year 2009, the Department expended about $252.5 million in Medicaid
federal funds under the American Recovery and Reinvestment Act of 2009
(Recovery Act). The purpose of this funding, which the Department received an
enhanced federal matching rate ranging from 58.78 percent to 61.59 percent for
Medicaid expenditures, is to protect and maintain state Medicaid programs during
a period of economic downturn. Without the enhanced rate, the State is
reimbursed 50 percent of Medicaid expenditures. Under the terms of the
Recovery Act, the Department can draw (i.e., receive) federal funds for eligible
Medicaid expenditures incurred during the 27-month period between October 1,
2008, through December 31, 2010, as long as the Department complies with the
requirements of the Recovery Act during the 27-month period of time. These
Recovery Act requirements state that the Department should maintain Medicaid
eligibility levels that were in effect on July 1, 2008. In addition, the Department
was required to timely pay allowable provider claims, ensure Recovery Act funds
are not included as part of the State’s reserve funds, ensure federal funding does
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not exceed 100 percent of the Medicaid expenditures, and ensure certain types of
Medicaid expenditures do not receive Recovery Act funds, such as
disproportionate share hospital payments and payments that received an already
enhanced Medicaid match.

During our Fiscal Year 2009 audit, we reviewed the Department’s drawdown
process of federal funds. In addition, we reviewed the Department’s process for
identifying and recording those expenditures eligible for increased federal
reimbursement rates through the Recovery Act and the Department’s compliance
with the Recovery Act. While we found no problems with the federal fund
drawdown process or compliance with the Recovery Act, we did find errors with
the process used by the Department for identifying and recording those activities
eligible for increased reimbursement rates available through the Recovery Act. In
addition, we found that the Department has not documented this process.

As part of the Recovery Act reimbursement process, accounting staff utilize the
State’s accounting system, COFRS, to identify and compile draws for
expenditures eligible for increased reimbursement rates. The Department utilized
this process in order to record 59 transactions during Fiscal Year 2009 to draw
Recovery Act funds. We identified the concerns described below.

Lack of segregation of duties. The Department did not ensure adequate
segregation of the duties related to the drawing of Recovery Act funds. In some
cases, the same accounting staff that extracted COFRS financial information also
reviewed and approved the associated Recovery Act transaction. Specifically, of
the 59 transactions recorded, 21 were approved by the same staff who prepared
the spreadsheet. These 21 transactions represented about $152.3 million in
Recovery Act funds. Another transaction lacked an approval signature. By not
segregating these duties, the Department runs the risk that errors will not be
identified on these transactions and that federal funds will be drawn
inappropriately.

Lack of adequate review. The Department did not adequately review supporting
information and transactions for accuracy. We identified the following errors that
were not detected and corrected through review. Specifically:

e While preparing transactions for Recovery Act funding, Department staff
entered incorrect COFRS account codes in 25 instances, affecting 18 of
the 59 transactions. These incorrect codes represented amounts ranging
from $8 to nearly $4.9 million. The information on the electronic
spreadsheet used to prepare the transactions was incorrect in four of the 25
instances. None of these errors was detected through review. Although
these errors did not affect the total amount of the Recovery Act draw, they
did affect the recording and reporting of the Recovery Act funds within
specific accounts.
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e The Department did not investigate accounts with a negative balance. A
negative balance can occur for various reasons, such as adjustments made
during the quarter, and are appropriate in some cases. We found that, for
one account with a negative balance, the Department did not research the
negative balance but instead incorrectly assumed the balance was
appropriate and represented funding owed to the federal government. As a
result, the Department erroneously paid nearly $4.3 million to the federal
government. The Department subsequently adjusted the payment.

e The Department did not ensure that all necessary accounts were included
in the quarterly draws of Recovery Act funds. The Department did not
draw funds in the second quarter for one account for which it drew funds
in the third quarter. The error resulted in the Department’s not requesting
approximately $149,500 for which it was eligible. As of the end of our
audit, the Department had not requested reimbursement for this amount
from the federal government.

Amounts excluded from reimbursement requests. The Department did not
include all transactions in its first quarter Recovery Act draw. We found that the
Department excluded transactions totaling about $214,000 from the first two
weeks of October 2008. The Department stated that it had excluded these
transactions because of a change in reporting, and had included them in the
September 2008 federal report. As a result, $214,000 was not returned to the
federal government as of the end of the fiscal year. Although the Department
cannot report transactions in more than one federal report, it should have recorded
an adjustment on the next federal report in order to return Recovery Act funds
correctly in the first quarter. The need for such an adjustment was also confirmed
by the federal CMS.

Without adequate internal controls, the Department cannot ensure it is accurately
drawing federal Recovery Act funds. Accordingly, the Department needs to
strengthen its internal controls over requests for Recovery Act funds.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost Principles, Program Income, Period of Availability.
Classification of Finding: Material Weakness.)

Recommendation No. 57:

The Department of Health Care Policy and Financing should improve controls
over requests for federal funds through the American Recovery and Reinvestment
Act (Recovery Act) by:
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a. Adequately segregating duties related to preparing and approving requests
for Recovery Act funds.

b. Documenting written procedures and ensuring adequate review of federal
draws and supporting information to ensure their accuracy. This should
include ensuring account codes are accurate, investigating negative
account balances for appropriateness, and ensuring all necessary accounts
are included in the draw request.

c. Submitting an adjustment on the next quarterly federal report for amounts
excluded in its October 2008 Recovery Act draw.

d. Request reimbursement for those amounts not already corrected that were
identified by this audit.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: March 2010.

The Department completed a preliminary draft dated August 14, 20009,
of procedures for creating, reviewing, recording and approving
financial transactions that draw down Recovery funds.  The
Department will review and update these procedures to ensure that
each of these duties is appropriately segregated between accounting
staff.

b. Agree. Implementation date: March 2010.

The Department will review and update its current written procedures
related to Recovery funds to ensure an adequate review of supporting
documentation for Recovery fund transactions. The procedures will
require the review of all account codes and credit balances. The
Department is currently working with and waiting on guidance from
the federal CMS regarding the credit balances addressed in this audit
and any amounts excluded from the Recovery funds. The results of
this inquiry will be documented in the Department’s policies and
procedures.

c. Agree. Implementation date: Implemented.

The Department created a transaction on October 8, 2009 in COFRS to
record the amounts excluded in its October 2008 Recovery Act draw.
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This adjustment was reported on the CMS-64 for the quarter ended
September 30, 2009.

d. Agree. Implementation date: June 2010.

The Department is reviewing amounts identified in this audit that were
excluded from reimbursement requests and is working with the federal
CMS to determine if any of these amounts are reimbursable by
Recovery funds. Based on the outcome of this review and guidance
provided by CMS, the Department will make the appropriate financial
entries, if necessary.

Medicaid Eligibility Termination and System
Problems

The Department is responsible for ensuring that Medicaid payments are made
only on behalf of eligible individuals, in accordance with federal guidelines. In
Colorado, as stated previously, the eligibility sites (county departments of
human/social services and MA sites) are responsible for administering the
Medicaid benefit application process. At these sites, caseworkers enter applicant
data into the CBMS; these data are used to determine applicants’ eligibility for
program benefits. CBMS was designed to improve the accuracy and timeliness of
eligibility determinations and eligibility terminations. The eligibility data in
CBMS feeds into the MMIS, which pays for the services received by
beneficiaries.

During the current year’s audit, we reviewed 63 Medicaid payments and the
associated beneficiary case files to determine if Medicaid benefits were
discontinued in a timely manner if the individual became ineligible. In six of the
63 case files beneficiaries became ineligible for Medicaid, however, all six
beneficiaries continued to receive benefits. This problem occurred because
system problems in CBMS or MMIS prevented timely detection of ineligibility
and allowed payments to continue. These errors resulted in total questioned costs
of $11,547; however, these payments were outside our original sample of 63
payments.

Eligibility Terminations. Some families with children are eligible to receive
Medicaid services under Section 1931 of the Social Security Act, referred to as
the 1931 Medicaid program, which serves families, qualified pregnant women,
and children with limited income. If at any time a family becomes ineligible for
the 1931 Medicaid program because of increased earned income, the family may
continue to receive Medicaid benefits for up to 12 months through the
Transitional Medicaid program. To remain eligible for Transitional Medicaid
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throughout the 12-month period, beneficiaries are required to periodically report
their earnings on a Transitional Benefit Report (TBR). In addition, state rules
guarantee a six-month period of eligibility for individuals placed in Transitional
Medicaid; however, the beneficiary is required to submit a TBR within the fourth,
seventh, and tenth months in order for their eligibility to continue after the sixth
month. Therefore, a beneficiary who did not file a benefit report by the fourth
month of the transitional period would become ineligible for benefits in the
seventh month.

In two cases we reviewed, the beneficiary did not file the TBR as required but
continued to receive Transitional Medicaid benefits after the eligibility period had
expired. In the first case, the beneficiary’s eligibility period for the Transitional
Medicaid program began on May 1, 2008. Because the beneficiary did not file
the required TBR in the fourth month, benefits should have been discontinued
beginning November 1, 2008. However, benefits totaling $1,284 continued to be
paid through April 30, 2009. In the second case, the eligibility period began on
March 1, 2008. Because the beneficiary did not submit the required TBR in the
seventh and tenth months of the transitional period, benefits for the beneficiary,
along with benefits for two family members, should have been discontinued
beginning November 1, 2008, the eighth month. However, benefits of $8,225
continued to be paid for all family members through February 28, 2009. In total,
the two cases resulted in questioned costs of $9,509.

According to Department staff, these payment errors resulted from a problem in
the CBMS decision table that allowed Transitional Medicaid cases to remain open
even though the receipt of a TBR had not been recorded in CBMS. In addition, in
our Fiscal Year 2007 audit, we found that CBMS did not have an alert established
for this program. At that time, the Department stated that it would implement the
alert in September 2008; however, the alert was not established. According to the
Department this alert is now established for a later implementation. In the
meantime, there is a risk that ineligible individuals may continue to receive
benefits.

CBMS alerts. CBMS is programmed to send alerts to notify caseworkers to take
appropriate action on beneficiary cases. These alerts, once established and
activated, enable caseworkers to effectively and proactively manage their
assigned caseload.

In one case we reviewed, a CBMS alert was deleted by CBMS. For the Medicaid
Qualified Pregnant Woman program, CBMS is programmed to notify the
caseworker when a beneficiary’s due date has arrived. At that time, the
caseworker is to enter information that will terminate the beneficiary’s program
eligibility after a 60-day postpartum period. The Department could not determine
why the alert was deleted by the system; however, because the CBMS alert was
deleted, the beneficiary’s eligibility continued in the system for seven months
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beyond the 60-day postpartum period. Therefore, about $1,709 in benefits was
inappropriately paid for this beneficiary.

MMIS issues. In three cases, the MMIS system continued to pay claims on
behalf of beneficiaries whose Medicaid eligibility had ended. The associated
payments totaled about $329. According to the Department, there is a lag of up to
three business days between the termination of a beneficiary’s eligibility and the
transfer of the termination notice to MMIS. Therefore, the Department stated that
claims are valid at the time of submission into MMIS if MMIS shows the client as
still being eligible.

In addition to the above issues found for our current audit, there were additional
areas that we reviewed. In our prior year’s audit, we recommended that the
Department ensure that counties and MA sites address CBMS alerts timely, and
that the Department should utilize existing eligibility determination monitoring
procedures to identify additional payments related to timeliness of eligibility
determination. We found that the Department utilized its existing eligibility
monitoring team to identify further payments related to timeliness. Further the
Department stated that system changes to CBMS were implemented to take action
on alerts for the Medicaid Qualified Pregnant Woman program; however, we
found that the alert may not function if the technician receives updated
beneficiary information. Therefore, the Department should fully implement
changes related to alerts for the Medicaid Qualified Pregnant Woman program.

The Department should work with the eligibility sites to ensure that CBMS is
functioning as designed. The Department should also identify any additional
inappropriate Medicaid payments that may have resulted because of the lag of
information between CBMS and MMIS, as noted in this audit.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost Principles, Eligibility. Classification of Finding: Material
Weakness.)

Recommendation No. 58:

The Department of Health Care Policy and Financing should ensure that the
Colorado Benefits Management System (CBMS) alerts are working as designed
and that Medicaid eligibility is terminated in a timely manner, when appropriate,

by:

a. Correcting the CBMS problem related to the Transitional Medicaid
program to ensure prompt termination of eligibility when a beneficiary
does not submit a Transitional Benefits Report as required. The
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Department should determine whether the CBMS problem has caused
additional payment errors and, if so, seek recovery of the erroneous
payments as appropriate.

b. Ensuring that CBMS alerts are working as designed for all Medicaid
programs that have specified time limitations for eligibility, such as the
Medicaid Qualified Pregnant Woman program.

c. ldentifying and recovering any additional erroneous Medicaid payments
that may have occurred as a result of the system problems, within CBMS
and Medicaid Management Information System (MMIS), as appropriate.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: March 2010.

The Department is considering whether to grant 12 months of
continuous coverage with no reporting and income eligibility
requirements during the Transitional Medicaid (TM). In order to be
eligible for the TM period, the family must have earned income that
exceeds the 1931 income limits. When the 12 months of TM ends, the
client would then be reassessed for eligibility for another medical
assistance category. A decision will be made in March 2010. If the
Department chooses this option, the changes can be implemented
immediately. Based on its review of the cited federal regulations, it
has determined that recoveries cannot be made because there were no
advance notices of adverse actions to Medicaid clients. See 42 CFR
Ch. IV Section 435.912 and Section 435.919 (a) and (b), Section
431.211 and Section 431.213.

b. Agree. Implementation date: CBMS Alerts-January 2011, Training-
Ongoing.

The Department has developed materials to guide CBMS technicians
for reviewing and resolving CBMS alerts and continues to provide
training for eligibility site workers. The Department will investigate
whether the CBMS alerts related to the automatic termination of cases
are working properly.

c. Agree. Implementation date: Implemented.

Based on its review of the cited federal regulations, it has determined
that recoveries cannot be made because there were no advance notices
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of adverse actions to Medicaid clients. See 42 CFR Ch. IV Section
435.912 and Section 435.919 (a) and (b), Section 431.211 and Section
431.213.

Children’s Basic Health Plan (CBHP) Eligibility
Determination and Case Documentation

According to federal regulations for the Children’s Health Insurance Program,
known in Colorado as the Children’s Basic Health Plan (CBHP), the Department
must design its screening and enrollment procedures to allow only eligible
individuals to participate in the program. To be eligible for CBHP, an applicant
must meet specific income guidelines: either the family income must be no
greater than 150 percent of the federal poverty level or, if the family income
exceeds this threshold, the applicant must pay an enrollment fee and family
income must not exceed 205 percent of the federal poverty level. Additionally, to
be eligible for CBHP, an applicant must not be eligible for Medicaid, have third-
party insurance, or be a child of a state employee.

Documentation of an applicant’s eligibility for CBHP is to be maintained in the
case file. According to federal regulations, the case file must contain “facts to
support the State’s determination of the applicant’s eligibility.” For example, the
case file should contain the original application, redetermination of eligibility,
documentation of the family’s income, and copies of birth certificates or social
security cards provided by the applicant.

To apply for public assistance in Colorado, applicants submit a joint
Medicaid/CBHP application to an eligibility site, either a county department of
human/social services or an MA site. The eligibility site reviews the application
for completeness and enters the information into CBMS, which simultaneously
processes the applicant’s eligibility information for both Medicaid and CBHP.
Eligibility staff then review the information and approve the applicant’s eligibility
for one of the programs (an applicant cannot be enrolled in both Medicaid and
CBHP). During Fiscal Year 2009, the Department spent about $135.3 million on
CBHP medical services for children and pregnant women. Each month, on
average, according to the Department, CBHP served 61,582 children and 1,665
pregnant women.

In Fiscal Year 2009 we tested 60 CBHP case files for beneficiaries who were
enrolled between July 1, 2008, and June 30, 2009. Overall, of the 60 CBHP case
files in our sample, totaling $68,837 in benefits paid, 11 (18 percent) contained at
least one error. These 11 case files represented a total questioned cost of about
$4,995 (7 percent) in benefits paid. While reviewing the payments in our sample,
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we identified an additional 10 errors outside our sample resulting in $11,656 in
additional questioned costs. The total amount of questioned costs for all errors
was $16,651. We identified two types of errors related to eligibility determination
and case documentation as follows:

Eligibility Determination Errors. We identified two types of eligibility
determination errors. First, three beneficiaries, one in our sample and two family
members outside our sample, had been determined eligible for CBHP even though
they were children of a state employee. This error resulted in a total of $988 in
payments within our sample and $3,133 in payments outside our sample, for total
questioned costs of $4,121. Second, CBMS issues caused inaccuracies that, in
some cases, also resulted in questioned costs. These system issues are as follows:

e For two beneficiaries, one inside our sample and one outside our sample,
CBMS did not identify that an enrollment fee was due; therefore the fee
was never collected, resulting in total questioned costs of $798. When an
applicant is determined eligible for CBHP but the family income exceeds
150 percent of the federal poverty level, CBMS is to automatically
calculate the enrollment fee.

e For four beneficiaries, two in our sample and two outside our sample, a
lag in the transfer of CBMS data allowed payments to continue after the
beneficiaries’ program eligibility had ended, resulting in total questioned
costs of about $5,493. Eligibility information maintained in CBMS feeds
into another system—the MMIS—that pays medical providers for their
services. However, according to information provided by the Department,
there is a lag of up to 3 business days between the termination of a
beneficiary’s eligibility and the transfer of the termination notice from
CBMS to MMIS.

e For one beneficiary, CBMS placed the beneficiary in the wrong income
bracket. CBMS places each CBHP beneficiary in an income bracket
based on the information provided by the beneficiary and entered into
CBMS. Although we found no discrepancies between the income
information in CBMS and the information documented in the case file,
CBMS had placed the beneficiary in the wrong income bracket. In this
case, the error did not affect the beneficiary’s eligibility. Nonetheless, an
error of this type could affect the fees required of a beneficiary or a
beneficiary’s eligibility.

Lack of Documentation. For 10 beneficiaries, seven beneficiaries in our sample
and three outside of our sample, the case files were missing key documentation to
support the information in CBMS and, thus, the eligibility determination. Some
case files had more than one document error. Specifically:
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e For four beneficiaries, three beneficiaries in our sample and one
beneficiary outside our sample, the case files did not contain the original
application or the redetermination packet to support the -eligibility
information entered into CBMS. Therefore, we questioned $2,297 in
payments made on behalf of these beneficiaries.

e For four beneficiaries, three beneficiaries in our sample and one
beneficiary outside our sample, the case files did not contain
documentation supporting all or part of the families’ income shown in
CBMS. Therefore, we questioned $5,576 in payments made on behalf of
these beneficiaries.

e For seven beneficiaries, five beneficiaries in our sample and two
beneficiaries outside our sample, the case files did not include copies of
birth certificates or social security cards that CBMS indicated had been
received. The Department subsequently provided that documentation for
each of the seven beneficiaries.

Our May 2008 performance audit report on CBHP noted some of these same
problems and recommended that the Department establish a comprehensive
program for monitoring the CBHP eligibility determination process, target
eligibility training, improve supervisory reviews, and investigate errors found in
that audit. In its response to our recommendation the Department indicated that it
would create a Medicaid Quality Improvement Committee to improve supervisory
review processes and case documentation by obtaining corrective action
plans/quality improvement plans from the eligibility sites. Although the
Department has implemented parts of the recommendation, the errors we found
this year indicate a need for the Department to continue its efforts to reduce errors
in eligibility determinations and case file documentation.

To ensure that limited state and federal CBHP funds are spent only on those who
are eligible to receive program services, the Department should improve its
monitoring of eligibility-determination and case documentation practices at
eligibility.

(CFDA No. 93.767; Children’s Health Insurance Program; Activities Allowed or
Unallowed, Allowable Costs/Cost Principles, Eligibility, Subrecipient
Monitoring. Classification of Finding: Material Weakness.)
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Recommendation No: 59:

The Department of Health Care Policy and Financing should reduce eligibility
determination errors for the Children’s Basic Health Plan (CBHP) by improving
oversight and training of eligibility sites. Specifically, the Department should:

a. Continue providing eligibility sites with CBHP training and technical
assistance on eligibility and documentation requirements.

b. Enforce eligibility sites’ supervisory review processes and corrective
action plans by following up on problems identified through the
Department’s monitoring program and this audit.

c. Investigate the causes of the Colorado Benefits Management System
(CBMS) errors identified in the audit and modify CBMS as needed to
correct them.

d. Recover payments made after a beneficiary’s eligibility has ended, as
appropriate.

Department of Health Care Policy and Financing
Response:

a., b., and c. Agree. Implementation date: September 2010 (Phase II
MEQIP), April 2010 (PEAK), February 2010 (CEPIC), December 2010
(Mapping Project), 2010 — 2013 (Electronic Interfaces).

The Department monitors case file documentation of the counties and
medical assistance sites through the Medical Eligibility Quality
Improvement Project (MEQIP). As of December 2009, 69 of 70
counties and medical assistance sites submitted their first quality
improvement plans that included data entry, timely processing and
case file maintenance. Ninety-one percent of the counties and 100
percent of the medical assistance sites have submitted their first
quarterly report. The Department will complete its review and
analysis by April 2010 and will identify counties that need additional
training and technical assistance to improve their performance. The
Department expects to begin the technical assistance and training
phase of MEQIP in the fall of 2010. The supervisors are responsible
for submitting their review and findings of CBMS data entry. The
addition of supervisory reviews will be integrated in a future phase of
MEQIP in early 2011.
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In February 2010, the Department will begin work with 15 counties to
assist them in identifying changes to their work processes by using
process improvement methods that are common to the private sector.
The Colorado Eligibility Process Improvement Collaborative (CEPIC)
funded by the Colorado Health Foundation. This project will also
have a supervisory review component.

The Department, in conjunction with the Colorado Trust, is developing
and will maintain a robust searchable database that will allow
applicants to search for application assistance sites by location; type of
application assistance and an automatic mapping function to give the
applicant the exact location of the community-based organization.
People applying for medical assistance programs will be able to easily
find a location in their community to verify citizenship and identity
documentation and forward verified copies of the documentation
together with the application to counties and eligibility sites for
processing.

The Department received grant funding from the Health Resource and
Services Administration (HRSA) to create electronic interfaces with
other state and federal databases that reduces the reliance on paper
verifications to be maintained in a paper case file.. The Colorado
Program Eligibility and Application Kit (PEAK) will permit applicants
to apply on-line, eliminating the need for a paper application.

The Department has identified the cause of the CBMS related
enrollment fee and income bracket issues. The Department shares a
pool of maintenance hours with DHS and must jointly prioritize all
change requests. It is unlikely that resources will be available to
implement the change request until State Fiscal Year 2013. The lag
time from CBMS into MMIS is between 24-72 hours. The
Department has begun discussions regarding feasible options to
address the issue and anticipates a decision on a direction by
December 2010.

. Agree. Implementation date: Implemented.

Historically, the federal government has not required repayment of
eligibility errors for the Payment Error Rate Measurement.
Additionally, under Section 25.5-4-205(5)(a)(5)(a), C.R.S., the state
department shall not pursue recovery from a county for the cost of
medical services provided to a person who has been incorrectly
determined eligible for medical assistance by that county or any other
entity.
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Further, the county is the appropriate entity to recover payments made
after a beneficiary’s eligibility has ended.

Income, Eligibility, and Verification System
Compliance for the CBHP Program

The Department conducts comparisons with other information systems, or
“interfaces,” between the data in the CBMS and the data in other systems,
including IEVS. Data comparisons are an important control for ensuring the
accuracy of data provided by individuals, including the social security numbers
and information on their income and resources. These data are used in
determining the individuals’ eligibility for Colorado’s public assistance programs,
including Medicaid and CBHP programs. Data comparisons also help ensure the
overall integrity of data in CBMS. CBMS interfaces with IEVS to verify
information on program applicants’ earned and unearned income.

IEVS contains applicant income information from the Social Security
Administration, the Internal Revenue Service, and the Department of Labor and
Employment (DOLE). Through IEVS, the system uses the applicants’ social
security numbers to match the CBMS data with these agencies’ records to identify
instances in which applicants have potentially misstated their earned and unearned
income and resources. CBMS is programmed to collect the social security
numbers for all individuals approved for public assistance, as well as the social
security number of their family members that are included in CBMS, and
compares the income information for the individual based on the individual’s
social security number with the information in IEVS. If any of the CBMS
income-related items reported by the individual do not match data in these other
systems, an IEVS “hit” will be produced via a CBMS system alert and returned to
the caseworker for follow-up and resolution. If there are no IEVS hits, the
caseworker assumes that all CBMS data related to the individuals’ income and
resources match the IEVS data and, thus, the other systems’ data.

New state regulations require that CBHP caseworkers verify IEVS information
annually or at the time of application or reenrollment in the program. The
Department stated these regulations are not currently in place because the
Department has not been able to obtain funding to implement these regulations.
Additionally, neither the Department’s rules for CBHP or the federally required
state plan for the CBHP program contain any requirements regarding the review
or verification of IEVS information.

In the prior years’ audits and again this year, we found that CBHP caseworkers
are not addressing IEVS hits related to earned income. During our sample testing,
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we reviewed 60 CBHP case files and found that 19 of them (32 percent) had
produced hits indicating differences between IEVS and the individual’s reported
income shown in CBMS. Although in 14 of these cases the discrepancy did not
affect the individual’s eligibility for the CBHP program, in five cases it did.
Additionally, we found four additional individuals related to the individuals in our
sample where the differences between IEVS and the individual’s reported income
shown in CBMS impacted their eligibility for the CBHP program. These
discrepancies resulted in questioned costs totaling $12,140 ($1,940 for cases
within our sample and $10,200 for the related individuals).

Caseworkers were not addressing IEVS hits for two reasons. First, the
Department has not provided instruction to caseworkers at counties and MA sites
to address IEVS hits. The Department should provide instruction that require
IEVS hits to be reviewed by caseworkers. Second, caseworkers at MA sites do
not have access to IEVS information; therefore, these caseworkers are unable to
identify and address any discrepancies between IEVS information and
individuals’ reported information in CBMS. The Department states that it will try
to obtain this access for all sites when addressing IEVS legislation for the next
fiscal year.

In our Fiscal Year 2008 audit, we recommended, in part, that the Department
ensure that IEVS hits were addressed, including those from the DOLE. The
Department agreed to implement the recommendation and stated that changes
were made to the CBMS system to eliminate inconsistent processing of IEVS
discrepancy records and automate the DOLE file update to interactive interview
windows. However, we noted that the Department has not provided any
instruction to caseworkers regarding addressing IEVS hits from DOLE, and IEVS
system changes were not made in CBMS.

IEVS is designed to detect instances in which participants misreport earnings and
receive medical assistance on the basis of incorrect or incomplete information. If
timely action is not taken to address and resolve IEVS hits, the Department risks
providing benefits to individuals who are ineligible for them, and the State risks
having payments disallowed by the federal government. The Department should
ensure that caseworkers address IEVS hits during the application process and the
redetermination process.

(CFDA No. 93.767; Children’s Health Insurance Program; Eligibility,
Subrecipient Monitoring. Classification of Finding: Material Weakness.)
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Recommendation No. 60:

The Department of Health Care Policy and Financing should ensure that all
county departments of human/social services and medical assistance sites have
access to the Income, Eligibility, and Verification System (IEVS) data and
address any discrepancies, including those related to Department of Labor and
Employment data, as required by state regulations. Additionally, the Department
should incorporate IEVS requirements within the Children’s Basic Health Plan
program’s state plan and within the Department rules for this program.

Department of Health Care Policy and Financing
Response:

Partially agree. Implementation date: January 2011 (contingent upon
DHS acceptance).

The Department received funding from a local health foundation grant and
from the U.S. Health and Human Services, Health Resources and Services
Administration to implement changes into CBMS so that county
departments and medical assistance sites can verify income through IEVS
and address any discrepancies. However, the Department is unable to
implement CBMS changes because of the adverse program impacts the
changes would have on the financial programs administered by the
Department of Human Services (DHS), most notably the food assistance
program.

The Department, DHS, and OIT have been working with the CBMS
maintenance and operations vendor, Deloitte Consulting LLC to identify
feasible options to implement IEVS for all medical assistance programs
that are acceptable to DHS. Further analysis is underway to determine the
best alternative and develop a timeframe for implementation.

Other Health Insurance and the CBHP Program

The purpose of the CBHP program is to provide health care for eligible uninsured
children and pregnant women. Under federal regulations, individuals who have
other health insurance are generally not eligible to receive health care benefits
under CBHP. According to the Department’s State Plan, “if the family reports
creditable coverage (most group health plans and health insurance coverage), the
child will be found ineligible;” therefore, if an individual reports other insurance
coverage, the Department must determine whether the insurance is creditable
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under federal regulations and the State Plan as part of the application process.
Applicants are required to self-declare any other health insurance coverage as part
of the program’s initial application process and during the annual eligibility
redetermination process. If an applicant or beneficiary reports having creditable
coverage, the caseworker makes a copy of the applicant’s insurance card for the
case file and enters the health insurance information into CBMS. CBMS then
generates a Client Health Resource Information Form (MS-10 form), which the
recipient is to complete and return to the Department’s Benefit Coordination
Division. The form is forwarded to the CBHP eligibility and enrollment vendor,
who reviews and verifies the other health insurance information. In addition, the
Health Maintenance Organization (HMO) contractors that provide health benefits
to CBHP beneficiaries send reports of other health insurance coverage to the
CBHP eligibility and enrollment vendor for review and verification. In both
cases, CBHP coverage is terminated if other creditable health insurance is found.
In both cases, an applicant found to have creditable health insurance coverage is
to be denied enrollment in the CBHP program. In addition, a beneficiary in
CBHP who is later found to have creditable insurance coverage is to be
disenrolled from the CBHP program.

During our Fiscal Year 2009 audit, we reviewed 60 CBHP recipients and the
associated case files to determine whether the recipients had reported other health
insurance or creditable coverage and, if so, whether the recipients had been
appropriately denied CBHP coverage. We noted a total of 14 recipients (eight
recipients [13 percent] in our sample, and six additional CBHP recipients outside
our sample), who had reported other health insurance but the health insurance
either had not been verified, or the insurance had been reported but not entered
into CBMS. For all 14 recipients, neither CBMS nor the case file contained any
evidence that the insurance information had been investigated to determine
whether or not the reported insurance met the definition of creditable coverage,
and therefore the individual needed to be disenrolled from CBHP. After our
review, the Department investigated five of the 14 recipients and found that four
were eligible for CBHP coverage because the recipients did not in fact have
creditable coverage.  However, the Department was unable to provide
documentation on its investigation and determinations. All 14 recipient errors in
verification of other health insurance resulted in total questioned costs of about
$15,764.

Ensuring that only eligible individuals are enrolled in CBHP is a critical aspect of
the Department’s program management. At the same time, enrolling all applicants
who are eligible is fundamental to accomplishing the program’s purpose of
providing health care for eligible uninsured children and pregnant women. Since
state and federal funds for CBHP are limited, it is crucial for the Department to
monitor eligibility-determination practices at eligibility sites to ensure that monies
are spent appropriately for only those individuals who are eligible for services.
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(CFDA No. 93.767; Children’s Health Insurance Program; Activities Allowed or
Unallowed, Allowable Costs/Cost Principles, Eligibility. Classification of
Finding: Material Weakness.)

Recommendation No. 61:

The Department of Health Care Policy and Financing should ensure that
requirements related to determining whether an individual has creditable coverage
and is therefore ineligible for the Children’s Basic Health Plan (CBHP) program
are met by:

a. Investigating and resolving all reports of other health insurance coverage
for applicants or beneficiaries and documenting the basis for the
determination of whether the coverage precludes an individual from being
eligible for CBHP.

b. Denying eligibility or disenrolling individuals determined to have other
creditable coverage and recovering any unallowable payments, as
appropriate.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: January 2010.

The CBHP program had an informal process in place effective
September 2007 to resolve reporting of other health insurance and the
process became formal in January 2010. The process is managed by
the CBHP eligibility and enrollment vendor, Affiliated Computer
Systems (ACS). When third party liability (TPL) (MS-10) forms are
received, the vendor is responsible for researching other insurance and
terminating coverage as appropriate. This information is documented
in the Case Comments field of Colorado Benefits Management System
(CBMS). The Health Maintenance Organization (HMO) contractors
also provide reports to the CBHP eligibility and enrollment vendor for
follow-up and termination if families reported other health insurance.
If there is other insurance indicated on the initial application or the
renewal for members applying for the CBHP program, CBMS will
deny eligibility.
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b. Agree. Implementation date: January 2011.

The eligibility and enrollment vendor for the CBHP program is
responsible for terminating CBHP members that have reported other
insurance.  The vendor receives this information from CBHP
members, participating HMOs and the Department (Benefits
Coordination Division). This information can be provided on forms
such as a TPL form, HMO report or information received from a
CBHP member (e.g. phone call or TPL form). The Department will
develop a list of feasible options to operationalize any client
recoveries.

CBHP Program Data Input Controls

The Department is responsible for ensuring the effectiveness of controls,
including data input controls, over the CBHP program. To receive public medical
assistance in Colorado, including assistance through the CBHP program,
individuals and families apply for benefits at their local county department of
human/social services or MA sites. During applicant interviews, county or
medical assistance site caseworkers enter applicant-provided data into the CBMS.
These data are used in determining applicants’ eligibility to receive program
benefits.  Accordingly, controls over data input are critical to ensure that
eligibility determinations are accurate and that CBHP claims are paid only on
behalf of eligible individuals.

During our sample testing, we reviewed 60 CBHP case files to determine if data
supporting applicants’ eligibility were accurately entered into CBMS. Our review
indicated a lack of adequate controls over data input. Of the 60 CBHP files
reviewed, five contained at least one data entry error, resulting in an 8 percent
error rate overall. One of these errors affected the beneficiary’s eligibility and
resulted in $201 in questioned costs. We identified two types of errors:

e In two cases, the beneficiary had reported having third-party insurance or
had updated their insurance information, as documented in the case file,
but the caseworker did not enter this information into CBMS. An
individual who has third-party insurance is not eligible for the CBHP
program. Thus, for the individual who had reported having third-party
insurance, about $201 in benefits was improperly paid on the individual’s
behalf. The other individual’s third-party insurance related to a previous
employer and was no longer effective; however, this was not reflected in
CBMS.



Report of the Colorado State Auditor I -41

e In three cases, the caseworker did not enter income information or entered
incorrect income information in CBMS. In one case, the beneficiary had
reported bi-monthly income, but the caseworker entered it as bi-weekly
income. This error resulted in the system’s incorrectly calculating the
beneficiary’s monthly income. In addition, for the same beneficiary, the
case file contained pay stubs that documented the income earned, but the
caseworker entered incorrect information related to three of the pay stubs.
In another case, the case file included six pay stubs that documented the
income earned, but the caseworker entered information from only two of
the pay stubs. In the last case, the caseworker incorrectly entered medical
deductions of $9,000, instead of the $90 documented in the case file.
These errors affected the $2 co-pay that was required but not collected
from the beneficiary; however, they did not affect overall eligibility.

Such errors, regardless of whether they resulted in questioned costs, compromise
the integrity of the data in CBMS. During the prior year’s audit, the Department
responded that a goal of the Medicaid Eligibility Quality Improvement Plan was
to improve controls over data input for the CBHP program; however, current
information from the Department indicates that this effort is still in progress. The
errors noted this year indicate a continued need for additional supervisory review
and training at the county departments and medical assistance sites. The
Department should ensure that effective supervisory review processes are in place
at the county departments and medical assistance sites and that all caseworkers
are adequately trained on eligibility criteria and data entry.

(CFDA No. 93.767; Children’s Health Insurance Program; Eligibility,
Subrecipient Monitoring. Classification of Finding: Significant Deficiency.)

Recommendation No. 62:

The Department of Health Care Policy and Financing should improve controls
over the Children’s Basic Health Plan (CBHP) program data entry into the
Colorado Benefits Management System (CBMS) by:

a. Ensuring that county departments of human/social services and medical
assistance sites have in place effective supervisory reviews of CBMS data
entry, including comparisons of case file data with CBMS data as part of
the eligibility determination process.

b. Reviewing counties’ and medical assistance sites’ data input and
monitoring their supervisory reviews. Follow-up procedures should be
performed as appropriate.
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Expanding the CBHP training and technical assistance provided to
counties and medical assistance sites to emphasize the issues identified,
such as CBMS income calculations.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: September 2010 (Phase Il MEQIP
Technical Assistance and Training), April 2010 (PEAK), February 2010
(CEPIC), December 2010 (Mapping Project), 2010-2013 (Electronic
Interfaces).

The Department continues to address internal controls over CBHP
eligibility determinations and increased accuracy of data entry by using a
multi faceted approach. This approach is outlined below.

The Department monitors CBMS data entry of the counties and medical
assistance sites through the MEQIP. In December 2009, 69 of 70 counties
and medical assistance sites submitted their first quality improvement
plans with respect to data entry, timely processing and case file
maintenance. On a quarterly basis, counties and medical assistance sites
report their results of their reviews with respect to CBMS data entry.
Ninety-one percent of the counties and 100 percent of the medical
assistance sites have submitted their first quarterly report. The
Department will complete its review and analysis of the data in April 2010
and will identify counties that need additional training and technical
assistance to improve their performance. The Department expects to
begin the technical assistance and training phase of MEQIP in the fall of
2010. The supervisors are responsible for submitting their review and
findings of CBMS data entry. The addition of supervisory reviews will be
integrated in a future phase of MEQIP in early 2011.

The Intelligent Data Entry (IDE) project seeks to redesign the front end of
CBMS to streamline the CBMS screens, eliminate unused data fields
within CBMS, and to eliminate duplicative data entry into CBMS. This
project will greatly increase the productivity of the CBMS worker, reduce
the data entry error rates and improve the overall timeliness of processing
applications. Phase I of IDE will be implemented in late summer of 2010
and Phase 11 of IDE will be implemented in late 2010.

In April 2010, the Colorado Program Eligibility and Application Kit
(PEAK) will be implemented. PEAK will allow applicants to apply
directly on-line for children’s and family medical assistance programs.
The PEAK interface with CBMS will permit data fields within CBMS to
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be automatically populated within CBMS reducing the amount of CBMS
data entry and decreasing the probability of data entry errors.

In February 2010, the Department will begin work with 15 counties to
assist them in identifying changes to their work processes by using process
improvement methods that are common to the private sector. The
Colorado Eligibility Process Improvement Collaborative (CEPIC) funded
by the Colorado Health Foundation. This project will also have a
supervisory review component.

Each of the aforementioned initiatives are in the start-up stages,
therefore in the future, processes may need adjusting to improve
outcomes.

Requirements of the Deficit Reduction Act

The federal Deficit Reduction Act of 2005 (Act or DRA) requires that individuals
provide evidence of U.S. citizenship and identity when applying for certain public
or medical assistance programs, including Medicaid. Examples of such evidence
include an original birth certificate and a copy of a driver’s license, with photo,
issued by a U.S. state or territory. To implement the Act, the federal CMS issued
an interim rule in July 2006 and a final rule in July 2007. According to the final
rule, “A Medicaid application is not complete without the submission of all
documentation, including documentary evidence of citizenship and identity...”

Different requirements pertain to individuals applying for assistance under the
federal Children’s Health Insurance Program, which in Colorado is known as the
CBHP. Applicants for this program are not required to submit the same
citizenship and identity documents required under the DRA. For example, CBHP
applicants may verbally attest to being U.S. citizens, according to federal
regulations and the Department’s state plan.

In effect, however, the Act’s requirements do pertain to most CBHP applicants.
As part of the CBHP application process, federal regulations require that CBHP
applicants first apply for and be denied Medicaid assistance in order to be eligible
for CBHP. Therefore, a child found ineligible for Medicaid assistance (e.g.,
because the family’s income was too high) may still apply for CBHP assistance.
When this happens, the citizenship and identity documents required by the DRA
should have been submitted with the application for Medicaid assistance.

In July 2006 the Department began automatically enrolling potentially Medicaid-
eligible applicants into CBHP, when the applicants had not submitted within
Department deadlines the citizenship and identity documents required under the
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DRA. In its July 2007 final rule, CMS clarified how the Act affects separate
CHIP programs such as Colorado’s:  “... it is not permissible under federal
regulations to enroll a potentially Medicaid eligible child into a separate State
Children’s Health Insurance Program pending submission of citizenship and
identity documents necessary to complete the Medicaid application process.”
[Emphasis added.] CMS reviewed the CBHP program in July 2007 and found
that “Colorado’s current practice of enrolling Medicaid eligible children into
CBHP while awaiting Deficit Reduction Act [DRA] documentation violates
Medicaid screen and enroll requirements” and requested a corrective action plan.
In addition, the CMS letter stated that the final rule relating to “citizenship
documentation requirements for the Medicaid program clearly provides that a
Medicaid application will not be considered to be complete without submission of
all documentation including documentary evidence of citizenship and identity.”

In responding to CMS, the Department said it had changed its procedures
effective April 1, 2008, to discontinue the practice of enrolling potentially
Medicaid-eligible individuals into the CBHP program in cases in which the
applicant had not provided the citizenship and identity documents required for
Medicaid. In addition, the Department stated that it would “determine a client’s
eligibility for Medicaid and CBHP prior to requesting DRA documentary
evidence of citizenship and identity, since it would be improper to request DRA
documentation for CBHP eligible clients.” However, according to federal
regulations, an individual’s application for Medicaid is not complete, and so
eligibility cannot be determined, until the DRA documentation has been received.
If the applicant is found ineligible for Medicaid assistance, a denial letter is sent
to the applicant, and the applicant can be reviewed for CBHP eligibility. In order
to demonstrate that the Medicaid application was complete, the Department
should maintain copies of the DRA documentation that accompanied the
Medicaid application in the CBHP case files.

During our Fiscal Year 2009 audit, we reviewed 60 CBHP recipients and the
associated case files to determine if the recipients were eligible for and properly
enrolled in the CBHP program. In addition to other areas tested, we also tested to
determine if the recipient had DRA documentation included in the case file. We
found seven recipients in our sample and five recipients outside of our sample
(but related to the individuals in our sample) who did not have DRA
documentation included in their case files. According to the Medicaid denial
letter these individuals had their Medicaid application denied based on income.
According to CBMS, each of these individuals had verbally verified that they
were U.S. citizens. However, as indicated above, the DRA documentation must
be obtained prior to a Medicaid application’s being approved or denied; therefore,
the documentation should have been maintained for CBHP purposes as well. In
addition, based on the absence of DRA documentation in the case files, it would
appear that the Department made Medicaid eligibility determinations based on
incomplete applications.
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As of June 2009, CMS had not provided written approval of the Department’s
corrective action plan. According to the Department, CMS’s lack of response
indicates its acceptance of the plan. However, without CMS’s written approval,
the Department lacks assurance that its corrective action plan is in compliance
with federal regulations governing Medicaid and CBHP. The Department should
continue to work with CMS to ensure the appropriateness of the Department’s
corrective action plan and the procedures that went into effect in April 2008.

(CFDA No. 93.767; Children’s Health Insurance Program, Activities Allowed or
Unallowed, Allowable Costs/Cost Principles, Eligibility. Classification of
Finding: Control Deficiency.)

Recommendation No. 63:

The Department of Health Care Policy and Financing should ensure compliance
with federal regulations governing Medicaid and the Children’s Basic Health Plan
(CBHP) programs by:

a. Ensuring that all Medicaid applications include the citizenship and identity
documentation required by the Deficit Reduction Act (DRA) prior to
approving or denying eligibility for Medicaid.

b. Maintaining DRA documentation received with Medicaid applications in
CBHP case files.

c. Working with the Centers for Medicare and Medicaid Services to ensure
the appropriateness (as evidenced by the Centers’ written approval) of the
Department’s corrective action plan for implementing the DRA as it
affects CBHP.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: January 2010.

The current Medicaid policy requires all DRA documentation remain a
part of the case file where the documentation was originally presented.
The documentation does not follow the electronic CBMS case file;
therefore, the location of the documents must be researched in order to
make the request to the correct eligibility site for future audit requests.
Per 10 CCR 2505-10 8.100.3.H.5(a), the eligibility site shall retain a
paper or electronically scanned copy of an individual's citizenship and
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identity documentation, including any verification described in
8.100.3.H.4.e.1, for at least five years from the ending date of the
individual's last period of Medical Assistance eligibility.

. Agree. Implementation Date: December 2010 - Mapping Project,

2010-2013 - Electronic Interfaces, January 2010 - CHP+ DRA
Compliance.

Effective January 2010, DRA requirements are extended to children
eligible under CBHP. Uniform processes for both Medicaid and
CBHP will ensure that all Medicaid and CBHP applications include
the citizenship and identity documentation required by the DRA prior
to approving or denying eligibility for Medicaid. When an application
is received and the income is clearly above the Medicaid income
limits, DRA documentation will now be requested if it was not initially
included with the application for medical assistance.

Case file documentation is more likely to be properly maintained when
a complete application, together with required verifications, is
submitted to the counties and medical assistance sites. The
Department, in conjunction with the Colorado Trust, is developing and
will maintain a robust searchable database that will allow applicants to
search for application assistance sites by location, type of application
assistance, and an automatic mapping function to give the applicant
the exact location of the community-based organization. People
applying for medical assistance programs will be able to easily find a
location in their community to verify citizenship and identity
documentation and forward verified copies of the documentation
together with the application to counties and eligibility sites for
processing.

The Department received grant funding from the U.S. Health and
Human Services, Health Resource and Services Administration to
implement eligibility modernization that will verify needed
verifications electronically by creating interfaces with other state and
federal databases to comply with the DRA requirements.

Agree. Implementation date: March 2010.

The Department submitted its original corrective action plan in
October 2007 to CMS and provided an update to them in May 2008.
To date, CMS has not asked the Department for any additional
information. The Children’s Health Insurance Program
Reauthorization Act (CHIPRA) of 2009 extended DRA requirements
to CBHP. The Medical Services Board adopted emergency rules for
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documentation requirements for CBHP in December 2009 to be
effective January 2010. Changes to CBMS to automate the DRA
process will be implemented in March 2010.

Timely Processing of Applications

According to federal and state regulations, the Department is to process benefit
applications for the Medicaid program and for CBHP within specific time frames.
Specifically, most Medicaid and all CBHP applications are required to be
processed within 45 days. Other Medicaid applications, such as those for long-
term care, are to be processed within 90 days. The Department tracks processing
timeliness through CBMS.

In Fiscal Years 2007 and 2008, our audits identified problems with timely
processing of Medicaid and CBHP cases, and we recommended that the
Department take steps to ensure that Medicaid and CBHP cases are processed
within 45 days, as required. The Department agreed with this recommendation;
however, our Fiscal Year 2009 audit again found problems with timely processing
for these two programs. Overall, as of July 2009, a total of 4,562 Medicaid and
CBHP cases exceeded the processing time frame, and about 79 percent of these
cases exceeded the processing time frame by 60 days or more. As shown in the
table below, the number of Medicaid cases that exceeded the processing
requirements has decreased over the three-year period, while the number of
CBHP cases exceeding requirements has increased. The following table shows
the number of cases that exceeded the processing time frame at the time of our
audit in each of the past three fiscal years.
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Department of Health Care Policy and Financing
Medicaid and Children’s Basic Health Plan Program
Cases Exceeding 45-Day Processing Guidelines
October 2007, October 2008, and July 2009*
Program 2007 2008 2009
Children’s Basic Health Plan program (CBHP) 2,170, 2,953 3,273
Medicaid? 1,880, 1,455 1,289
Total Cases Exceeding Processing Guidelines 4,050, 4,408 4,562
Source: Office of the State Auditor analysis of the CBMS Exceeding Processing Guidelines Report.
! Reports from the Colorado Benefit Management System provided by the Department dated October 1,
2007; October 6, 2008; and July 6, 2009.

Z Medicaid long-term-care cases are not represented in this table.

As noted above, applications for Medicaid long-term-care benefits are to be
processed within 90 days. As of July 2009, the Department reported that a total
of 353 Medicaid long-term-care cases exceeded the processing time frame, or 35
(9 percent) fewer than we found during our Fiscal Year 2008 audit. The
Department should monitor these cases to ensure that processing of these
applications occurs within the required 90-day time frame.

In its response to our Fiscal Year 2008 recommendations, the Department stated
that it had partially implemented changes in CBMS that would improve the
accuracy of the Exceeding Processing Guidelines report. The CBMS changes
included an option in CBMS that would allow the user to indicate that an
application is incomplete because of the need for information from the
beneficiary, and thus would exclude these incomplete applications from the EPG
report. Also, to improve timeliness in processing applications and
redeterminations, the Department stated that it had created a Medical Eligibility
Quality Improvement Plan that included improving timeliness of processing
medical assistance applications as one of its goals and has formed a unit to
implement the plan and provide training to the counties. At the time of our Fiscal
Year 2009 audit, the Department had fully implemented the CBMS changes,
including the exclusion of incomplete applications from the report, and was still
working to improve the timeliness of processing. The Department has provided
eligibility training to counties; however, it is still in the process of establishing
appropriate measures to review cases for accurate and timely processing.

Timely Processing of Eligibility Redeterminations

In addition to the lack of timely application processing, we identified
concerns related to the timeliness of Medicaid redeterminations. Under federal
and state regulations, county departments of human/social services and medical
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assistance sites (eligibility sites) are to redetermine Medicaid and CBHP
beneficiaries’ eligibility at least every 12 months. When beneficiaries approach
the end of a 12-month period, they are required to complete the Department’s
Redetermination, Reassessment, or Recertification packet (the redetermination
packet). Eligibility sites use the information reported on the redetermination
packet to redetermine a recipient’s Medicaid or CBHP eligibility. Under federal
regulations, eligibility sites are to promptly redetermine eligibility upon their
receipt of the redetermination packet. Specifically, according to Department staff,
redetermination of a recipient’s eligibility is to occur before the recipient’s current
12-month eligibility period has expired. Prompt redeterminations are important
because CBMS is programmed to automatically terminate a recipient’s Medicaid
or CBHP benefits if a recertification has not been entered into the system before
the eligibility period has expired. Thus, if a redetermination packet is not
processed timely, the recipient is at risk of having Medicaid or CBHP coverage
terminated.

During our Fiscal Year 2009 audit, we reviewed 63 Medicaid payments and 60
CBHP cases to determine compliance with federal regulations on the timeliness of
redetermining eligibility. Of the 63 Medicaid payments tested, 39 (62 percent)
were made on behalf of recipients who had been certified using a redetermination
packet. For 11 of the 39 redeterminations within our sample and four
redeterminations outside our sample of payments tested, the recipient had
reported timely, but the eligibility site had processed the redetermination after the
expiration of the recipient’s prior eligibility period. Of these 15 late
redeterminations, 13 were for recipients receiving Medicaid long-term-care
services, and CBMS is programmed not to terminate services for these recipients.
In the other two cases, applications were appropriately backdated to time of
submittal of the application. Accordingly, services were not interrupted or
terminated for these 15 cases. We did not identify any noncompliance of timely
processing of redeterminations for the CBHP cases in our sample.

Processing delays can prevent program applicants from receiving needed medical
assistance for which they are eligible. Further, processing delays subject the
Department to fiscal sanctions from the federal government for noncompliance
with federal regulations. The Department should work with county departments
of human/social services and medical assistance sites to ensure that processing
guidelines are met for all federal programs.

(CFDA No. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Eligibility, Subrecipient Monitoring. Classification of Finding:
Significant Deficiency.)
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Recommendation No. 64:

The Department of Health Care Policy and Financing should ensure that all
program processing requirements for Medicaid and Children’s Basic Health Plan
(CBHP) eligibility are met by:

a. Using existing mechanisms, such as CBMS reports and the Monitoring
and Quality Unit, to identify all cases, including long-term-care cases,
which exceed processing guidelines. The Department should consider
setting a short-term goal to evaluate how its mechanisms are working.

b. Working with county departments of human/social services and MA sites
to improve the application processing timeliness by offering technical
assistance that focuses on the cause of untimely processing to ensure that
new cases and redeterminations for Medicaid and for the CBHP program
are processed within state and federal guidelines.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: September 2010 (Phase Il MEQIP
Technical Assistance and Training), April 2010 (PEAK), February 2010
(CEPIC), December 2010 (Mapping Project), 2010-2013 (Electronic
Interfaces.

The Department continues to address the timely processing of applications
and redeterminations by using a multi faceted approach. The Department
monitors the timely processing of applications of the counties and medical
assistance sites through the Medical Eligibility Quality Improvement
Project (MEQIP). As of December 2009, 69 of 70 counties and medical
assistance sites submitted their quality improvement plans that included
timely processing. Ninety-one percent of the counties and 100 percent of
the medical assistance sites have submitted their first quarterly report. In
the fall of 2010, the Department expects to begin the technical assistance
and training phase of MEQIP, based on its review and analysis of the data
to be completed by April 2010.

The Colorado Eligibility Process Improvement Collaborative (CEPIC),
funded by the Colorado Health Foundation, will begin work with 15
counties to assist them in identifying changes to their work processes to
improve the timely processing of applications in February 2010.
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The Department initiated the Application Overflow Unit in May of 2009.
The Department has been diverting close to 1,000 applications per month
from the counties to other medical assistance sites to ensure timely
processing.

In the spring of 2010, applicants will be able to apply directly on-line for
children and family medical assistance programs. The availability of the
self-service option for applicants should greatly improve the timeliness of
application processing. The Intelligent Data Entry (IDE) project will
greatly increase the productivity of the CBMS worker, reduce the data
entry error rates and improve the overall timeliness of processing
applications.

The Department is working with the Colorado Health Foundation (CHF)
to develop a Request for Proposal (RFP) for the “Auto Enrollment
Project.” Potential vendors will submit a strategic plan for the design and
implementation of an automated eligibility determination system for
Medicaid and CBHP.

Family Planning Expenditures

Under federal Medicaid regulations, the Department can receive federal
reimbursement for 90 percent of allowable expenditures for family planning
services within the Medicaid program. These services are generally intended to
control family size by preventing or delaying pregnancies and include such
activities as counseling and patient education, examination and treatment by
medical professionals, laboratory examinations and tests, and pharmaceutical
supplies and devices. Family planning services are provided through both the
fee-for-service and the Managed Care Program under Medicaid. Family planning
services are separately identified and tracked within the fee-for-service program.
However, under Managed Care these services are not separately identified
because providers receive a monthly capitation payment (flat fee) for each of their
Medicaid patients, regardless of the amount or type of service provided. In order
to estimate the amount of family planning expenditures under the Managed Care
Program, the Department determines the percentage of family planning
expenditures to total Medicaid expenditures under the fee-for-service program
and then applies this percentage to the total Medicaid expenditures under the
Managed Care Program. Using this methodology, the Department estimated that,
of about $344 million in Fiscal Year 2009 Managed Care expenditures, about
$967,000 was for family planning.

During our Fiscal Year 2009 audit, the Department reported that it may have
overstated its Managed Care family planning reimbursement amount for federal
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Fiscal Years 2002 through 2008 by approximately $4.6 million to $5.3 million
and received excess federal reimbursements for this amount. The Department
identified this potential error after it received a request from the federal CMS for a
description of the State’s methodology for determining family planning
expenditures. While reviewing its methodology, the Department performed an
analysis of the calculation and identified potential issues with how the
methodology was applied, which could cause family planning expenditures to be
overstated. The Department reported this information to the Office of the State
Auditor and CMS for further review.

During our Fiscal Year 2009 audit we reviewed the Department’s methodology
for calculating family planning expenditures and noted a lack of policies and
internal controls over the process, as well as a lack of adequate training on the
methodology for staff involved in the process and calculations. We also tested the
expenditures reported during the period January 1, 2004, through June 30, 2009
and found that the Department appeared to have underreported its expenditures by
about $450,000, rather than overreported. Therefore the Department appears to
have requested reimbursement for about $406,000 less than it should have, or 90
percent of the underreported expenditures. The specific problems that we
identified are described below.

e Lack of adequate staff knowledge about the methodology for
calculating family planning expenditures. We found that staff in both
the accounting and rates sections, including their supervisors, did not have
sufficient knowledge about the entire methodology for calculating family
planning expenditures regarding the data to be extracted from the State’s
accounting system, COFRS, and how the methodology was to be applied
using the data.

e Lack of defined policies and procedures and adequate internal
controls over determining family planning expenditures. Although the
Department has a written methodology, we noted the Department does not
have written policies and procedures for applying the methodology that
should be used to calculate Family Planning expenditures for Managed
Care. Because the methodology has not been clearly documented, this has
resulted in problems such as a lack of consistency in how data for the
calculation are identified and extracted from COFRS. We also found that
staff did not routinely maintain documentation to support the calculation
of the family planning expenditures, and supervisors were not reviewing
the calculation performed by staff. Without documents to support how
calculations were performed and lack of supervisory review, errors were
not detected and corrected, and erroneous information was reported to the
federal government.
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Once the Department has completed its review of the methodology currently used
to calculate family planning expenditures, it should establish written policies and
procedures documenting the methodology, including details about the data to be
used, and implement adequate controls over the process. This should include
maintaining supporting documentation and performing supervisory reviews. All
staff involved in the process should be trained on the policies, procedures, and
controls over the process. The Department should submit any changes to the
methodology to CMS, as appropriate.

The Department is responsible for accurately calculating its family planning
expenditures and submitting accurate and complete claims for federal
reimbursement of those expenditures. Accordingly, the Department must have
adequate controls in place to ensure the accuracy of these calculations and
reimbursement requests.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost Principles, Reporting. Classification of Finding: Material
Weakness.)

Recommendation No. 65:

The Department of Health Care Policy and Financing should improve its controls
over the calculation and reporting of family planning expenditures under the
Medicaid Managed Care Program by:

a. Completing its review of the methodology used to calculate and report
family planning expenditures and developing and implementing written
policies and procedures for the methodology.

b. Training all staff on the policies and procedures involved with the
methodology.

¢. Maintaining all supporting documentation used for the calculation of the
family planning expenditures.

d. Ensuring that supervisors review the data used, the calculations, and the
supporting documentation for compliance with the established
methodology prior to submission of reports to the federal government.

e. Ensuring all data from the State’s accounting system, COFRS, are
extracted in a consistent manner and in accordance with policies and
procedures.
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f. Submitting the Department’s methodology for calculating and reporting
Family Planning expenditures to the federal government for approval, as
appropriate.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: June 2010.

By June 2010, the Department will complete its review of the
methodology wused to calculate and report Family Planning
expenditures and will develop and implement detailed written policies
and procedures to ensure that its methodology for calculating and
reporting Family Planning expenditures under managed care is
performed consistently and accurately. Specifically, this document
will include procedures describing staff training, document retention,
and supervisory review. Also, the Department will document each
section’s role in the calculation process, to ensure that staff and
supervisors understand how each individual component in the process
fits together into the entire structure for calculating Family Planning
expenditures.

b. Agree. Implementation date: July 2010.

The Department will provide training for all staff who work with the
Family Planning program and their supervisors on the policies and
procedures related to the methodology for calculating and reporting
Family Planning expenditures.

c. Agree. Implementation date: June 2010.

The Department will maintain all supporting documentation used for
the calculation of the Family Planning expenditures in compliance
with the Department’s standard operating procedure for Records
Maintenance, Storage and Retention (SOP-ADM-014), guidance
provided by the State Archives and federal regulations.

d. Agree. Implementation date: June 2010.

The Department will provide training for supervisors who oversee
staff that work with the Family Planning program to ensure the data,
calculations, and supporting documentation are properly reviewed
prior to the submission of reports to the federal government. An
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internal clearance process will be implemented to document and
record the supervisory review.

e. Agree. Implementation date: June 2010.

The Department will extract data from Colorado Financial Reporting
System based on its current methodology for calculating and reporting
family planning expenditures.

f. Agree. Implementation date: Implemented.

The Department submitted its current methodology for calculating and
reporting family planning expenditures to CMS for approval on July 9,
2009, and has not received a response. Any future modifications to the
Department’s methodology shall be submitted to CMS for approval.

Certifications for Laboratory Providers

The federal Clinical Laboratory Improvement Amendment (CLIA) program
establishes quality standards for laboratory testing to ensure accurate, reliable, and
timely patient test results across laboratories. The CLIA program, overseen by
the federal CMS, requires certification to ensure that laboratories meet these
standards. Under federal Medicaid regulations, all providers of laboratory
services, including physicians’ offices that perform less complex laboratory work,
must be CLIA-certified and are issued a CLIA number in order to receive
reimbursement under the Medicaid program. Certifications also indicate the level
of laboratory services that the provider is permitted to perform.

In Colorado, the Department of Public Health and Environment conducts the
CLIA certification process for laboratories on behalf of CMS. In Fiscal Year
2009, the State paid about $28.2 million to providers for laboratory services under
the Medicaid program. These payments are processed through MMIS by the
Department of Health Care Policy and Financing (Department). The Department
is responsible for having a control in place to ensure that providers have a CLIA
certification before they are paid through MMIS. According to the Department,
about 279 of the 21,621 providers of laboratory services located in Colorado are
CLIA-certified.

Problems with controls to ensure providers that submit laboratory claims are
CLIA-certified were first identified during our Fiscal Year 2001 audit. At that
time, the Department reported that the edits had not worked properly since
December 1998, when the new version of MMIS was implemented. The system
edit problems persisted, and during our 2007 audit, the Department reported that
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edits in MMIS related to CLIA certifications had been put into place and were
anticipated to be activated by June 2009, after system enhancements had been
implemented and providers had updated their CLIA information in MMIS.

During our 2009 audit, we found that the Department continues to have problems
that prevent it from ensuring that payments are made only to providers who have
the required CLIA certification. The Department reported that the MMIS system
changes that would enable MMIS to accept certification information from the
providers have not been working as intended. In addition, the Department has not
established an alternative process, such as conducting post-payment reviews or
verifying CLIA certifications during site visits to providers, to ensure that
laboratory claims are only paid to CLIA-certified providers.

The Department should implement system changes to edits and processes to
ensure that it can identify and verify providers’ CLIA certifications prior to
issuing payments for laboratory claims. If this is not feasible, then the
Department should identify some other process to ensure requirements for CLIA
certifications are met and recover any payments erroneously made to noncertified
providers.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost Principles, Eligibility, Special Tests and Provisions.
Classification of Finding: Material Weakness.)

Recommendation No. 66:

The Department of Health Care Policy and Financing should improve controls
over payments to laboratory providers for the Medicaid program by:

a. Ensuring that the Medicaid Management Information System (MMIS)
edits necessary for accepting complete certification information from
providers are working as intended to ensure compliance with the Clinical
Laboratory Improvement Amendment (CLIA) requirements.

b. Until system edits can be completed, establishing an alternative method to
verify that only providers with CLIA certification are receiving payment
through the Medicaid program.

c. Identify and recover any payments erroneously made to laboratories that
were not CLIA-certified.
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Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: July 2011.

A Customer Service Request (CSR), #2366, has been initiated to
address the issue of ensuring that the MMIS edits necessary for
accepting complete certification information from providers has been
activated. The target production date for this update is July 2011.

b. Agree. Implementation date: December 2009.

Periodic reports can be generated to identify payments for CLIA
procedures which were not provided by CLIA certified providers.
CSR #2212 has been initiated to make provider CLIA information
more easily accessible by making it available in the MMIS Decision
Support System. The target production date for this update is
December 20009.

c. Agree. Implementation date: March 2010.

The Department will work to identify payments erroneously made to
non-CLIA certified providers and will attempt to recover, within
guidelines set forth in federal regulations, state statute and Department
regulations, any payments erroneously made to laboratories that were
not CLIA-certified.

MMIS System Edits

The MMIS is the State’s Medicaid claim processing and payment system. MMIS
is owned by the Department but is managed and operated by the Department’s
fiscal agent, Affiliated Computer Services, Inc. (ACS). In Fiscal Year 2009, ACS
processed approximately 31.2 million claims, totaling $3.3 billion, through
MMIS.

MMIS includes controls, such as automated edits, to help ensure that all claims
submitted by providers represent Medicaid-allowable services and are in
compliance with state and federal Medicaid laws and regulations. In some cases
system edits place certain types of claims on hold for manual processing by ACS
staff. In processing such claims, staff are to follow the ACS “resolution text”—a
step-by-step guide that contains instructions for either approving or denying a
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manually processed claim. Therefore, it is important that both the edits within
MMIS and the resolution text accurately reflect Department policies.

The Department is responsible for ensuring that its policies incorporate state and
federal laws and regulations and that controls are in place to ensure policies are
implemented as intended. For example, according to the Department’s
occupational and physical therapy policy, which was updated in 2002, claims
exceeding the annual 24-unit limit related to occupational and physical therapy
services to a qualified individual should not be processed and paid without a prior
authorization request. The Department meets with ACS staff on a monthly basis
about edits within MMIS and the resolution text; ACS staff are responsible for
implementing agreed-upon edits and writing the resolution text to implement
Department policy.

During the Fiscal Year 2009 audit, we tested a sample of 27 paid claims totaling
$12,430 that had been processed through MMIS. We also reviewed the system
edits and resolution instructions associated with 12 edits that related to the 27
claims and found that the resolution instructions did not clearly reflect the
Department’s policy for occupational therapy claims. Specifically, we found that
resolution instructions for occupational therapy claims did not clearly require a
prior authorization, if the beneficiary’s annual 24-unit service limit had been
reached. While we found that the two occupational therapy claims in our sample
were paid correctly, at our request, the Department reviewed all occupational
therapy claims paid in Fiscal Year 2009 and identified 14 claims totaling $483
that were paid without prior authorization. In these 14 instances, the beneficiary
had reached the 24-unit service limit for the year; therefore, under the
Department’s policy the claims should have been denied unless a prior
authorization had been obtained prior to performing services. In addition,
although there were no physical therapy claims in our sample, the Department
indicated that the resolution text for physical therapy claims also included similar
language and thus could have resulted in the payment of physical therapy claims
above the annual limit without a prior authorization request. Upon review of all
physical therapy claims paid in Fiscal Year 2009, the Department identified 40
claims totaling $1,580 that were paid without a prior authorization, when this
request should have been obtained under the Department’s policy. Finally, the
Department reviewed occupational and physical therapy claims paid between
Fiscal Year 2005 through Fiscal Year 2008 and identified 814 additional claims
totaling $25,248 that were incorrectly paid without a prior authorization request.
No claims were identified by the Department as being paid out incorrectly for
Fiscal Years 2002 through 2004. In total, questioned costs of $27,311 related to
occupational and physical therapy claims were identified.

Because of the volume of claims processed in MMIS, it is essential that controls
are in place to ensure system edits are working correctly and that claims are
resolved in a manner consistent with current Department policy. Department
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staff, including those involved in policy setting, should work with ACS to ensure
that resolution instructions for all occupational and physical therapy edits are in
compliance with the Department’s policies.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost Principles, Eligibility. Classification of Finding:
Significant Deficiency.)

Recommendation No. 67:

The Department of Health Care Policy and Financing should improve controls
over occupational and physical therapy claims processed through the Medicaid
Management Information System by working with Affiliated Computer Services,
Inc. (ACS) and policy staff to ensure that the resolution text related to these
claims is consistent with Department policy, including the requirement to receive
authorization prior to processing these claims when the annual service limit has
been reached. In addition, the Department should seek to recover the erroneous
payments identified in the audit and ensure prior authorizations are received on all
occupational and physical therapy claims, when applicable, going forward.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: December 2009.

The resolution texts that were the subject of this finding were corrected on
August 6, 2009. Future occupational and physical therapy claims which
exceed the maximum of 24 units of service must have a valid prior
authorization or will be denied. The Department will attempt to recover
all erroneous payments identified in this audit to the extent that the
affected providers are still in operation and in accordance with federal
requirements.

Claims Paid on Behalf of Deceased Beneficiaries

The Department’s MMIS contains specific system edits to prevent payment of
Medicaid claims after the date of a beneficiary’s death. MMIS receives daily
uploads of Medicaid eligibility information from the CBMS. When a beneficiary
is not currently residing in a nursing facility, the Department relies on the
deceased beneficiary’s family to report the date of death to the county department



11 -60

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

of human/social services. Entering the date of death in CBMS in a timely and
accurate manner is essential to ensure benefits are not paid after the date of death.

During our Fiscal Year 2008 audit, we identified $1,090 in claims that had been
paid on behalf of deceased individuals. We recommended that the Department
improve controls over Medicaid payments related to deceased individuals by
investigating and implementing automated links or matches on a regular basis
between CBMS and other state or federal death record databases. Doing so would
help eliminate the manual processes of reporting and recording deaths of
Medicaid beneficiaries that are currently required of caseworkers and facilities.
We also recommended that the Department continue to seek reimbursement from
providers for erroneous payments for services provided after a beneficiary’s date
of death. The Department has yet to recover $85 of the claims identified in the
Fiscal Year 2008 audit.

During our Fiscal Year 2009 audit, we found that the Department researched
automated links between CBMS and other death record databases; however, the
Department determined these links are not practical at this time. As an
alternative, the Department has developed a date-of-death matching process to
identify and recoup payments made after a beneficiary’s date of death. The
Department has contracted with Health Management Systems (HMS) to run the
date-of-death match against various sources such as Social Security and Vital
Statistics.

As part of our audit, we selected a sample of 40 deceased beneficiaries who
passed away during Fiscal Year 2009. We found that 15 of the 40 beneficiaries
(38 percent) had a total of approximately $1,477 paid after their dates of death.
During Fiscal Year 2009, the Department ran a date-of-death match process that
identified payments on behalf of deceased individuals from July 2005 through
May 2009. As a result of this process, the Department identified $2,607,976 in
erroneous payments, including the $1,468 identified during our audit. According
to the Department, it has begun the process of recovering all erroneous payments
identified through its date-of-death match. A letter of instruction was sent to
providers identified in the match on June 11, 2009, to notify them of the
erroneous payments. The providers were given 45 days to respond to the
accuracy of claims submitted on behalf of deceased beneficiaries. As of the end
of our audit, the Department had not recouped any of the erroneous payments
identified through its match process. According to staff, the Department has no
formal, written procedures for conducting the date-of-death match process that
outlines the specific process that will be used, nor a schedule for how often this
match process will occur, and the process that will be used to recover payments
that appear to be unallowable. The Department should establish and implement
formal procedures for the match in order to provide assurance that the date of
death match process will be run on a consistent schedule and that erroneous
claims will be pursued for recovery.
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(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Eligibility. Classification of
Finding: Significant Deficiency.)

Recommendation No. 68:

The Department of Health Care Policy and Financing should improve controls in
the Medicaid program over the date of death match process by:

a. Developing formal, written procedures that outline the process for
performing the data match, the schedule and frequency for conducting the
match, and the process for recovering payments that appear unallowable.

b. Continuing to work to recoup erroneous payments identified through the
date-of-death match process conducted by the Department and during our
Fiscal Years 2008 and 2009 audits.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: December 31, 2009.

The Date-of-Death (DOD) data match and recovery project is
currently in the implementation stage. Ongoing evaluation of the
processes during the implementation stages shall continue to help
determine the best mechanisms for identification and recovery of DOD
overpayments.

The Department shall work with the contractor to develop formal,
written procedures that outline the process for performing the DOD
data matches. The formalized procedures will be completed by
December 31, 20009.

b. Agree. Implementation Date: November 30, 2009.

The DOD data match and recovery project is currently in the
implementation stage. This data match and recovery project shall
continue. The Department has identified and posted, in the MMIS, an
approximate $1.9 million in recoveries in the latest DOD recovery
project completed in October 2009.
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The DOD data match and recovery projects completed to-date by the
Department have recognized and recovered all claims identified in the
2008 and 2009 audits.

Overexpenditures Related to the State Survey and
Certification Grant

As the State’s Medicaid agency, the Department is responsible for overseeing the
Medicaid program, including all grants that are part of the federally defined
Medicaid grant cluster. One of these grants is the State Survey and Certification
grant (Survey program) the objective of which is to provide funds to states for
ensuring that Medicaid providers such as hospitals and nursing homes comply
with regulatory health and safety standards. Under an agreement with the federal
CMS, the Department of Public Health and Environment (DPHE) is the agency
charged with conducting surveys and ensuring providers’ compliance with
applicable requirements. The Department is responsible for overseeing DPHE’s
administration of the Survey program. The Department received an award of
about $1.7 million for the 2009 Survey program grant.

The Department is responsible for monitoring grant expenditures to ensure the
compliance with grant provisions, including ensuring that grant funds are not
overspent. The Department receives requests for reimbursement from DPHE for
direct and indirect expenditures incurred for administering the Survey program,
accompanied by supporting documentation. The Department reviews the support
to ensure the expenditures comply with grant provisions. Indirect expenditures
should be charged in accordance with the indirect cost rate established through
DPHE’s Indirect Cost Allocation Plan, which must be approved by the federal
government. The Department then requests federal reimbursement from CMS for
the direct expenditures and the indirect cost rate applied to the indirect
expenditures.

During our Fiscal Year 2009 audit, we identified several problems with the
Department’s reporting and monitoring of Survey program expenditures, as
described below.

e First, the Department informed us that it had incorrectly reported Survey
program expenditures when requesting federal reimbursement for Fiscal
Years 2007 and 2008 and had overspent the grant awards by about
$191,000 and about $78,000, respectively, which were repaid to the
federal government using state general funds. The majority of these
overexpenditures occurred because indirect cost expenditures were
double-recorded and the Department did not adequately monitor to ensure



Report of the Colorado State Auditor I -63

that expenditures did not exceed the grant awards. As a result, grants for
both 2007 and 2008 were overspent.

e Second, the Department incorrectly requested reimbursement from the
federal government of about $170,000 for federal fiscal year 2007 and
more than $78,000 for 2008 because the Department duplicated the
amount of the indirect cost expenditures incurred by DPHE. We noted the
expenditures and supporting documentation were reviewed by the
Department; however, the review did not detect these errors. The
Department repaid the federal government $248,000 during Fiscal Year
2009 for these excess reimbursements received.

e Third, the Department was reimbursing DPHE 100 percent for its indirect
costs, totaling $926,000 for the 2007 through 2009 grant award periods,
instead of basing the reimbursements on the approved indirect cost rate for
the Survey program.

Because the Department did not adequately monitor the State Survey and
Certification grant, it did not detect recording errors that resulted in
overexpenditures of the 2007 and 2008 grant awards. As a result, the Department
had to use limited state general funds to pay for the overexpenditures during
Fiscal Year 2009.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Reporting. Classification of
Finding: Significant Deficiency.)

Recommendation No. 69:

The Department of Health Care Policy and Financing should improve its
monitoring and reporting of the State Survey and Certification grant, by ensuring
that:

a. All expenditures are properly recorded and included in the monitoring of grant
awards and expenditures.

b. The review of supporting documentation for expenditures is adequate to
identify and correct errors.

c. The federally approved indirect cost rate is applied to indirect cost
expenditures when determining the amount of reimbursement to request from
the federal government.
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Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: April 2010.

The Department will review its current procedures and will revise these
procedures where necessary to ensure the proper recording and monitoring
of expenditures related to the State Survey and Certification grant.

b. Agree. Implementation date: April 2010.

The Department will review its current procedures and will revise these
procedures where necessary to ensure that the supporting documentation
for expenditures is adequate to identify and correct errors. The
Department will work with the Department of Public Health and
Environment to obtain additional supporting documentation if necessary.

c. Agree. Implementation date: April 2010.

The Department has met with staff from the Department of Public Health
and Environment to discuss their federally approved indirect cost rate and
their process for billing indirect costs. Supporting documentation related
to the federally approved indirect cost rate and the billing process has been
requested. The Department will review this supporting documentation and
will revise its current policies and procedures, if necessary. This
supporting documentation will be included with the policy and procedure
documentation for the State Survey and Certification grant.

Medicare Supplementary Medical Insurance
Benefits Program

The Medicare Supplementary Medical Insurance Benefits (SMIB) program helps
participants who are eligible for Medicaid and Medicare pay their Medicare Part
B health insurance premiums. Individuals can apply for the program at their local
county department of human/social services. During Fiscal Year 2009, the
Department had about 76,000 SMIB participants and paid approximately $92
million to the federal CMS for Medicare Part B insurance premiums on behalf of
these participants. In turn, CMS reimbursed the Department for about 50 percent
of these payments. Controls over the SMIB program are important to ensure the
accuracy of payments to, and reimbursements from, the federal government for
Medicare Part B insurance premiums.



Report of the Colorado State Auditor I - 65

During our Fiscal Year 2009 audit, we found that the Department had not yet
implemented all of our prior year’s recommendations pertaining to the SMIB
program. In Fiscal Year 2008, we recommended that the Department document
its policies and procedures for payments under the SMIB program, provide
training on these policies and procedures, cross-train staff, test any new systems
to ensure that they are operating as intended before implementing them, and work
with CMS to resolve the amounts overbilled to CMS, as identified by the
Department.  Although the Department has implemented portions of these
recommendations, it has not yet conducted training and cross-training for staff on
new SMIB policies and procedures. The Department also has not developed an
automated system for SMIB reporting to CMS. The Department plans to
implement a new automated system during Fiscal Year 2010.

Currently, Department staff use a manual method to work around the flaws in the
existing SMIB reporting system. We reviewed this “work around” method in
Fiscal Year 2008 and found that it appeared to be working correctly. In Fiscal
Year 2009 we reviewed the controls over the work-around and tested four
transactions and their related supporting documents and found no associated
problems.

Each Department employee who is currently working with the SMIB program
appears to have an in-depth knowledge of only his or her portion of the program.
It is important that these employees, along with their supervisors, be cross-trained
to ensure that they understand the entire SMIB program and the associated
accounting entries. Supervisors need to fully understand the program in order to
ensure that they complete an adequate review to ensure the correct amounts are
reported to the federal government and that the correct amounts are reimbursed.
In addition, these employees should receive training on the Department’s policies
and procedures for the SMIB program.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost Principles.  Classification of Finding: Significant
Deficiency.)

Recommendation No. 70:

The Department of Health Care Policy and Financing should improve its controls
over the Medicare Supplementary Medical Insurance Benefits (SMIB) program to
ensure the accuracy of, and proper support for, federal reporting and
reimbursements by:

a. Training all staff involved in the SMIB program on the program policies
and procedures.
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b. Ensuring that all program staff and their supervisors are cross-trained in
program and accounting areas and that their supervisors perform adequate
reviews.

c. Developing an automated reporting system for SMIB reporting, including
performing adequate testing of the new system to ensure that it is
operating as intended prior to implementation.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: August 2010.

The Department’s program, budget and accounting staff involved with
the SMIB program have documented their policies and procedures.
The Department will perform training for all staff involved with the
SMIB program once the Customer Service Request (CSR) is
implemented by its fiscal agent, Affiliated Computer Systems (ACS)
for the automated reporting system. The Department expects this
implementation to occur during the summer of 2010.

b. Agree. Implementation date: August 2010.

The Department will provide cross-training for all program, budget
and accounting staff, including supervisors, involved with the SMIB
program once the CSR is implemented by ACS for the automated
reporting system. This training will include policies and procedures
to assist supervisors in performing adequate and appropriate reviews
of the SMIB data and corresponding transactions entered into the
State’s accounting system, COFRS. The Department expects this
implementation to occur during the summer of 2010.

c. Agree. Implementation date: July 2010.

The Department is preparing to work with ACS on completing the test
plan and technical specifications for a CSR that will implement an
automated reporting system for the SMIB program. The Department
currently estimates a completion date for this CSR of summer 2010.
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DSH and UPL Payments to Providers

Under federal law, hospital providers that serve medically indigent individuals
may be eligible to receive additional federal Medicaid funds to help offset the cost
of providing this care. This federal funding includes the Disproportionate Share
Hospital (DSH) and Upper Payment Limit (UPL) payments that provide
additional funding to hospital providers that participate in the Colorado Indigent
Care Program (CICP). As part of its responsibilities for administering CICP, the
Department determines the amount of DSH and UPL payments made to these
hospital providers that qualify for funds under federal provisions. In Fiscal Year
2009, the Department paid about $167 million in DSH and UPL payments to a
total of 48 providers. As required by federal Medicaid regulations, the
Department documents, in its Medicaid State Plan, the methodology it uses to
calculate the DSH and UPL payments due providers. This methodology and any
changes to it must be approved by the federal CMS before any payments are
made. Federal regulations also allow states to use “certification” of public
expenditures made by publicly owned hospital providers as a match for receiving
federal funds, instead of requiring states to use expenditures of state general
funds.

During our Fiscal Year 2009 audit, we identified two issues related to DSH and
UPL payments. First, we noted that the Department had revised its methodology
relating to the treatment of inflation for calculating DSH and UPL payments for
Fiscal Year 2009, but the Department was not able to provide documentation of
CMS’s approval of the revised methodology. To determine the effect of the
revised methodology on provider payments, for a sample of five providers that
received a total of more than $92.3 million in DSH and UPL payments for Fiscal
Year 2009 we compared the payments they received through the revised
methodology with the payments they would have received through the previous
methodology. We found the DSH payments would have been the same under
either methodology, but the UPL payments for these five providers would have
been a total of $1,485 less. Although the amount of the difference is not
significant compared to the total amount of the payments received, the
Department risks that the federal government will disallow payments that are
made under a methodology that has not been formally approved.

The second issue we identified concerns the need for the Department to review
the hospital providers it has determined are “publicly owned” to ensure these
providers continue to meet the conditions specified in the federal regulations. In
cases where the provider is publicly owned, federal regulation allows states to use
nonfederal expenditures by the provider (instead of general fund expenditures by
the state) as the match for requesting the appropriate share of federal
reimbursement. These nonfederal expenditures by publicly owned providers are
referred to as “certified expenditures” because states must certify that the provider
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spent these funds. Based on review of federal regulations and discussion with the
Department, we determined that federal regulations do not define a “publicly
owned” provider, and therefore the Department is responsible for defining these
types of providers. State legislation, effective May 2008, defines a unit of
government for hospital care providers as the board of a county hospital, a health
service district, or a municipally owned hospital. In other words, according to the
Department, a unit-of-government provider is a subset of a publicly owned
provider. However, the Department stated that the federal regulation does not
require certifications from units of government but rather from public funds or
publicly owned governments; therefore, it continues to use its definition of
publicly owned rather than the statute definition of a unit of government. For
Fiscal Year 2009, the Department has classified 32 providers as publicly owned
providers. According to the Department, a publicly owned provider is defined as
a provider that has a financial relationship with another government. The
Department further defines a financial relationship as: the government provides
tax revenues to support bonds to construct the facility, the government is
financially responsible for the provider even if the provider is operated by another
company, or if the provider goes bankrupt, then the provider’s liabilities and
assets revert to the government.

We reviewed 10 of the 32 providers that certified expenditures and received DSH
and UPL payments in Fiscal Year 2009 to determine whether these providers
meet the definition of publicly owned. We reviewed providers’ financial
information from their comprehensive annual financial reports, provider websites,
and other governments’ financial information. We found one of these providers
does not appear to meet the Department’s definition of publicly owned. The
Department stated that this provider met the definition of publicly owned because
the county issued bonds to finance the construction of the hospital facility.
However, the bonds appeared to have been issued in 1952 and are no longer
outstanding; therefore, we question whether a financial relationship exists
between the provider and the county. If this provider is not considered publicly
owned, then this provider may be ineligible to provide certifications of
expenditures and to receive federal DSH and UPL payments. In Fiscal Year
2009, this provider submitted certifications and received DSH and UPL payments
of about $7.4 million.

To ensure its compliance with federal regulations, the Department should obtain
CMS approval of any changes to the methodology for calculating DSH and UPL
payments before implementing those changes. Additionally, the Department
should periodically review all providers it has classified as publicly owned to
ensure that they meet the Department’s definition of publicly owned.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster; Activities Allowed or Unallowed,
Allowable Costs/Cost Principles, Eligibility. Classification of Finding:
Significant Deficiency.)
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Recommendation No. 71:

The Department of Health Care Policy and Financing should ensure compliance
with federal regulations governing payments to providers for the Disproportionate
Share Hospitals and the Upper Payment Limits by:

a. Ensuring that the Medicaid State Plan contains the current methodology
used to calculate payments to providers and that the methodology has been
approved by the Centers for Medicare and Medicaid Services (CMS) prior
to implementing the methodology and making payments to providers.

b. Following up with CMS about the allowability of payments calculated
under the revised methodology and paid before the Department had
obtained CMS approval of the revised methodology.

c. Performing periodic reviews of providers classified as publicly owned to
ensure that these providers meet the definition of a publicly owned
provider and maintaining supporting documentation of the reviews.
Additionally, the Department should ensure that the definition of the
publicly owned providers is in accordance with applicable federal and
state regulations.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: Implemented and ongoing.

The Department agrees that the Medicaid State Plan should always be
updated prior to making any payments to providers, which is a
requirement of federal regulations. On September 30, 2009 the
Department submitted a State Plan Amendment (SPA) that will
modify all Disproportionate Share Hospital (DSH) and Supplemental
Medicaid Upper Payment Limit (UPL) payments to comply with the
Health Care Affordability Act of 2009. The Department will not make
any payments under that SPA until the federal CMS has formally
approved the SPA. Therefore, the section of the Medicaid State Plan
questioned in this finding is no longer relevant.

b. Disagree. Implementation date: Not applicable.

The Department does not agree that the Fiscal Year 2009 DSH and
UPL payments were calculated in error or used an inflation factor that



I -70

State of Colorado Statewide Single Audit — Fiscal Year Ended June 2009

was not approved under the Medicaid State Plan. Under the
Department’s approved State Plan, it states that hospital costs will be
“...inflated forward to the request budget year using the most recently
available Consumer Price Index - Urban Wage Earners, Medical Care
Index - U.S. City Average for the second half of the previous calendar
year.” In Fiscal Year 2008, the Department inflated provider costs by
using the same inflation factor twice (the Consumer Price Index for the
second half of 2006) since the costs must be inflated forward for two
years. In Fiscal Year 2009, the Department inflated provider costs by
using two inflation factors once (Consumer Price Index for the second
half 2007 and then second half of 2008) to inflate costs forward for
two years. For the Fiscal Year 2009 DSH and UPL payments, the
Department decided it was more accurate to use the most recently
available inflation factors. The approved language under the Medicaid
State Plan, which has been approved by the Department’s federal
oversight body CMS, allows the Department to use the Consumer
Price Index for the second half of 2007 and second half of 2008.
There is no need for the Department to modify the State Plan or
follow-up with CMS regarding this finding.

Auditor’s Addendum:

For Fiscal Year 2009, the Department changed its current state plan
methodology in applying inflation factors. We believe this change requires an
approval by CMS.

C.

Partially agree. Implementation date: Implemented and ongoing.

The Department’s classification of state-owned, public-owned and
private-owned providers is reviewed each year when establishing the
UPL. These reviews partially occur through discussions with the
providers and the Department seeks clarification from providers as
determined necessary. The Department agrees to continue that annual
review, which is already in accordance with applicable federal and
state regulations. Further, the Department already maintains the
certification of expenditure from each state-owned and public-owned
provider to justify the federal expenditures

for DSH and UPL payments. The Department does not feel it is
required to maintain any additional supporting documentation.
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Allocation of Expenditures

Within the Department, accounting staff are responsible for performing all
accounting-related functions, including the recording of CBMS expenditures
incurred by the Department of Human Services (DHS) but attributable to the
Department for the portion of CBMS that is utilized to run the Department’s three
benefit programs: Medicaid, the CBHP, and the Old Age Pension program.

As part of the billing process, DHS bills the Department monthly for a percentage
of the total CBMS expenditures that are attributable to the Department’s
programs. The Department then allocates a percentage of the total expenditures
among the three programs based on the amount of time each program utilizes
CBMS. The accuracy of this allocation is important since two of these programs,
Medicaid and CBHP, have a portion of their expenditures reimbursed by the
federal government. The third program, Old Age Pension, does not receive
federal funds.

For the Fiscal Year 2009 audit, we reviewed the Department’s CBMS
expenditures originally incurred by DHS and subsequently billed to the
Department, to determine whether the expenditures were appropriate, properly
supported, properly coded, and processed timely. While we did not find problems
with the total amount of expenditures billed to the Department for the use of
CBMS, we determined that the Department was applying the incorrect
percentages to allocate expenditures among the three programs. This error
resulted in the improper allocation of a total of about $34,000 among the
Medicaid, CBHP, and Old Age Pension programs for Fiscal Year 2009. As a
result, the Department did not request or receive reimbursement for about $22,000
in federal funds for a portion of qualifying expenditures.

The Department has a review process for these transactions; however, the review
did not identify these errors. Inadequate review of financial information increases
the risk that inappropriate payments will be made and that reimbursement from
the federal government will not occur. Therefore, the Department should
strengthen its supervisory review procedures to ensure that expenditures are
properly reclassified and request federal reimbursement for the $22,000
identified.

(CFDA Nos. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Allowable Costs/Cost Principles, Reporting. Classification of
Finding: Control Deficiency.)
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Recommendation No. 72:

The Department of Health Care Policy and Financing should improve its controls
over expenditures by strengthening its supervisory review process to ensure the
accuracy of expenditure allocations among Medicaid, the Children’s Basic Health
Plan, and the Old Age Pension program, and request reimbursement for the
$22,000 in federal funds identified in the audit.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: April 2010.

The Department will review its current procedures related to its allocation
of CBMS expenditures and will ensure the supervisory review process
includes a review of the percentages of expenditures allocated between
Medicaid, the Children’s Basic Health Plan, and the Old Age Pension
programs.

In addition, the Department will review the expenditures that were not
properly classified and will work with the federal CMS to request
reimbursement of $22,000 in federal funds.

Medicaid Management Information System

As discussed previously, the MMIS is the State’s Medicaid claim processing and
payment system. MMIS is owned by the Department but is managed and operated
by the Department’s fiscal service agent, Affiliated Computer Services, Inc.
(ACS). In Fiscal Year 2009 ACS processed through MMIS approximately 31.2
million Medicaid claims totaling $3.3 billion. Because the information stored in
MMIS is of a critical and sensitive nature, access to that information must be
protected and limited. State Cyber Security Policies and industry best practices
require that the system access privileges of terminated users be immediately
removed from state systems, and that user access be limited to the least amount
necessary to perform job duties.

During our Fiscal Year 2008 audit, we tested the Department’s user access
controls over MMIS and found the following control deficiencies:
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e The Department had not evaluated MMIS user access profiles and
identified those profiles, or combination of profiles, that are appropriate
for different system users.

e The Department lacked a formalized user access escalation procedure. An
escalation procedure is required when information technology (IT) staff
disagree with the level of access requested by the user’s supervisor. An
escalation process is designed to resolve these disagreements.

e Department IT staff did not tightly control MMIS access profiles
providing users with escalated system privileges.

e Department IT staff did not promptly remove user IDs belonging to
terminated users from MMIS.

We recommended that the Department make immediate improvements. The
Department agreed, and reported that all corrective actions would be taken by
June 30, 2009.

However, our Fiscal Year 2009 audit found that the Department had not taken the
necessary corrective actions. We again performed test work and found the same
deficiencies. For example, we compared a list of all active MMIS users with a list
of state employees whose employment had been terminated during Fiscal Year
2009. Of the 300 active MMIS user IDs, four (1 percent) belonged to terminated
employees. On average, these four IDs remained active for 200 days after the
owner had been terminated.

During our Fiscal Year 2009 audit, we also conducted an automated assessment
of the operating system supporting the MMIS application. The underlying
operating system must be appropriately configured, or hardened, to prevent attack
or compromise. State Cyber Security Policies specifically require agencies to
harden systems based on industry best practices, such as the standards developed
by the National Institute of Standards and Technology or the Center for Internet
Security. Our automated assessment of the MMIS operating system found areas
for improvement. Given the sensitive nature of the weaknesses identified, we
have provided the configuration details to the Department under separate cover.

(CFDA Nos. 93.767, 93.777, 93.778; Children’s Health Insurance Program,
Medicaid Cluster; Activities Allowed or Unallowed, Allowable Costs/Cost
Principles, Eligibility. Classification of Finding: Control Deficiency.)
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Recommendation No. 73:

The Department of Health Care Policy and Financing should improve Medicaid
Management Information System (MMIS) user access controls by immediately
implementing our prior year recommendation and strengthening MMIS’s
operating system, including:

a.

Evaluating MMIS user access profiles and identifying those profiles, or
combinations of profiles, that are appropriate for different system users.
This information should be shared with the supervisors of MMIS users.

Establishing a written procedure that Department IT security staff follow
when MMIS access is requested. The procedure should identify users
requesting elevated levels of access and should require that the final
decision to grant elevated access be documented and retained.

Ensuring that profiles or profile combinations that provide escalated
system privileges are identified and tightly controlled, including the
establishment of compensating controls.

Periodically reviewing MMIS user access levels for appropriateness and
promptly removing access for terminated users, including comparing
active MMIS users to termination information contained in the Colorado
Personnel and Payroll System and requiring business managers to
annually verify the accuracy and relevance of access levels belonging to
the MMIS users they supervise.

Strengthening the configuration of the MMIS operating system by
implementing the recommendations made under separate cover.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: March 2010.

The Department and its fiscal agent, Affiliated Computer Services
(ACS), have finished identifying new roles for Department users and
third party vendors and the access associated with these roles. ACS is
currently working on a role based access matrix defining the access
associated with the new roles. Once the role based access matrix is
submitted to and approved by the Department, third party users will be
assigned to the new roles.
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b. Agree. Implementation date: January 2010.

The Department does have a Health Insurance Portability and
Accountability Act (HIPAA) privacy and security policy and
procedure that address this issue but an updated, more in-depth,
procedure will be developed, that specifically addresses the MMIS
system.

c. Agree. Implementation date: May 2010.

Once the new roles have been implemented, new users will be
assigned access based on their role within the Department. Requests
for access outside the user's role would need to be authorized by the
user's supervisor as well as HCPF Security.

d. Agree. Implementation date: May 2010.

Once the new roles are implemented, ACS and the Department will
periodically review the roles and access assigned to the roles. ACS
currently sends out monthly lists of wuser accounts that
have been inactive and may be available for suspension or termination.
ACS will also send out a list of user roles for review by supervisors.

e. Agree. Implementation date: February 2010.

As many as seven of the ten important operating system deficiencies
observed during the audit will be corrected with the implementation of
an operating system upgrade (zOS 1.9) on the mainframe computer
which runs the MMIS system. This is currently planned for February
2010. Items not addressed at this time will be reviewed for
implementation in future operating system upgrades. The computer
used for the Colorado Medicaid program is shared by multiple states.
As a result, at least one of the requested changes must be coordinated
with all these states.

During Fiscal Year 2009 the Office of the State Auditor conducted the Controls
Over Medicaid Claims for Durable Medical Equipment and Supplies, Laboratory,
and Radiology Services Performance Audit, Report No. 1900, dated October
2009. The information and comments below were contained in that report.
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Background

In Fiscal Year 2009 the Department paid about $77 million for durable medical
equipment and supplies and $28.4 million for laboratory and radiology services
provided to Medicaid clients. Since Fiscal Year 2005 these costs have increased
by about 53 percent and 62 percent, respectively.

The provision of and billing practices related to durable medical equipment and
supplies are often considered to be at risk of fraud and abuse schemes, particularly
by the Medicare Program. Because of these risks, it is essential for the Medicaid
Program to establish payment controls, such as targeted claim reviews and on-site
visits of providers, to prevent and detect inappropriate payments made to
providers.

During our audit, we reviewed the controls in place for Colorado’s Medicaid
Program to prevent and detect inappropriate payments for durable medical
equipment and supplies, laboratory, and radiology services. We tested samples of
claims to determine whether the Department: (1) properly handled payments for
services provided to dual-eligible clients (i.e., clients eligible for both Medicare
and Medicaid benefits); (2) made payments for equipment, supplies, and services
at appropriate rates; and (3) ensured payments were not made for services
occurring after a client’s date of death. We identified payment errors and concerns
in all of these areas.

Information Management

During the audit, we encountered a number of problems in obtaining Medicaid
data from the Department that were accurate, complete, and timely. Due to these
data problems, we were unable to fully evaluate the Department’s compliance
related to certain claims processing and payment activities. These problems raise
concerns about the Department’s ability to manage data for program decision
making. This is particularly a concern because the Department’s estimated
expenditures of $2.7 billion on behalf of Medicaid beneficiaries in Fiscal Year
2009 totaled about 13 percent of the State’s estimated $21.6 billion in
expenditures for the year.

For example, one of the major obstacles faced during our audit was obtaining data
in a timely manner. In December 2007 we requested the Department provide us
with specific claims data by the end of January 2008. The Department attempted
to respond to our request on two separate occasions in June and July of 2008. In
both instances, the claims data provided by the Department were missing key
information. The Department did not provide complete data files in response to
our request until August 2008. Later in the audit, we experienced delays when
clearing our audit exceptions. Specifically, we provided the Department with



Report of the Colorado State Auditor I -77

information on the audit exceptions in April 2009. The Department did not
provide all of the documentation needed to determine the disposition of these
exceptions until August 2009.

Under government auditing standards, lack of access to the data necessary to meet
the objectives of an audit results in a scope limitation that directly impairs the
effectiveness of the audit process. Delays in the provision of data or the repeated
provision of incomplete or erroneous data increases the risk that an organization
may be attempting to prevent auditors from identifying problems or performing
accurate analysis. For this audit, we did not uncover evidence that the Department
altered the data provided. The Department’s lack of attention to providing
complete and accurate data in a timely manner is troubling not only because it
reduces the intended benefit of the audit, but because it raises concerns about the
Department’s ability to access these data for program oversight.

Despite the problems we encountered with receiving accurate, complete, and
timely data, we were able to evaluate the Department’s payment controls in
several areas over claims paid for durable medical equipment and supplies,
laboratory, and radiology services. We noted deficiencies and identified a total of
$37,510 in questioned costs for claims paid between July 1, 2004 and June 30,
2007.

Payments for Claims on Behalf of Dual-Eligible
Clients

The Department is responsible for ensuring Medicaid payments are properly
applied to services provided to dual-eligible clients. Dual-eligible clients are those
individuals who are eligible for both Medicare and Medicaid benefits. Under
federal regulations, the Medicare program is the primary payer for claims filed on
behalf of dual-eligible clients, and the Medicaid program is the payer of last
resort. This means that providers must first file claims for dual-eligible clients
with Medicare. After Medicare pays for services covered by its program or denies
the claim, the claim can then be submitted to Medicaid for payment.

To determine if Medicaid payment rules were properly applied to durable medical
equipment and supplies, laboratory, and radiology services provided to dual-
eligible clients, we selected a judgmental, non-statistical sample of 75 claims (25
durable medical equipment and supplies, 25 laboratory, and 25 radiology claims)
for services provided between July 1, 2004, and June 30, 2007. To select our
sample, we identified more than 57,000 claims that met three criteria: (1) the
client was dual-eligible; (2) the service/procedure was a Medicare covered
benefit; and (3) the claim information provided by the Department indicated no
Medicare payment was made for any portion of the claim. From this subset of
claims, we randomly selected a non-statistical sample of 75 claims, which
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included claims filed electronically and by paper. These claims totaled about
$35,960 in payments to providers. For each claim, we requested the Department
provide the explanation of benefits, which includes detail about Medicare’s
payment or denial of the claim.

From the documentation provided by the Department, we determined that the
Department should have denied or recouped payment for 58 of the 75 claims, or
77 percent, as shown in the table below. These claims totaled about $18,590 in
questioned costs, which represents 52 percent of the claims payments in our
sample.

Medicaid Program
Payment Errors for a Judgmental Sample of Claims Paid for Dual-Eligible Clients®
State Fiscal Years 2005 Through 2007

Claims Dollars
Claims with | Error Value of Error
Service Type Sample Errors rate Sample Errors Rate
Durable medical equipment
and supplies 25 17 68% | $23,564 $6,921 29%
Laboratory 25 16 64% | $2,837 $2,104 74%
Radiology 25 25| 100% | $9,563 $9,563 100%
TOTALS 75 58 77% | $35,964 $18,588 52%

Source: Mercer’s analysis of claims and explanation of benefits for a sample of 75 durable medical equipment
and supplies, laboratory, and radiology claims. Errors cannot be extrapolated to the entire durable
medical equipment and supplies, laboratory, and radiology claims population.

! Dual-eligible clients are those individuals eligible for both Medicare and Medicaid benefits.

We identified several reasons for the payment errors in our sample. Specifically:

e No recoupment of payments made for Medicaid clients retroactively
determined to be dual-eligible. For 41 claims representing about $11,470
in payments, the Department’s MMIS showed these clients were only
eligible for Medicaid benefits at the time the claim was paid. We
determined that based upon the eligibility information in the system, at the
time of adjudication, the Department correctly paid these claims.
Subsequent to payment of these claims, the clients were retroactively
determined to be eligible for both Medicaid and Medicare on the dates of
services. Under federal regulations, the Department should have sought
recovery of claims payments from providers because these benefits were
covered by Medicare. However, we found no evidence in the
documentation provided by the Department that these payments were
recovered. The Department informed us that its current policy, which was
approved by the federal Centers for Medicare and Medicaid (CMS) as part
of Colorado’s State Plan, states that the Department does not seek
recovery of any claim that is less than $50. Of the 41 claims, four (10
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percent) were for payments of less than $50 each, and the Department
does not plan to recover these claims.

e Lack of Medicare explanation of benefits. For 13 claims totaling about
$6,460 in payments, the Department did not provide us with evidence,
including a Medicare explanation of benefits, showing that the provider
billed Medicare first for these claims. Providers indicated that they were
unaware the clients were eligible for Medicare benefits and only submitted
the claims to Medicaid. These claims were adjudicated and paid by the
Medicaid Program even though eligibility records in MMIS indicated the
clients were eligible for both Medicare and Medicaid benefits.

e No recoupment when providers received full payment from both Medicare
and Medicaid. For two claims totaling about $370 in payments, the
providers informed us that they received full payment from both Medicare
and Medicaid but stated that the Department later identified these errors
and recouped the payments. However, we found no evidence in the
recovery data provided by the Department showing that these claims were
recouped.

e The explanation of benefits provided did not match the claim. For two
claims totaling about $290 in payments, the Department provided
explanation of benefits that did not match the claims. For example, one of
the explanations of benefits showed that Medicare denied a durable
medical equipment claim because the service was provided to a client
residing in a skilled nursing facility and Medicare does not cover durable
medical equipment for clients in this type of facility. However, the
corresponding Medicaid claim listed the client’s home as the place of
service. Medicare covers durable medical equipment provided in a
client’s home. Therefore, Medicaid should not have paid the claim.

The Department does not have adequate controls over payments made for dual-
eligible clients. In particular, the Department does not conduct periodic audits of
providers to: (1) determine whether providers are retaining evidence that they
submitted the claims to Medicare before filing them with the Department, and
(2) identify clients with retroactive Medicare eligibility determinations. In
addition, the Department does not require providers to submit Medicare
explanations of benefits with paper claims, which provides evidence that the
provider first filed the claim with Medicare. We also found that providers filing
claims with the Department do not always complete the appropriate fields
necessary for the Department to assess whether the claim was filed first with
Medicare.
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The Department should modify its policies to require providers filing paper
claims to include the Medicare explanation of benefits as evidence that the claims
for dual-eligible clients were first submitted to Medicare. Further, the Department
should add edits to MMIS to ensure that MMIS will only accept claims if the
providers complete all the necessary fields for assessing whether the claim was
filed first with Medicare prior to claim submission to Medicaid. Upon making
these changes, the Department should provide training and technical assistance to
durable medical equipment and supplies, laboratory, and radiology providers on
the proper billing procedures for dual-eligible clients.

The Department should also quarterly identify and recover any Medicare
payments that should have been received for durable medical equipment and
supplies, laboratory, and radiology services paid on behalf of dual-eligible clients,
including those retroactively determined to be eligible for Medicare benefits, and
develop procedures to ensure that Medicaid is the payer of last resort for these and
all other claims.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster, Activities Allowed or Unallowed.
Classification of Finding: Control Deficiency.)

Recommendation No. 74:

The Department of Health Care Policy and Financing should ensure that Medicare
is the primary payer on claims processed through the Medicaid Management
Information System (MMIS) for dual-eligible Medicaid clients by:

a. Reviewing and revising its policies, as necessary, to require providers to
submit a Medicare explanation of benefits for paper claims after Medicare
makes a payment determination.

b. Analyzing the paid claims for all clients whose eligibility changed from
Medicaid-only to dual-eligible, identifying claims for which recovery
should be sought, and instituting recovery action.

c. Instituting a quarterly audit of all claims paid for dual-eligible clients and
identifying claims that may have been paid incorrectly. The Department
should seek recoupment from providers for any incorrectly paid claims.

d. Enhancing its effort to educate providers about the Department’s billing
policies and processes for claims associated with dual-eligible clients.
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Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: December 2011.

The Department will update applicable billing manuals to require
providers to submit a Medicare Explanation of Benefits (EOMB) for
paper claims after Medicare makes a payment determination. An
article will be published on this requirement in its provider bulletin by
February 2010. Note that until system and process changes referenced
below are completed, this requirement cannot be consistently enforced.

The Department will review the current MMIS system processes
regarding EOMBs and implement system and process changes as
necessary to ensure that EOMBSs are submitted with paper claims for
dual-eligible claims. Once implemented, claims will be denied if no
EOMB is present. System and process changes will be done by
December 2011.

In addition, the Department is working with our federal partner, the
Centers for Medicare and Medicaid Services (CMS) on the Medicare
Medicaid (Medi Medi) data matching project. By the first week of
November 2009, data matches will be available for the Medi Medi
Steering Committee to prioritize and assign primary investigative
responsibilities to appropriate members. Medi Medi is going to
generate referrals for the Department's Program Integrity Section,
Medicaid Fraud Control Unit, U.S. Attorney's Office, and the U.S.
Department of Health and Human Services-Office of the Inspector
General investigative staff. Overpayments will be recovered and
civil/criminal prosecutions may result from the partnering of CMS,
United States Attorney, Colorado's Attorney General's Office and the
Department.

The data matching work has already begun and will look at duplicate
payments made by Medicare and Medicaid. In addition to duplicate
payments, this project looks to see if Medicare was billed at all, when
Medicare is the primary carrier. If Medicaid paid claims that should
have been submitted to Medicare, then Medicare will refund money to
Medicaid. In addition to this, any identified aberrant billing schemes
identified in the Medicare program are likely being committed in the
Medicaid program as well, so Medicaid data will be analyzed.
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b.,and c. Agree. Implementation date: Implemented.

The Department has revised part of this process with our outside
contractor, Health Management Systems, Inc. (HMS). HMS does a
quarterly data match with Medicare eligibility data and disallows all
claims on all clients that Medicaid paid as primary when Medicare
entitlement existed. As of October 2009 HMS will be recovering
claims over $50 each quarter. For Fiscal Year 2009, the Department
recovered a total of $2,652,053 for Medicare/Medicaid eligible clients
from providers. This includes Medicare A, B, and D.

d. Agree. Implementation date: March 2010 and ongoing.

The Department will review and update its provider training material
to ensure that its policies and processes for claims for dual-eligible
clients are included and clearly communicated. The Department will
periodically publish reminders of its policies and processes for claims
for dual-eligible clients in its provider bulletin.

Claims Paid in Excess of Maximum Allowable
Rates

State regulations [10 C.C.R. 2505-10, Sections 8.660.5 and 8.590.7] stipulate how
durable medical equipment and supplies, laboratory, and radiology services are to
be reimbursed for Medicaid clients. For laboratory and radiology services, the
Department pays the lesser of the provider’s submitted charges or the fee in the
Department’s fee schedule. Reimbursement for durable medical equipment and
supplies is more complex. The payment methodology used is based upon whether
the equipment is new or used and if the equipment and supplies are subject to a
maximum allowable charge listed in the Department’s fee schedule.

As part of the audit, we analyzed Medicaid claims data for durable medical
equipment and supplies, laboratory, and radiology services provided between July
1, 2004 and June 30, 2007 to determine whether any claims were paid in excess of
the maximum allowable rate schedule (rate schedule). We identified about 69,420
claims that appeared to have been paid an amount above the Department’s rate
schedule. From these claims, we judgmentally selected a non-statistical sample of
200 claims representing about $35,440 in payments to providers. The sample was
selected to include claim types with a broad range of services. We asked
Department staff to review this sample and either verify that the claim was paid
above the maximum allowable rate or provide documentation showing the claim
was paid appropriately.
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The Department completed its review and reported that 175 of the 200 claims in
the sample were paid using other pricing methodologies that were not provided to
us when we submitted our request. Since it was too late in the audit to review
these pricing methodologies, these 175 claims were excluded from the sample.

We reviewed the Department’s documentation for the remaining 25 claims in the
sample. We questioned whether the Department appropriately paid all 25 claims
because it appeared the Department did not apply the correct Medicare lower of
pricing logic for these claims for dual-eligible clients. These claims included
payments for oxygen and totaled about $1,090 in Medicaid payments. The lower
of pricing logic is used by states as a cost-containment mechanism to ensure the
state does not pay more than its Medicaid-allowed amount less the Medicare
payment for dual-eligible clients.

Department staff reported to us that these 25 claims were excluded from the lower
of pricing requirements in the Colorado MMIS System Documentation for Claims
Pricing and Adjudication. According to this policy, certain procedures are not
subject to the lower of pricing logic requirements, including the two procedures—
stationary gaseous oxygen systems and stationary liquid oxygen systems—Ilisted
on the 25 claims. Department staff informed us that they do not know the reasons
why these procedures are excluded from the lower of pricing logic requirements.
This is a concern because lower of pricing logic is intended to ensure that the
Medicaid Program does not pay more than necessary for services provided to
clients. The Department should assess whether it is appropriate to exclude
procedures from the lower of pricing logic and justify in writing its reasons for
any exclusions. Further, the Department should periodically reevaluate if these
exclusions are still appropriate, with a particular focus on whether the exclusions
are consistent with the Department’s cost-control strategies for the Medicaid
Program.

We also reviewed Colorado’s State Medicaid Plan (State Plan) to determine
whether the Department paid these 25 claims in accordance with the
reimbursement methodologies described in the State Plan. Federal regulations [42
CFR, Section 447.201(b)] require states to describe in their state plans “the policy
and the methods to be used in setting payment methods for each type of service
included in the State’s Medicaid program.” According to CMS’s State Medicaid
Manual, the state plan must reflect the payment amount for claims for dual-
eligible clients. In addition, CMS states that its reviews of state payment
methodologies and supporting documentation are intended to ensure the state plan
methodology “is comprehensively described and that payment rates are economic,
efficient, and sufficient to attract willing and qualified providers.” Further, states
are required to submit a state plan amendment to CMS if they decide to change
their reimbursement methods and standards for paying Medicaid providers.
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Colorado’s State Plan includes a description of the reimbursement methodology
for dual-eligible clients, but it does not list exclusions to this methodology, such
as those exclusions in the Department’s policies related to lower of pricing logic
requirements. Department staff were unable to provide evidence showing that the
Department submitted an amendment to its State Plan for these exclusions. As a
result, we determined that the 25 claims in our sample that were excluded from
the lower of pricing logic requirements were not paid in accordance with the
reimbursement methodology described in Colorado’s State Plan, and we consider
the $1,090 paid for these claims to be questioned costs. The Department should
work with CMS to determine whether an amendment is required for the lower of
pricing logic exclusions in the Department’s policy. Further, if the Department is
required to submit an amendment to CMS, the Department should work with
CMS to determine whether claims paid using these exclusions should be
recovered.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster, Activities Allowed or Unallowed.
Classification of Finding: Control Deficiency.)

Recommendation No. 75:

The Department of Health Care Policy and Financing should review its policy that
excludes certain procedures from the Medicare lower of pricing logic to assess the
appropriateness of these exclusions, particularly related to cost-control strategies
for the Medicaid Program. If the Department decides to continue excluding
certain procedures from these pricing requirements, the Department should justify
in writing the reasons for these exclusions and periodically reassess their
appropriateness. Further, the Department should work with the federal Centers for
Medicare and Medicaid Services (CMS) to determine whether an amendment to
Colorado’s State Plan should have been submitted related to these exclusions and
whether any payments made for claims falling under these exclusions should be
recovered.

Department of Health Care Policy and Financing
Response:

Agree. Implementation date: January 2011.

The Department agrees that the 25 claims were excluded from lower of
pricing. However, the Department does not agree that Mercer Health
Benefits, LLC (Mercer) did not have the necessary pricing methodologies
to conduct a review of the judgmentally sampled claims as described in
the text of this audit report. At the beginning of the audit, Mercer was



Report of the Colorado State Auditor I -85

provided with the appropriate fee schedules and provider bulletins that
describe the pricing methodologies. Therefore, Mercer had the necessary
information to review the pricing methodologies for 168 out of the 175
claims.

The Department will review the list of procedures excluded from the
Medicare lower of pricing logic to assess the appropriateness of the
exclusion. If it is determined that exclusions are necessary, reasons for
excluding procedures from the Medicare lower of pricing will be
documented and the State Plan will be revised to reflect any category of
procedure codes excluded from this pricing methodology.  The
Department will work with the Centers for Medicare and Medicaid
Services to determine if a State Plan amendment should have been
submitted and whether any payment made for claims excluded from the
lower of Medicare pricing methodology should be recovered.

Auditor’s Addendum:

Extensive, repeated efforts were made to obtain complete pricing methodologies
from the Department for reviewing the accuracy of fees paid for durable
medical equipment and supplies, laboratory, and radiology claims. These
efforts are well-documented in the audit workpapers. Complete pricing
information was never provided by the Department.

Medicaid Claims Paid After Date of Death

In Colorado, caseworkers in county departments of human/social services are the
primary contacts for families or nursing facilities to report the death of a Medicaid
client. Nursing facility representatives are required to report a date of death within
five business days of the individual’s death. When a client does not reside in a
nursing facility, the Department relies on the family to report the date of death.
Upon receipt of date of death information, it is entered into the CBMS, which
maintains eligibility records for Medicaid clients. Date of death information may
also be reported to the Department of Public Health and Environment (DPHE) by
a funeral home representative.

To determine the extent of payments made for services occurring after the date of
death, we obtained from the Department: (1) paid claims data for durable medical
equipment and supplies, laboratory, and radiology services provided between July
1, 2004 and June 30, 2007, and (2) an eligibility file for this same time period. We
compared approximately 3.5 million claims totaling about $267 million in
payments with death data from the DPHE. The Office of Vital Statistics at DPHE
provided a death data file covering the same three-year period as the claims data
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we received from the Department. This file included the following information on
each decedent, if available: social security number, name, date of birth, date of
death, gender, and a code that indicated the county where the death occurred.

We originally identified 1,239 claims totaling about $148,340 in payments for
service dates after the client’s date of death. These claims were for 666 clients
whose date of death was recorded by the Department, DPHE, or both agencies as
occurring before the date of service. We provided these claims to the Department
and asked staff to review a sample of claims to either verify that the claims were
inappropriately paid for services occurring after the client’s date of death or
provide documentation showing the claims were paid appropriately. The
Department selected 279 of these claims (23 percent) to review, which
represented about $23,900 in payments (16 percent).

From the information provided by the Department from its review of the 279
claims, we determined that 195 claims (70 percent) totaling about $14,430
(60 percent) were not paid appropriately and are questioned costs. The
Department should recover these payments from providers. For the remaining 84
claims in the sample (30 percent), the Department provided us with data showing
that they were paid appropriately because the claims covered a monthly or
regularly scheduled service, such as oxygen delivery or diapers, occurring in the
month of the client’s death, and no payments were made for these services in
subsequent months. For example, if the client received oxygen on the first day of
the month, died on the 10th day of the month, and the service was billed at the
end of the month, it would be appropriate to pay the claim for that month. These
claims totaled about $9,470 in payments, or about 40 percent of the payments in
the Department’s sample.

The Department should also review the remaining 960 claims from the 1,239
claims with payments after the date of death to determine the appropriateness of
the payments. These 960 claims totaled about $124,440. The Department should
recover any payments for claims determined to be inappropriately paid for
services occurring after a client’s death. Further, the Department should educate
providers on the requirements pertaining to proper death notification and billing
for services occurring in the month of a client’s death.

In addition, we found that the death records maintained by the Department and
DPHE did not always contain the same date of death for a client. In particular, we
identified 704 claims from the 1,239 claims where the date of death did not
match. These claims were for 288 clients and totaled about $71,270 in Medicaid
payments.

Payments for Medicaid claims with dates of service after a client’s death has been
an ongoing issue identified by the Office of the State Auditor in past audits. The
November 2004 Medicaid Claims Performance Audit identified Medicaid claims
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that were paid to providers for service dates after a client’s date of death. At that
time the Department stated that it would perform periodic data matches with the
DPHE and/or the Social Security Administration (SSA). The Statewide Single
Audit — Fiscal Year Ended June 2008 also identified paid claims with service
dates occurring after a client’s date of death. However, the Statewide Single Audit,
found that there still was not a regularly scheduled match or interface performed
with SSA or DHPE for the Medicaid Program.

Department staff reported to us that they researched automated links between
CBMS and other death record databases. Staff informed us that implementing
these links is not feasible at this time. As an alternative, the Department
developed a date-of-death matching process to identify and recoup payments
made after a client’s date of death. Beginning in January 2009, the Department
engaged the services of Health Management Systems (HMS) to perform date-of-
death matches against multiple sources of death records, such as the SSA and
CDPHE’s Office of Vital Statistics. Department staff informed us that the data
match and recovery project is currently in the implementation stage and will be
regularly evaluated to determine the best practices for identifying and recovering
payments made after a client’s death. Currently these matches and recoveries do
not include oxygen and other rental supplies. We found that a majority of the
claims we identified with dates of service after a client’s death were for oxygen
services and other rental supplies. As a result, the Department should work with
HMS to expand the data matches and recoveries to include oxygen services and
other rental supplies. Further, the Department should periodically evaluate its
methods for identifying payments made for services provided after a client’s
death to determine whether these methods are adequately identifying
inappropriate payments. The Department should implement changes to improve
these processes, as necessary.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster, Activities Allowed or Unallowed.
Classification of Finding: Control Deficiency.)

Recommendation No. 76:

The Department of Health Care Policy and Financing should improve controls to
prevent Medicaid payments for services to deceased individuals by:

a. Periodically evaluating the effectiveness of methods used to identify
payments made for services provided after a client’s death and
implementing changes to these methods, as necessary.
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b. Working with its contractor, Health Management Systems, to expand data

matches and recoveries for claims paid after a client’s death to include
oxygen services and other rental supplies.

Continuing to investigate the claims identified by this audit that were paid
for services provided after the date of death recorded in the Department of
Public Health and Environment’s or the Department’s files for Medicaid
clients. The Department should use the claims-specific data provided
through this audit to identify and recover any inappropriate payments
made for services provided after death.

Enhancing its efforts in educating providers on claims payment issues
surrounding clients’ date of death, including proper death notification and
billing for services provided during the month of death.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: July 2010.

The Department's current Date of Death (DOD) process involves
matching data to compare dates of death for Medicaid recipients
against the Paid Claims Files of Health Management Systems (HMS),
a vendor of the Department. Multiple sources for the dates of death are
used, including data supplied monthly by the Colorado Office of Vital
Statistics at the Department of Public Health and Environment to
HMS. The Department feels this process is cost-effective because
HMS’ comprehensive death data information from multiple sources is
matched with Medicaid’s eligibility files. The Department is in the
process of determining how often these reviews will take place and
revisiting the policy around date of death recoveries.

In addition, the Department was recently awarded $42 million over the
next five years from the Health Resources and Services Administration
(HRSA), State Health Access Program (SHAP) to fund a
comprehensive set of initiatives that will lead to greater access to
health care, increase positive health outcomes, and reduce cost-
shifting. One of the initiatives involves eligibility modernization which
includes creating interfaces to other state and federal systems to
electronically verify information regarding a client's income,
citizenship, and identity. This includes building interfaces with the
State's Vital Statistics database for birth and death records.
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b. Agree. Implementation date: July 2011.

d.

The Department will re-explore its policy with rental equipment and
also explore with HMS the possibility of expanding data matches and
recoveries for rental equipment claims paid after a client’s death. This
type of audit will be added to the scope of work for audits performed
by HMS if a reasonable policy and procedure can be developed.

Partially agree. Implementation date: July 2010.

The Department shall use the claim specific data to identify claims
incorrectly paid after date-of-death. For claims improperly billed for
services after date-of-death, the Department’s Program Integrity Unit
shall investigate and pursue the recovery of overpayments.

Medicaid providers, who provide rental medical supplies or oxygen
equipment rental, will submit claims pursuant to the client’s eligibility
status. If a current client is eligible in the Medicaid eligibility system
the provider of rental equipment must assume the client is still
utilizing the provider’s equipment. The provider continues to provide
their service and not recover their equipment until the client eligibility
has ended or they receive notice the equipment is no longer required.
This is current Department policy and procedure and providers who
follow this procedure will have their claims paid.

Agree. Implementation date: June 2010 and ongoing.

The Department will enhance efforts to educate providers on claim
payment issues surrounding clients’ date of death including death
notification and billing for services during the month of the death.
Specific actions that will be taken to educate providers regarding
payment issues surrounding clients’ date of death will include
updating the billing manuals to identify the Department’s expectations
and procedures to be followed regarding claims for services provided
in the month of the death and releasing a provider bulletin article
identifying the same expectations.
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Oversight of Durable Medical Equipment and
Supplies Providers

Colorado’s Medicaid Program only provides durable medical equipment and
supplies if they are determined to be medically necessary. According to state
regulations [10 CCR 2505-10, Section 8.590.2A], the equipment, supplies, and
prosthetic and orthotic devices are considered to be medically necessary if they:

e Are prescribed by a physician;

e Reasonably meet the client’s medical need:;

e Have an expected wuse in accordance with current medical
standards/practices;

Avre cost effective;

Provide for a safe environment;

Are not experimental or investigational; and

Do not have as their primary purpose the enhancement of a client’s
personal comfort or to provide convenience for the client or caretaker.

Colorado regulations and Department policies require prior authorization of
certain durable medical equipment and supplies to ensure that these items
(typically those that are higher cost) are medically necessary.

As part of the audit, we judgmentally selected a non-statistical sample of three
durable medical equipment and supplies providers to visit. Our sample selection
was based upon a number of factors, including overall claim volume between July
1, 2004 and June 30, 2007. These providers were three of the four largest
providers of equipment and supplies to Medicaid clients in Colorado during this
time period. We then judgmentally selected a non-statistical sample of 90 durable
medical equipment and supplies claims (30 claims per provider in our sample)
with dates of service during this three-year period to assess whether services paid
for by Medicaid met defined medical necessity criteria and were appropriately
authorized prior to provision and payment. Claims in the sample were selected to
include a wide range of services and Medicaid aid categories as well as to address
other topics reviewed as part of this audit (e.g., claims for clients with dates of
death, with invalid procedure codes, and with no evidence that required prior
authorizations were obtained prior to service delivery). The total dollar value of
the 90 claims was about $25,320.

We identified questioned costs for 12 claims in our sample (13 percent) related to
noncompliance with medical necessity and prior authorization requirements.
These questioned costs totaled about $2,940 in payments to providers, or 12
percent of the dollars paid for the sampled claims. These 12 claims represented
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15 different exceptions, with 3 claims having two exceptions each. Specifically,
we found:

Physician Orders and Prescriptions: For seven claims, we found no
prescription or physician order in the provider’s records that authorized
the provision of durable medical equipment or supplies to the client. These
orders are required by state regulations [10 CCR 2505-10, Section
8.590.4.D.1].

Prior Authorizations: For three claims, the prior authorization document
in the providers’ files did not support the claim paid. In particular, we
identified two claims where the prior authorization number in the file did
not match the number on the claim. Further, we found another claim
where the supply item billed (barrier cream) was not the item authorized
(ostomy paste). State regulations [10 CCR 2505-10, Section 8.590.4.D.2]
require that durable medical equipment and supplies providers maintain
documentation related to approved prior authorization requests.

Required Documentation on Equipment Supplied to Client: For three
claims, providers’ files did not contain all of the required information
about the equipment billed for and paid by the Medicaid Program. In
particular, state regulations [10 C.C.R. 2505-10, Section 8.590.4.D]
require providers to maintain documentation showing that the client has
been given manufacturer’s instructions, warranty information, registration
documents, the service manual, and operating guides for the equipment
provided. Further, the provider must maintain the manufacturer’s name
and address, date the equipment was acquired, acquisition cost, model and
serial numbers, and any accessories, attachments, or special features
included as part of the equipment. We did not find some or all of this
required information for these three claims. In addition, we could find no
proof for any of these claims that the equipment or supply was delivered
to the client.

Equipment Repairs: For two claims, we found no documentation in the
file showing that requested repairs to a client’s wheelchair occurred.
According to the Department’s provider policies, providers must maintain
records that “fully disclose the nature and extent of services provided.”

Improvements

The Department performs some oversight activities of durable medical equipment
and supplies providers. For example, Department staff reported that its Program
Integrity Unit uses a surveillance utilization system tool to identify providers
whose billing patterns are unusual compared to their peers. The data analyzed by
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this tool is then used by the Program Integrity Unit to target its reviews of
providers. According to staff, this tool was recently used to identify a durable
medical equipment and supplies provider who billed the Medicaid Program for
500 diapers per client each month. This case was referred to the Medicaid Fraud
Control Unit, within the Attorney General’s Office, and the provider was charged
with multiple felony counts for submitting the fraudulent claims. Department staff
also cited other examples of fraud cases involving durable medical equipment and
supplies that were referred by its Program Integrity Unit to the Medicaid Fraud
Control Unit.

As part of the audit, we identified additional improvements the Department could
make with its oversight of durable medical equipment and supplies providers. In
particular, we found that the Department does not perform periodic on-site
clinical reviews of these providers. Such reviews are beneficial because they
ensure that providers are: (1) properly billing the Department for only equipment
and supplies that have been provided to Medicaid clients and (2) maintaining
records to support the medical necessity of the equipment and supplies,
compliance with prior authorizations procedures, and other required
documentation. On-site visits can also provide valuable educational opportunities
for providers, ensure that ongoing operational issues are addressed, provide an
opportunity to suggest program improvements, and enhance working relationships
and communication between Department representatives and its provider
network. While current statutes require the Department to offer the option of a
desk review or on-site inspection, the Department should work with providers to
encourage on-site reviews whenever possible.

One option for performing on-site reviews is for the Department to adopt a risk-
based approach to selecting a sample of providers to visit on an annual basis. As
part of this option, the Department could review its provider data to identify high-
volume or other high-risk providers for on-site visits to ensure that claims
submitted to the Department accurately reflect the services provided, that the
services are medically necessary, and that documentation complies with
Department prior authorization, recordkeeping, and claims submission
requirements. For providers not meeting the Department’s compliance standards,
the Department should require them to submit corrective action plans and perform
follow-up reviews until compliance is achieved. Further, the Department should
recover any payments determined to be unallowable.

In addition, we noted improvements the Department could make with its
communication and guidance to durable medical equipment and supplies
providers statewide. Currently Department staff give guidance and assistance to
providers through the Department’s provider manual and bulletins and
participation on the Durable Medical Equipment Board—a coalition of durable
medical equipment supplies providers in the Denver area. However, the three
providers we visited indicated they did not know whom to call at the Department



Report of the Colorado State Auditor I -93

with questions that could not be answered by the Department’s prior authorization
contractors. Further, we found that the Department’s provider manual and supply
bulletins do not describe the specific requirements related to the types of
information providers must maintain in their medical records to document and
support the provision of durable medical equipment and supplies. These
requirements are clearly described in state regulations. However, the three
providers we visited during the audit indicated that they were not familiar with the
documentation requirements in state regulations and referred to Medicare
guidelines when questions arose.

Potential ways to improve communication with the provider community may
include performing the on-site reviews discussed earlier, conducting educational
forums on compliance issues identified during on-site visits and on program
policy and billing changes, and through ongoing and consistent participation in
local provider boards or forums. Additionally, the Department could heighten
providers’ awareness of clinical documentation requirements through regular
updates to its provider manual and bulletins.

Finally, the Department could strengthen requirements associated with used
durable medical equipment and related-party transactions. According to state
regulations [10 CCR 2505-10, Sections 8.590.7.G.2 and Section 8.590.7.A],
durable medical equipment and supplies providers are not allowed to: (1) seek
reimbursement for used equipment as if it is new (used equipment can only be
reimbursed at 60 percent or less of the maximum allowable cost for new
equipment) and (2) purchase equipment and supplies from a related party. As part
of our site visits to the three providers in our sample, we requested and reviewed
their policies and procedures pertaining to reimbursement of used equipment and
related-party transactions. Two of the three providers did not maintain specific
policies for use of new equipment, billing for used equipment, or interactions with
related-party providers. All three providers reported to us that they do not
purchase or receive referrals from related parties.

To heighten awareness of this requirement and better ensure providers’
compliance, the Department should develop and implement policies and
procedures for providers to use in seeking reimbursement for used equipment and
related-party transactions. As part of its annual reviews, the Department should
determine whether providers are complying with these requirements.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster, Activities Allowed or Unallowed.
Classification of Finding: Control Deficiency.)
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Recommendation No. 77:

The Department of Health Care Policy and Financing should improve its
monitoring of and communication with Medicaid durable medical equipment and
supplies providers by:

a. Performing periodic clinical reviews of providers, preferably on-site, to
assess whether claims paid by the Medicaid Program meet medical
necessity, prior authorization, and other clinical requirements. The
Department should use a risk-based approach to select a sample of
providers to review each year. Additionally, the Department should report
all deficiencies identified during the reviews to providers, ensure that
providers correct deficiencies in a timely manner, and recover any
unallowable claims payments identified.

b. Developing uniform standards for providers to follow for the purchase and
billing of new and used equipment and related-party purchases and
referrals. ~ The Department should ensure compliance with these
requirements as part of its reviews of providers and new provider
enrollment process.

c. Regularly updating its provider manual and bulletins to include detailed
information  about providers’ responsibilities  for  maintaining
documentation in each client’s medical record.

d. Strengthening communication with providers and educating them about
the Medicaid Program and technical assistance available to them from the
Department and its contractors. This should include providing additional
training and forums to providers statewide.

Department of Health Care Policy and Financing
Response:

a. Partially agree. Implementation date: Ongoing.

The Department does not currently have adequate numbers of Program
staff to perform onsite clinical reviews of durable medical equipment
providers. Clinical reviews as described in this recommendation will
require program staff time and travel expenses that are not
expectations for current resources at the Department. The Department
will explore the feasibility of requesting the needed resources.
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As an alternative to regular Program onsite reviews of Durable
Medical Equipment providers, the Program Integrity Unit has recently
implemented an enhanced utilization reporting tool that determines a
statistically sound peer comparison of provider claims ranking
providers in order of highest outlier claims, referred to as “excepting
providers.” ldentifying providers with the highest abnormal billing
patterns allows the Department to assign available resources to focus
on the excepting providers for further review. Post payment reviews
can be performed by Program Integrity Unit staff on the highest
ranking excepting providers. As resources permit, the Department will
work with providers to encourage on-site reviews. Deficiencies found
in these reviews are reported to the provider and recovery of
unallowable payments is required.

b. Agree. Implementation date: June 2010.

The Department will work collaboratively with stakeholders to
develop uniform procedures for all durable medical equipment
providers to follow based on requirements identified in 10 CCR 2505-
10, Sections 8.590.7.G.2 & 8.590.7.A. Compliance to these
procedures will be monitored through post payment reviews conducted
by the Program Integrity Unit.

c. Agree. Implementation date: March 2010.

Providers’ responsibility regarding the maintenance of client and
services documentation is noted in the provider’s agreement and is
included in current billing training for providers. The Department will
update its provider application and training materials to include detail
regarding the responsibility of providers to retain documentation. The
Department will periodically and at least bi-annually publish a
reminder in its provider bulletin of providers’ responsibility regarding
records retention.

Update of the provider application — December 2009. Update of
training materials — March, 2010. Reminders in provider bulletins —
Beginning January, 2010 and ongoing.

d. Agree. Implementation date: November 2009 and ongoing.

The Department has already taken steps to meet this recommendation.
The Department updated its Durable Medical Equipment (DME) Prior
Authorization Request (PAR) and claims training material in
September 2009. Continued communications and training will occur
via the monthly provider bulletins and at the Durable Medical
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Equipment Advisory Committee meetings. Committee meetings will
include a call-in line for providers and clients unable to be present.
Updated DME information will be included in the statewide billing
and prior authorization training conducted by the fiscal agent.

Oversight of Laboratory and Radiology Providers

According to state regulations [10 CCR 2505-10, Section 8.660.3.A], laboratory
and radiology services are only a benefit of the Medicaid Program if the following
six conditions are met:

e The services have been authorized by a licensed physician.

e The services are performed to diagnose conditions and illnesses with
specific symptoms.

e The services are performed to prevent or treat conditions that are benefits
under the Medicaid Program.

e The services are not routine diagnostic tests without apparent relationship
to treatment or diagnosis for a specific illness, symptom, complaint, or
injury.

e The laboratory services are performed by a certified laboratory in
accordance with the federal Clinical Laboratory Improvement
Amendments (CLIA) of 1988.

e The x-ray services are performed by a provider certified by the Colorado
Department of Public Health and Environment and enrolled as a Medicaid
provider.

We judgmentally selected a non-statistical sample of three laboratory and three
radiology service providers to visit. Our sample selection was based on a number
of factors, including overall claim volume during the review period. We then
judgmentally selected a non-statistical sample of 90 laboratory and 90 radiology
claims (30 claims per provider in our sample) with dates of service between July
1, 2004 and June 30, 2007 to assess whether the services paid for by Medicaid
met the six criteria described above. Claims in the sample were selected to include
a wide range of services and Medicaid aid categories as well as to address other
topics reviewed as part of the audit (e.g., claims for clients with dates of death and
with invalid procedure codes). The total dollar value of the claims was about
$19,370.

We conducted site visits to review provider documentation for the 180 claims in
our sample. Of the 180 claims in our sample, we identified questioned costs for
nine claims (5 percent) totaling about $460 in payments that did not meet the
required criteria for medical necessity. Specifically, we found:
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e Orders and Requisitions: For five claims, the files did not include an
authorizing order or requisition from a licensed physician, as required by
state regulations [10 CCR 2505-10, Section 8.660.3.A.1]. This
documentation is essential for ensuring that the tests and x-rays are
medically necessary.

e Prescriptions: For two claims, the prescription on file was not signed by a
specific physician or mid-level practitioner, as required by state
regulations [10 CCR 2505-10, Section 8.660.3.A]. For another claim, the
diagnosis on the prescription was different than the one listed on the
claim.

e Radiology Report: For one claim, the radiologist did not sign the
radiology report, as required by state regulations [10 CCR 2505-10,
Section 8.660.3.A.6].

We also confirmed that all three laboratory providers we visited were CLIA-
certified providers. The Department does not perform periodic on-site clinical
reviews of laboratory and radiology providers. While current statutes require that
the Department offer the option of a desk review or on-site inspection, the
Department should work with providers to encourage on-site reviews whenever
possible. Additionally, as with durable medical equipment and supplies providers,
the Department could adopt a risk-based approach to select a sample of providers
to visit on an annual basis.

The Department should also perform periodic matches of laboratory and
radiology claims to ensure that it has not double paid for these services, primarily
due the methods providers can use to bill for these services. Specifically, claims
for radiology and laboratory services include: (1) a technical component, which
covers the cost of the procedure and (2) a professional component, which covers
the cost of clinical interpretation of the results. Claims can be submitted for
payment either by including the technical and professional components on one
claim, which is referred to as a “global bill,” or through split billing where two
separate bills are generated for each component. Claims data provided by the
Department primarily included radiology claims with only the professional
component billed. As part of our on-site visits with providers, we learned that
many hospitals and free standing radiology centers contract with independent
radiology groups to perform the professional reads. When this occurs, it is
possible that two claims could be submitted to the Department for the same client
and the same service—one claim submitted as a global bill and another claim
submitted for the professional component only. If the Department pays both
claims, it has paid for the professional component twice. As a result, it is essential
for the Department to periodically review laboratory and radiology claims to
ensure it has not overpaid for these services.
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Further, the Department should review its laboratory and radiology claims
payment practices to determine if split billing results in higher payments than
global billing rates and consider policy changes to eliminate this payment
difference. Many managed care organizations and the federal CMS have
implemented policies to only pay radiology claims on a global basis to eliminate
additional costs. Currently the Department does not have similar policies in
place.

We also found that the Department could enhance its use of financial trend data
currently monitored by ACS and CFMC related to laboratory and radiology
services. In particular, the Department should use these data to develop utilization
and cost trend reports intended to identify drivers of program costs related to
these services and monitor aberrant patterns in patient or provider utilization that
could signify the need for medical chart review or provider discussions. The
Department could use these data as part of its selection of providers to visit
annually.

The Department did not have any prior authorization requirements in place for
laboratory and radiology services during the time period reviewed for the audit.
Prior authorization programs not only monitor health services utilization,
including overuse, but also facilitate provider education about appropriate
application of guidelines and improve clients’ quality of care by avoiding delivery
of unnecessary and potentially harmful services. We recommend that the
Department consider implementing a prior authorization process for high-cost
radiology procedures.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster, Activities Allowed or Unallowed.
Classification of Finding: Control Deficiency.)

Recommendation No 78:

The Department of Health Care Policy and Financing should improve its
oversight of Medicaid laboratory and radiology providers by:

a. Performing periodic clinical reviews, preferably on-site, of laboratory and
radiology providers to assess whether providers comply with the six
criteria established in state regulations related to laboratory and radiology
services. The Department should use a risk-based approach to select a
sample of providers to review each year. Additionally, the Department
should report all deficiencies identified during the reviews to providers,
ensure that providers correct any deficiencies identified in a timely
manner, and recover any unallowable claims payments identified.
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b. Periodically reviewing laboratory and radiology claims to ensure that it
has not double paid for the technical and professional components of these
services. The Department should also review claims for these services to
determine if it pays higher rates through split billing rather than global
billing and consider modifying its policies to control costs paid for these
services (e.g., only paying claims on a global basis).

c. Developing utilization and cost trend reports to: (1) identify drivers of
program costs for laboratory and radiology services and (2) monitor
aberrant patterns in patient or provider utilization that could signify the
need for medical chart review or provider discussion. The Department
could use this information as part of its risk-based approach for selecting
laboratory and radiology providers for clinical reviews.

d. Considering implementing a prior authorization process for high-cost
procedures (e.g., MRIs and CAT scans).

Department of Health Care Policy and Financing
Response:

a. Partially agree. Implementation date: Ongoing.

The Department does not currently have adequate numbers of Program
staff to perform onsite clinical reviews of laboratory and radiology
providers. Clinical reviews as described in this recommendation will
require program staff time and travel expenses that are not
expectations for current resources at the Department. The Department
will explore the feasibility of requesting the needed resources.

As an alternative to regular Program onsite reviews of laboratory and
radiology providers, the Program Integrity Unit has recently
implemented an enhanced utilization reporting tool that determines a
statistically sound peer comparison of provider claims ranking
providers in order of highest outlier claims, referred to as “excepting
providers.” Identifying providers with the highest abnormal billing
patterns allows the Department to assign available resources to focus
on the excepting providers for further review. Post payment reviews
can be performed by Program Integrity Unit staff on the highest
ranking excepting providers. As resources permit, the Department will
work with providers to encourage on-site reviews. Deficiencies found
in these reviews are reported to the provider and recovery of
unallowable payments is required.
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b. Agree. Implementation date: October 2009.

The Program Integrity Unit has recently implemented an enhanced
utilization reporting tool, the Enterprise Surveillance Utilization
Reporting System (ESURS), that determines a statistically sound peer
comparison of provider claims ranking providers in order of highest
outlier claims, referred to as “excepting providers.” Identifying
providers with the highest abnormal billing patterns allows the
Department to assign available resources to focus on the excepting
providers for further review. The excepting providers become internal
generated referrals that receive a preliminary investigation to
determine if a full investigation is needed. If a full investigation is
needed, records are requested and reviewed, clients can be
interviewed, and an onsite inspection could be scheduled. The merits
of each individual case will drive investigative steps.

This tool will allow the Department to monitor laboratory and
radiology claims to ensure that Medicaid has not double paid for the
technical and professional components of these services. In addition,
we can review paid claims data for these same services to determine if
there is unbundling (paying higher rates through split billing rather
than global billing.)

ESURS queries are currently being designed. Report results will be
available by October 31, 2009 with monthly surveillance cycles.

Agree. Implementation date: October 2009.

Program Integrity has recently implemented an enhanced utilization
reporting tool, the Enterprise Surveillance Utilization Reporting
System (ESURS), that determines a statistically sound peer
comparison of provider claims ranking providers in order of highest
outlier claims, referred to as “excepting providers”. Identifying
providers with the highest abnormal billing patterns allows the
Department to assign available resources to focus on the excepting
providers for further review. The excepting providers become internal
generated referrals that receive a preliminary investigation to
determine if a full investigation is needed. If a full investigation is
needed, records are requested and reviewed, clients can be
interviewed, and an onsite inspection could be requested under Section
25.5-4-301(d3)(a)(IV), C.R.S. The merits of each individual case will
drive investigative steps.

This tool will allow the Department to monitor laboratory and
radiology claims and modify policies to ensure that Medicaid has not



Report of the Colorado State Auditor I -101

double paid for the technical and professional components of these
services. In addition, we can review paid claims data for these same
services to determine if there is unbundling (paying higher rates
through split billing rather than global billing).

d. Agree. Implementation date: July 2011.

Effective August 1, 2009, the Department initiated a prior
authorization review process for all non-emergent CAT scans and
MRIs and all PET scans performed in free standing radiology centers.
Requirements to perform prior authorization review for all non-
emergent CAT scans and MRIs and all PET scans performed in
outpatient hospital settings will be initiated once requested system
changes are made to the Medicaid Management Information System
(MMIS). The MMIS changes are expected to be completed by July
2011,

Oversight of Prior Authorization Contractors

As mentioned earlier, the Department contracts with ACS and CFMC to provide
prior authorization services for durable medical equipment and supplies. CFMC
reviews prior authorization requests for medical necessity for high-cost
equipment, such as hospital beds, motorized lifts, respiratory devices, and certain
prosthetic and orthotic equipment. ACS reviews prior authorization requests for
other items, such as medical supplies, equipment repairs, and oxygen.
Additionally, during the period of the audit, ACS was responsible for completing
the data entry for all prior authorization requests, including those reviewed by
CFMC, and sending notification of approval or denial of services to clients and
providers.

As part of the audit, we interviewed staff from the Department and the two prior
authorization contractors to gain an understanding of the requirements and
processes used for prior authorizations of durable medical equipment and supplies
and the Department’s oversight of these activities. We also examined meeting
minutes from the Acute Care Utilization Management Committee meetings, the
Prior Authorization Reviews Processing group, and the Prior Authorization
Review Improvement Team; annual reports submitted by CFMC and ACS;
policies; and other documents related to these functions. We identified several
concerns with contract provisions and oversight of prior authorization and
medical necessity determination services performed by the Department’s two
contractors, which are described in greater detail below.
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Contract Provisions: We noted improvements that could be made with
provisions in the contracts. Specifically, provisions in the Department’s contract
with ACS related to operational responsibilities and timeliness are not as robust as
those in the CFMC contract. For example, ACS’s contract does not include
specific requirements related to its prior authorization responsibilities and does
not require ACS to:

e Prospectively review a specified number of prior authorization requests
for quality control purposes.

e Process requests within a specific timeframe.

e Define the type of medical professional who should perform prior
authorization functions. We will discuss this issue in greater detail later in
this section.

¢ Implement a process for tracking and reviewing appeals.

¢ Provide reporting to the Department on a predetermined schedule and with
pre-approved formats of prior authorization activity and timeliness.

o Participate in status meetings with the Department.

The request for proposal related to ACS’s contract does include these
requirements. However, by not including them in the final ACS contract, the
Department lacks assurance that ACS will adhere to these requirements. In
comparison, CFMC’s contract cites numerous requirements related to its prior
authorization responsibilities, including the number of prior authorization reviews
to be conducted annually, the need for written policies and procedures,
timeframes for conducting the reviews, the denial and appeal process, and
reporting responsibilities.

Although CFMC staff perform prior authorization reviews of more medically
complex equipment and supplies, the services provided by both contractors are
similar and standardizing contract provisions would ensure consistency of service
delivery, provide needed guidance to ACS regarding its responsibilities, and
improve the quality of services provided to Medicaid clients and contracted
physicians. The Department should review both contracts and identify ways to
standardize them.

Staff Qualifications: We noted differences in the types of staff assigned by both
contractors to perform prior authorization reviews. CFMC assigns only registered
nurses (RNs) and physicians to conduct medical necessity decisions. RNs review
all prior authorization requests and solicit input from physicians, as necessary. If
an RN determines that a request should be denied, that request is forwarded to a
physician with specialty expertise (if necessary) to make the final decision. In
comparison, at the time of our audit, ACS assigned two licensed practical nurses
(LPNs) and an emergency medical technician (EMT) to perform medical
necessity reviews. ACS staff reported that prior to 2007, two RNs performed
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these reviews, but due to ongoing nursing shortages, they were replaced with two
LPNs and one EMT. In addition, there is no physician oversight of the prior
authorization process at ACS, even when a denial of service is considered.

The Department’s contracts do not clearly state the qualifications needed to
approve and deny prior authorization requests. Additionally, the contracts are not
standardized. For example, the CFMC contract states that prior authorization
reviews “shall be performed by qualified clinical staff and conducted in
accordance with applicable state and federal regulations utilizing nationally
recognized, evidenced-based criteria.” In comparison, the ACS contract states
that the “Contractor shall screen all designated Contractor personnel to ensure that
all individuals are fully qualified to work on this contract and, if required by law
or ordinance, are validly licensed and/or have obtained all requisite permits.” We
found that neither contract defines “qualified clinical staff” or “individuals that
are fully qualified.”

To ensure high-quality and consistent prior authorization reviews from both
contractors, the Department should develop standard qualifications for personnel
making medical necessity decisions. Health care accreditation entities, such as
the National Committee for Quality Assurance and the Utilization Review and
Accreditation Commission, require that all medical necessity review programs
include physician oversight and should be conducted by licensed health care
professionals. Further, several national managed care organizations and state
Medicaid programs require that registered nurses perform these reviews. The
standards and recommendations of these organizations can serve as resources to
the Department in developing applicable requirements.

Processing of Prior Authorization Requests: We noted inconsistencies with
requirements related to prior authorization request submissions. At the time of our
audit, providers submitted prior authorization requests to CFMC via fax or mail.
Once a request was approved or denied, CFMC forwarded the paperwork to ACS
via courier, and ACS staff input the necessary information into the MMIS. In
comparison, providers submitted requests to ACS via a web-portal, and ACS staff
made decisions electronically. For all requests, ACS notified the provider and
client of the decision via mail. Providers and staff from the two prior
authorization contractors informed us that these two different submission methods
were often confusing to providers and sometimes led to adverse outcomes. For
example, if a prior authorization request was sent to the wrong contractor, that
contractor denied the request and issued the denial in writing to the provider.
Once the provider received the denial, it had to forward the paperwork to the
correct contractor and the process began again. This could result in delays in
proper care being delivered to clients.

During our audit, the Department began implementing an electronic system,
which it hopes will standardize and streamline the processing of prior
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authorization requests. However, this system only allows the one-way transfer of
information from CFMC to ACS. To truly streamline the prior authorization
process, the Department should consider an electronic system that allows the
transmission of information among providers, the two prior authorization
contractors, and the Department.

Contract Oversight: We found that the Department does not specifically monitor
the two contractors’ activities related to prior authorizations and medical necessity
determinations for durable medical equipment and supplies. Instead, Department
staff primarily rely upon self-reported data from the contractors to monitor
compliance. Currently Department staff do not perform on-site reviews of the
contractors’ records to verify the accuracy of self-reported data and measure
compliance with contract provisions related to prior authorization and medical
necessity functions for equipment and supplies. We also found that Department
staff responsible for overseeing the durable medical equipment and supplies
program and the two prior authorization contracts were not familiar with many of
the operational details of the program and relied solely upon each contractor’s
request for proposal response for information on the contractors’ processes and
performance.

Periodic on-site reviews of the contractors would be valuable to ensure
compliance with contractual requirements and Department policies and to
determine the appropriateness of medical necessity determinations and prior
authorization decisions. Further, the Department could use these performance
reviews to assess the effectiveness of the processes used by the contractors and to
identify improvements to the system, including ways to standardize processes and
strengthen the Department’s contracts related to these responsibilities. It is
standard industry practice to monitor contractor performance, although the extent
of this monitoring can vary from state to state and contractor to contractor based
on the type of responsibilities the contractor has and the resources available
within the state.

Contractual Arrangement: The Department has not recently evaluated the cost-
benefit of contracting with two separate organizations to provide prior
authorization services for durable medical equipment and supplies requested for
Medicaid clients. Such an evaluation could help the Department determine
whether its current contractual arrangements for these services are effective and
efficient. As discussed earlier, we identified several inconsistencies and
inefficiencies with the contracts’ provisions for and services delivered by the two
contractors. Consolidation of the two contracts into one could eliminate some of
these problems. For example, consolidation may improve the timeliness of
decision-making, ensure that qualified staff are making and overseeing medical
necessity decisions, streamline the process for providers, and standardize
reporting. Consolidation would also streamline contract monitoring by the
Department and reduce costs associated with this monitoring.
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(CFDA Nos. 93.777, 93.778; Medicaid Cluster, Activities Allowed or Unallowed.
Classification of Finding: Control Deficiency.)

Recommendation No. 79:

The Department of Health Care Policy and Financing should strengthen contract
provisions and its monitoring of contractors responsible for performing prior
authorization reviews of durable medical equipment and supplies requested for
Medicaid clients by:

a.

Standardizing the requirements in its contracts related to prior
authorization and medical necessity activities for durable medical
equipment and supplies.

Strengthening the contracts by defining the qualifications of staff
performing prior authorization and medical necessity functions. At a
minimum, the Department should ensure that physicians oversee these
functions. Additionally, the Department should consider adopting best
practices and require registered nurses to conduct prior authorization
reviews.

Implementing a formal oversight program for each of its prior
authorization contractors, including on-site visits.

Requiring its prior authorization contractors to standardize how providers
submit prior authorization requests, including the use of electronic
processing and interfaces.

Assessing whether consolidating prior authorization functions under one
contract would be cost-effective.

Department of Health Care Policy and Financing
Response:

a. Agree. Implementation date: July 2010.

The Department agrees that there is an opportunity to strengthen the
contract provisions and monitoring of contractors responsible for
performing prior authorization review of durable medical equipment.
Changes to contract provisions may include revised performance
requirements, including activities, timeframes, reporting, staffing
expectations, and interactions with the Department, among others.
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The Department is currently reviewing requirements for Prior
Authorization Request (PAR) reviews.

Partially agree. Implementation date: July 2010.

The Department agrees that its contracts should reference
qualifications of staff performing prior authorization and medical
necessity functions. Qualifications must at a minimum conform to
federal regulations such as those defined in 42 C.F.R., Section
476.98(a), which requires peer review by physician. However, it is not
clear that all staff overseen by physician reviewers must be RNs. The
Department will seek guidance from the accreditation agencies
referenced in the audit report as it seeks to strengthen contract
language around staff qualifications. The Department plans to include
revised contract language regarding staff qualifications in the new
contract scheduled to go into effect July 2010.

Agree. Implementation date: July 2010.

Although the Department currently conducts site visits with prior
authorization vendor ACS, the Department plans to formalize a system
of oversight for both utilization review vendors (CFMC and ACS),
taking advantage of existing contract provisions that allow for site
visits, performance reviews, and corrective action requests largely at
the discretion of the Department. The Department’s focus with both
prior authorization vendors in the near term will be on conformance
with federal regulations and operational issues identified in the audit
report. When a new durable medical equipment utilization review
vendor contract is in place in July 2010, energy will be directed toward
the monitoring of new processes — including automated authorization
systems as well as medical reviewers — along with defined
performance goals, which the Department anticipates will be a core
element of the new contract.

. Agree. Implementation date: July 2010.

The Department agrees that each utilization review vendor has
established separate processes by which providers submit prior
authorization requests. Where possible, the use of web, fax, and
telephonic systems, will be maximized for enhanced quality and
service to the Departments clients and providers.

When a new durable medical equipment utilization review vendor
contract is in place in July 2010, energy will be directed toward
automated systems, including use of a Web portal for provider prior
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authorization requests as well as algorithms to obviate human medical
review where possible for faster response times.

e. Agree. Implementation date: July 2010.

The Department agrees that there would be benefits from having all
PAR responsibilities consolidated under one vendor. The Department
will look into the feasibility of consolidating these activities with one
vendor.

Data Management

As discussed throughout this section, there were several instances during the audit
where the Department was unable to provide complete, accurate, and timely data
from MMIS that is essential for managing its Medicaid Program. These data
problems not only caused significant delays in our completion of this audit but
also limited our ability to test the payment controls used by the Department for
durable medical equipment and supplies, laboratory, and radiology claims paid by
the Medicaid Program. These problems raise concerns about the Department’s
ability to manage data for program decision making and respond timely to federal
oversight agencies, such as the Centers for Medicare and Medicaid Services. We
describe the data problems we identified below.

Data on Dual-Eligible Clients: During the audit, the Department twice provided
us with incomplete and inaccurate claims information. Additionally, early in the
audit we discovered conflicting information in the eligibility files provided by the
Department related to Medicaid clients’ eligibility for Medicare. We notified the
Department of the discrepancies, and the Department provided further instruction
on how to use the appropriate fields within the existing data extract. Later in the
audit, when we provided potential exceptions to the Department for review, the
Department reported that the data files did not contain the fields necessary to
complete our analysis. In particular, these missing fields were necessary to
identify whether the provider submitted the claim to Medicare prior to billing
Medicaid. Because of the delays in the audit as a result of these problems, it was
too late to request another data extract; therefore, we were unable to test the
appropriateness of claims for dual-eligible clients to the extent originally planned.

Data on Third Party Liability Coverage: We were unable to complete our
review of claims involving third party payers. Specifically, Department staff
reported to us late in the audit that the third party payer information in the data
file provided to us was not validated for accuracy and could not be relied upon for
our analysis.
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Department staff also described to us some of the problems they have encountered
with obtaining timely and accurate data on third party payers from MMIS. Staff
explained that the Department maintains two different files related to third party
payers, one file in Colorado Benefits Management System (CBMS, which is the
State’s eligibility system) and another in MMIS (the system used to pay claims).
Third party payer information recorded in CBMS must be transferred on a weekly
basis to MMIS. As a result, updated information is not available to Department
staff and in MMIS for 36 hours after the transfer begins. Department staff
reported that this delay can lead to inaccurate claims payments because the correct
third party payer data are not available at the time claims are processed. In
addition, Department staff reported that updating third party payer information is
a time-intensive process. This is because any changes to this information must be
manually entered into CBMS, which takes approximately 20 to 30 minutes per
client. Staff report that they receive between 500 and 1,500 records per month
requiring updates to this information. Further, Department staff must contact
insurers and query the companies’ Web sites to verify all information recorded in
CBMS. The Department has assigned one FTE to input the data, and as a result,
third party files are often not current.

Department staff reported that they have requested that the Customer Service
Request Committee, which includes staff from ACS and the Department, make
certain system enhancements intended to reduce manual data entry time, improve
the reliability of the third party payer information in MMIS and CBMS, and
ensure there are no improper claims payments. However, as of our audit, these
system enhancements have not been developed, approved, or implemented.

Pricing Data: Department staff did not provide complete information about the
different pricing methodologies used for durable medical equipment and supplies,
laboratory, and radiology services until late in the audit. Our initial data request
asked for all allowable reimbursement rates and fee schedules by procedure code
for durable medical equipment and supplies, laboratory, and radiology services.
The Department only provided us with one fee schedule. After our analysis was
completed, Department staff informed us that it used six different pricing
methodologies to determine the fees paid to providers. Due to this omission, we
were unable to assess whether claims were appropriately paid using the additional
pricing methodologies. We also identified other discrepancies with the pricing
data provided by the Department. For example, the fee schedule we received from
the Department contained conflicting fees for the same procedure codes and dates
of service. Further, certain procedure codes contained no fee or a fee value of
zero, although the fee schedule instructions listed a payment amount other than
zero.

The Department’s ability to access and use timely, accurate, and complete data is
essential to the effective and efficient operations of its Medicaid Program,
particularly related to functions such as budgeting and forecasting, medical
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management, program planning and reporting, eligibility determinations, claims
payments, and contractor oversight. Further, the Department’s provision of
timely, accurate, and complete data to auditors is important for ensuring the
integrity of the audit process. The Department needs to reassess the policies,
procedures, and systems in place for retrieving Medicaid data for its own uses as
well as for audit requests from federal agencies and other oversight entities, such
as the General Assembly. In particular, the Department should evaluate:

e Whether its current processes ensure that appropriate and knowledgeable
staff are responding to questions and retrieving data about the Medicaid
Program. We experienced a number of delays in completing this audit
because Department staff could not address our data questions and, in
many instances, provided erroneous data to us, as described in the
examples listed above. Further, Department managers reviewing the data
often did not identify errors. Currently the Department does not include
the expectation that managers provide timely, accurate, and complete
responses to audit and other information requests by oversight agencies in
managers’ performance plans. This is one way the Department could hold
its managers accountable for providing timely, accurate, and complete
responses.

e Whether accurate data essential for managing the program can be retrieved
from its data systems. In particular, the Department should explore options
for enhancing its data systems to provide accurate third party payer data in
an efficient and timely manner.

The Department should use the results of this evaluation to improve its
management of Medicaid data for its own uses and to respond to audit requests
from oversight agencies, such as federal agencies and the General Assembly.

(CFDA Nos. 93.777, 93.778; Medicaid Cluster, Activities Allowed or Unallowed.
Classification of Finding: Control Deficiency.)

Recommendation No. 80:

The Department of Health Care Policy and Financing should hold its management
staff accountable for the effectiveness of its data systems and for timely, accurate,
and complete responses to audit and other information requests by oversight
agencies. This expectation should be included in each applicable manager’s
annual performance plan, and managers should be evaluated on this factor
annually. Additionally, the Department should evaluate options for enhancing its
data systems to ensure staff are able to retrieve accurate, complete, and timely
information from the systems.
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Department of Health Care Policy and Financing
Response:

Partially agree. Implementation date: Implemented.

The Department agrees that it is responsible for timely, accurate, and
complete audit responses, information, and data and has processes in place
to accomplish this task. The Department conducts quality reviews on data
and information given to the public and the General Assembly. However,
the Department disagrees with some of the conclusions drawn in this audit
report. The Department has responded timely and accurately to many
federal and state audits and was recently complimented by the federal
Centers for Medicare and Medicaid Services during a program integrity
audit for being responsive and able to provide information and data
quickly and accurately.

The Department communicated with the Office of the State Auditor
(OSA) at the beginning of the audit that the Department did not have the
resources for five external State audits along with several federal audits
being conducted simultaneously. A decision was made between the
Department and the OSA to delay the audit but pursue the data requests.
Initially the Department stated that it would take six months to provide the
data outlined in the 18 page data request from Mercer. However, in good
faith the Department attempted to expedite the data request to work with
the OSA in completing the audit.

The Department feels it already has adequate processes for retrieving
accurate, complete, and timely information, however, translating the
auditor’s requested information from the normal structure used in the
claims adjudication system required extensive time mapping the
Department’s native data from the existing structure into the table and file
layouts requested for the audit. More importantly, the complexities of the
data and claims adjudication process required that Mercer clearly
understand how the data are used and the details of claims adjudication.

As an example, Mercer was provided with all the necessary information
and data to accurately analyze and review the third party claims.
However, Mercer did not consult with the Department while conducting
the analysis and used an inappropriate field to assess these claims even
though the correct field and data had been provided. Had Mercer
discussed this with Department staff, they would have been able to use to
the appropriate field in the first analysis and perhaps provide a more
meaningful recommendation.
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As part of the Department’s continued effort toward improvement, the
Department will continue to review its data systems and processes to find
any opportunities to improve the data retrieval for audits. The Department
will continue to hold its staff accountable for data and information during
audits.

Auditor’s Addendum:

Extensive, repeated efforts were made to address the Department’s data
omissions, errors, and discrepancies and to work with staff to clarify the fields
to be used for data analysis. The larger concern is the Department’s ability to
access accurate and timely data to support decision-making and to respond to
oversight bodies.

During Fiscal Year 2009 the Office of the State Auditor conducted the Access to
Medicaid Home and Community-Based Long-Term Care Services Audit, Report
No. 1914, dated February 2009. The information and comments below were
contained in that report.

Eligibility and Services

Eligibility Determination

Individuals seeking access to Colorado’s Medicaid long-term care programs must
meet three different eligibility criteria as follows:

e Functional—Individuals must have functional deficits requiring the level
of care provided in a nursing facility, as defined by State Medicaid Rules.
For admission to a Home and Community-Based Services (HCBS) waiver
program, individuals must also be part of the target population (e.g.,
elderly, blind, or disabled; brain injury; mental illness) and be at a 30-day
risk of institutionalization if not for the provision of waiver services. The
Single Entry Point (SEP) agencies are responsible for determining
functional eligibility and need for long-term care services. SEP agency
case managers perform initial screening and intake duties, conduct the
functional assessment, and determine whether individuals’ functioning
with activities of daily living and/or need for supervision qualifies them
for nursing facility level of care. SEP agencies cannot make a level-of-
care determination until receiving documentation from the individual’s
medical provider certifying the individual’s medical necessity for long-
term care services. SEP agencies complete service plans and authorize
services for eligible individuals enrolled in HCBS waivers.
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e Financial—Individuals must meet established financial income and
resource limits. Specifically, individuals cannot have income that exceeds
three times the Supplemental Security Income limit (i.e., $1,911 per month
in 2008) and must have limited resources (i.e., $2,000 for an individual in
2008). The county departments of human/social services are responsible
for determining financial eligibility for Medicaid. County Medicaid
technicians work with individuals to complete all required paperwork and
obtain documentation establishing qualifying monthly income and
resources. County technicians are responsible for ensuring that all
information regarding functional eligibility, financial eligibility, and
disability status are entered into the Colorado Benefits Management
System (CBMS).

e Disability—Individuals under age 65 must meet disability criteria
established by the U.S. Social Security Administration. Disability is
defined as a medically determinable physical or mental impairment which
results in the inability to engage in any substantial gainful activity, and
which has lasted or can be expected to last for more than 12 months. The
Department contracts with Consultative Examinations Ltd. (CEL) to make
disability determinations for individuals under age 65 applying for
Medicaid long-term care services. However, CEL does not review
individuals who have already had a disability determination through the
Department of Human Services’ Disability Determination Service. This
agency determines eligibility for Supplemental Security Income (SSI) or
Social Security Disability Income (SSDI) benefits on behalf of the U.S.
Social Security Administration.

Our audit examined two aspects of eligibility for Medicaid long-term care
services: (1) the functional assessment and level-of-care determinations
completed by the SEP agencies, and (2) the timeliness of the overall eligibility
determination process. We discuss our findings in these two areas in more detail
in the following sections.

Level of Care

Functional eligibility is commonly referred to as the “level-of-care determination”
and is not based on clinical diagnosis. Rather, the level-of-care determination is
based on an assessment and scoring of the functional impairments underlying the
individual’s need for long-term care, not the medical condition that may have
contributed to the impairments. To qualify for nursing facility level of care, State
Medicaid Rules [Section 8.401.15] require that an individual have functional
deficits (i.e., a score of 2 or higher) in at least two of six activities of daily
living—Dbathing, dressing, toileting, mobility, transferring, and eating—or require
at least moderate supervision (i.e., a score of 2 or higher) due to behavioral or
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cognitive deficits. As discussed previously, the individual’s medical provider
must also certify the medical necessity of long-term care services. Individuals
who do not meet these scoring thresholds are denied eligibility for Medicaid long-
term care services. However, if individuals still satisfy the financial eligibility
criteria for categorically low-income individuals, they can receive other Medicaid
services.

Case File Review

The Department maintains an electronic information system known as the
Benefits Utilization System (BUS) that serves as the official central repository of
clients’ case file information. SEP agencies are required to use the BUS to
document and manage all information related to intake, functional assessment,
service planning, and ongoing case management activities.

During our audit we conducted file reviews of electronic documentation
maintained in the BUS for individuals whose eligibility for long-term care
programs was assessed through their SEP agency in February 2008. Specifically,
we reviewed intake records for a sample of 30 individuals. Additionally, we
contracted with TMF Health Quality Institute to provide specialized expertise and
review of functional assessments and, where applicable, service plans for a
separate sample of 75 individuals. In both cases, we selected a judgmental, non-
statistical sample of individuals to represent a cross-section of case types, such as
individuals who were denied eligibility, admitted to a nursing facility, transferred
from a nursing facility to the community, and enrolled directly into the HCBS
Elderly, Blind, and Disabled (EBD) Waiver. Our samples also included
representation of different types of SEP agencies (e.g., county department of
human/social service, county nursing service, private nonprofit), SEP agencies
serving single- and multi-county districts and different geographic locations, and
SEP agencies with different-sized caseloads.

As we describe in the following sections, we identified problems related to SEP
agencies’ documentation of intake decisions, functional assessment scoring, and
completion of the service plan. This raises questions about whether SEP agencies
carry out these critical functions consistently, appropriately, or sufficiently.

Intake

State Medicaid Rules [Section 8.486.22] give individuals seeking access to
Medicaid long-term care services the right to undergo a functional assessment.
However, this rule also requires SEP agencies to rely on information gathered
from the individual or his or her family members during the intake process to
determine whether referring the individual for a functional assessment is
warranted. Unless the individual disagrees with the SEP agency case manager
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and requests an assessment, case managers screen out individuals who do not
appear to be functionally eligible and refer them to other community resources.

SEP agencies have a responsibility to ensure they screen potential clients
appropriately during the intake process and document such decisions sufficiently.
State Medicaid Rules [Section 8.486.22] state that the SEP agency “shall explain
the reasons for the decision on the intake form.” We reviewed intake records
maintained in the BUS for 30 sampled individuals to determine whether SEP
agencies’ intake decisions appeared appropriate and were substantiated by the
case file documentation. We found that the intake records did not substantiate the
intake decision for 5 of the 30 sampled individuals (17 percent). Four of the five
individuals were referred for an assessment, and one individual was not referred
for an assessment. In each of these five cases, we found that the intake record did
not clearly document why the case manager believed the individual was
potentially functionally eligible or in need of services or, alternatively, why the
individual was screened out and whether referrals were made to other community
resources.

Assessments

Federal regulations [42 C.F.R. 441.302] require states operating HCBS waivers to
provide for initial and periodic reevaluations of individuals’ need for the level of
care provided in a nursing facility. To conduct these evaluations, SEP agencies
use a uniform assessment tool prescribed by the Department to assess functional
capacity, evaluate needs, and make level-of-care determinations. Assessments are
completed upon entry to the program, and reassessments, called “Continued Stay
Reviews,” occur at least annually thereafter. The assessment involves a face-to-
face interview with the individual; contact with appropriate family members,
friends, and caregivers; and supporting diagnostic information from the
individual’s medical provider. During the assessment, case managers use a 0-3
scale to score the individual’s level of functioning with six activities of daily
living and the individual’s need for supervision due to either behavioral or
cognitive deficits. State Medicaid Rules [Section 8.393.26] require SEP agency
case managers to provide sufficient documentation substantiating all assessment
decisions in the individual’s case file.

The assessment process is intended to provide a clear picture of the individual’s
level of functioning and ensure an appropriate level-of-care determination.
Therefore, it is incumbent upon SEP agency case managers to adhere to the
scoring criteria and to provide sufficient documentation that enables another case
manager or an outside reviewer to reasonably arrive at the same conclusion
regarding the individual’s functional capacity. Our contractor reviewed case file
documentation supporting the functional assessments for a sample of 75
individuals and found that SEP agencies are not adequately assessing and
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documenting individuals’ level of functioning with activities of daily living and
need for supervision in accordance with the scoring criteria established in State
Medicaid Rules. Overall, on the basis of its case file review, our contractor found
that the case file documentation did not substantiate the SEP agency case
manager’s scoring on at least one out of eight factors for 25 of the 75 sampled
individuals (33 percent). This is a significant error rate. Additionally, the scoring
differences identified by our contractor affected the level-of-care determination
for eight of these 25 individuals. According to the documentation, seven of the
eight individuals were inappropriately deemed functionally eligible for services,
and one individual was inappropriately denied eligibility for services. Scoring
differences did not affect the level-of-care determination for the remaining 17 of
these 25 individuals.

In accordance with the federal Office of Management and Budget Circular A-133,
we identified questioned costs totaling approximately $11,200 for the seven
individuals who were inappropriately determined to be functionally eligible for
EBD Waiver services. The questioned costs cover claims paid between the start
of these individuals’ certification periods in February 2008 and the conclusion of
our audit field work in August 2008. The Department should follow up with the
appropriate SEP agencies to reassess these seven individuals and initiate waiver
termination for those who are not found to be functionally eligible upon
reassessment. The individual who was inappropriately denied eligibility was
reassessed in May 2008 and found to have met nursing facility level of care.

The following two examples are from the eight cases where the scoring difference
identified by our contractor changed the individual’s level-of-care determination.
These examples illustrate how a lack of adherence to the scoring criteria and poor
or incomplete case file documentation undermine the accuracy and consistency of
the assessment process and call into question the individual’s functional eligibility
for Medicaid long-term care programs:

e One individual was found functionally eligible and enrolled in the EBD
Waiver. The SEP agency case manager scored the individual a “2” on
dressing, which according to State Medicaid Rules means that the
individual needed significant verbal or physical assistance to complete
dressing or undressing within a reasonable amount of time. However, the
case file documentation showed the individual required little to no verbal
or physical assistance with dressing and was otherwise independent in
completing the activity safely. The SEP agency case manager also scored
this individual a “2” on mobility, which according to State Medicaid Rules
means that the individual needed regular cueing, stand-by assistance, or
hands-on assistance for safety moving both inside and outside the home.
However, the case file documentation showed that, although the individual
needed assistance with mobility outside the home, the individual used a
cane and was otherwise mobile inside the home with no need for stand-by
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or hands-on assistance. Our contractor concluded that the case file
documentation did not substantiate the higher score on either the dressing
or mobility activities. As a result, this individual did not meet nursing
facility level of care and should have been denied eligibility for waiver
services.

e One individual was denied eligibility for the EBD Waiver. The SEP
agency case manager scored this individual a “1” on behavior, which
according to State Medicaid Rules means that the individual exhibited
some inappropriate behaviors but none that resulted in injury to herself,
others, or property. The SEP agency case manager also scored this
individual a “1” on memaory/cognition, which according to State Medicaid
Rules means that the individual could make safe decisions in familiar or
routine situations but needed some help with decision making when faced
with new tasks. However, our contractor concluded there was sufficient
case file documentation to warrant a higher score on both factors.
Specifically, the case file documentation showed that the individual had
diagnoses of dementia and depression and had a history of forgetting to
take her medications. A mental health provider substantiated the
individual’s medication mismanagement. As a result, our contractor
determined that this individual met nursing facility level of care and
should not have been denied eligibility for waiver services. The SEP
agency reassessed this individual three months later in May 2008 and
determined that the individual met nursing facility level of care.

We analyzed the distribution of scoring differences identified by our contractor
for all 25 individuals across the eight individual scoring factors—bathing,
dressing, toileting, mobility, transferring, eating, behavior, and memory/cognition.
Our contractor identified at least one scoring difference with every type of scoring
factor; however, scoring differences on mobility and transferring together
accounted for 58 percent of all scoring differences identified through the file
review. We determined that the higher percentage of scoring differences on
mobility and transferring is the result of a lack of clarity and definition of the
Department’s scoring criteria regarding whether use of an assistive device
“counts” toward functional eligibility. For example, it is unclear whether an
individual who uses a walker to move across the room without need for any
additional assistance should receive the same mobility score as another individual
who uses a walker to move across the room but who also needs stand-by
assistance for safety. Both clients need a walker for mobility; however, one is
clearly more independent and safe than the other in completing the activity.

Currently the Department’s scoring criteria for the mobility and transferring
activities leave too much room for discretion and interpretation. We found that
individuals’ use of assistive devices is more clearly addressed in long-term care
assessment tools used by other states. For example, Wisconsin’s scoring criteria



Report of the Colorado State Auditor I -117

and scale are similar to Colorado’s; however, Wisconsin